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AR 330-5. 

DOCUMENTS. 

' SECRET,” “ CONFIDENTIAL,” AND “ FOR OFFICIAL USE ONLY.” 



Changes 1 WAR DEPARTMENT, 

No I. } Washington, October 2 , 1922. 

AR 330-5 is changed as follows : 

7J. How prepared for transmission; by whom opened; receipt. — (Added.) 
Documents marked “Confidential” will be prepared for transmission in the 
same manner as prescribed for “Secret” documents (paragraph 4) except that 
the inner cover will contain a receipt form only when the sender deems it neces- 
sary, and that the Inner cover may be opened by some responsible person other 
than the person addressed when so authorized. 

[ A . Q. 300.33 ( 8-24-22).] 



By ordeb of the Secretary of Was: 



Official : 

ROBERT C. DAVIS, 

The Adjutant General. 
16080°— 23 



JOHN J. PERSHING, 

General of the Armies, 

Chief of Staff. 



WASHINGTON : OOVWNMBNT PRINTING OFF ICR : 1 9 IS 



w 

\\m 

i - 



M 



REF ID : A4127207 



M 1 1 .IT A 1! V CO K R KS I'nNIi K N C K. 



] 01 



777. The post-office address of an officer's station will he given in his official 

letters. Indefinite expressions of locality. which do not indicnle wliere ilie 
letter wns written, will not. he used. . 

778 . In order to reduce the possiliility of confidential conimuuicat ions foiling 
into the hnnds of persons other then those for whom they ure intended, the 
sender -will inclose them in ;m inner nnd no outer cover; the inner cover to lie 
it seiileijl envelope or wrnpper nddressed in the tisiml wny lint marked plniuly 
“ Confiiient ial ’’ in such tntmner that; the notation may In! most readily seen 
when the outer cover is removed. The package tints prepared will then hit 
inclosed in another settled envelope or wrapper addressed in- the ordinary man- 
ner with no notation to indicate the confidential nature of tiie contents. 

The foregoing applies not only to confident ial communications entrusted to 
the mails or to telegraph companies hut also to such communications entrusted 
to messengers passing between different, oliices of the same headquarters, 
including the bureaus and oliices of' the War Department. 

Government telegraph operators will he held responsible that all telegrams 
are carefully guarded. No received telegram will ever leave an office except in 
a sealed envelope, properly addressed. All files will he carefully guarded, and 
access thereto will he denied to all parties except those authorized by law to 
\^see the same. - . 

77i(. Official communications will be signed or authenticated with the pen 
and not by facsimiles, and if written by order, it will lie stated by whoso order. 
Signatures will be plainly and legibly 'written. By virture of tile commission 
and assignment, to duty, the adjutant general or adjutant of any command 
transacts the business or correspondence of that command over Ids own signa- 
ture; but when orders or instructions of any kind are given, tiie authority by 
which lie gives tiie order must he stated. In the absence of a commanding 
general, his chief, of staff, or, if there lie none, his adjutant general, in signing 
tiie communications to lie forwarded to higher authority, will add to his signa- 
ture the words, “ In tiie absence of the commander.’' 

780. An officer will not lie designated in" orders nor addressed in official 
communications by any other title than that of liis actual rank. 

781. Private correspondence from persons in tiie military service which they 

781. Rescinded~'7rT~^T' — "“ 1 ‘ -tho-disnatcli agents of the United States 

■r 800 .; 8 ;.A.G.o.j 4 ‘ m ' *' eh - 28 '. 192k -' 

782. Except as umei nm „ . 

iations, all official communications from officers and enlisted men ot me Aun.i 
outside of the War Department intended for tiie Secretary of War or for any 
bureau or office of the War Department will be in writing and addressed to 
The Adjutant General of the Army, who will submit all business, coming to 
liim from the Army, which requires action in tiie War Department or by the 
President and which does not come within the jurisdiction of chiefs of bureaus, 
to the Chief of Staff, to he acted upon by him in conformity to the rules duly 
prescribed for that purpose liy tiie President or the Secretary of War. 

Correspondence of the War Department with the Army will be through or by 
The Adjutant General of the Army. \ 

783. Communications, whether from 
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a subordinate to 



a; superior, or vice 

versa, will pass through intermediate commanders. This rule''- n il I not be inter- 
preted as including matters im relation to which interinediate\coniiiianders can 
have no knowledge, and over which they are not expected to exercise control. 
Chiefs of War Department bureaus are intermediate commanders between 
higher authority and tiie officers and enlisted men of their respective corps or 
who are serving under tiie exclusive control of tliemselves and 
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778. In order to reduce the possibility of secret and confidential coinimintca- N> 



lions falling into the hands of persons other than those for whom they nre 
intended, the sender will inclose them iu an inner and an outer cover; the inner 
cover to he a sealed envelope or wrapper addressed in the usual way hut 
marked plainly “Secret” or “Confidential,” as the case may be, in such a 
manner that the notation may he most readily seen when the outer cover is 
removed. The package thus prepared will then be inclosed in another sealed 
envelope or wrapper addressed in the ordinary manner with no notation to 
Indicate the secret or confidential nature of the contents. 

The foregoing applies not only to secret and confidential communications 
entrusted to the mails or to telegraph companies, but also to such communica- 
tions entrusted to messengers passing between different offices of the same head- 
quarters, including the bureaus and offices of the War Department. 

In every case where a communication of a secret nature is transmitted 
by mail, such communication shall be registered; in every case where a 
communication of a secret nature is transmitted between different offices 
of the same headquarters, including bureaus and offices of the War Depart- 
ment, such communication shall he carried by a trustworthy messenger and 
delivered in person to the officer to whom addressed or to some responsible 
person designated by the addressee to receive such communications. In 
case a communication of a secret nature is carried by a commissioned officer, 
compliance with the first subparagraph hereof, as to containers, will not be 
required. 

Government telegraph operators will he held responsible that all telegrams 
are carefully guarded. No received telegram will ever leave an office except 
in a sealed envelope properly addressed. All files will be carefully guarded and 
access thereto will be denied to all parties except those authorized by law to 
same (C. A. It. No. 70, Mar. 10, 1918.) 

A.G. O.] ' 
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ARMY REGULATIONS 1 
No. 330-5 ; 



WAR DEPARTMENT. 
Washington', September 23, 1937. 

DOCUMENTS 



“SECRET”, “CONFIDENTIAL”, AND “RESTRICTED” 

Paragraphs 

Section I. Definitions 1-3 

II. Classification and marking of documents, except military 

maps and photographs _ 4-11 

III. Classification and marking of military maps and , 

photographs 12-15 

IV. Safeguarding documents and registered publications 10-26 

V. Transmitting documents 27-32 



Section I 
DEFINITIONS 

Paragraph 

“Document" defined ; \ 

"Registered publication" defined 1 • 2 

“Short title” defined • 3 

1. “Document” defined. — In these regulations the word “document” will be 
understood to apply to printed, mimeographed, typed, photostated, and written 
matter, and to maps, drawings, sketches, notes, blueprints, photographs, photo- 
graphic negatives, and similar matter. 

2. “Registered publication” defined. — A "registered publication” Is a docu- 
ment each copy of which, because of its nature or classification, is assigned a 
register number by which it will be accounted for at periodic' intervals to the 
proper office of record. 

3. “Short title” defined. — A “short title” is a title which is applied to a 
document for purposes of security and brevity. It should give no indication 
of the nature, contents, or classification as to secrecy of the document. It may 
consist of figures, letters, words, or combinations thereof, but must Include an 
abbreviated designation of the office of origin. A new or revised edition of an 
old publication should be assigned a new "short title.” 

Section II 

CLASSIFICATION AND MARKING OF DOCUMENTS, EXCEPT MILITARY 
MAPS AND PHOTOGRAPHS 

Paragraph 

General 4 

“Secret” ; when, by whom, and how affixed 5 

“Confidential" ; when, by whom, and how affixed 8 

“Restricted'; when and by whom affixed 7 

Responsibility for marking documents "Secret", “Confidential”, or "Restricted” 8. 

One classifying marlConly; If more used 9 

Marking ; use of stamp : 10 

Reclassification ; when, by whom, and how accomplished 11 

•This pamphlet supersedes AR 380-6, February II, 1386, including C 1, July 16, 1887, 

14841”— 37 
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4. General.— Documents which require classification, under the provisions of 
these regulations will be prepared so that the least restrictive classification 
consistent with the proper safeguarding of the contents may be assigned. In- 
sofar as practicable, the contents of documents classified as secret, confidential, 
or restricted will contain only subject matter appropriate to such classification. 
Subject matter in amplification thereof that permits of a lower classification 
may be incorporated in separate documents. The probable distribution should 
be considered in the preparation of a document which, may require classifica- 
tion. The classification and marking of documents will be in accordance with 
paragraphs 5, 6, and 7. 

5. “Secret”; when, by whom, and how affixed.— A document will be classi- 

fied and marked “Secret” only when the information it contains is of such 
nature that its disclosure might endanger the national security, or cause 
serious injury to the interests or prestige of the Nation, an individual, or any 
governmental activity, or be of great advantage to a foreign nation. A 
document will be classified as “Secret” only by or by authority of the Secre- 
tary of War, the Chief of Staff, a chief of an arm, service, or bureau, a general 
officer or an officer acting in his stead, the commanding officer of a depot or 
exempted station, the commandant of a service school, or a military attache. 
When a document is so classified, the “Secret” mark will be placed on the front 
page thereof and will be accompanied by the designation of the authority 
affixing it, or of the authority by which it is being affixed, and will be dated 
and initialed by the officer aflixing it , 

6. “Confidential”; when, by whom, and how affixed. — A document will be 
classified and marked “Confidential” when the information it contains is of 
such nuture that its disclosure, although not endangering the national security, 
might be prejudicial to the interests or prestige of the Nation, an individual, or 
any governmental activity, or be of advantage to a foreign nation. A docu- 
ment will be classified as “Confidential” only by a commissioned officer. The 
“Confidential” mark will be placed on the front page of the document. 

7. “Restricted”; when and by whom affixed. — A document will be classi- 
fied and marked "Restricted” when the information it contains is for official 
use only or of such nature that its disclosure should be limited for reasons 
of administrative privacy, or should be denied the general public. The “Re- 
stricted” mark will be placed ou a document only by authority of a commis- 
sioned officer. 

8. Responsibility for marking documents “Secret”, “Confidential”, or 
“Restricted.” — Any person in the military service who initiates or comes into 
possession of a document which in his judgment should be marked “Secret”, 
“Confidential”, or “Restricted” will take immediate steps to forward it to the 
authority competent so to mark it, following the same procedure for trans- 
mission as is prescribed for the transmission of documents already bearing 
such marking. This applies also to documents originating in governmental 
agencies other than the War Department. 

0. One classifying mark only; if more used. — A document will not be 
marked with more than one of the three classifying marks — “Secret”, “Confi- 
dential”. or “Restricted”; but should it through error be so marked, the most 
restrictive classification used will be observed. 

10. Marking; use of stamp. — Except in the case of printed documents of the 
War Department or of general headquarters in the field, in addition to the 
marks required by paragraphs 5, 6, and 7, Uje "Secret”, “Confidential”, or “Re- 
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1.0. Marking:; use of stamp: — Except in the case of printed documents of the 
War Department or of general headquarters in the field, in addition to the 
marks required 'by paragraphs 5 and 6, the “Secret”, “Confidential”, or “Re- 
stricted” stamp will' be placed both at the top and at the bottom of each page 
of all secret, confidential, or restricted papers. It should be stamped well 
down on the page and In such' a manner that the marking will' not be hidden 
from view when the sheets are clipped together or bound. 

■ ’ll. Reclassification; when, by whom", and how accomplished. — When a 
document ceases to' be secret, confidential,- or restricted, its classification may be 
canceled by the'authorlty which affixed or authorized It, or by higher authority, 

by writing or stamping “Canceled by — — ” or “Canceled by authority of 

” (the’ authority which authorizes the cancelation), over the mark 

on tlie top of the first page of the document, and this cancelation will be 
dated arid initialed by the officer zriaklng It- Any other classifying marks on 
such a document will then be stricken out. If a less restrictive classification 
Is to be given such a document the provisions of paragraphs 6, 7, and 10 



will be followed. • . 

Section III ’/ 

CLASSIFICATION AND MARKING OF MILITARY MAPS AND PHOTO- 

GRAPHS 

, . Paragraph 

Definition ---1 . , 12 

Glassification L~ ! ' lL. 18 

Reports — : 14 

How Issued : • - - 10 



12. Definition. — Military maps and photographs are those intended for use 
in connection with the training and operations of the forces of the' United 
States; -the term includes other maps and photographs which have acquired 
a military character by reason of overprints or notations placed upon them. 

13. '! ’Classification. — a. Military maps and photographs will be classified and 

marked as follows; . ‘ ' 

" (1 ) Secret. •> • • • 5 '* : 

(a) In the continental United States, those illustrating an ap- 
.. proved war plan (including local defense plans) or defense 
project, or any phase thereof. " 

’ (b) In oversea possessions and foreign territory occupied ‘by the 
1 • ’<• forces of the United States, those illustrating* an approved 

V. • T v . . ' ’ war plan (including local defense plans) or defense 
project, or any phase thereof, those showing the layout 
of permanent defense works aDd naval bases and the ad- 
jacent terrain vital to their defense, and those that serve 
to fix definitely the location of any element of permanent 
defense works and naval bases. 

(2) Confidential. 

(o) In the continental United States, those showing layout of 
permanent defense works, and naval bases and the ad- 
jacent terrain vital to their defense, and those that serve 
to fix definitely the location of any element of permanent 
defense works and naval bases, except that when the com- 
plete map of a defense area consists of more than one sheet 
only those sheets showing defense elements need be classi- 
, fled as confidential. 
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showing layout of military and naval radio stations, air 
bases, airdromes, air depots, supply liases, arsenals, proving 
grounds, or of any area vital to defense. 

(3) Restricted. (Formerly ‘'For official use only.”) 

( а ) In tlie continental United States, those showing layout of 

military and naval radio stations, air bases, airdromes, air 
depots, supply bases, arsenals, and the adjacent terrain 
vital to their defense, including photographs not otherwise 
classified, which from their nature are not suitable for 
public release. 

(б) In oversea possessions and foreign territory occupied by the 

forces of the United States, ail topographic maps and photo- 
graphs not otherwise classified, which from their nature are 
not suitable for public release. 

b. Responsibility for the classification of military maps and photographs 
rests on t lie following authorities, but may be delegated within their discre- 
tion to appropriate subordinate agencies: 

(1) The War Department, for maps and photographs not classified as 

prescribed in (2) below. 

(2) Corps area commanders, and commanding generals of expeditionary 

forces and foreign garrisons when not organized as territorial 

departments, for areas within their control. 

c. Military maps and photographs now on file will be reclassified when taken 
from the files for use. 

(I. The precautions prescribed in these regulations will be taken with mnps 
and photographs which have not been reclassified but which are known to be 
•'Secret". "Confidential”, or "Restricted.” 

c. Tlie provisions of paragraphs 8, 9, 10, and 11 will apply in marking and 
classifying maps and photographs. 

14. Reports. — Classification and reclassification of military maps and photo- 
graphs will be reported, when made, to the War Department. These reports 
will cover full title and legend of the material classified. A short title may be 
added for convenience in further accounting. 

15. How issued. — “Secret” and "Confidential” maps and photographs will be 
issued only upon written receipt. Semiannually, on or nbout January 1 and 
June 30, issuing officers will require renewal of such receipts or the return of 
tlie maps or photographs involved. 



Section IV 

SAFEGUARDING DOCUMENTS AND REGISTERED PUBLICATIONS 

Paragraph 



General instructions 10 

Registered publications; designation and safeguarding 17 

Safeguarding contents of "Secret'’ documents 18 

Safeguarding contents of "Confidential" documents 10 

Safeguarding contents of "Restricted" documents - 20 

Safeguarding contents of other official communications 21 

Safeguarding technical secrets 22 

Safeguarding documents distributed outside the Army 23 

Navy documents 24 

Report of loss or subjection to compromise 25 

Reports of destruction 26 
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\ 

16 . General instructions. — a. “Secret” and “Confidential” documents will 
habitually be kept in locked safes or other suitable locked containers when not 
required for immediate use. The most secure storage space available, which 
should be at least a three-combination safe, will be assigned to the storage of 
secret and confidential codes, ciphers, war plans, defense projects, and other 
registered publications. 

\ 

6. Information which would if reduced to writing cause the resulting docu- 
ment to be classified as “Secret,” “Confidential,” or “Restricted” will be safe- 
guarded with the same care as is herein prescribed for documents so classified. 

c. No information as to the contents of “Secret” documents will be revealed 
in any other document which is not itself marked “Secret.” No information of 
a confidential or restricted nature contained in “Confidential” or “Restricted” 
documents will be revealed in any other document which is not in itself marked 
with the same or a higher classification. Routine correspondence, receipts, 
returns, ! and reports of possession, transfer, or destruction need not be classi- 
fied if reference therein to “Secret,” “Confidential,” or “Restricted” documents 
be made' by file number or short title only, with no indication of the subject 
matter or nature of the classification. 

d. When a person in the military service appears before Congress or a con- 
gressional committee and is required to give testimony on subjects which he 
knows to be secret or confidential, he will respectfully request that his state- 
ments be taken in executive session only, and that they do not appear in the 
Congressional Record or other document open to public inspection. 

e. A person who communicates information of a secret, confidential, or re- 
stricted nature will at the same time emphasize to the person or persons to 
whom he communicates the information that it is “Secret”, “Confidential”, or 
“Restricted”, as the case may bo, and assure himself, if necessary, that such 
person or persons are informed that to reveal secret, confidential, or restricted 
matter pertaining tc the national defense is a violation of the Espionage Act 
(act June 15, 1917 (40 Stat. 217) ; U. S. C. 50 : 31, 32; secs. 2181, 2182, M. L„ 

.1929). 

f. Clerical work on secret and confidential matter will be performed only by 
exceptionally trustworthy clerks; preliminary drafts, carbon sheets, and work 
sheets will be destroyed. Stenographic notes will be destroyed or placed under 
lock and key. 

g. An officer will, upon change of station or severance from the military 
service, return to the source from which received or otherwise properly account 
for all “Secret” and “Confidential” documents issued to him. 

h. Messages in secret or confidential codes or ciphers will be handled and 
safeguarded as prescribed in the instructions pertaining to such codes and 
ciphers, and in accordance with AR 335-5. 

17 . Registered publications; designation and safeguarding. — a. The chief 
of arm, service, or bureau or other officer authorized to originate and issue 
“Secret” documents will designate as fi “Registered publication” every “Secret” 
document, except correspondence and communications, issued by him, and will 
cause a semiannual accounting for all copies of such registered publications to 
be made to him or to other designated office of record. The designation 
“Registered publication" may also be applied to “Confidential” documents in 
such cases as the originator may determine as necessary for tile public welfare. 

b. Every copy of a “Registered publication” will have assigned to it a regis- 
ter number by which it will be accounted for at regular intervals to the proper 
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"Registered" publication ; if this is Impracticable, the required data will accom- 
pany the registered publication on a separate sheet 

c. ' Every recipient of “Registered publications” will keep' at all times a com- 
plete inventory of all “Registered publications” in bis charge. He will make, 
or cause to be made by a commissioned custodian, designated by him, on June 
SO and December 81 of each year, an accurate return to the proper offices of 
record, of all “Registered publications" on hand, based on* physical Inventory by 
two commissioned officers, if available, one of whom will be the custodian. 

d. Access to the containers,, and the combinations or 'keys thereto, of “Regis- 
tered publications" will be permitted only to commissioned officers apd, unless 
otherwise prohibited in' regulations pertaining to codes and ciphers, to specially 
trusted civilian employees specifically authorized by the- responsible chief of 
arm, service, or bureau. Safes containing “Registered publications” will habit- 
ually be kept locked, with the full combination operative, whenever they are 
not under the direct supervision of a person officially entrusted with the 
combination thereof. 

e. When the classification of a “Registered publication" is. changed in accord- 
ance with paragraph 11, the designated office of record will notify all recipients 
of such publication of the. changed classification thereof. 

18. Safeguarding contents of "Secret” documents. — a. The distribution and 

dissemination of secret matter will be confined to the absolute minimum. Secret 
matter, is exclusively for the official use of the person to whom It is divulged. 
To maintain its inviolability is the duty and responsibility of each person huv- 
ing knowledge or custody thereof, no matter how obtained. It will not be 
discussed or referred to in . the presence of persons not, authorized to hnve 
knowledge thereof.' An officer by virtue of his commission alone is not entitled 
to knowledge of secret matter. Information as to the contents, nature, or 
whereabouts of “Secret documents” will be disclosed only to those persons in 
the Government service whose official duties require quch Jinojvledge, and to 
such other, responsible persons of especial trust as of absolute, necessity must 
be informed. 1 

6. No document marked “Secret” will be taken into front line trenches in a 
theater of war, or to any other place in which ther^ is a, similar danger .of 
capture by the enemy. .” | , 

o. Documents classed as “Secret” will not be referred to or listed In any 
catalog or publication which is not Itself marked “Secret,’’ except that receipts, 
returns, and reports of transfer or destruction need npt be classified if reference 
to the related document be made by file number or short title only, with no 
indication of the subject matter or the nature of the classification. 

19. Safeguarding contents of "Confidential” documents. — Persons to whom 

confidential matter is entrusted or disclosed are responsible, for its safe custody 
arid security. It will not be discussed nor disclosed in' the presence of persons 
not authorized to have knowledge thereof. Information! as, to the contents, 
nature, or whereabouts of confidential documents will be disclosed only to 
those persons in the Government service whose duties require that they have 
such knowledge, and to such other persons of especial trust' as of necessity must 
be Informed. . . , ', , j , 

20. Safeguarding contents of “Restricted” documents. — The information 
contained in documents marked “Restricted” will not be communicated to the 
public or to the press, but it may be communicated to any person known to 
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be In the service of the United States, and to persons of undoubted loyalty and 
discretion who are cooperating in governmental work. 

21. Safeguarding contents of other official communications. — The contents 
of official communications, whether or not classified as to secrecy, will not be 
revealed except to those officially entitled to receive them. See paragraph 7, 

AR 340-15. 

22. Safeguarding technical secrets. — Chiefs of arms and services charged 
with responsibility for the initiation of measures to protect technical secrets 
in the interest of the public welfare (pnr. 4, AR 600-700) will base such 
measures upon the provisions of these regulations and Section VI, AR 850-25. 

23. Safeguarding documents distributed outside the Army.— “Secret” or 
“Confidential” documents which by their nature might require distribution out- 
side the Army will contain suitable instructions for their custody, safeguarding, 
and ultimate disposition in conformity with the requirements of Army 
Regulations. 

24. Navy documents. — All requests for Navy secret and confidential docu- 
ments will be submitted to The Adjutant General. Secret and confidential 
documents of other departments, when in possession of Army activities, will 
be safeguarded with the same care as Army “Secret” and “Confidential” docu- 
ments and will be accounted for in the munnfer required by the issuing 
department. 

25. Report of loss or subjection to compromise. — a. Any person in the mili- 

tary service knowing of the loss or subjection to compromise of a “Secret” or 
“Confidential” document will promptly report that fact to the custodian of 
the document, who will immediately report the loss or compromise to the 
issuing authority. / 

6. Any custodian having knowledge or suspicion that secret or confidential 
matter has been lost or compromised will immediately report the facts to his 
commanding officer, in addition to making the report required by a above. The 
commanding officer will then make a thorough investigation of all the circum- 
stances attendant thereto and will forwnrd to The Adjutant General, through 
military channels, the report of the investigation and his recommendations in 
the premises. 

26. Reports of destruction. — When competent authority directs the destruc- 
tion of a "Registered publication” it will be destroyed by burniug, by or in the 
presence of a commissioned officer. The officer witnessing the burning will sign 
a certificate of destruction which will be forwarded through the headquarters 
directing the destruction to the office of record indicated in the registered pub- 
lication, The same procedure will be followed as far as applicable in the 
destruction of other secret or confidential documents. 

Section V 

TRANSMITTING DOCUMENTS 



, * ai i u|u i 

“Secret” documents; how prepared for transmission; by whom opened; receipt 27 

“Secret” documents: how transmitted ' 28 

“Confidential” documents ; how prepared for transmission ; by whom opened ; receipt 29 

“Confidential” documents ; how transmitted 30 

“Restricted” documents ; how transmitted 31 

Transmission by airplane prohibited except In emergency 32 



7 



AR 330-5 
27-31 



REF ID : A4127207 



DOCUMENTS 

\ 

27. “Secret” documents; how prepared for transmission; by whom opened; 
receipt. — a. Except during the process of local distribution in the personal 
custody of persons authorized to handle such matter \for transmission to 
another person, the sender of a document marked “Secret” will inclose it in 
an inner and an outer cover. The inner cover will be a\sealed wrapper or 
envelope addressed in the usual way but plainly marked', “Secret” in such 
manner that the notation may most readily be seen when the outer cover is 
removed. The inner cover will contain a receipt form which ' will identify the 
nddressor, the addressee, and the document. The package thus prepared will 
then he inclosed in an outer cover, which will be sealed and addressed in the 
ordinary manner with no notation to indicate the secret nature of the contents. 

6. So far ns practicable the inner cover marked “Secret” will' be opened only 
by the person to whom addressed. When the inner cover is opened, the receipt 
form will be dated and signed by the addressee and returned to the sender at 
the earliest practicable moment. 

28. “Secret” documents; how transmitted. — “Secret” documents will be 

transmitted by an officer messenger or courier whenever practicable. When 
if is impracticable to transmit secret documents by an officer messenger or 
courier within the continental limits of the United States, they will be trans- 
mitted by the sender by registered mail. For transportation to and from points 
outside the continental limits of the United States when officer courier is not 
available, they may be transported by State Department rotary-lock pouch; in 
the. event that neither officer courier nor diplomatic pouch is available, the 
responsible officer may designate as couriers for this purpose citizens of the 
United States who are deemed worthy of special trust, such as officers or offi- 
cials of other Government departments, or masters of vessels under United 
States registry. Commanding officers of ports of embarkation will arrange for 
the safe transportation of documents forwarded to them for transmission, 
entrusting them to the commanding officer of troops on an Army transport when 
this is practicable and will not involve undue delay. I 

29. “Confidential” documents; how prepared for transmission; by whom 
opened; receipt. — Documents marked “Confidential” will be prepared for trans- 
mission in the same manner ns prescribed for “Secret” documents (par. 27), 
except that the inner cover will contain a receipt form only when the sender 
deems it necessary, and that the inner cover may be opened by some respon- 
sible person other than the person addressed when so authorized by the 
addressee. 

30. “Confidential” documents; how transmitted. — Documents marked “Con- 
fidential” when transmitted by hand will be entrusted only to especially trust- 
worthy messengers. For transmission by mail or express within the conti- 
nental limits of the United States, “Confidential” documents will be sent by 
registered mail or insured express. For transmission to and from points out- 
side the United States, they may be sent as prescribed in paragraph 28 for 
“Secret” documents, or by registered mail on vessels under United States reg- 
istry, provided they do not pass through any foreign postal systems or the 
postal system of the Philippines. 

31. “Restricted” documents; how transmitted. — Documents marked “Re- 
stricted” may be transmitted by ordinary mall, express, or freight to' any 
point. When transmitted by hand, they will be entrusted only to reliable 
messengers. 
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32. Transmission by airplane prohibited except in emergency. — Except in 
emergency, “Secret” and “Confidential” documents will not be transported by 
airplane (as distinguished from carried for use). When so transported “Secret” 
documents will be securely wrapped, and weighted if necessary, and will be in 
the.-actual custody of an officer not engaged .in the flying of the airplane, who 
will be responsible for their security. “Confidential” documents may be trans- 
ported by registered air mail when in the opinion of the responsible officer the 
emergency demands such transmission. 

[A. G. 312.11 (4-15-37).] 

By order of the Secretary of War : 

MALIN CRAIG, 

Chief of Staff. 

Official : 

E. T. CONLEY, 

Major General, 

The Adjutant General. 

9 




U. S. GOVERNMENT PRINTING OFFICE: 1937 



For sale by the Superintendent of Document^ Washington, D. C. 



Price 5 cents 




REF ID : A4127207 

AB 330-5 

C l 



DOCUMENTS 

“SECRET”, “CONFIDENTIAL”, AND “RESTRICTED” 



Changes 1 WAR DEPARTMENT, ( 

No. 1 ) • Washington, July 15, 1951. 

AR 330-5, February 11, 1936, is changed as follows : 

25. Report of loss or subjection to compromise. — a. Any person in the mili- 
tary service knowing of the loss or subjection to compromise of a “Secret” or 
“Confidential” document will promptly report that fact to the custodian of 

f ocument, who will Immediately report the loss or compromise .to the Issuing 
uthority. 

b. Any custodian having knowledge or suspicion that secret or confidential 
matter has been lost or compromised will immediately report the facts to his 
commanding officer, in addition to making the report required by a above. 
The commanding officer will then make a thorough investigation of all the 
circumstances attendant thereto and will forward to The Adjutant General, 
through military channels, the report of the investigation and his recom- 
mendations in the premises. 

(A. G. 812.11 (11-16-36).] 

Bt oboes or the Secbetaby of Was : 

MALTN CRAIG, 

: ' OMef of Staff. 

Offictal: 

B. T. CONLEY, 

Major General, 

•• The Adjutant General. 

168626—37 




». •oftiMUT p,im*0 orncii i,a; 



For sale by the Superintendent of Documents, Washington, D. C. 



Price 5 cents 



uVj REf\iD: A4127207 ■ 

3 - /h - 3 G • - I' . , 

•AH 330-5 

1-3 

\ 

ARMY REGULATIONS] WAR DEPARTMENT. 

No. 330-6 J v Washington, February 11, 1936. 

DOCUMENTS 

“SECRET”, “CONFIDENTIAL”, AND “RESTRICTED” 



Paragraph! 



Section I. Definitions J., 1 . 1-3 

II. Classification and marking of documents, except military 

maps and photographs 4-11 

III. Classification and marking of military maps and 

photographs 12-15 

IV. Safeguarding documents and registered publications 16-25 

V. Transmitting documents . 21L31 



Section I 
DEFINITIONS 

1 Paragraph 



“Document" defined: 1 J 1 

“Beglstered publication” defined ... 2 

“Short title" defined 3 



1. “Document” defined. — In this pamphlet the word “document” will be. un- 

derstood to apply to printed, mimeographed; typed, photostated, and written 
matter, and to maps, drawings, sketches, notes, blueprints, photographs, photo- 
graphic negatives, and similar matter. - : ■ . 

2. “Registered publication” defined. — A- “registered publication” is a docu- 
ment which, because of its nature or classification, is assigned a register 
number by which It will be accounted for at periodic intervals to the proper 
office of record. 

3. “Short title” defined. — A “short title” is a title which is applied to a 
document for purposes of security and brevity. It should give no indication 
of the nature, contents, or classification as to secrecy of the document. .It may 
consist of figures, letters, words, or combinations thereof., but must include an 
abbreviated designation of the office of origin. A new or revised edition of an 
old publication should be assigned a new “short title.” 

Section II 



CLASSIFICATION AND MARKING OF DOCUMENTS, EXCEPT MILITARY 
MAPS AND PHOTOGRAPHS 



I’ajagrapb 



General 1 4 

“Secret” ; when, by whom, aud how affixed. 5 

“Confidential"; when, by whom, and liow affixed ' 6 

‘.‘Restricted" ; when and by whom affixed 7 

Documents requiring to be marked “Secret”, ‘‘Confidential", or “Restricted" S 

One classifying mark only ; if more used .... 9 

Marking; use of stamp ' ^ JO 

Reclassification ; when, by whom, and how accomplished J 1 



•This pamphlet supersedes AB 830-5, Feb. 12, 1935. 
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4. General. — The classification and marking of documents as to secrecy will 
be conducted by the originator strictly in accordance with , the principles :set 
forth .In .paragraphs 5, S, and 7. Every effort will be made to word , each docu- 
ment so that the least restrictive classification may be assigned consistent 
with the proper safeguarding, of the contents. The probable distribution to 
be given the document must be considered by the originator in order that 
widespread dissemination may ' neither disclose information which must be 
safeguarded, nor place such a burden upon recipients that proper safeguards 
are neglected because of too great a volume of overclassifled matter. 

5. “Secret"; when, by whom, and how affixed. — A document will be classi- 

fied and marked ‘‘Secret" only when the information it contains Is of such 
nature that its disclosure might endanger the national ‘security, or cause 
serious injury to the interests or prestige of the Nation, an individual, or any 
governmental activity', or be of great advantage to a foreign nation. A 
document will be classified as “Secret” only by, or by authority , of, the Secre- 
tary of War, the Chief of Staff, a chief of an arm, service, or.. bureau, or an 
officer commanding a corps area, a tactical division, or a higher tactical 
unit, the commanding officer of a depot or exempted station, the commandant 
of a service school, or a military attache. When a document is so classified, 
the “Secret” mark will be placed on the front page thereof and will be 
accompanied by the designation of the authority affixing it, or of the authority 
by which it is being affixed, and will be dated and initialed by the officer 
affixing it 1 ‘ ! 

G. “Confidential”; when, by whom, and how affixed. — A document' will be 
classified and marked “Confidential” when the Information it contains is of 
such nature that its disclosure, although not endangering our national security, 
might be prcjudical to the Interests or prestige of the Nation, an individual, or 
any governmental' activity, or be of advantage to a foreign nation. A docu- 
ment will be classified as “Confidential” only'by a commissioned- officer.- The 
‘.‘Confidential" mark will be placed on the front page of the document and 
will be accompanied by the designation of the office which the officer holds, if 
any. • *’ • • 

7. “Restricted”; when and by whom affixed. — A document will be classi- 

fied. and marked “Restricted’.’ when the Information It contains is for official 
use only or of such nature that- its disclosure should be limited for reasons 
of administrative privacy, or should be denied the general’ public. ' The “ Re- 
stricted" mark will be placed on a document only- by authority of a commis- 
sioned officer. • ■ 

8. Documents requiring to be marked “Secret”, “Confidential”, or “Bet- 
stricted.” — Any person in the military service who initiates or comes into pos- 
session of a document which in his judgment should be marked “Secret”, 
“Confidential”, or “Restricted” will take immediate stepe to forward it to the 
authority competent so to mark it, following the, same procedure for trans- 
mission as is prescribed for the transmission of documents already bearing 
such marking. This applies also to documents originating In governmental 
agencies other than the War Department 

9. One classifying mark only; if more used, — A document will not be 

marked with more than one of the. three classifying marks — “Secret’’, “Confi- 
dential”, or “Restricted” ; but should it ' through error, be so marked, the 
most restrictive classification used will be observed. ■ ; 
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stricted” stamp will be placed both at the top and at the bottom of each page 
of all secret, confidential, or restricted papers. It should be stamped well 
down on the page and in such a manner that the marking will not be hidden 
from view when the sheets are clipped together or bound. 

11. Reclassification; when, by whom, and how accomplished. — When a 
document ceases to be secret, confidential, or restricted, its classification may be 
canceled by the authority which affixed or authorized it, or by higher authority, 

by writing or stamping “Canceled by ” or “Canceled by authority of 

— — ” (the authority which authorizes the cancelation), over the mark 

on the top of the first page of the document, andj this cancelation will be 
dated and initialed by the officer making it. Any other classifying marks on 
such a document will then be stricken out. If a less restrictive classification 
is to be given such a document, the provisions of paragraphs 6, 7, and 10 will 
be followed. 

Section III 



CLASSIFICATION AND MARKING OF MILITARY MAPS AND PHOTO- 
GRAPHS 



Definition 

Classification 

Reports 

How issued-. 



Paragraph 

12 

13 

— 14 

15 



12. Definition. — Military maps and photographs are those intended for use 
in connection with the training and operations of the forces of the United 
States ; the term includes other maps and photographs which have acquired a 
military character by reason of overprints or notations placed upon them. 

13. Classification. — a. Military maps and photographs will be classified and 

marked as follows ; 1 

(1) Secret. 

(o) In the continental United States, those illustrating an ap- 
proved war plan (including local defense plans) or defense 
project, or any phase thereof. 

(6) In oversea possessions and foreign territory occupied by the 
forces of the United States, those illustrating an approved 
war plan (including local defense plans) or defense project, 
or any phase thereof, those showing the layout of permanent 
defense works and naval bases and the adjacent terrain 
vital to their defense, and those that serve to fix definitely 
the location- of any element of permanent defense works and 
naval bases. 

(2) Confidential. 

(a) In the continental United States, those showing layout of 
permanent defense works, and naval bases and the adjacent 
terrain vital to their defense, and those that serve to fix 
definitely the location of any element of permanent defense 
works and naval bases, except that when the complete map 
of a defense area consists of more than one sheet only 
those sheets showing defense elements need be classified as 
confidential. 

• (6) In oversea possessions and foreign territory occupied by the 

forces of the United States, those not classified as secret, 

3 
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(6) In oversea possessions and foreign\ territory occupied by the 
forces of the United States, those not classified as secret, 
showing layout of radio stations, aviation centers, air fields, 
supply bases, arsenals, proving grounds, or of any area vital 
to defense. 

(3) Restricted. (Formerly “For official use only.”)\ 

(а) In the continental United States, those showing layout of 

air fields, radio stations, supply bases, arsenals, and the 
adjacent terrain vital to their defense, . including photo- 
graphs not otherwise classified, which from their nature 
are not suitable for public release. 

(б) In oversea possessions and foreign territory occupied by the 1 

forces of the United States, all topographic maps and photo- 
graphs not otherwise classified, which, from their nature, 
are not suitable for public release. 

. 6. Responsibility for the classification of military maps and photographs 
rests on the following authorities, but may be delegated within their discre- 
tion to appropriate subordinate agencies : 

(1) The War Department for maps and photographs not classified as 

prescribed in' (2) below. 

(2) Corps area and similar territorial commanders, and commanding 

generals of expeditionary forces and foreign garrisons when not 

organized as territorial departments, for areas within their 

control. 

e. Military maps and , photographs now on file will be reclassified when taken 
from the files for use. 

d. The precautions prescribed in .these regulations will be taken with. maps 
and photographs which have not been reclassified but which are known to be 
“Secret”, “Confidential”, or “Restricted.” . - 

c. The provisions of paragraphs 8, 9, 10, and 11 will apply in marking and 
classifying maps and photographs. • , 

14. Reports. — Classification and reclassification of military maps and photo- 
graphs will, be reported, when made, to the War Department. .These reports 
will cover 'fuli title and. legend of . the material classified. A short title may be 
added for convenience in further, accounting. 

15. ; How issued.r r -“Secret” and “Confidential'’ maps and photographs will be 
issued only, upon written receipt. Semiannually, on or about January 1 and 
June 30, issuing officers will require renewal of such receipts or the return of 
the .maps or photographs involved. 
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. . i : vy, • Section .IV , 

SAFEGUARDING DOCUMENTS AND' REGISTERED PUBLICATIONS 

• ■ . Paragraph 



General Instructions — . ... , — 1“ 

h Registered publications ; designation and safeguarding .. 17 

^ fi Safeguarding contents of “Secret” documents 18 

' Safeguarding contents of “Confidential” documents IS 

Safeguarding contents of “Restricted" documents 20 

Safeguarding contents of other official communications- ; — 21 

Safeguarding technical secrets . 22 

Safeguarding documents distributed outside the Army-- , 1 — 23 

Navy documents : 24 

Report of loss or subjection to compromise i-J 25 



16. General instructions. — a. “Secret” and “Confidential” documents will be 
habitually kept in locked safes or other suitable locked containers when not 
required for immediate use. The most secure storage space available, which 
should be at least a three-combination safe, will be assigned to the storage 
of secret 'and confidential' codes, ciphers, war plans, defense projects, and other 
registered publications. 

6. No information as to, the contents of "Secret”, “Confidential”, or “Re- 
stricted” documents will be revealed in any other document which is not in 
itself marked, "witli the same or a higher classification. However, documents 
referring to a “Restricted” ' project, but which ’ do hot contain technical infor- 
mation regarding it, need not be marked' “Restricted.” ' 

c. A person who communicates information concerning, or contained in, . a 
document marked. “Secret”, “Confidential”, or “Restricted”, will at the same 
time emphasize' 'to the person or persons to whom he communicates the infor- 
mation that' it" js "Secret”, “Confidential”, or “Restricted”, as the case may be. 

d. Clerical work on secret and' confidential matter will be performed only by 

exceptionally trustworthy clerks; preliminary drafts and work sheets will 
be destroyed. ! Stenographic notes "will be destroyed or placed under lock and 
key, ^ ., 

' e} An officer will, upon change of station or severance from the military 
service, return to the source from which received, or otherwise properly account 
for all “Secret” and “Confidential” documents Issued to him. 

f. Messages in secret dir ’ confidential codes or ciphers will be handled and 
safeguarded as prescribed In the instructions pertaining to such codes and 
ciphers, and in accbrdance with Army Regulations. 

17. Registered publications; designation ‘and safeguarding.— tf. The chief 
of arm, service, or bureau or other officer authorized to originate and issue 
“Secret” documents will designate as a "Registered publication” every “Secret” 
document, except correspondence and communications, Issued by him, and will 
cause a semiannual accounting for all copies of such registered publications to 
be made to hi in, "or to other designated office of record. The designation 
“registered publication”' may also be applied to “Confidential” documents in 
such cases as the originator may determine as necessary for the public welfare. 

b. Every “Registered publication” will have assigned to It a register number 
by which it will be accounted for at regular intervals to the proper office of 
record. , The classification, the register number, the .short title, instructions for 
Its ultimate disposal, and 'ins tractions covering the returns required for its 
f accounting will ’he placed on the title sheet or Inside front cover of every such 
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office of record. The classification, the register number, the short title, the 
office of record to which returns will be made, instructions covering the re- 
turns for its accounting, and instructions for its ultimate disposal will be 
placed on the title sheet or inside front cover of every such “Registered pub- 
lication” ; if this is. impracticable, the required data will accompany the 
registered publication on a separate sheet. \ 

c. Every recipient of "Registered publications” will \keep at all times a 
complete inventory of all “Registered publications” in his charge. He will, 
on June 30 and December 31 of each year, make or cause to be made by the 
custodian designated by him an accurate return to the proper offices of record 
of all “Registered publications” on hand, based on physical inventory by two 
commissioned officers, if available, one of whom will be the custodian. How- 
ever, semiannual returns will no longer be made on “Registered publications” 
which have been placed in custody or storage for historical purposes. 

d. Access to the containers, and the combinations or keys thereto, of “Regis- 
tered publications” will be permitted only to commissioned officers and, unless 
otherwise prohibited in regulations pertaining to codes and ciphers, to war- 
rant officers and to specially trusted civilian employees specifically authorized 
by the responsible chief of arm, service, or bureau. Safes containing “Regis- 
tered publications” will habitually be kept locked, with the full combination 
operative, whenever they are not under the direct supervision of a person 
officially entrusted with the combination thereof. 

e. When the classification of a “Registered publication” is changed in accord- 
ance with paragraph 11, the designated office of- record will notify all recipients 
of such publication of the changed classification thereof. 

18., Safeguarding contents of “Secret” documents.— a. The distribution and 
dissemination of secret matter will be confined to the absolute minimum. Secret 
matter is exclusively for the official use of the person to whom it is divulged. 
To maintain its inviolability is the duty and responsibility of each person hav- 
ing knowledge or custody thereof, no matter how obtained. It will not be 
discussed or referred to in the presence of persons not authorized to have, 
knowledge thereof. An officer by virtue of his commission alone is not entitled 
to knowledge of secret matter. Information as to the contents, nature, or 
whereabouts of “Secret” documents will be disclosed only to those persons in 
the Government service whose official duties require such knowledge, and to 
such other responsible persons of especial trust as of absolute necessity must 
be informed. 

6. No document marked “Secret” will be taken into the front lines in a 
theater of war or to any other place in which there is a similar danger of 
capture by the enemy. 

19. Safeguarding contents of “Confidential” documents. — Persons to whom 
confidential matter is entrusted or disclosed are responsible for its safe custody 
and security. It will not be discussed nor disclosed in the presence of persons 
not authorized to have, knowledge thereof. Information as to the contents, 
nature, or whereabouts of “Confidential” documents will be disclosed only to 
those persons in the Government service whose duties require that they have 
such knowledge, and to such other persons of especial trust as of necessity must 
be informed. 

20. Safeguarding contents of “Restricted” documents; — The information 
contained in documents marked “Restricted” will not be communicated to the 
public or to the press, but it may be communicated to any person known to 
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be in the service of the United States, and to persons of undoubted loyalty and 
discretion who are cooperating in governmental work. 

21. Safeguarding contents of other official communications. — The contents 
of official communications, whether or not classified as to secrecy, will not be 
revealed except to those officially entitled to receive them. See paragraph 7, 

AR 3-10-15. . 

22. Safeguarding technical secrets. — Chiefs of arms and services charged 
with’ responsibility for the initiation of measures to protect technical secreta 
in the Interest of the public welfare (pari 4, AB 600-700) will base such 
'measures upon the provisions of these regulations and Section VI, AB 850-25. 

23. Safeguarding documents distributed outside the Army. — “Secret” or 

"Confidential” documents which, by their nature, might require distribution out- 
side the Army will contain suitable instructions for their custody, safeguarding, 
and ultimate disposition in conformity with the requirements of Army 
Regulations. ' 

24. Navy documents. — All requests for Navy secret and confidential docu- 

ments will be submitted ' to The, Adjutant General. Secret and confidential 
documents of other departments,' when in possession of Army activities, will 
be safeguarded with the same care as Army "Secret” and “Confidential” docu- 
ments and will be accounted for iii' the manner required by the issuing 
department. . 

■ 25. Beport of loss or subjection to compromise.— Any person in the military 

service , knowing , of the loss , or subjection to compromise of a “Secret” or 
“Confidential” document will promptly report that fact to the custodian of 
the document,, who will immediately report the loss , or compromise to the 
Issuing authority. , 

• • Section V 

i TRANSMITTING DOCUMENTS 

Paragrapn 



“Secret” documents; how prepared for transmission; by whom opened; receipt 20 

“Secret'' documents ; how transmitted : 27 

“ Confidential" documents ; how prepared for transmission ; by whom opened ; receipt, 28 

"Confidential” documents; bow transmitted . 20 

"Restricted" documents; how transmitted - 80 

Transmission by airplane prohibited except In emergency! 31 



26. “Secret” documents; how prepared for transmission; by whom opened; 
receipt. — o. Except during the process of local distribution in the personal 
custody of persons authorized to handle such matter for transmission to 
another person, ttie sender of a document marked “Secret” will inclose it in 
an Inner and an outer cover. The inner cover will be a sealed wrapper or 
envelope addressed In the usual way, but plainly marked “Secret” In such 
manner that the notation may be most readily seen when the outer covev is 
removed. The inner cover will contain a receipt form which will identify the 
addressor, the- addressee, and the document. The package thus prepared will 
then be inclosed in an outer cover, which will be sealed and addressed in IfJie 
ordinary manner with no notation to indicate the secret nature of the contents. 

b. So far as practicable the inner cover marked "Secret” will be opened only 
by the person to whom addressed. When the inner cover is opened, the receipt 
form will be dated and signed by the addressee and returned to the sender at 
the earliest practicable moment. 

f 
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27. “Secret” documents; how transmitted.— “Secret” documents will be 
.transmitted by an officer .messenger or courier whenever practicable. When 
.It is .Impracticable to transmit secret documents by aih. officer messenger or 
courier within the continental limits of - the United States, they will be trans- 
mitted by registered mail. For transportation to and from points outside .the 
continental limits . of the JUnited States, when officer courier. Is not available, 
they may be transported by State Department rotary-lock pouch; in the 'event 
that neither officer courier nor diplomatic pouch is available, the responsible 
officer may designate as couriers for this purpose citizens of the United 
States who are deemed, worthy of special trust, such as officers or officials of 
other Government Departments, or masters of vessels under .United States 
registry. Commanding officers of ports of ' embarkation will arrange for the 
.safe transportation of documents forwarded to them for. transmission, entrust- 
ing them to the commanding officer of troops on an Army transport when this 
.tfk is practicable and will not involve undue delay. 

* 28. “Confidential” documents; how prepared for transmission; by whom 

.opened; receipt.— Documents marked “Confidential” will be prepared for trans- 
mission in the same manner as prescribed for “Secret" documents (par. 26), 
.except that the inner cover. .will contain, a receipt form only when the sender 
deems It necessary^ and that the inner cover may be opened by some respon- 
sible person other than the person addressed when so authorized' by the 
addressee. 

29. . “Confidential”, documents; how transmitted.— Documents marked “Con- 
fidential” when transmitted by hand will be entrusted only to especially trust- 
worthy messengers. For transmission by mail' or express within the con- 
tinental limits of the United States, “Confidential” documents will be sent by 
registered mail or insured express. For transmission to and from points out- 
side the United States, they may be sent as prescribed in paragraph 27 for 
“Secret” documents, or by registered mail on vessels under United States 
registry, provided they do not pass through any foreign postal systems pr the 
.postal systems of the Philippines. 

30. “Restricted” documents; how transmitted. — Documents marked “Re- 
stricted" may be transmitted by ordinary mail, express, or freight to any 
point. When transmitted by. hand, they will be entrusted only to' reliable 
messengers. 

31. Transmission by airplane prohibited except in emergency i — Except in 

'emergency, “Secret” and “Confidential” documents will not be transported 
by airplane (ns distinguished from carried for use). When so transported they 
will be securely wrapped, and weighted if necessary, and will be in the actual 
custody of an officer not engaged In the flying of the airplane, who will be 
responsible for their security. • 

[A. 0, 312.11 (1-3-30).] 

By ordkb of the Sechetaby of Wab: 

. j MALIN CRAIG, I 

Official : Chief of Staff. 

E. T. CONUEY, •. 

Major General, 

The Adjutant General. 
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IV. “ For official use only ” documents 10 

V. “ Restricted ” documents 11 

VI. Military maps and photographs 12-15 

VII. Miscellaneous provisions 16-22 



Section I 
DEFINITION 

Paragraph 

“ Document ” defined 1 

• 1, “ Document ” defined. — In this pamphlet the word " document ” will be 
understood to apply to printed, mimeographed, typed, photostated, and written 
matter, and to maps, drawings, and photographs. 

Section II 

“ SECRET ” DOCUMENTS 



Paragraph 

“ Secret ” ; when, by whom, and how affixed 2 

General precautions to protect contents 8 

How prepared for transmission; by. whom opened; receipt .4 

" Secret ” ; when, by whom, and how. conceled , C 



2. “ Secret ”; when, by whom, and how affixed. — A document will be 
marked “ Secret ” only when the information it contains is of great importance 
and when the safeguarding of that information from actual or potential 
enemies is of prime necessity. The “ Secret ” mark will be placed on a docu- 
ment only by, or by authority of, the Secretary of War, the Chief of Staff, a 
chief of an arm, service, or bureau, or an officer commanding a corps area, a 
tactical division, or a higher tactical unit. The “ Secret ” mark will be accom- 
panied by the designation of the authority affixing It, or by authority of which 
it is being affixed, and will be dated and initialed by the officer affixing it. 

3. General precautions to protect contents. — a. A document mnrked 
“ Secret ” is for the personal information and use of the officer to whom it is 
officially intrusted. He will be personally responsible for its safe custody and 
will exercise every precaution to prevent unauthorized persons gaining informa- 
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given. ' No person who has information as to the existence, the whereabouts, or 
the contents of a secret document will disclose any information whatever rela- 
tive thereto, except as prescribed above. 

6. No document marked “Secret" will be taken into front line trenches In a 
theater of war, -or to any other place in which there ,1s a similar danger of 
capture by the enemy. \ 

o. Documents classed as “ Secret " will not be referred, to in any catalogue 
or publication which is not itself marked “Secret." 

.. 4 . How prepared for transmission; by whom opened; receipt. — a. For 
transmission to another person, whether by mail, messenger;, or otherwise, In- 
cluding messengers passing between the branches and offices of the War 
Department, or between different offices of the same headquarters, the sender 
of a . document marked “ Secret ” will inclose it in an inner and an outer cover. 
The inner cover will lie a sealed wrapper or envelope addressed , in the, usual 
way, but plainly marked “Secret" in such manner that the notation may be 
inost readily seen when the outer cover is removed. The timer cover will con- 
tain a receipt form which will identify the addressor, the addressee, and the 
document. The package thus prepared will then be inclosed in an outer cover, 
which will be sealed and addressed in the ordinary manner with no notation 
to indicate the secret nature of the contents. See paragraph 15. 

’ b. So far as practicable the inner cover marked “ Secret ” will be opened 
only by the officer to whom addressed. When the inner cover is opened, the 
receipt form will be dated and signed by the receiving officer and returned 
to the sender at the earliest practicable moment 

5. “ Secret ”; when, by whom, and how canceled. — When a document ceases 
to be secret, its “Secret” marking may be canceled by the authority which 
affixed or authorized it, or by higher authority, by writing-or stamping “ Can- 
celed by ,” or “ Canceled by authority of ” (the 

authority which authorizes the cancellation), over the “Secret” mark on the 
top of the first page of the document, and this cancellation will be dated and 
initialed by the officer making it. Any other “ Secret ” marks on such a docu- 
ment will then be stricken out. 

Section III 

“CONFIDENTIAL” DOCUMENTS 

Paragraph 



“ Confidential ” ; when, by whom, and how affixed - 8 

General precautions to protect contents ■ 7 

How prepared for transmission; by whom opened; receipt • 8 

“ Confidential ” ; when, by whom, and how canceled . 9 



. 6. “ Confidential ”; when, by whom, and how affixed. — A document will be 
marked “ Confidential ” when it is of less importance and of ltess secret a 
nature than one requiring the mark of " Secret,” but which must, hcvertheless, 
be guarded from hostile or indiscreet persons. Except in the case of printed 
'documents of the War Department or of general headquarters in the field, the 
j mark “ Confidential " will be placed on a document only by a commissioned 
'officer and - will be accompanied by the designation of the office which that 
officer holds, if any. 
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mark “ Confidential ” will be placed on a document only by a commissioned 
officer and will be accompanied by the designation of the office which that 
officer holds, if any. 

7. General precautions to protect contents. — Information as to the existence, 

the whereabouts, or the contents of a document marked “ Confidential ” will be 
disclosed by a person possessing such information only to those whose duties 
require that they have such information: Every .person to whom confidential 

information is intrusted will be personally responsible for its safe-keeping. 

8. How prepared for transmission; by whom opened; receipt. — Documents 
marked “ Confidential ” will be prepared for transmission in the same manner 
as prescribed for “ Secret” documents (par. 4), except that ihe inner cover will 
contain a receipt form only when the sender deems it necessary, and that the 
inner cover may be opened by some responsible person other than the person 
addressed when so authorized. 

9. “ Confidential when, by. whom, and how canceled. — The ‘‘ Confidential ” 
mark on a document may be canceled by the authority which affixed or author- 
ized it, or by higher authority, by writing or stamping over it “ Canceled 

by ”, or “Canceled by authority of : ” ..(the authority 

which authorizes the cancelation), and this cancelation will be dated and 
Initialed by the officer making it. Any other “ Confidential ” marks on such 
a document will then be stricken out. 

Sbotior IV 

“ FOR OFFICIAL USE ONLY " DOCUMENTS 



? Paragraph 

“ For official use only ” ; when affixed ; how information treated 10 



,10. “For official use only”; when affixed; how information treated. — A 
document will be marked “ For official use only ” when it contains information 
which is not to be communicated to the public or to the press, but which may 
be communicated to any person known to be in the service of the United 
States whose duties It concerns, or to persons of undoubted loyalty and dis- 
cretion who are cooperating in Government work. The information contained 
in documents marked “ For official use only ” will be treated accordingly. 

Sbotior’ V 

< “ RESTRICTED ” DOCUMENTS 

Paragraph 

“ Restricted ” documents described 11 

11. “ Restricted ” documents described. — A document is marked “ Re- 
stricted ” when it contains information regarding research work or the design, 
development, test, production, or use of a unit of military equipment or a com- 
ponent thereof 'which it is desired to keep secret. Such information is con- 
sidered as affecting the national defense of the United States within the mean- 
ing of the Espionage Act (U. S. C. 50: 31, 32). The treatment of such informa- 
tion and the affixing and cancelation of the marking “ Restricted ” are prescribed 
in paragraph 4% s AR 850-25, 



\ 



8 



AR 330-5 

12-13 DOCUMENTS 

Section VI 
MILITARY MAPS AND PHOTOGRAPHS 



Paragraph 

Definition - 12 

Classification 13 

Reports j . 14 

How Issued 1 15 



12. Definition. — Military maps and photographs are those. Intended lor use 
in connection with the training and operations of the forces of the United 
States ; the term Includes other maps and photographs which have acquired 
a military character by reason of overprints or notations placed upon them. 

13. Classification. — o. Military maps and photographs will be classified as 
follows : 

(1) Secret. 

(a) In the continental United States, those illustrating an ap- 

proved war plan (including local defense plans) or any 
phase thereof. 

(6) In oversea possessions and foreign territory occupied by the 
forces of the United States, th.ose Illustrating an approved 
war plan (including local defense plans) or any phase 
thereof, those showing the layout of permanent defense 
works and naval bases, and the adjacent terrain vital to 
their defense, and those that serve to definitely fix the loca- 
tion of any element of permanent defense works and naval 
bases. 

(2) Confidential. 

(o) In the continental United States, those showing layout of 
permanent defense works, and naval bases and the ad- 
jacent terrain vital to their defense, and those that serve 
to definitely fix the location of any element of permanent 
defense works and naval bases, except that when the com- 
plete map of a defense area consists of more than one sheet 
only those sheets showing defense elements need be classi- 
fied as confidential. 

(b) In oversea possessions and foreign territory occupied by the 

forces of the United States, those not classified as secret, 
showing layout of radio stations, aviation centers, supply 
bases, arsenals, proving grounds, or of any area vital to 
defense. 

(3) For official u»e only. 

(a) In the continental United States, those showing layout of 

radio stations, supply bases, arsenals, and the adjacent ter- 
rain vital to their defense, including photographs hot other- 
wise classified, which from their nature are not 1 suitable 
for public release. 

(b) In oversea possessions add foreign territory occupied by the 

forces of the United States, all topographic maps and photo- 
graphs not otherwise classified, which, from their nature, 
are not suitable for public release. 
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■ 6. Responsibility for the classification of military maps and photographs 
rests on the following authorities, but may be delegated within their discre- 
tion to appropriate subordinate agencies: 

(1) The War Department for maps and photographs not classified as 

prescribed in (2) below. 

(2) Corps area and similar territorial commanders, and commanding 

\J,'- generals of expeditionary forces and foreign garrisons when not 

organized as territorial departments, for areas within their control. 

c. Military maps and photographs now on file will be reclassified when taken 
from the files for use. 

d. The precautions prescribed in these regulations will be taken with maps 
and photographs which have not been reclassified but which are known to be 
“ Secret ”, “ Confidential ”, or “ For Official Use Only.” 

14. Reports. — Classification and reclassification of military maps and photo- 
graphs will be reported, when made, to the War Department. These reports 
will cover full title and legend of the material classified. 

15. How issued. — Secret and confidential maps and photographs will be 
issued only upon written receipt, which will describe the subject matter with 
sufficient clearness to fully insure Identification. Annually, on or about Janu- 
ary 1, issuing officers will require renewal of such receipts or the. return of 
the maps or photographs involved. 

Section VII 

MISCELLANEOUS PROVISIONS 

Paragraph 



How transmitted ; to whom delivered 16 

Facts as to character thereof to be communicated with information 17 

Documents requiring to be marked “ Secret ” or “ Confidential ” 18 

One classifying mark only, If more used 19 

Marking ; use of stamp 20 

Safeguarding documents distributed outside the Army 21 

Report of loss or subjection to compromise 22 



16. How transmitted; to whom delivered. — Documents containing secret 
matter to be transmitted by mail will be registered. Documents containing 
confidential matter will be registered when the circumstances warrant it. 
When documents containing secret or confidential matter are transmitted by 
hand, the transmission will be intrusted to on officer whenever practicable; 
otherwise particular care will be exercised that the messenger is trustworthy. 
In any case such documents will be delivered in person to the officer to whom 
addressed or to some responsible person designated by him to receive them. 

17. Facts as to character thereof to be communicated with information. — 
A person who communicates information concerning, or contained in, a docu- 
ment marked “ Secret ", “ Confidential ”, “ For official use only ”, or “ Re- 
stricted ", will at the same time Inform the person or persons to whom he 
communicates the information that is “ Secret ” or “ Confidential ” or “ For 
official use only ” or “ Restricted ” as the case may be. 

18. Documents requiring to be marked “Secret” or “ ConfldentiaL” — 
Any person in the military service who initiates or comes into possession of a 
document which in his judgment should be marked “ Secret ” or “ Confidential ” 
will take Immediate steps to forward it to the authority competent so to mark 
it, following the same procedure for transmission as is prescribed in paragraphs 
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4 and 16 for secret documents. This applies also to documents originating In 
other Government agencies bearing marks by those agencies which Indicate 
that ttiey are to any degree secret or confidential. 

19. One classifying mark only, If more used.— A document will not be 
marked with more than one of the four classifying marks — “Secret", "Confi- 
dential ”, “ For official use only ”, or “ Restricted ” ;\ but should It, through 
error, be so marked, the most restrictive classification used will be observed. 

20. Marking; use of stamp. — The secret or confidential stamp will be 
placed both at the top and the bottom of each page of all secret or confidential 
papers. It should be stamped well down on the page and in such a manner 
that the marking will not be hidden from view when the sheets are clipped 
together or bound. 

21. Safeguarding documents distributed outside the Army. — Secret or 
confidential documents which, by their nature, might require distribution 
outside the Army will contain suitable instructions for their custody and safe- 
guarding In conformity with the requirements of the Army Regulations. 

22. Report of loss or subjection to compromise. — Any person In the mili- 
tary service knowing of the loss or subjection to compromise of a secret or 
confidential document will promptly report that fact to the custodian of the 
document, who will immediately report the loss or compromise to the issuing 
authority. 

[A. G. 400.114 (5-14-34).]. 

By order of the Secretary of Was.; 

DOUGLAS MacARTHUR, 

^ General, 

. Chief of Btaff. 

Official: 

james f. mckinley, 

Major General, 

The Adjutant General. ■ 



0 

PBIKTIKC OPriCVi ttst 



For sale by the Superintendent of Documents, Washington, D. C. 



Price 5 cents 




£. £ 




. JU ^ 



REF ID : A4127207 

AH 330-5 

* C 2 






DOCUMENTS 

“ SECRET,” “ CONFIDENT IAX,” AND “FOB OFFICIAX USE ONLY” 

Changes 1 WAR DEPARTMENT, 

No. 2 J Washington, March 10, 1933. 

A R 330-5, December 30, 1926, is changed as follows : 

12. Classification. — a. Military maps and photographs will be classified as 
follows : 

• « * ■ • • • • 

(3) For official use only. 

• • * • • * . « 

( 6) (As changed by C 1, December 31. 1927.) In oversea posses- 
sions and foreign territory occupied by the forces of the 
United States, all topographic maps and photographs not 
otherwise classified, which, from their nature, are not suit- 
able for public release. 

{A.G. 812.11 (6-30-27).] 

6. Responsibility for the classification of military maps and photographs rests 
on the following authorities, but may be delegated within their discretion to 
appropriate subordinate agencies: 

• * • * * * * 

(3) (As added by Cl, December 31, 1927.) Military maps and photo- 

graphs now on file will be reclassified when taken from the files 
for use. 

(4) (As added by Cl, December 31, 1927.) The precautions prescribed 

in these regulations will be taken with maps and photographs 
which have not' been reclassified but which are known to be “ Se- 
cret,” “ Confidential,” or “ For Official Use Only.” 

[A. G. 812.11 (6-30-27).] 

17. Documents requiring to be marked “ Secret ” or “ Confidential.” — 
Any person in the military service who initiates or comes into possession of a 
document which in his Judgment should be marked "Secret” or “Confidential ” 
will take immediate steps to forward it to the authority competent so to mark 
it, following the same procedure for transmission as is prescribed in paragraphs 
4 and 15 for secret documents. This applies also to documents originating 
in ot her Government agencies bearing marks by those agencies which 
indicate that they are to any degree seoret or confidential. 

Ta. G. 312.11 (2-24-33).] 

19. Marking; use of stamp. — The secret or confidential stamp will be 
placed both at the top and the bottom of each page of all secret or confiden- 
tial papers. It should be stamped well down on the page and in such a 
manner that the marking will not be hidden from view when the sheets 
are clipped together or bound. 

• These changes supersede 01, December 81, 1927. 
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20. Safeguarding documents distributed outside 'the Army. — Secret or 
confidential documents which, by their nature, might require distribution 
outside the Army will contain suitable instructions for their custody and 
safeguarding in conformity with the requirements of the Army Regulations. 

21.. Report of loss or subjection to compromise. — Any person in the mili- 
tary service, knowing of the loss or subjection to compromise of a secret or 
confidential document, will promptly report that fact to the custodian of 
the document, who will Immediately report the loss or Compromise to the 
issuing authority. ' 

’ [A. G. 312.11 (12-28-32).] 

By order of the Secretary of Wab: 

DOUGLAS MaoARTHUR, 

General, 

Chief of Staff. 

Official : 

jambs f. McKinley, 

Brigadier General, 

Acting The Adjutant General. 
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8BCTI0N I 

DEFINITION ' . . , 

' Paragraph 

“ Document " defined ; — •' 1 

1. “Document” defined. — In this pamphlet the word “ document ” will, be 
understood to apply to printed, mimeographed, typed, photostated, and written 
matter, and to maps, drawings, and photographs. 



Section II 



SECRET” DOCUMENTS 



Paragraph 

"Secret"; when, by whom, and how affixed... ; : ' ‘S 

General precautions to protect contents i ... > 8 

How prepared for transmission by whom opened ; receipt . 4 

“ Secret when, by whom, and how canceled . , r ® 

2. “Secret”; when, by whom, and how affixed. — A document will "be 
marked “ Secret” only when the information It contains -Is of gTeat importance 
and when the safeguarding of that Information from actual or potential 
enemies Is of prime necessity. The “ Secret ” mark will be placed on a docu- 
ment only by, or by authority of, the Secretary of War, the Chief of Staff, a 
chief of a branch or bureau," or an officer commanding a territorial corps area 
or department, a tactical division, or a higher tactical unit The “ Secret ” 
mark will be accompanied by the designation of the authority affixing It, of 
by authority of which It Is being affixed, and will be dated and initialed by 
the officer affixing it. 

3. General precautions to protect contents. — o. A document marked " Secret” 
Is for the personal Information and use of the officer to whom It Is .officially 
intrusted. He will be personally responsible for Its safe custody and will 
exercise every precaution to prevent unauthorized persons gaining information 
as to its existence, its whereabouts, or its contents. He will disclose Informa- 
tion as to its existence, Its whereabouts, or Its contents only to those whose 
duties absolutely require that they have such Information; the number of such 
persons will be limited as much as the necessity of the case permits; and the 
amount of information disclosed will be limited to that which is absolutely 
essential to the proper execution of the duties of the persons to whom it is 



* This pamphlet supersedes AR 330-5, January 22, 1921, and Changes No. 1, 
AE 330-5, October 2, 1922. 
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Hon ns to Its existence, Its whereabouts, or its contents. He will disclose in- 
formation as to Its existence, Its whereabouts, or its contents only to those 
whose duties absolutely require that they have such information ; the number of 
such persons will be limited as much as the necessity of the case permits, and 
the amount of information disclosed will be limited to that which is absolutely 
essential to the proper execution of the duties of the persons to whom it is ‘ 
given. No person who has information as to the existence, the whereabouts, or 
the contents of a secret document will disclose any information whatever rela- 
tive thereto, except as prescribed above. 

6. No document marked “ Secret ” will be taken into front line trenches in a 
theater of war, or to any other place in which there is a . similar danger of 
capture by the enemy. 

c. Documents classed as “ Secret ” will not be referred to in any catalogue 
or publication which is not Itself marked “ Secret” 

4. How prepared for transmission; by whom opened; receipt — a. For 
transmission to another person, whether by mail, messenger, or otherwise, in- 
cluding messengers passing between the arms and services and offices of the 
War Department or between different ' offices of the same headquarters, the 
sender of a document marked “ Secret ” will inclose it in an inner and an outer 
cover. The inner cover will be a sealed wrapper or envelope addressed In the 
usual way, but plainly marked “ Secret ” in such manner that the notation may 
be most readily seen when the outer cover is removed. The inner cover will 
contain a receipt form which will identify the addressor, the addressee, and the 
document The package thus prepared will then be inclosed in an outer cover, 
which will be sealed and addressed in the ordinary manner with no notation 
to Indicate the secret nature of the contents. See paragraph 16. 

b. So far as practicable the inner cover marked “ Secret ” will- be opened 
only by the officer to whom addressed. When the Inner' cover is opened, the 
receipt form will be dated and signed by the receiving officer and returned 
to the sender at the earliest practicable moment. 

5. “ Secret ”; when, by whom, and how canceled. — When a document ceases 

to be secret. Its “ Secret ” marking may be canceled by the authority which 
affixed or authorized it, or by higher authority, by writing or stamping “ Can- 
celed by ” or “ Canceled by authority of ” (the 

authority which authorizes the cancelation), over the “Secret” mark on the 
top of the first page of the document, and this cancelation will be dated and 
initialed by the officer making it. Any other “ Secret ” marks on such a docu- 
ment will then be stricken out. 

Shotion III 

j 

“ CONFIDENTIAL ” DOCUMENTS 



Paragraph 

■ Confidential ” ; when, by whom, and how^ affixed 6 

General precautions to protect contenta 7 

How prepared for transmission ; by whom opened ; receipt 8 

“ Confidential " ; when, by whom, and how canceled 9 



6. “ Confidential ”; when, by whom, and how affixed. — A document will be 
marked “ Confidential ” when it is of less importance and of less secret a 
nature than one requiring the mark of “ Secret ”, bnt which must, nevertheless, 
be guarded from hostile or Indiscreet persons. Except In the case of printed 
documents of the War Department or of general headquarters in the field, the 
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7. General precautions to protect contents. -*-Informnt.iou as to the existence, 
the whereabouts, or the contents of a document marked “ Confidential ” will be 
disclosed by a person possessing such information only to those whose duties 
require that they hare such information. Every person to whom confidential 
information is intrusted will be personally responsible for its safe-keeping. 

8. How prepared for transmission; by whom opened; receipt. — Documents 

marked “Confidential” will be prepared for transmission in the same manner 
as prescribed for “Secret” documents (paragraph 4) except that the inner 
cover will contain a receipt form only when the sender deems it necessary, 
and that the inner cover may be opened by some responsible person other 
than the person addressed when so authorized. • • . 

9. “Confidential”; when, by whom, , and, how canceled. — The “ Confidential ” 
mark on a document may be canceled by the authority which affixed or author- 
ized it, or by higher authority, by writing or stamping over it “ Canceled 

by or “.Canceled, by authority of, — r-” (the authority 

which authorizes the cancellation), and this cancellation will be dated and 
initialed by the officer making it. Any other “ Confidential ” marks on such 
a document will then be stricken out. 

Section IV' 



“FOR OFFICIAL USE. ONLY” DOCUMENTS 

Paragraph 

“ For official use only ” ; when affixed ; how information treated jo 

• 10. “ For , official use, only when affixed; how Information treated. — A 
document will be marked “For official use only” when It contains information 
which is not to be communicated to the public or to the press, but which may 
be communicated to any person known to be In the service of the United 
States whose duties It concerns, or to persons of undoubted loyalty and dis- 
cretion who are cooperating In Government work, The Information contained 
in documents marked "For official .use only" will be treated accordingly. 

Section V . , 

MILITARY MAPS AND PHOTOGRAPHS . . . 

' 1 • ‘ Paragraph 

Definition — 1 — . — — :J — 'll 

Classification • . 12 

Reports^ — - — - — . 13 

How Issued ; .1 "J. 14 

■. i-. / . 

11. Definition. — Military .maps and photographs are those intended for use 
in connection with the training and operations .of the- forces of the United 
States ; the term Includes other maps and photographs which have acquired 
a military character by reason of overprints or notations placed upon them. 

12. Classification. — a. Military maps and photographs will be classified \ as 

follows: . ' < ' ...... 

(1) Secret, , .... , ‘ 

(a) In the continental United , States, those illustrating an ap-‘ 
\ proved war plan (including local defense plans) or any 
phase thereof. . . . . . (1 ( 

• • v • • . ' . : ' , 

• v, 'mi - ■ i 
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(6) In oversea possessions and foreign territory occupied by the 
forces of the United States, those Illustrating an approved 
war plan (Including local defense plans) or any phase 
thereof, those showing the layout of permanent defense 
works and naval bases and the adjacent terrain vital to 
their defense, and those'that serve to definitely fix the loca- 
tion of any element of permanent defense works and naval ‘ 
bases. 

(2) Confidential. 

(а) In the continental United States, those showing layout of 

permanent defense works, and naval' bases and the ad- 
jacent terrain vital to their defense, and those that serve 
to definitely fix the location of any element of permanent 
defense works and naval bases, except that when the com- 
plete map of a defense area consists of more than one sheet 
only those sheets showing defense elements need be classified i 
as confidential. 

(б) In oversea possessions and foreign territory occupied by the 

forces of the United States, those not classified as secret, 
showing layout of radio stations, aviation centers, supply 
bases, arsenals, proving grounds, or of any area vital to 
defense. 

(3) For official use only. 

(а) In the continental United States, those showing layout of 

radio stations, supply bases, arsenals, and the adjacent ter- 
rain vital to their defense, Including photographs not other- 
wise classified, which from their nature are not suitable 
for public release. 

(б) In oversea possessions and foreign territory occupied by the 

forces of the United States, all topographic maps of the 
scale 1 : 62,500 or larger not otherwise classified, and photo- 
graphs not .otherwise classified, which, from their nature, 
are not suitable for public release. 

6. Responsibility for ’ the classification of military maps and photographs 
rests on the following authorities, but may be delegated within their discre- 
tion to appropriate subordinate agencies: 

(1) The War Department for maps and photographs not classified as 

prescribed In (2) below. 

(2) Corps area, department, and similar territorial commanders, and 

commanding generals of expeditionary forces and foreign garrl- 

‘ sons when not organized as territorial departments, for areas 

within their control. ; 

13. Reports. — Classification and reclassification of military maps and photo- 
graphs will be reported, when made, to the War Department These reports 
will cover full title and legend of the material classified. 

14. How Issued.— Secret and confidential maps and photographs will be 
Issued only upon written receipt, which will describe the subject matter with 
sufficient clearness to fully insure identification. Annually, on or about Janu- 
ary 1, issuing officers will require renewal of such receipts or the return of 
the maps or photographs involved. 
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Section VI 



MISCELLANEOUS PROVISIONS 

Paragraph 



How transmitted ; to whom delivered 15 

Facts as to character thereof to be communicated with infornration 18 

Documents requiring to be marked “ Secret ” or “ Confidential " 17 

Oue classifying mark only, if more used 1 18 



15. How transmitted; to whom delivered. — Documents containing secret 
matter to be transmitted by mail will be registered. Documents containing 
confidential matter will be registered when the circumstances warrant it. 
When documents containing secret or confidential matter are transmitted by 
hand, the transmission will be intrusted to an officer whenever practicable ; 
otherwise particular care will be exercised that the messenger is trustworthy. 
In any case such documents will be delivered in person to the officer to whom 
addressed or to some responsible person designated by him to receive them. 

16. Facts as to character thereof to be communicated with information. — 
A person who communicates information concerning, or contained in, a docu- 
ment marked “ Secret,” “ Confidential,” or “ For official use only ” will at the 
same time inform the person or persons to whom he communicates the infor- 
mation that it is “ Secret ” or “ Confidential ” or “ For official use only,” as the 
case may be. 

17. Documents requiring to be marked “ Secret ” or “ Confidential.” — Any 
person in the military service who initiates or comes into possession of a docu- 
ment which, in his judgment, should be marked “Secret” or "Confidential" 
will take immediate steps to forward it to the authority competent so to mark 
it, following the same procedure for transmission as is prescribed in para- 
graphs 4 and 15 for secret documents. 

18. One classifying mark only, if more used. — A document will not be 
marked with more than one of the three classifying marks — “ Secret,” “ Confi- 
dential,” and “ For official use only ” ; but should it, through error, be so 
marked, the most restrictive classification used will be observed. 

[A. G. 312.11 (3-9-26;.] 

By oboes or the Secretary of Wab; 

C. P. SUMMERALL. 

Major General, 

Chief of Staff. 

Official: . 

ROBERT C. DAVIS, 

Major General, 

The Adjutant General, 
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DOCUMENTS 

« SECRET," "CONFIDENTIAL,'' AND " FOR OFFICIAL USE ONLY** 

Changes ) WAR DEPARTMENT, 

No. 1 j Washington, December SI, 19% 7. 

AR 330-5, December 30, 1026, is changed as follows : 

12. Classification. — a. Military maps and photographs will be classified as 
follows : 

• • • • * * • 

(8) For official use only. 

«*••••» 

(6) In oversea possessions and foreign territory occupied by the 
forces of the United States, all topographic maps and photo- 
graphs not otherwise classified, which, from their nature, 
are not suitable for public release. 

(A. O. 812.11 (0-30-27).] 

6. Responsibility for the classification of military maps and photographs rests 
on the following authorities, but may be delegated within their discretion to 
appropriate subordinate agencies: 

• • * * * * * 

(8) (Added.) Military maps and photographs now on file will be 
reclassified when taken from the files for use. 

(4) (Added.) The precautions prescribed in these regulations will be 
taken with maps and photographs which have not been re- 
classified but which are known to be “ Secret,” “ Confidential,” 
or “ For Official Use Only.” 

[A. O. 812.11 (6-80-27).] 

By obdes of the Sbcbbttaby ok Was: 

C. P. SUMMERALL, 

Major General, 

Chief of Staff. 

Official : 

LUTZ WAHL, 

Major General, 

The Adjutant General. 
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“ SECRET,” “ CONFIDENTIAL,” AND “ FOR OFFICIAL USE ONLY." 



* ’"* 1 Paragraphs. 

Section I. Definition -J-'.'i— — - — _ — 1 

it.' “ Secret ” documents __! — — 2-S 

III " Confidential “ ,i aocttoenfe_’iL2iii‘i : i-_i__-^_ ; 

IV. A For ' official ose ohiy'”’ documents ! ___ t: 9 

V. Miacellaneoua provisions..--!- ; !^. 10-13 



. Section L 

DEFINITION. i. 

Paragraph. 

“ Document " defined - . — __ ... — 1 



"'1. “Document” defined. — Ihthis pamphlet the- word “document ” will- be 
understood to apply to printed, mimeographed, typed, photostated, and written 
matter, and to maps, drawings, and photographs. . 



Section II. 

.. . ,, “SECRET.”, DOCUMENTS. 

“ Secret " ; when, by whom' and how affixed-' 

General 'precadtlons to protect contents ... 1 

How prepared for transmission ; by whom opened : receipt- 
“ Secret ” ; when, by whom, and how canceled .. 



Paragraph. 

2 

8 

.• 4 



2. “ Secret ” j when, by whom, and how affixed. — A document will be marked 

“ Secret ” only when the information- it coo tains is of great importance and 
when the safeguarding of that Information from actual or potential enemies 
is of prime necessity! The “ Secret ” mark' will be placed on a document only 
by, or by. authority of, the Secretary of War, the Chief ofStaff, a "chief of an 
arm, staff corps or department, or an officer commanding a territorial depart- 
ment or corps area, a tactical division, or a higher tactical unit! The “Secret ” 
mark will be accompanied by the designation of the authority affixing it! or by 
authority of which It is being affixed, and will be dated and initialed by the 
officer affixing it • j. 

3. General precautions to protect contents. — a. A document marked “Secret’’ 
Is for the personal information and use of the officer to whom it Is officially 
intrusted. He will be personally responsible for its safe custody and will 
exercise every precaution to prevent unauthorized persons gaining information 
as to its existence, its whereabouts, or its contents. He wiilidisclose inforina- 
tlon as to its existence, Its whereabouts, or Its contents only to those whose 
duties absolutely require that they have such information ; the number of such 
persons will be itmlted as much as the necessity of the case permits ; arid the 
amount of information disclosed will be limited to that which is absolutely 
essential to the proper execution of the duties of tbe_ persons to whom l't is given. 
No person who has information as to the existence, the whereabouts, or the 
contents of a secret document will disclose any information whatever relative 
thereto, except as prescribed above. . _ 
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6. No document marked “ Secret ” will be taken into front line trenches In a 
theater of war, or to any other place in which there is a similar danger of 
capture by the enemy.. 

c. Documents classed as “ Secret ” will not be referred to in any catalogue 
or publication which is not itself marked “ Secret.” 

4. How prepared for transmission; by whomopened; receipt. — a. For trans- 
mission to another person, whether by mail, messenger, or otherwise, including 
messengers passing between the bureaus and offices of the War Department, 
or between different offices of the same headquarters, the sender of a docu- 
ment marked “ Secret ” will inclose it in an inner and an outer cover. The 
inner cover will be a sealed wrapper or envelope addressed in the usual way, 
but plainly marked “ Secret " in such manner that the notation may be most 
readily seen when the outer cover is removed. The inner cover will contain a 
receipt form which will identify the addressor, the addressee, and the document 
The package thus prepared will then be inclosed in an outer cover, which will 
be sealed and addressed in the ordinary manner with no notation to indicate 
Che secret nature of the contents. (See par. 10.) 

b. So far as practicable the inner cover marked “ Secret ” will be opened only 
by the officer to whom addressed. When the inner cover is opened, the receipt 
form will be dated and signed by the receiving officer and returned to the 
sender at the earliest practicable moment. 

5. “ Secret when, by whom, and how canceled. — When a document ceases 

to be secret, its “ Secret ” marking may be canceled by the authority which 
affixed or authorized it, or by higher authority, by writing or stamping “Can- 
celed by — ,” or “Canceled by authority of ” (the 

authority which authorizes the cancellation), over the “Secret” mark on the 
top of the first page of the document, and this cancellation will be dated and 
initialed by the officer making it. Any other “ Secret” marks on such a docu- 
ment will then be stricken out. 

Section III. 



“ CONFIDENTIAL ” DOCUMENTS. 

Paragraph. 



« Confidential " ; when, by whom, and how affixed 6 

General precautions to protect contents 7 

•* Confidential ” ; when, by whom, and how canceled 8 



6. “ Confidential”; when, by whom, and how affixed. — A document will be 
marked, “Confidential” when It is of less Importance and of less secret a 
nature than one requiring the mark of '** Secret," but which must, nevertheless, 
be guarded from hostile or Indiscreet persons. Except in the case of printed 
documents of the War Department or of General Headquarters iu the field, the 
mark “Confidential” will be placed on a document only by u commissioned 
officer and will be accompanied by the designation of the office which that 
officer holds. If any. 

7. General precautions to protect contents. — Information as to the existence, 
the whereabouts, or the contents of a document marked “ Confidential ” will be 
disclosed by a person possessing such Information only to those whose duties 
require that they have such information. Every person to whom confidential 
Information is Intrusted will be personally responsible for its safe keeping. 

8. “ Confidential ”; when, by whom, and how canceled. — The “Confidential” 

mark on a document may be canceled by the authority which affixed or author- 
ized It, or by higher authority, by writing or stamping over it “ Canceled 
hy — !■ ,” or “ Canceled by authority of ” (the authority 
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which authorizes the cancellation), and this cancellation will be dated and 
initialed by the officer making it Any other “ Confidential ” marks on such 
a document will then be stricken out. 

Section IV. > 

“FOR OFFICIAL USE ONLY” DOCUMENTS. 

Paragraph. 

“ For official use only ” ; when affixed ; how information treated 9 

9. “For official use only”; when affixed; how information treated. — A docu- 
ment will be marked “ For official use only ” when it contains information which 
is not to be communicated to the public or to the press, but which may be 
communicated to any person known to be in the service of the United States 
whose duties it concerns, or to persons of undoubted loyalty and discretion 
who are cooperating in Government work. The information contained In docu- 
ments marked “ For official use only ” will be treated accordingly. 

Section V. 

MISCELLANEOUS PROVISIONS. 

Paragraph. 



How transmitted ; to whom delivered 10 

Facts as to character thereof to be communicated with information 11 

Documents requiring to be marked “ Secret " or “ Confidential ” 12 

One classifying mark only ; if more used 13 



10. How transmitted; to whom delivered. — Documents containing secret 
matter to be transmitted by mail will be registered. Documents containing con- 
fidential matter will be registered when the circumstances warrant it. When 
documents containing secret or confidential matter are transmitted by hand, the 
transmission will be intrusted to un officer whenever practicable; otherwise par- 
ticular care will be exercised that the messenger is trustworthy. In any case 
such documents will be delivered in person. to the officer to whom addressed or to 
some responsible person designated by him to receive them. 

11. Facts as to character thereof to be communicated with Information. — 
A person who communicates information concerning, or contained in, a document 
marked “ Secret,” “ Confidential,” or “ For official use only ” will at the same 
time inform the person or persons to whom he communicates the information 
that it is “ Secret ” or “ Confidential ” or “ For official use only,” as the case 
may be. 

12. Documents requiring to be marked “ Secret ” or “ Confidential.” — Any 
person in the military service who initiates or comes into possession of a docu- 
ment which, in his judgment, should be marked “ Secret ” or “ Confidential ” 
will take immediate steps to forward it to the authority competent so to mark 
it, following the same procedure for transmission as is prescribed in paragraphs 
4 and 10 for secret documents. 

13. One classifying mark only, if more used. — A document will not be 
marked with more than one of the three classifying marks — “ Secret,” “ Con- 
fidential," and “ For official use only ” ; but should it, through error, be so 
marked, the most restrictive classification used will be observed. 

[312.11, A. G. 0.1 

By ordeb of the Secretary of War: 

PEYTON C. MARCH. 

Official: Major General, Chief of Staff. 

P. C. HARRIS, 

The Adjutant General. 

WASHINGTON : GOVERNMENT PRINTING OFFICE : ltd 
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ARMY REGULATIONS 1 . ; ; WAR DEPAE^BNT^ ,» 

“ J No. 105-25 ’ ‘ I ' " t ' ", ■Washington, July, 20, 1937. 

Zo t, ••“• .U;./ . • • ‘ .» . .. .** ‘ ii . j; •• > - . * • ' -. • , 

b V ~ rVu ~ n '-’ ' J -‘ 'signal ‘"corps: , r'. 

-. TEtEGRAPH, CABLE, and' RADIO SERVICE ' ' " 

1 , : ; ,.s- '• .;••• .£-■ : ■ '• ' '■■■■■ 

-.-.-■j ,, .... . X * -.V'-' ■"-■ — Li,- sfh 

'iv'-i.C ;j— V -'4 -■* - u- •» *•"--* "Paragraphs 

Section I. - 1 

-ill. Message centers'll-: — -J— fe'iyk:.' .1 — 2^5 

- -1 . IIIi'.Restrictions’"on' ; use of telegraph; cable, “and fadiol.l_i : i_'— - 6-9 

J;.-. IV. Instruction's 3 to- writersl_l^l_i=A J -_i-_^ '10-i7 

• .. y.',. r, -v; . .... -AM^rCiT r:.r. v. ''It :r . :;u :’s 

, -i •• ... ' „-. -^r- . ,;q: , : ton:,. ;; 

(>.c; : . .5-^.1 i'~ ii - -vl‘ • ■ ■ . . r r T .i .. v : U-' — t. j c.7 txd , 

:: j iiiir.irii; ,tu *«m so csrt -mtRi fc.Yv 

u.n : ,:.r I ’-"■--Si ' SUPfeRViSION'- —* ’ ir - ' • j. 

.j. ...-(-ci. -.a ■ t ' Paragraph 

OeneraliilL^’lli - 1 f ^ ,'.v. . ?_ ir ^ •»' i 

f . > Mji*’ » Ty ■£>*_, •i’*v ^ »■■). I 4xl'C»c» ;.») 

“ Ii 'general.— The ^supervision of telegraph,, cable, -and ; radio service ,for the 
Armf;. including" places" 'otherwise 'exempt' from' the''jufisdicti'on of corps* area 
commanders, is a function of the Signaf-,Gorps. . 

CRif.f-; £.iTA.-,t-TT ."A • .t-' , / ,:SECTi°N,.i.ivo' kv.: :<o -;^yiT 07 s.r&'-''ic_ 

SIM MESSAGE CENTERS 

a _ . — \i n.iSV' 

_ " .... . Paragraph 

Organization and duties—'— — : — '_ r — — — — 1 ' , ,', 2' 

Operation ^relation to commander and "staff- . ' " l-l-l-l- - -***1,3' 

Economy -in routing dispatches— -i— .. ...' . ' ‘ ' 4 

Codes-.and^ciphers 5 

era.- Organization.'' and ''duties.'— Message^^entefsl'are^mainfaihed^at 'the 1 War 
Department, -at each corps area headquarte*rs; r -ahd 2 at !; - other 'points ; when 
necessary; .They are - charged ' with^lhe receipt," ' t’rahsmissibnp^and - "delivery 
of all dispatches received or sent ’by-- telegraph, ’ r cable, - radioV or - other special 
means at their disposal.’ They are iaisoJ-'cliarged with ; cr'yptographing' , ahd ; 
decryptographing such 'official dispatches as inust -he tfahsmitted’ in’ 'crypto- 
graphic form. They are organized by and operated under the 'direction of the 
Chief Signal! Officer'4for.'the' l Waf 'Depaftmeht*''arid , ''of the ‘signal ' officer ' of the 
headquarters -at other places, who 'will •‘’decide 'the’ best^available means for 
transmission' ; undefi 'general 'instructions* f of '.the''cbihmah’ding' officer.--- 1 
f;3. Operation] relation* to commander' and staff.' —dZ 1 -Purpose .— The message 
center exists primarily' for 'service commander ' and his ! 'staff and fur- 
nishes this- service by—' ' c-' ,,i > r " * , 'C *. .« . 

: .. (1) . Coordinating' the use' : '6f various -' agencies' 'of signal communica- 
.tion. ■ m. ’I fi 

J. Zac (2)-'. Expeditiously: 'effecting-Ithe ' transmission aiad delivery-' of messages. 

- !■- CdtjasfJa 

*Tbia pamphlet supersedes AE 105-25, September 1, 1934, including Cl, June 18, 1936. 
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(3) Keeping only such temporary prescribed records as will facilitate 
the fast and accurate dispatching of all messages passing through 
. the message, center. r v - --- . . „ -g 

6. Exc'epted .ditties:— The .message center is not organized or -equipped to 
perforin 1 stenographic or clerical work pertaining to the different sections of 
the staff. Message centers will not be used -as- offices of record nor will they 
be employed to prepare additional'" copies' o'f messages for multiple distribu- 
tion or to perform, the labor, incident to- consolidating outgoing messages. 

4. Economy ' in" routing 'dispatches. — 'a. "Message centers are charged with 
directing traffic so that the greatest economy is insured the Government con- 
sistent, , with prompt delivery of dispatches. To this end Army and Navy 
communication channels will be utilized whenever practicable. i: jiq vc, : 

6. In directing traffic to points which cannot be reached -.;by ..Army or 
Navy radio, dispatches should >be relayed, by* leased , wire^orj commercial wire 
or radio from the_ point in the Army or Navy radio; net affording the lowest 
refile rate to the destination. Whenever two or more commercial wire tele- 
graph or radiotelegraph companies -are -accessible, dispatches will be deliv- 
ered to the company operating a telegraphic circuit direct to destination; pro- 
vided that when two or more companies' operate direct circuits to a particular 
destination and the rates charged are equal, the traffic will be divided equitably 
between the companies concerned insofar as possible. 

j' : 5. Codes and ciphers. — For information with, reference, to classification, and 
handling of secret, confidential, and restricted documents and. publications and 
the employment of authorized' codes and ciphers, see AR 330-6 and 335-5. 

r.-Ci • to ti. io' -- iiO i.' tv,:. • . . u ■> c. H ; H’ t: a*. • .- 

Section III ^ 



RESTRICTIONS ON USE OE r TELEGRAPH, CABLE, AND RADIO 

.'L..;'' f Paragraph 

When use, authorized , 6 

Prohibited' dispatches-- )uft ,7 

Personal "messa'ges- — — ' — — 1 — .--1” 8 

Press messages over field wire and radio circuits -'-’—' Til < ‘9 

3 6. When -use authorized. — Dispatches by -telegraph,- cable, - or fadio r 'will'“be 
sent only -.when the;,delay ^consequent-.; iupon, .transmission', by-.* maila.wpuld.rbe 
prejudicial to the public interest., , v , . - v.f • f;; ■■ c :> ; .h.-.r'U*:. 

-7. -Prohibited dispatches. — a> .Dispatches of the following character,, will not 
be sent by. telegraph, cable, or radio, .except ;to commanding officers, or under 
special authorization from proper military authority -to in z- r- 
. . . (1); Infprmatiqn .relative to numbers,, movements, or operation* • of 
/troops.' - Aua *, ■ ‘i:vG ; * 

, .,(2) Details,. regarding fortificatipns, '_armaments,:,or iexperiments, made 

j - . .. in connection with. military affairs. . . ..,1b r.vjy.ruc: ■ 

(3) Opinions on military operations or other, military matters relating 
, . ; to any part .of,- the Army.- or other .command with-, .which .the 

• . individual is .serving, ov to, any auxiliary forces., • »- t •. 

6. Dispatches containing the following will not be sent in plain, language:. 

. . (1) . Remarks, recommendations,; or statements of derogatory 'nature con- 

cerning an individual. 

. (2) -Implications tending to .reflect upon, the character, or professional 

standing of an individual. 

, r. -, Cr- ■••.r .v 
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'' ‘. ; -i(3)' Result of Board of ^Inquiry under section 24b, National-Defense Act. 

- - : - r(4) Action taken upon generaU coiirt-naartial'j'cases^involvihg dismissal 

•- or- confinement- in a -penitentiary . 11 -' * -' 1 ^ !j ' - . 

- ' ' '• .(5)''In-' time of war or threatened emergency;- cases ‘under ' a above. 

■ c/>Iietters and telegraph messages ;'when L 'iCsed .— A dispatch ■will not be sent 
by ; - telegraph ? when- a letter • will- serve the 'same purpose, • and all telegraph 
messages ■ will*' be given the ’ classification (par.' -ll) 5 -Which ‘will ^result in the 
lowesfi charg'd to-th'e 7 Governmeht : in 1 all c'aseAwhere the 'service -incident to such 
classification 1 -will meet” the 5 needs ’ and 'requirements - of - the -Government. In 
determining the form of f ‘ dispatch -to - us¥, idue 'consideration 15 ' will be given 
the 5 difference in time between- the zone of origin find the' zone' of-receipt. The 
term "telegraph messages” used above applies to dispatches- transmitted either 
by Wire* telegraph 'or^radibWegraphl- -'For' regulations governing payment for 
dispatches transmitted by commercial' telegraph, see'AR 35^6160: ' - 

d. Dispatches of the foRowing* 'character or those containing matter of a 
purely personal nature are not considered -as ’official' business and will not be 
accepted' for transmission except 4 as' prescribeddn paragraph ' 8 : 

(1) ’Applications 'for 'or "inquiries' 'relative ’to’ leaves' of absence or extern- 
al -' 'sions- thereto. ■ f s~‘ . s . . .'! 

(2) Requests for sleeping Car or hotel reservations or accommodations.'* 
vtn " ( 8 )i Inquiries or instructions •'relative'' to - shipment *- of privately' owned 

t'f'i mount's or household ■'goodsh - rr i-- r • -'-• ; "• - .v-” 

'i(,r (4) Relating to payment of salary or expense -vouchers. ’ ' •-'■ :n 

8 . Personal messages.— a. • The sending of personal messages over Army' 
point-to-point radio -circuits 1 within !; the ,J c 6 htihental’Bhited States^’is prohibited. 
The sending of important ’ petsohaL mbssages to- and' from •'Armyr ‘Navy, and 
Marine Corps personnel over Army field wire and field and oversea radio cir- 

. / 'PT{?* r F5 v1 '' 

cuits is authorized, provided such messages — 

(1) Do not interfere jwithf Government > business; transacted over such 

13";. -.1 circuits. . - 

<■; (2) Are brief, clear, and confined to the subject -matter of the emergency' 

• - - which requires their transmission; ' 

Scope of service. __ LI " ... _ . . 1 : no-mjiic m.’> 

•ii (1) Themse of the Army circuits .referred to in ixabove-for transmission- 
'•t r . of- personal messages is authorized to assist service- persohnel'in- 

• • * the' transaction ‘of "urgent "personal business . Which”,' co'uld’ not be 

v»‘ . . „ . . ■ -i IMU *.'•* v> v *. »;•- i*« 

anticipated and transacted by mail. It is not intended to replace 
. •: ->>■’< m ‘ail sefvi'ce.' , 0 Gonsequehtly, greetings, congratulatory messages,'’ re-^ 

current business messages such' as recurrent stock market^ transac- 
tions, and messages', the contents 'of whieh'kre 6 bviohsly ! 'trifling , in 
r i’ Tcfiaf acter hwill hot be accepted. ’ in eontfa'disGnction,-‘meWa'ges 're- 

garding serious illness or death and replies ‘thereto,' including ex- 
' pressiohs'of 'condolence, and' 'messages 'pertaihing- td allotments, ' xn- 
: 'terest payments, and other ‘'unforeseen financial and business inat-‘ 
ters may be classified as urgent personal business. 'The ' writbr will' 
I*' certify on- the' message that r 'an emergency 'requires ! it. This cer-. 
tifieate will, not be transmitted. -In doubtful casds, the writer' must' 
0 * rr.Ygbow ' that *^the' message is- necessary.^ - J “ -• •- - ' 

(2) A personal 'message 5 from r a commercial concern 1 ' will' he’ accepted' 

■ -'"only 'when it 'is- in repl$' -to' 'a* in&sage 'froia service 'personnel 
' ' requesting - such *£eplyt C!> - :ICJ **•'• -'.. .me 0 ti'. vjrj Jc 

3-L 
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* 3 \ . (3) :,Ovcrsea; radio circuits , terminate.. -in ;the continental ■ United i States 
..;at;Washingtoni t D. G.,-and San. Francisco, Calif. v ^7hen messages 
to and from persormelat-., oversea stations .involve. 'transmission 
, /• ..j between the Army radio . stations at either of these .two .points 

and other, points .within the continental United States, such .trails* 
j. ■ .. . , • ^mission . will he restricted .to-,- thej mails, or. commercial telegraph. 

■ jj ■■ " r; . , Similarly, 1 personal . messages <■ to and from .transports.. at .sea .will 
j.1- > r; o >,,.•* be, , transmitted by mail or commercial telegraph, between radio 
ii a r 4 • . stations at Washington, JD. C., San Francisco, Calif., or. Governor’s 
, • , ^Island, N. Y., and- other „points ; , in the, continental- .United. States. 

■ ■ ■ ; ,A11 mail or- commercial telegraph charges will be prepaid by., the,. 

•; .(.Bender.,;. u ( .. 

..... , (4) e Personal messages.will .be accepted, for transmission from, the- .cong 
tinental United.States to oversea stations only when the destination. 
...i is an Army. post.or a naval.station. _ v ... , r . ■ ,* 

c. Personal messages, in code, or cipher, yvill not be accepted. , . , u .- 

d. Commanding officers are responsible. that. the provisions. of : this paragraph^ 

are strictly interpreted and- that the^ personal message jPriyilege is not abused. 
In the case of the War Department Message Center, the Chief Signal Officer is 
charged with this responsibility. , ■ , ,j , n , • — .... 

9. Press messages over field wire ( .and t radio circuits.— a.- When, military 
business will not be interfered with, x>ress messages may. be transmitted free 
over military field wire and radio circuits, where, commercial facilities. do not 
exist.. ,, _. <-. L . r:...;. . _ ■ >o ... - T .nr—.” ' r -i.: •; u,: v: ,‘J 

6.; ; The ,use -of code pr, cipher in such , messages , is,- forbidden,: except when , pre- 
scribed by the. general eommanffi^^ army im the field ,. - '■• , , : p 

-rli ;: : .k, 7 to.rr.o in . >• , ( • • li . ••■if >di 

Section IV ... 

- -•.H'iifc. a«.» njt: t .. 1 •! :i‘ a. «:l r rj 



INSTRUCTIONS- TO ; WRITERS 



Paragraph 
LI. 10 



Preparationi of. : messages-_-_--.i-.:-,-i-..-;-i-.-c= r .;r__x 3 . — 10 

Classification of messages _ - 11 

Addresses and signatures 222. - _ -’Ll 1' 1 — ..'22 ___ , 12 

Consolidation of messages _ il ’‘■13 

Authentication ±.±ui&32:-Jjlu2--‘.l-2i.-.ZuC 14 

Special delivery 7 15 

Oversea dispatches—’-. 1. ,--- T 1 - 16 

Radio' messages* to^hW from' sliipsl — 1. 1.22. 17 

f 0.7 'r.; . .Ini v.. ■ r„ C. O' . .'r»i!, ;i .)•;•. : to 

. 10. ..Preparation , of messages.— a. Whenever practicable the, blank form 
fumisbed by, the Signal, Corps will be, used..,) ; 

. 6, Words , not important- to .the sense willr.be omitted. j 

c. Words ^instead , of figures will be used, in expressing numbers except in 

weather report messages. ■ . „ ■ .... AV i • • V 

d. Following the rules of .commercial ,practice, -punctuation- marks should be 

spelled, .out in all cases .when it is; desired . that they. be transmitted in the 
body of the. message, ... ■ •• ...,• 

e. Detailed provisions relating to the. drafting of messages , to -be, transmitted 

in secret code or cipher are embodied in AR 335-5.' .,. ••<■■., ..... 

li. Classification of messages. — Messages. are. ; classified as, follows to indi- 
cate the, relative .order in which they .should;, be transmitted : r ,■ >, • ; ; 

- .a.. Urgent .— 2 This classification is. restricted to military .and .naval use only 
and is used only in combat or when combat, real or . simulated, is imminent. 
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Urgent messages are sent Immediately upon receipt,; or immediatelyafter, urgent 
messages previously received have, been transmitted. . They -are (giyen rightTOf-? 
way over all messages of lower classification. The “urgent” glassification has 
no counterpart in domestic commercial message classifications..- j unr v ' 

6. Priority . — This classification is used to designate messages; which- must 
be given precedence over all routine and, deferred messages waiting- to be sent or 
delivered. Messages, bearing ‘.‘priority” classification are filed’, as full- rate; tele- 
grams when transferred to commercial companies, f or. • transmission.^ (Messages: 
will be handled. under this classification when, the word “priority” is, placed- in a’ 
conspicuous place. on the, message, form. Its. .use should however; be. .confined ; 
to, extremely urgent matters .requiring expeditious -action; -. *.r 

-,c: -Routine— This classification covers ordinary., fast dispatches ^customarily 
handled with the greatest possible expedition and delivered at once upon receipt. 
Messages under; this-classification take precedence over ’deferred messages and 
are transmitted in -order j of filing. They are filed, as day letters or A as straight 
telegrams,, whichever is cheaper, . when transferred to commercial; .companies - 
for transmission. -All messages not otherwise marked are. transmitted. as. routine 
messages.- ■ .-.-j wl ., : --. y m- ... .. nn-o r -f 

d. Deferred . — This classification covers messages,; the delivery of, which -may 
be; delayed until the. beginning of office hours .the following morning. “De- 
ferred” messages’ are filed .according. --to the classification which, results, in the 
lowest , charge to the’ Government when -transferred to commercial companies 
for transmission. ( Messages will be -handled under this classification when the; 
word “deferred” ., is .placed, in^a. conspicuous place on the message -form. -See. 
paragraph, 12, AR.35^100. , ;• ju-.-.u hr-;.. itjh;. D 

Messages to be sent in code or cipher .which , do not;, require; action .by, the 
addressee c Rrior > ;to.,.the beginning of -the working, day. follotying the -.day., of filing 
will be -classified- asr“deferred” messages.-. .- • i;,: t. . . . 

, ,12.; t Addresses and. signatures.— a., Where dispatches are sent;(tO;.offiees such- 
as^ “Commanding Officer, . Port Slocum, N.-vY.”,: or “Quartermaster, -F,qrt; Slocum^ 

N. ,Y.”, .the.address.es used -will be- as, given above -rather -jthan as; “Lieut. Col. 
Jones, ’-Infantrj;,. 0 C. Or,. Fort, Slocum, ,N.; Y.” > .vu’.au -r - 

..,6. Where a;, dispatch is. sent, to^a subordinate,dn--;an offiee-or. command, the 
dispatch will be addressed to the commanding officer of .the , office; .orpeommand:; 

The name of.- the, subordinate, wilh.be given in the [first -.part ;of the.- body. ;of the 
message preceded by the. word “For.”’..., Example:. -A- dispatch -for. iGapt.'r.J.ohn" 

Doe, Headquarters, Second CqrpSTArea;\will;be addressed -“Commanding .Gen- 
eral,, Second Corps Area, Governors. -Island, ;N.LY.”=, For Capt.- John Doe, etc. 

(in body of- dispatch). . "i.'qe- ’; *j; *,t.. ■:. J o’.' 

;C. Dispatches;- will be signed .with; the surname .,of the., sender;; Where the 
surname:;. alone,- is ;npt ; , sufficient, .to, enable -;the- addressee^ to establish the official 
position- of--, the sender, 1 ; it will-, be, followed, by such-essential (additional informa- 
tion as will fix definitely the official capacity of the sender. ^ bj 
. -d. Dispatches sent to pr^signed. by.qfficerS'.as.indiyiduals-iWiU be .sufficiently 
complete ;to prevent delay or; confusion.;. •_> Cy rf-;--.. -.r: 

- e. .Detailed provisions relating -totthe addresses ( and signatures - of messages 
to be transmitted in , cryptographic f orm. are, embodied in ■; AR 335-5. 

13. (Cpnsolidatiom of messages.— In case^ several .messages .are, to be sent to 
the.same address in .the course pfi.a day’s.jbusiness, they should,, if practicable, 
be consolidated into^, one message,- whenever ;Such consolidation - will reduce the 
cost of the service. 
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14. u Authentication. —--a. The sender of an official' dispatch will certify as to 
itS’official 'character on -the message form as’fbilows-:"-’'-' v . 
'"OfeciaLbiisiife’ss: " r ‘ 3 



Signature.*" >iLo r L , ■ : .•*:/ 'i. ’■•a V- .. " ’■ - 

> " Typed' or printed signature. ’ ■ *• 1 ■ "• ** : - - •- • * 

V-‘Dra&e and arm, service, or bureau. .Mti.'Ji 1L : ‘ -t,y. • ' ' :■ 

~ i'. ’ Who' may authenticate. — Subject to the restriction contained- in paragraph' 
16,1 ail'd to the further' restriction as to the availability’ of funds (par. 4, AK- 
SS-OlOOi'^aicommissioned officer, or a warrant’officer-when'-no officer is present, 
may certify^ a -message for transmission at* Government expense,- but a person - 
other than those mentioned above must present' to the agent of the telegraph 
company a letter’ or card t! bf identification from 'bis ‘super idr • officer • authorizing 
him to do'so.’ - : -‘ = M. -• • ->- 

ci Messages' of traveling dr transient . Government representatives will be ac- 
cepted by the ^Postal Telegraph Cable Company without r festrictio'ns j as to when 
payment will' be made. Messages transmitted via the Western Union Tele-' 
graph Company-* to the home' station of the' sender or to the headquarters of 



his department at Washington, or in reply to a paid Government message, may' 
be sent Government - collect-.'''' Other messages transmitted via the' 1 Western 
Union Telegraph Company may be charged at p'dint’ of origin to' the local tele- 
graph account of the War Department office or station; provided authority- for : 
incurring -'such - expense has been previously ' obtained- from the local War 
Department '-representative. If this authority has hot been obtained or' no 
office or' station exists at point of- 3 -origin. ‘if will be’ necessary for the War 
Department representative or agent to prepay such messages 1 at Government', 
rates' and secure reimbursement later. ' - -l*' ''•■t.J r ' Brut Jo ot 

" 15. Special' delivefy.il-a. 'Whenever " special 1 'delivery /is necessary ’to' 'expedite 
the delivery of an official dispatch, the- person' ffiling l 'the dispatch for transmis-' 
sioh'2 will indorse ' it ''-‘‘special-delivery ' charges ; paid.’’ 'Similar-Action will- be 
taken whenever the- place ('of 1 delivery^ '-Beyond -the L established' f fee-delivery - 
limits, except when- the -delay -incident' to the ‘delivery of the message -by mail 
will not be of a serious nature, in which case"- the'- dispatch’- will be indorsed 
‘•‘By inail'frohx ' — ^^”,c> indicating 'the- naine f of- the 1 officfe- f-rdm which the 
dispatch-'should be’-mailed'. ' -' "• of tewrr. 1 > 

6. The speCiai-deli very charge should be included’ in-the" charge- for the regu- 
lar tolls and presented for payment in the same mahher.* > ">(•• . 

- 16. Oversea ' dispatches.— hi Commercial 'radiograms' and cablegrams. 

- - -. (i) 'Dispatches addressed 'to oversea • stations vf or • 'transmission ‘ via* coiii 1 ’ 
mercial radio or cable circuits, except dispatches pertaining to the 
!•«!- 1 ■ Bureau of Insular ‘Affairs, will be submitted by the 'chief ! of the 

*• " i (arm, -service, or bureau; or other official concerned to The -Adjutant 

... ' General for approval, consolidation; and delivery to the -message 
center. : •'. >s - . - -' ••• '•- 

(2) Dispatches 'from oversea stations or-offices for- transmission- via com- 
mercial radio or cable circuits '-to* the' War-’ Department;- -except’ 
r- r- .- -.- dispatches pertaining- to the -Bureau of Insular Affairs, will be 
submitted by the originator to thecommander of 'the oversea force, 

- - - or to the 1 officer in- charge of the oversea office, as -the case inay 

- f i be, fbr approval, 'consolidation, and -transmission to The'Adjutant 

. r. Generai who -will make delivery thereof to the addressee. — «> - 

• *. f'ita A .iuOo 
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(3) Dispatches requiring transmission yia commercial radio or cable 
circuits will be numbered by the sender in sequence in a single 
series for each addressee. Such dispatches will also be divided 
by the sender into paragraphs according to the subject matter, no 
paragraph to contain matter relating to more than one subject. 
Paragraphs will be numbered consecutively in a single series for 
each message. Dispatch and paragraph numbers will be placed in 
the body of the message and will be so transmitted. 

6. Dispatches to and from stations served hy Army or Navy radio circuits . — 
Dispatches to and from the departments and other oversea stations normally 
served by Army or Navy radio circuits, transmission of which involves no 
commercial charge, will be transmitted singly without delay and will not be 
consolidated. Dispatches dealing exclusively with the business of an arm, 
service, or bureau will be addressed as prescribed in paragraphs 21 and 22, 

AR 340-15 and will be be transmitted directly to the addressee. However, 
nothing in this paragraph should be construed as preventing a commander of 
an oversea force from issuing instructions requiring all outgoing dispatches 
to be authenticated by or all incoming dispatches to be routed through him or 
his representative prior to transmission to destination or delivery to addressees. 

17. Radio messages to and from ships. — All official dispatches from ship to 
shore, shore to ship, or ship to ship, when charges are involved, will be handled 
through the ship’s quartermaster or agent, who will clear his accounts through 
the proper superintendent of the Army Transport Service. See AR 30-1160. 

[AG. 311.5 (3-10-37).] 

By obder of the Secretary of Wab : 

MAT. TV ORAIG, 

Chief of Staff. 

Official: 

E. T. CONLET, 

Major General, 

The Adjutant General. 
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krs- r ?r39 jrt.55SaJ2.TJ — 
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nTA%10^25, July. ^,nl937 w isjchanged _asj;fonpw^:i^’?(To ; j)'ii -fj’tfvr . 
f,.i6. rVfhen-use - authorized.-^m i Dispatches, by) telegraph : ;cable.-hor rad i o will be 
sent only ^henssuchrexpeditious means of . communication is; required for the 
conductcpf ‘official ^business,; ands theq.delay- consequent ^upon- transmission by 
mall:' wQUld«be.pre judicial; JO)the public interesfcr^rvTy baalDtisassft 
b. Messages from unofficial sources may be acceptedxandj,transmitted as 
officialijbus.ines.s/.proyided.otha.totheyy;are 3 in:(reply£.to 50 fficialx-messages; or are 
sent J in.gCompliance;!'withiam official request for^information oijthe submission 
of recurrent reports. .yiqss dona snitemfsoi 

.basricpAuG. 311'!5i(dfttlfc38): , l5q ifojudfcr xfgucufj ailiOT.'c olBset m.i'.iOTO f£> 
..^.Cp^lM^dtepgtcfies! 3 b * na ' J teio»flbncK> sd) at sinaiorre} 
is orj.g .S9B in a.inoqrnnzi ct Jbo$ ,.1'IbD ,oo?^oam'-l usS b.03 

Letters ^^^^telegm^h^melsWg^^Shen ilsedl— ^dispat^h^will not be sent 
by '%lfegrapl?^fieff^ fetter wfiP'serve^tfie* saWe^piff^ose^an^^liT^telegrapli mes- 
fe^ :i ^HtfI)e^^en s <fie^cla‘ssl^&floii !t Xpar.*S35®wfiicfl x wifP'r^if^ n the lowest 
charge* to^-tlie 9 Government c in to such 

classifi'ca/io'ri will r meet 3 ffie 7 needs ^a ncP feqmremenls^o¥ r t!ie r Government. The 

r>-. rr i-T-J- V'r£ ->rJ.zxnrri r 7 ~l c i'- 1I Q 6 * WV* .tt> 5iT> «rf > n n<zrr ta , 

purpose of such, classification is to mdicate to "the message ^center personnel 
tife^refatfve^oTd^r^dr'pIriorify^or^fre^myss^ge with? respect 0 io°transmission 

:rV , r *; J f I a r»‘V fin r/p aorr. yrrCV «i>r’rr -.rro! 1 <-*«>. ft c'''"' n l r * rf 7 , . - 

and delivery. ^ In cases where special promptness of action by "the addressee 
is required, such fact should be indicated m the* text of the message. In 

. vf , I n ”r. rs-r -Vo +^rr> rr A'rf •= rrr\ x'o rr.'-v.r r;i ' crr» -Vo F>nfrV ctp.t. 

determining the form or classification of dispatch to use, ~due consideration will 
fie given thO'difference^nflime fiSweerf tfierohe^df^origin^arid'Tfi'e’zone of receipt. 
The term “telegraph- messages ’ used above applies to dispatches transmitted 
either by wire telegraph or radiotelegraph. For regulations governing payment 
for dispatches transmitted by commercial telegraph’,. seV<ARb35^10OP -M 
d. Dispatches containing matter of a purely j .apersonailnature; , :arp , jirot,Ccon- 
sidered as official business and will not- be accepted for transmission except as 
prescribed in paragraph! 8.x:?Dispatchessiof stheffollowing-icharacterj.arel con- 
sidered as personal messages when they are initiated by individuals for their 
own convenience; however, replies to such messages _madej by |Commanding 

or, administrative officers .in their official capacity .may. ,bex ; transmitted 
iiiJhaaii u u.iiy^nvj CTii <waiVs‘y^u — .r^ j..i lo ,u 

through the facilities of. the. Army radio, system .provided they are sent col- 
“ , : su nmSuM v-.>a5 ii-Huy m loniu oViiina’l atti 

lect in cases where commercial refile charges are involved: 

t.: O 0 O V O 0 

ad dohr-v it: 9t*asb;ar> oihtan si noii£xil*-.:Ai> ctdA — .vVs.oiV* .d 

(2). Requests for, hotel reservations-, or accommodations. , 

<0 1 '.VoCl V, pviliji^.7 uo ruevaiu UMJ317U pull siujijo l liii 7»/u 90Cybi,007q uov.'g 

-tszf dlHv act IGC7 xnJiin'ifii-Siala *'vii7or:.T‘ ifniiueil «£)&»!£ 

X<5 ai sztmsstei e)sx IIuS cn Eoixrnqiaoo laio-isr-j 

3 J messages^-r-a^ oihn-x nedw -to tsiooS9 scf iotmeo othsrz 

-oco*ii ni booniq* si "-jilioiiii’* Inow ci.* nsriT/ noli Jiitiaanto eii?i ishm; Ii3.*'nEd 
0 j fionX-SDinArg brief, r clea ( r,jandnConfined tOrgubject msRterjpertainingrjto^rgent 

-l3q 5> Jo S 7 c Pjareonal bu^ness.^tiibsqzo snhiupsa aisiisci jaagw ylsras'iii '9 
eseao ii7582?^=39E3sio slo.'sa Zo C3.T e>d& toJ oI<Jianoqi97 etf Hiw es^s zzsri "ylh'o 
,3V dqzrizBtr.q osa .Boiiirpsi ei eifisi Isfrouamco sos&& 
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(1) The use of the Army circuits referred to in a above for transmission 

of personal messages is authorized*solely to assist'service personnel 

rp-rr/f-, in, the.-, transaction of urgent personal business in emergencies and 

'"'/Jr is^no? inten'de'd to replace mail service. Consequently,! recurrent 

.i.r ’v ,»I .Komi iintA -f. , . * J i x.ok 

business messages, holiday or anniversary greetings, and messages 

which are obviously <'f rifling inScharacter <willCflotlbe acceptedJAln 
.»'■* ' |! •'•cohtfadistinctibh/fmess'agesJregarding-seiflbus^iillnessSbr^deatii -and 
.'rL vx-l I- J '-replies -thereto,' 'includ iiig; e^fes'sitfn’S^ : iii^cbMolencer^B«fd messages 
7: aoirabur, ■si.peftaihingJtb’i allotments, ’^ihtefesPipayment'srands’ofher -unforeseen 
financial and business-matters' !ma'y, be’clas’siflei' asiurgentiipersohal 
fa l-.-i+ixcf r’.'busihess.&® : 'q-'K > 3i'5 oc? X^trt evoiao? Inlaiitoa’S jew) eer&aassM .6 
vo (.2 )2 A qiersonal%iessagetf rorm a^bommer ciaiacohcernAvil l be' accepted' only 
"oif-'muirs Cwhen? it°isdfiVrepiy'>to 'a 1 persbnalc-message'ifronPservicecpersohnel 
requesting such reply. .sJici.si inaviiJOS'x So 

(3) Oversea radio circuits through which personal 'service' is authorized, 
terminate in the continental United States - at,,Washi ngton, D.-rC. , 
and. San Francisco, Calif., and, in case.of transports at sea, also at 
iu- - " ed ''on j&^veraorsilsland;,.-!!. .Y. ri pvhenjr t e^larjsche@ules^are maintained 
. . ... -between .transports, and, that, station. , All .oversea-personal mes- 

I» - iV‘. .71 tu* ua*. tJ. i tins' . v*u i-.d -»i») '-c U* . K ; V>» 

,r > ,, sag'es, received ; at .point .of , entiy ,will,be refiled .with , commercial 

JlIS 7 ?'** r.l.j jit. jPdiv)'. XJA./ XL »iu J c > •' -y v XA1. ...>-1^ JIM r;.i£j»>cs 

oi Jffo;^?? r -?B^!-^^Pj a nies j.f or, .delivery |; to ^addressee, , except t that, ? in 
r h-iTi, .cases where .the, addressee of ..such ,personal £ message is, -located in 

*•11*. , } ,T jliiir -w\:» i -ju. i<) v'iUju i»‘l' k.ix ;*u»: :x-m,x »i;j jS-j-u 'xsrrt !• 'uhiRntMu'.' 

Isr.rto3vr.rr %7$SrH8S 

,of. local telephone facilities,, provided: that .no. commercial, charges 

• Al'.MSA/rr. J .ri‘>*3 U J - -J*-* A J ^ i XxXX *«., 1 .'-.III -5 V X.' /-Vb ”>JU 

^ , are„inyolved.,in„ connection- .with. this, f use of.such facilities. r . In 

9<\.33TD , 3C ttd . vCt xdJdJtj , j. 3 c^. .3 j j*. - »x-*» 

... ..order , to effect, delivery ,to.,the addressee,, the sender of. the.mes- 

J’l jZu. c-’o .uj v-.'.j sjni *a.. .?£; •..•»* .to x,ii;oix 7 : .. .ii uv, xajjjJuj. u£ 

t n, ..r.sage, filed at, an oversea station. or. on,, a transport at. sea will.be 

? IY7 C0!i.‘ :'L r; I . j J ah i «' ’ » r. utu,*£vi ' au ntt' * • ,<*« jx U i i* 

... ■ - , ,, required ,, to, .prepay.., the, necessary, commercial . charges, , if ..any, 

. ;Ui l:‘) I I C I'jfU ■ ( .y : r\l: - : m vu-nm-.i .m/JoJi't -Ttr 

w . , ...... in connection yvith.the delivery of , the message. _ .. n 

i -.'Die. I3.r> j.- , i. ,-iij o) tcuujiJ-j -Jvuuii . t i ;rp;i 1 l , nnc> Su . 

Jooft.sq ?r’irne'*oq rnottrfn* ft foV .rttfii'.^lotoli'a'? vo eniw 7/j 

[A. G/.811\5t.(l(^15-88).]J,-ri;-i..*<»f/jJ ir, -070010100 v.i b -ii' a .i.f/l,' -•."'IniKdWO vox 
-rr.iO.lrEreparatiou.ofimessages.'.WXijq i. ui •«t<«ar vrrid»«j.i«t) »’ jii*. JjajaKI .% 

•xt: t '*rr.n tot Wohpvon eci *‘o;! tf'ir '\t* i-eni-.rr! .Vivfllo oj» fm0bit 

-.vc.'Either^wordslor tfigiireslniayxbe usedflh expressing numbers.sq ui brinoE-yiq 
•UdjLdioi cliuhi*ibni yd h9;*'.xtini era \*idt r.silw £*g.s3ssxn I/j.r*)c.'isq os tuama 
Salh&l^aQpgifr^ (l§i*£54§J?f829tB; dona oi rsilqpt ,a*»ttawou jcoosinavnoa jiwo 

I) 9 iVlIiAV 0 ' T +.-.'*H' , .vnm . vlrnecrns 1 rv.-'j dr ••■‘rer r /ti, ^-rg- 7t,o cs V.m irdv-lh'. '!<» 
11. Classification of messages. — ^Messages are classified as follows to indicate 
-.Ifirj 1 r 'i ' -f;t r : ‘‘ f;b r V vtr -t T g’n :V) 7o eetriiinri od.T '.(oj/oviiJ 

the relative order in which they should be transmitted : 

iboviovni oia aswrexo oinor tsivxsxcruos sssttv < oaec xri tool 
* * * * * 

&. Priority . — This classification is used to designate messages which must be 
given precedence over all routine and deferred messages waiting to be sent or 
delivered. Messages bearing “priority”' classification will be 'filed with com- 
mercial companies as full rate telegrams in cases* where ' transmission by 
radio cannot be effected or when radio stations are'"cl6le’d. ; ‘ 3 'Messages’\vill , be 
handled under this classification when 'the word “priority” is ‘ placed in a* con- 
^ictfouS l %»rfic5r / d^ I tlifr , lfife®i6 e foHii. 0 ^ Its ' use"should, ' however! tie- confined to 
extremely urgent matters requiring expeditious 'action.' 0 Originators of “pri- 
ority” messages will be responsible for the use of such classiflcationvin cases 
where commercial refile is required. See paragraph 7c. 
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o. Routine . — This classification covers ordinary fast dispatches customarily 
handled with the greatest possible expedition and delivered at once upon receipt. 
Messages under this classification take precedence over deferred messages and 
are transmitted in order of filing. Such messages filed with or received at a 
message center for transmission to another radio station after such other 
radio station is closed at the end of the business day will be held and trans- 
mitted to’ destination on the first operating schedule of the following day. 
They are filed as day letters or as straight telegrams, whichever is cheaper, when 
transferred to commercial companies for transmission, except that in cases 
where delivery at destination prior to the end of the business day is not 
feasible, they will be handled as deferred messages. All messages not other- 
wise marked are transmitted as routine messages. 

* * • * * * * * 



[A. G. 311.5 (10-15-38).] 

By order of the Secretary of War: 



MALIN CRAIG, 



Chief of Staff. 



Official : 

E. S. ADAMS, 

Major General, 

The Adjutant General. 
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GENERAL PROVISIONS. 
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Administration and control of telephone and telegraph lines:. 1 2 

Telephone and telegraph lines under charge of signal officers , 3 

Military telegraph lines of a force operating in the. field 1 ' 4 
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Dispatches injurious . to public interests 1 1 ' ' .9 

Communications relating to movements or operations of troops, etc., except to 

commanding officers, prohibited--.,- < ; ; 1 10 

When ciphers may be used -r—r _■ 1 11 

Privacy of messages , . ]2 

False or forged messages 1 . - 2 _ _ ; 1 13 

Using or appropriating information by agents, operators,' or employees i 4 

Fraudulent attempts to obtain information by persons not connected with any 

telegraph . company , 15 

Bribing agents, operators, .or employees . • ig 

Willful or malicious injury'to telegraph, telephone, or cable lines 17 



1. Application of contents of this pamphlet. — a. The regulations contained 
in this pamphlet will govern in connection with military telegraph lines main- 
tained and operated by the Signal Corps, excepting ' the Washington-Alaska 
Military Cable and' Telegraph System. , - 

b. Where message centers have, been established, the provisions of this pam- 
phlet relating to Section II, receiving department, and Section .IV, delivery de- 
partment, will come under the control and operation of the message centers. 

, c. At posts and other military telegraph stations' where telegraph connection 
is obtained by Western Union, Postal, or other commercial telegraph circuit, 
the, regulations of the commercial -telegraph company .concerned as to the 
handling of their business will apply.. In so far as applicable, however, the 
instructions contained in this pamphlet will be adhered to at all military 
telegraph offices. ' , ■ • . •*. • .• ' - r . • \ ■ 
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2. Administration and control of telephone and telegraph lines. — For con- 
venience' of administration all telegraph and telephone lines are divided into 

' classes',, and unless otherwise specially ordered are placed under the control of 
officers, as follows : ' - . 

a. Under post signal officers : Lines complete within the limits of a single 
military post. 

6. Under department or corps area signal officers : . 

(1) Short lines constructed to connect single posts with a commercial 
telegraph or telephone office, and having no other stations upon 
them. - 

; (2)- Lines connecting two or more posts in the same military department 

or corps area and all other lines which are complete within the 
limits of a single department or corps area. 

3. Telephone and telegraph lines'under charge of signal officers. — When 
telephone and telegraph lines are placed under charge of signal officers, they 
will be held responsible for their construction; maintenance, arid operation. 
Commanding officers and others will see that the special duties of these officers 
are not interfered with, and upon proper application will render any assist- 
ance in their power. The lines form parts of one connected system throughout 
the United States. They serve military, commercial, naval, and other distant 
interests. The disabling of or interference with any part may cause complica- 
tions not possible to be contemplated in the immediate vicinity. 

4. Military telegraph lines of a force operating in the field. — The signal 
officer of a force operating in the field or of a district under military control, 
in carrying out his general instructions, will formulate necessary regulations 
for the management and operation of military telegraph lines under his con- 
trol. General rules should be reduced to writing, be clearly defined, and 
impartially enforced. 

5. Reports. — a. Monthly. — (1) Officers in charge of sections will, not latev 
than the 10th day of each month, render, in duplicate, to the officer in charge 
of the system, a brief report on the conditions and operations of the offices 
and lines on their sections. The report will state what general repairs were 
made during the month, with appropriate recommendations for continuing the 
line In an efficient state of operation. A “ Monthly line report ” will accompany 
each report, one copy only being necessary. 

(2) The officer In charge of the system will, not later than the 10th day of 

each month, render to the Chief Signal Officer of the Army a monthly report, 
which shall cover fully the operations of the lines, interruptions, and such 
other information as may be of interest. ' 

(3) Officers in charge of military- telegraph lines who, under regulations 
render statements of this line and other line accounts covering telegraphic re- 
ceipts, will furnish to the signal officer - of the department or corps area in 
which the lines may be located, or to those officers especially designated to 
have charge of .those lines, a copy of their monthly ' statement of this line and 
other line accounts without vouchers. 

b. Annual . — On July 1 of each year, or as soon thereafter as practicable, 
each officer in charge of a section will render, in triplicate, to- the officer in 
charge of the system, an annual report Which. shall give a full statement of 

-'ail work accomplished • during the fiscal year, including extensions or better- 
ments, with recommendations for the future maintenance or betterment of the 
service. This report shall give the total number of days of interruptions to 
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sage or messages passing through his hands and addressed to any other person 
or -persons, or in any other, manner acquired by him by reason of his trust as 
such agent, operator, or employee, or shall trade or' speculate upon any such 
information so obtained, or in any manner turn or attempt to turn the same 
to his account, profit, or advantage. 

15. Fraudulent attempts to obtain information by persons not connected 

with any telegraph company.- — No person not connected with any telegraph 
company shall, by means of any machine, instrument, or contrivance, or in 
any other manner, willfully and fraudulently read or attempt to read any 
message or learn the contents thereof while the same is being sent over any 
telegraph line, or shall willfully and fraudulently or clandestinely learn or 
■attempt to learn the contents or meaning of any message while the same is in 
any telegraph office, or is being received thereat, or is sent therefrom, or shall 
use or attempt to use, or communicate to others, any information so obtained 
by any person. - 11 

16. Bribing agents, operators, or employees. — No person shall, by the pay- 
ment or promise of any bribe, inducement, or reward, procure or attempt to 
procure any telegraph agent, operator, or employee to disclose any private 
message, or the contents, purport, substance, or meaning thereof, or shall 
Offer to any such agent, operator, or employee any bribe, compensation, or re- 
ward for the disclosure of any private information received by him by reason 
of his trust as such agent, operator, or employee, or shall use or attempt to 
use any such information so obtained. 

17. Willful or malicious injury to telegraph, telephone, or cable lines. — 
Whoever shall willfully or maliciously injure .or destroy any of the works, 
property, or material of any telegraph, telephone, or cable line, or system 
operated or controlled by the United States, whether constructed or in process 
of construction, or shall willfully or maliciously interfere in any way with the 
working.- or use of any such line, or system, or shall willfully or maliciously 
■obstruct, hinder, or delay the transmission of any communication over any such 
line or system shall be fined not more than one thousand dollars or imprisoned 
not more than three years, or both. Sec. 60, Act Mar. .’/, 1909 (85 Stat., 1099; 
See. 8S6, Mil Laws, 1921). 

Section II. 



RECEIVING DEPARTMENT. 

", Paragraph. 
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Unsigned messages 25 

Repeated messages . 20 
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Messages requiring an answer : * C 28 

Time of transmission and delivery not to be specified : 29 

Profane or obscene messages — ; 30 

During interruption to lines, messages to be accepted “subject to delay ” , 31 

Entry of messages on receiver’s register-- . 32 
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Messages sent by error to wrong destination 1 34 

Ufticial messages returned to sender after transmission : 35 

Extra data'’ and .forwarded messages — . i I_- ■ 36 

J 
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18 Messages to- be on proper forms.— Each message for transmission will 
be written upon the form provided for that purpose, and when not so written 
will be pasted to such form so as to leave the printed heading in full view above 

the message. „ , . 

19. Importance of address.— a. The importance of the address can not be 

overestimated. When the address' given seems insufficient, a better one should 

be requested. ' , 

6. Code, addresses on land line or domestic messages are insufficient, anc 

therefore will not be accepted, except when otherwise authorized. 

c. Official telegrams for deliver}' in a theater of operations will be addressee 
to an office or to an officer, but not to a town or location. When an officer is 
addressed the organization to which he belongs will be given in the address. 
The central telegraph office,- or other office designated for the purpose, will be 
furnished' with a complete list (which will be kept up to date) of all organiza, 
ticks attached to the headquarters in which such central telegraph or other 
distributing office is located. Telegrams will be forwarded to final destination 
without avoidable delay. 

' <?-. Official telegrams for delivery outside a theater of operations will give the 

specific location of the addressee. - . , 

20 Address of messages for Signal officers and operators.— Messages foi 
the Chief Signal Officer and other Signal Corps personnel of the system, officers 
in charge of line sections, and operators in charge at different stations, will 
invariable be addressed to “Signals” and not fo the officer or enlisted man 
by name. When for an officer of the' Signal Corps or soldier nof in. charge it 
should be addressed to the individual (surname, only)', followed by the word 
“ Signals.” On domestic commercial lines, the word “ Signals as a code a - 

dress will not be used. , ; „ 

' 2 i Address of sender to be recorded.-The address of tbe sender of a mes- 
sage unless it' be well-known, will he requested' and recorded iii alphabetical 
order by date in a book for that purpose. '-Any subsequent changes in address 
will be carefully recorded, by date, .and the former address canceled. 

22. Messages to be timed, etc., by receiving clerks.— Each message will be 
timed and checked by the receiving clerk, who will see that tbe place from, 
month, and day are correctly noted thereon; lie will also carefully- read- each 
message before acceptlng-it, and when-.necessary will make it plain by margma 
notation before it is sent to the operator. Messages bearing back dates will 

"Is 6 Assistance to be rendered the sender.-The receiving clerk should give 
any aid or explanation necessary 'to 'enable tbe serider.to prepare. bis message 

so that errors or delays may be avoided-. ' ' . ' , 

24 Changes in messages, misspelled words, etc.— No change shou d b 
made in any message, but misspelled or abbreviated words may. be courteously 
referred to the sender for correction. If the sender declines to, make the correc- 
tion, the message will be accepted as written, the .provisions of paragraph 3 
being adhered to. Messages containing purposely misspelled words prepaied 

with a view to avoiding full payment Will not be accepted. • . 

' 25 Unsigned messages.— If a message be. offered without signature, the 

sender’s attention should be called to the omission, and if the sender then de- 
clines to sign the message the receiving clerk will write in the place of. the 
signature thewords “Not signed.” These quoted words will be transmitted and 

copied by the operators. , 
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26. Repeated messages. — If the sender requests a. repetition of his message 
the receiving clerk will insert in the check the words “ Repeat back.” The 
words “ Repeat back” will be included in the count. 

27. Request to report delivery. — If the sender of a message requests a notice 
of its delivery the receiving clerk will insert in the check the words “ Report 
delivery,” and include them in .the count. 

28. Messages requiring an answer- — Receiving clerks, will, place the letter 
X immediately after the check in each message requiring an’ answer and oper- 
ators will transmit and copy it. . 

.29. Time of transmission and delivery not to be specified.— All concerned 
are. particularly cautioned against making any promises, respecting the trans- 
mission or delivery of a telegram within a specified limit of time. The assurance 
that due diligence will be exercised is proper. Neither will operators or others 
certify to the correctness of any . message. " . 

.30. 'Profane or obscene messages.— Messages containing profane or obscene 
language will not be accepted for transmission. . 

.31. During interruption to lines, messages to be accepted “Subject to 
delay.” — a. If a message be offered when communication is known to be inter- 
rupted, it will be accepted only if the sender choose to leave it for transmission 
when, communication is restored. Upon -such a message write the words “Sub- 
ject to delay,” and request the sender to affix thereto his signature or initials. 

If he refuses to affix his signature or initials, the message will not be accepted. 
This requirement will not be waived. ' . 

. 5. It is not necessary to transmit the words “ Subject to delay ” in the check 
of messages accepted during an interruption to the line., 

. 32.' Entry of messages on receiver’s register^ — a. Offices will enter b.v 
number on tbe receiver’s register, Form 135, or on the message center register, 
as the case may be, the time and in the order of their acceptance* all messages 
accepted for transmission. The personal signal of the receiving clerk will lie 
entered immediately before or after the time of filing in the space for that 
"purpose on the message blank. 

6.. A careful comparison should be made between' the receiver’s register and 
telegrams sent each day before closing, if practicable, to see that all' messages 
accepted during the day have been duly transmitted. “ ' ' , ' ; 

33 How to count words in messages. — a.' This rule applies to all domestic, 
personal, commercial, press, and Government or official messages,, i. e.; messages 
to points in the United, States, Alaska, Canada, and Mexico. - • 

6. Count the following words, figures, etc. : / ■ '. 

(1) All words, figures, and letters in the body. ' ’• ■ ; 

(2) The word “ Collect” in the check. (Counted but' not' charged for on 

commercial lines.) \ 

. , ■ (3) The following extra words: .... 

’ (a) All signatures, when there are more than one, except the last. 

,(b) All, words after the last or only signature. .... 

t ■ (c) All extra words in an address..' (Alternative names, alter-, 

-. native street' addresses, and such words as “personal” or 

. • t “ attention Capt. Smith.”.) '; , ' 

(d) The words “ Report delivery ” and Report back,” in the check. 

c. Dictionary words taken from one of the. following languages, namely, Eng- ■ 
lish, German, French, Italian, Dutch, Portuguese, Spanish, and Latin; initial 
letters, surnames of persons, names of countries, counties, cities, towns, 'villages, 
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States, or Territories, or the names, of the Canadian Provinces will he counted 
as one word Abbreviations of the names of countries, counties, cities,, towns, 
villages, States, Territories, and Provinces will be counted the same a's if written 
in full. - 



Examples : 

Excursion (English dictionary)— 

Herzlichen Glueckwunsch (German dictionary). 
Nous arriverons dimanche (French dictionary). 

Dolce far niente (Italian dictionary) — — 

Mijne groete aan mevrouw (Dutch dictionary) — 

- • Todo esta perdido (Portuguese' dictionary).: 

Un cabello haze sombra (Spanish dictionary) — 
Errare est humanum (Latin dictionary) — . — .i~ 

G. W. E. A. (initials) 

Van Dome (surname) 

McGregor (surname) 

b’Connor (surname)! 

DeWitt (.surname) 



1 word. 

2 words. 

— _ 3 words. 

3 words. 

4 words. 

3 words. 

4 words/ 

3 words. 

4 words. 

l_' 1 word. 

.... lword. 

1 word. 

lword. 



W. H. Brown, jr — : -— 4 words - 

IJnited States (country)! — ' — lword. 

Bed Hill (county) — li — , lword. 

St. Louis (city)—". Li — — lword. 

East St. Louis (city) - lword. 

Bed Bud (town)—. lword. 

South Orange (village) 1— lword. 

New York (or N. X.)' (State) — lword. 

District of Columbia (or D. C.)— — ■' — l word. 

Nova Scotia (or N. S.)' (Canadian province) lword. 

Prince William Sound — 3 words. 

d. Abbreviations of weights and measures in common use will be counted each 
as one word. Figures, decimal points, punctuation marks, and bars of division 
will be counted, each separately, as one word. In groups consisting of letters 
and figures each letter and figure will be counted as one word. To reduce 
liability to error; numbers, and amounts should be written in words, but the 
message will be accepted as written if the sender refuses to make the change. 
The sender’s attention should be called to any punctuation marks appearing 
in the body of the message, and told that if he desires them transmitted they 
will be included in the count and charged for. In ordinal numbers the affixes 
st, d, nd, rd, and th will each be counted as one word, 



Examples : 

1 Lbs. (abbreviation of weight) .- 

Cwt- (abbreviation of weight) — : — r — 

Hhds. (abbreviation of measure)— , 

10000000 (figures) ■— 

Ten millions (amount expressed in dictionary words)—. 

. 4442 (figures) 

44.42 (figures and decimal point) : 

74J (figures and bar of division). ----- 

A 1 (letters and figures)— — " -- 

42B61S (letters and figures)—. a -- ; -r- 7 , -- 



_ 1 word. 

_ l word. 

_ 1 word. 

_ 8 words. 
. 2 words, 
... 4 words. 
. 5 words. 
... 5 words. 
_ 2. words. 
_ 6 words. 
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Examples — Continued. . . ■ . ' , : 

Tst (ordinal number and affix) . 2 words. 

10th (ordinal number and affix) , 3 words. 

(quotation marks) : 1 word. 

() (parenthesis)^ . g. _ 1 word. 

No. 185 West 22d St — . — — x 9 words. 



e. All groups of letters, when such groups are not dictionary words of one 
of the eight languages above enumerated, or combinations of such dictionary 
words, will be counted at the rate of five letters or fraction of five letters to it 
word. When such groups are made up of combinations of dictionary words of 
one of the specified eight languages, eacli dictionary word so used will be 



counted as one word. > _ 

(1) Examples-: • t • 

Ababa (artificial group of 5 letters) , 1 word.., . 

• Hhgga (artificial group of 5 letters) lword. 

Egadol (artificial group of 6 letters) 2 words. 

, Ccglixo (artificial group of 6 letters,)—/- 2 2 words. 

- . Dutimerodal (artificial group .of 11 letters) __i_- 3 words. 

... . Gghrccexqdr (artificial group of 11 letters) — _ _ 3 words.- . 

, Dothe- (improperly combined) . 2 words. 

Itis (improperly combined) _ 2 words. 

■ .■ , ' Allright (or alright) (improperly combined) 1 2 words. 

Havyu (2 dictionary words purposely. mutilated and im- ■ , 

properly combined) / 2 words. 

. Firstclass (improperly combined)- j__ 2 words. 

Carlots (improperly combined) , — 2. .words. 

Warrisk (improperly combined) , ; - 2 words. 

Billading (improperly combined) 2 '.words. 

(2) Exceptions: . - 

A. M j.-_ 1 word. 

P. M_ — t ■ 1' word. 

F. O. B. (or fob) , Lword. 

C. O. D. (or cod) ! 1 word.' 

C. I. F. or C.-F. I. (or Cif or cfi) 1 - 1_ 1-word. 

C. A. F. (or caf)- Z 1 word. 

O. K — : — - lword: 

Percent (or percent)-: ^ 1 word. 



f. To facilitate the checking of messages by receiving operators, iff cases 

where irregular code words are counted double, domestic messages containing 
such words will bear a double check, as, for instance, “ 21/17 O. B.” — the first 
group of numerals representing the number -of fabricated words and, the last 
the actual number as written by the sender. , . 

g. It is important that the message shall carry its original count throughout 
its -transmission and that its progress shall not .be, delayed' .by .questioning of 
the check between operators. Therefore, the employee .with whom the message 
is filed shall indicate his count of any compound word or combination of words, 
concerning the count of .which there may be doubt -on the part of operators 
in the course of further transmission, and his count of any group of separate 
words which are counted together as one word, by underscoring the word or 
words, and writing the figure indicating his count under the- underscore. When 
a combination written as one word is counted, as more than/ one word, he shall 

. ' ' ■ ' 0 
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also, indicate by a vertical line the point of separation between the words sepa- 
rately counted as one each. 

Example : , - 

Carload poatloffice ' ' • 

1 • ■ 2 ' - 
Warlrisk .. . rearjend 

2 . . 2 
, New[year . percent 

2 1 
any one 

2 . < ' . . 



h: Official messages handled free over all lines will be' checked “ O. B.” 
When a charge is made over the other lines, they will be checked “ Paid Govt.” 
or “ Collect Govt.,” the number of Words to be indicated. 

- i. For 'radio and cable messages, see regulations governing those classes of 
communication. 

34; Messages sent by error to wrong destination. — When an originating 
office learns that a message has been sent by error of the line to a wrong desti- 
nation, it will at once forward the message to the proper address as a new 
message, and notify the office to which it has been improperly sent to file it 
without checking. 

35. Official messages returned to sender after transmission. — Whenever it 

becomes necessary to return to the sender an original official message after 
transmission, a receipt therefor will be 'taken oh a skeleton copy, as per ex- 
ample. The skeleton copy will be filed in its proper place in the telegraph 
office records. ' ' '- 

Example of skeleton to be made upon return of an original - official message 
to the sender after transmission 

Number Time filed Check 

1 ' 4.20 p.m. 24 O. B. 

(Date and place!) 

Smith, ' 

Gondrecourt, 

l.Bd-7.20 p. m. (Signed) Hart. 

. , . h-m 

- " Received from (name and grade of soldier) the original of the tele- 

gram described above. 

(Date and name of person signing the receipt.) 

36. Extra dates and forwarded messages. — a. If a person leave town before 
the arrival of an expected message, and it be- forwarded to him, the message 
as. forwarded will show, in addition to the name of the place from which it is 
forwarded and the date, the name of the place from which it was originally 

■ sent and the word “ via,” which will be counted. ’ - 

(1) For example: If the following message was originally sent from Paris 
to. Nevers, and forwarded- from Nevers to Gondrecourt,- it would be checked and 
dated thus: ' . - •• 



. ' - ( 1 ' •’ '12 O B, 2 extra, 

i . \ - Paris, 

-■ ..... - via Nevers, October 24. 

John Doe, Gondrecourt, ^ . , • 

■-Meet me next Monday at ten o’clock in the forenoon. , • ■■ C 

■ Richabd Roe. 
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(2) -In this message the, words “Paris” arid “via” will be 'forwarded as 

part of the. message. ... 

6. If the message -to be forwarded is a back-date message, the original date 

will be shown in figures and counted. 

(1) For. example- (assuming the same. message as above, but as a back-date 
message) : . 

14 O B, 4 extra, ,,.. • 

Paris,’ 23,' 

via Nevers, October 24. 



John Doe, Gondrecourt, 

Meet me next Monday at ten o’clock in the forenoon. 



Richabd Roe. 



(2) In this message the words “ Paris, 23 ” and “ via,” four words, xyill fie 
forwarded as a part of the message. - - 

c. Messages must in every case show, the place of origin, and no employee 
will be permitted to act as agent for the sender- and by so doing change the 

point of origin. - / . ' . * 

d. Messages received by mail for transmission by telegraph will also be 

handled as above. 

... Section III. ' •' 



OPERATING DEPARTMENT. 




Office calls . — i 1 r 

Speed of transmission 

Order of transmission — . , 

Numbering messages 

Acknowledgment of receipt — - — 

Number sheets, comparison of numbers, etc-! ■--- 

Sent messages to be examined for evidence of transmission- 

Transmitting repeated messages — 

Messages to more than one address 

Cause of delay to be noted and reported--. - 

Messages delayed by interruptions---- 

Duplicate transmission U 

Messages to be sent on date of filing- 

Relay- offices to clear before giving good night 

Order of receiving 7 

' New number's to be given postponed corrections 

Canceled messages 

Operators not to refuse messages 

Contention for circuit — — r-"- 

Operators’ signals.-^ — 

Chief operator, and operator in charge ---. ------ 

No. admittance to operating rooms. ■ -- 



Paragraph. 
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Ground wire 

Office diary 

Correspondence by wire 

Office hours 

Instruments and batteries- 
Testing instruments 



_ fifi - 

Special signals and abbreviations ; “ ' fi7 



Telegraph, alphabet — 

Service messages 

Service message code_ 
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37. - Office calls. — An operator, when calling an office, will sign his own office 
call at short intervals, and will also sign it and his personal signal in answering 

. calls. AlLcalls must he answered promptly. When not promptly answered or 
not answered at all, the time will be registered by the calling operator on the 
back of the operator’s number sheet. He. will, also immediately report the 
matter to the chief operator. - , 

38. Speed of transmission. — a. The sending operator will regulate the speed 
of transmission of a message to suit the ability of the receiving operator. 

. 6. The inability of an inexperienced operator to receive rapidly null not be 
deemed a sufficient reason for failure to transmit a message to him. 

, 39. Order of transmission.— a. In sending a message observe the following 

order of transmission : 

I (1) Message number. " , 

j ' , (2) Check; 

j (3) Place from (and date, when a back date). - 

! (4) Hour of signature on field lines, or time filed on Government and 

' • - ••••'•' other day-rate telegrams on lines primarily commercial. 

! v (5) Address. ‘ •’ 

j ■ . (-6) Body or text. ’ ( • • 

(7) Signature. . • • 

| 6. No alterations will be made. . In case of a relayed message, any apparent 

errors should be, brought to the attention of the receiving operator for verifi- 
cation before transmission to the next office. , • 

. c. ini' figures and words In the check of a telegram will be transmitted. 

The number'of words given in the check of a message accepted , by the receiv- 
ing clerk will, .under no circumstances be altered by an operator. Thd 'inaccu- 
racies will be brought to the attention of the receiving clerk for- correction ; 

<■ neither will a check on a relayed message be altered without the authority of 
the sending office. . ,. v 

>'d. Sending, operators will not transmit - the -titles “ Mr.,” “Messrs.,” and 
‘“Efeq.” wlien-they appear in the address of a telegram. 

e. The prefixes “ Mrs.,” “ Miss,” and any distinctive title such as “ Gen.,” 

“Hon.”’ etc!, however, should be transmitted. whenever they form part of the 
address. • 

' f. The suffix “ tli ” when used in the address of a message is frequently ren- 
dered “8”.; for example, 242 West 9th St., rendered 242 West 98 St. To obvi- 
ate errors of this kind, operators will not transmit “ th ” following a figure in 
the address of a message. . - 

g. It is not necessary to transmit the words “Subject to delay” in the check 
of messages accepted during an interruption to the line. 

h. It is important that great care he exercised by both sending and receiv- 

ing operators in handling messages addressed to suburbs of cities bearing the 
same name as that of the city, in order that the destination may not be made 
to appear as a part of the city proper. Careful punctuation in such instances 
is essential. ' - 

. 40. Numbering, messages. — a. The sending operator will number each mes- 
sage to the office to which he sends it .and will write after the number’ the ( , 
call of that office, followed by his own signal, . the receiving operator’s signal,, 
and the time of transmission in the order named. ... ! 

6. In transmission of a message bearing- a back, date, the date of forwarding 
will be indicated by encircling thus @, which will be indorsed immediately 
after -the time of transmission. - 

- in ' • * 
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, 41; Acknowledgment of receipt.— No’ telegram will be regarded as trans- 

mitted until acknowledged by the usual signal, but if a number of telegrams - 
be sent in succession, the acknowledgment of the last ’may be regarded as an 
acknowledgment of all. ’. - , . 

42. Number sheets, comparison of numbers, etc. — a. The number sheets 
will be dated and the names of offices will be written out in full. 

, b. It is of great importance that message numbers be correct and he accu- 
rately recorded. Operators at both ends of the wire should always act upon 
the theory that missing numbers indicate lost messages and should call the 
attention of the chief operator to each case. The receiving operator should 
never mark off a number ’ without first seeing the message which bears it; 
: Sent messages should be carefully examined as often as practicable to ascer- 
tain whether they are properly timed and the numbers correct. 

c.~At each office, before closing’, the' operators' will examine the number sheets 
' and exchange number reports of the day’s business with other offices and im- 
mediately correct any errors discovered. > When unavoidable, a" service message 
will be sent the following morning,' comparing numbers.' This message must be 
answered only' when the comparison is found’ to be incorrect, otherwise it will 
be filed unanswered. • • ’• ' s 

43. Sent messages to be examined for evidence of transmission.— a. At 

each office it will be made the duty' of some one to scrutinize before filing for 
record all “sent” messages, to see that they bear the proper indication of 
transmission. 1 The utmost care must be taken to prevent unsent messages from 
being placed with those which have; been sent. .Both the sent and received 
messages should be compared with' the operator’s number sheet to see that all 
messages have been’ properly accounted for. - ' 

b. Whenever duplicate numbers are discovered, a description' of both mes- 
sages should be wired to the distant office, where an immediate search of' the 
files will be made with the view' of preventing the' loss' of one of the mes- ' 
sages and adjusting the numbers. The duplicated number will be made *. • 
For example: If two messages hearing the number 50 are transmitted, and 
the fact is hot discovered until some time afterwards, the one last sent will be 
made No. 504. ’ ’’ ' ' ■ ■ ‘ 

44. Transmitting repeated messages. — Special care will/be observed in send- 
ing and receiving a message requiring repetition. At the office’ of origin and 
at each repeating office an operator, upon receiving back a repeated message, 
will carefully, compare it with his copy, underlining or checking each word, 
and, if the repetition be found to be correct, he will write on the back of the 

- message the words “ Repeated back O. K.,” with his personal signal and the 
personal signal of the operator who repeated back the message. 

45. Messages to more than one address.— d. When a message is addressed, 

( for example, to “A or B,” 'for delivery to either, it will be transmitted as a 

single message.' When a message is addressed, for example, to “A and B,” or to 
several 'persons for delivery to, each of them, before transmission begins the 
sending operator will inform the receiving operator of the number 'of addressees 
on the message. • ••■', ' 

The transmission will be in the following order : ’ . ’ 

(T) Office ciill of sending office: ‘ ’ 

(2) The check (and' date when of a back date). ' 

‘ (3)' Time- filed.) " 

(4) The body ‘and signature. ' . 

„ (5) The numbers of the messages and names of addressees. 
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5. Each message will be given a separate number, and a separate message will 
be delivered to each addressee. Nothing should appear on any copy delivered 
to indicate that the same message was also delivered to other addressees. 

46. Cause of delay to be noted and reported. — a. When for any reason an 

operator can not transmit a message promptly, he will note the cause of delay 
upon the back, of the message and will report the facts to the. chief operator or 
operator in charge. . • . 

6. When from any cause a congestion of business occurs, chief operators and 

operators in charge should put forth every endeavor to expedite the forwarding 
of the more greatly delayed business, and to this end an exchange of messages 
should be arranged alternately between the relay offices. • ■ 

47. Messages delayed by interruptions. — a. When messages can not be 
promptly transmitted on account of an interruption of the telegraph line, they 
will be handled by, radio or other. methods forming a part of the system, unless 

„ specific instructions to the contrary are given in each case. 

5. Whenever through messages in course of transmission are stopped at a 
relaying office in consequence of an interruption of the line, and they can be for- 
warded to destination or to the next relaying office by mail with greater dispatch 
than would be the case if held until repairs to the line are effected, they will be 
mailed to the operator in charge, at destination, or to the next relaying office 
where communication can be had to destination. A copy of each message for- 
warded in tins manner will be retained by each relaying office so forwarding. 

, o. At the time of mailing, the forwarding office will enter each message on a 
messenger's delivery sheet by number, commencing with No. 1 and continue 
serially during the interruption, and mail to the operator in charge at destina- 
tion, or the next relaying office, who will, upon receipt of the messages, acknowl- 
edge receipt of each by signature, time, and date. . 

d. The operator in charge at the mailing office will be held responsible that 
all messages mailed are promptly checked up. Immediately upon restoration of 
communication he will send a service message to the operator in charge of the 
relay , office, or at destination, giving the numbers of messages mailed, viz, 1 to 
15, inclusive. If any of the messages described have not been received at the 
relay point, or, at destination, the operator in charge at such point will service 
the mailing office, giving the number, address, and signature of the last message 
received. This service message must be prepared with the greatest care and 
numbers accurately compared ; an error might cause the loss of several messages. 

e. The mailing office will immediately send by telegraph any missing messages, 
the operator in charge at relay, point; or destination, will sign on the delivery 
sheet for all messages received by mail and will return the delivery sheet to 
the mailing office, immediately after receipt of the message, without awaiting 
the restoration of communication. 

48. Duplicate transmission. — a. If to correct an error in a message or for 
any other reason, a second transmission becomes necessary, the sending operator 
will begin the second transmission with the word “ Duplicate,” which word the 
receiving operator will write conspicuously on the form above the message. A 
new number will be given and new marks of transmission will.be recorded 
thereon. 

b. In such cases the date of filing, as well as the date of duplication, will be 
transmitted and copied. (See paragraph 40, concerning back dates.) 

6. This. rule does not apply to messages which are duplicated immediately on 

request of the receiving operator on account of some, cause making a second 
transmission necessarv: - , . ^ 
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49. Messages- to be sent on date of filing. — a. An office which is not kept 

open all night will, before closing, transmit its messages to their 'destination or' 
to the nearest relaying office. • 

b. -The relaying office will forward all messages to their destination before 

closing. If, for any reason, any be left over until the nextmorning, they will be 
transmitted before new business, under the original date of filing. The date will 
hot be changed to that on which forwarded. The date of forwarding will, how- 
ever, be indicated. (See paragraph 40.) •'» 

50. Relay offices to clear before giving “ good night.”— Relaying offices- 
will clear all business for offices which do not keep open all night before giving 
such offices “good night,” after which messages therefor will' not be accepted 
from the public at the relaying office except with the understanding that they 
will be transmitted under date of the day following. .Messages for such points 
from other offices will be accepted in the usual manner. 

51. Order of receiving. — a. Copy each message as transmitted. Enter on 

the blank after the number of the message the call of the sending office and the 
receiving operator’s signal. -Immediately after the place from, and back date,, 
if any, enter the date. > 'r 

6. Verify the check by counting the number of words. Make sure the. mes- 
sage has been correctly received. • ' •. 

c. Write the time received in the lower right-hand corner and acknowledge 
receipt by giving the sending office an “ O. K.” followed by personal signal'. 

A. See that copy is legible and not liable to be misread. \ '' 

e. Challenge all words that appear doubtful, and when confirmed by the send- 
ing operator they will be underscored. - 

52. New numbers to be given postponed corrections. — If for any reason a 
message can not be promptly completed or correction made, the number and 
time of receipt will be erased and the sending office will assign the number to 
the next message transmitted. When corrections shall have'been accomplished, 
a new number and new time, of receipt will be given. 

53. Canceled messages.— a, A telegraph blank upon which a received- mes- 
sage has been written, in whole or in part, must not be destroyed under any. 
circumstances. When -a telegram is to be canceled the word “ cancel ” with 
the reason and the operator’s signal should be written across the face of the 
blank, which should then be placed on a sent business file/ , 

b. The operator who, cancels a telegram must see that the number is filled in. 
The canceled message will be filed in a jacket labeled “ canceled business ’’ and 
placed with the day’s business. 

54( Operators not to refuse messages.— No operator will refuse to receive 
any message offered by an operator at another office. Should there be any doubt 
as. to the propriety of a message, it will be accepted and a copy submitted to 
the officer in charge of the system. • 

55. Contention for circuit. — Contention for circuit is positively forbidden. 

,56. Operator’s signal.— No operator will change his personal signal without 
the consent of the operator in charge or chief operator, nor will any two op- 
erators in the same office use the same signal. 

57. Chief operator, and operator in charge. — a. At offices where officers are 
in charge, the senior noncommissioned officer detailed to perform the duties 
of chief operator will be designated “ chief operator ” ; and at offices where there 
be no officer, and the senior noncommissioned officer in charge performs all the. 
functions of the office, he will be designated “ operator in charge.” 
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■ ■ b. Unless otherwise instructed by the officer in charge, the operator in charge 
of an office will be held accountable and responsible to the. Goyernment for all 
property and supplies whatsoever in his office or belonging thereto;. 'for ail 
money received, and for all transactions involving the payment of money in the 
regular and legitimate business of the office. • • < ... 

■ c. Operators .in charge of stations will keep themselves familiar with the 
, condition and needs of their stations. They will report to the officer in charge 
any act's on the part of the men serving .with- them which. may .affect- the efficient 
• operation of: the office. They will also make such recommendations as will 
increase the efficiency of their stations. , . ■ 

58. No admittance, to operating rooms. — The operator in charge or the 
chief operator will refuse to admit to the operating room any person not an 
employee under his own direction; except - when permission to enter has been 
given by the officer in charge or other, competent authority. . 

59. Wire tests. — a. The operator in charge at a testing office will make early 
morning tests of the wire's and will see that the necessary orders , to linemen 

, are given and. acted upon without delay. He will make ''every effort to have 
the circuits ready for business at the opening hour. .... 

6. On account of the . importance of maintaining uninterrupted communica- 
tion, when giving directions to linemen, care will, be taken to loeate definitely 
the trouble, and to state its nature as accurately as possible. 

c. .The word “ wire ” will be recognized as giving the right of circuit at all 

times for testing purposes. . . , , 

60. Ground wire. — The ground .wire at intermediate offices will be used only 
in the event of an interruption of the circuit, and then only to notify the chief 
or testing operator concerning the interruption and to receive his instructions. 

61; Office diary. — The operator in charge or the chief operator will, keep a 
daily record of all interruptions and incidents which occur in the working of 
the lines. In making entries the time of tests, interruptions, removal of faults, 
etc., will always be stated; also, all information that .may be of value for 
future reference. Offices will not be referred to by their 'calls. The date of 
opening the office,- with name of operator in charge, will be the first entry. The 
name of each operator on duty will be entered in the diary daily, showing the 
tinie. each comes on duty and time relieved. - 

62. Correspondence , by wire.—®. Official correspondence by wire will be 

limited to matters of an- urgent nature that will . not bear the delay .incident .to 
the mails. The mails shall be used for all correspondence that will not suffer 
by delay. ' . . . ■ ■ ■ . - 1 • - j 

The transmission by wire of messages or notes free of charges for friends 
' and acquaintances of operators ,or 'other employees is prohibited'.' 

63. Office hours. — a. : At offices 'where' there are two or more operators, on 

duty, meal hours will be arranged so that a sufficient force shall be on duty at 
all time's; • ' . ; , : . .. i ' i ■ ■ . . 

b. At offices where there are two or more' operators on duty the hours of duty 
will be so arranged that, under ordinary circumstances, seven hours shall con- 
stitute a day’s work for each man. ■ » ■. - 

’ c. A reduction of one-half ; hour will he arranged for night work. .When nec- 
essary, these hours of duty will be extended to meet the demands of the service.’ ’ 

d. On Sundays and holidays the hours of duty will be reduced when prac- 
ticable. . .A- .'. •: :• V .. 

/•'" ■ •• "in, - ;■ ' 
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64. Instruments- and batteries.— a.' Before closing an office temporarily, or 
' for the night, its instruments will be' cut out, care being taken that the circuit 

. through the switch or cut-off .is complete. . • > • / 

b. The inside of magnet bars on relays and the underside of same on sounders, 

as well as the ends of iron magnet cores, should be examined frequently and the 
rust which forms removed. . ‘ • ■ ’ 

c. Switchboard plugs and plug holes' should be kept bright and' clean at all 1 
times so as to insure good connections. Switchboards should be .watched very 
closely in moist climates, as the copper strips that connect on the back of the 
board corrode, and this corrosion forms a mineral .solution by the chemical 
action of the air which impregnates the woodwork and is deposited therein as 
metallic copper, which causes. more or less of a, cross between the strips. Cases 
.have occurred where the efficiency of the line was badly impaired from- this 
cause. When such a case in a switchboard appears it should be reported to the 
officer in charge for replacement or repair, as the case may require. .. 

<?-. The lightning arresters should be kept, clean and free from dirt or mdisture, 

' and will invariably be examined after a thunderstorm, • ■ ' 

I e. No battery will be permitted to freeze, for while frozen the current is very 
. 1 ' . much impaired or altogether suspended. Heat, being a promoter of chemical 
action, a battery. while warm works most- vigorously. ■ Batteries -should be kept 
in a cool, clean, and ''dry place. (See Signal Corps Training pamphlets Nos. 7 
and 8 for additional information relative to batteries.) 

65. Testing instruments. — When the importance, of the office justifies, 

means will be provided for making regular- tests of the electrical condition of the 
lines. Reports of - the tests will be sent to the officer in charge 'of the' system. 
Detailed instructions for making these reports will be given on the blank'' form 
provided for that.purpose. Instructions for making tests may be found in .Signal 
Corps Manual. No. 3. , ... ... 

66. Special signals and abbreviations. — a. The following special signals are 

authorized : ' ■ ’ 



1. Wait a moment. 

4. Start me, or, where. , 

. 5. Have you anything for me? 

7. Message for . you. 

9. Important military message, give 
way. 

13. Do you understand? 

Operators will inwall cases give way i 
b. The following abbreviations are 
authorized : 

Ahr_ Another. ' . 

Ans. Answer. 1 _ 

Black Full rate telegram. 

Bluej. i__-Day letter. / 

Cable Cable message. , 

Ck --Check. .. ... 

Coll Collect. •• . - . 

Cy-' Copy. ' ' ' ' ■' 

D. H iDeadhead. 1 ~ . . 

D. P, R Day press rate. 



18. What is the matter? 

'25. Busy on 'other wires. ’ ' ' ' 

27. Adjust your magnet. ' „ 

30 .or N. M., Circuit, closed or no more. 
44. Answer quick; ••• 

73. Accept compliments. ' ' 

92. Deliver (ed), 

r signal 9, and for “ wire.” 

Fit :_Filing .time. 

Fm From or originating point. 

G. A Go ahead. ' 

G. E Good evening. 

G. M Good morning. - - • ■ - 

G. N Goodnight. - f 

Govt Government. 

G. S. A Give some answer. . : 

Ho .Hour of signature. • ' . 

Msgr___ '^-Message. 

N. M .JjNo more.' . 

N. P. R_ Night' press rate. 
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67. Telegraph alphabet — Continued. , . 



Morse. Continental. 



c. Punctuations — Continued. ’ ' > 

Dash . ' 

Hyphen 

Pound sterling 

Capitaliz edletter 

Colon followed by r quotation _j 

Dollar mark 

Decimal point ; Spell “dot”. 

Comma 

Paragraph j 

Underline (begin) 

Underline (end) — 

Parenthesis (begin) '. 

Parenthesis (end) ■. 

Quotation marks (begin) 

Quotation marks (end) , 

Quotation within a quotation (begin). 

Quotation within a quotation (end) . . - 

Apostrophe 

Shilling mark 

Final signal ' 

Footnote (begin) 

Footnote (end).. : ‘ * ’ . 




1 




68. Service messages. — a. Service messages will be given preference in every 
instance. 

6. No service message shall be delayed for any cause whatever ; nor shall any 
office decline to furnish promptly and explicitly information called for in any 
received service message. Such requests and replies should, however, be as 
brief as possible. ' . • 

c. Copies of such service messages as appear to have been improperly sent 
will be referred to the officer in charge of the system for inspection. 

(?. A reply to a service message must in all cases be addressed to the office 
from which the message is received. Failure to observe this manner of corre- 
spondence may cause delay and annoyance. . ' 1 

Example: If an office receives a service message from New York signed 
“ Service,” the reply to such service must be addressed “ Service, New York.” 

e. Whenever services are sent or received, a record will be made on the back 
of the message to which they refer by all offices concerned ; the date and name 
of the office serviced will be indicated. 

f. Whenever a service is amended and forwarded, the word “ amended ” will 

be inserted after “ svc.” in the check. ' 1 

g. Service messages employed for the purpose of discovering errors or that 

contain the message number given the message in question will be compared jj 

with the file copy at each relay office. If no error be disclosed, the number of 
the message referred to in the service message will be changed at each relay 
office to agree with that of the next relaying point or other telegraph office to 
which the message is to be sent. If an error is discovered, however, the service 
message will be stopped and reply made to the inquiring office. 
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'(Message from Nome to Seattle.) 



. , . , Nome, .June 7-S, 19081 

John Doe,- S eattle: ‘ • ' 

Abbey Icicle Frank Bradley Gallery. 

' ' lUctTARD Roe. 

(1) If, upon delivery' of the- message, the addressee claims an error in the 
last word, Seattle would send the following service : 

Example No. 2 : ■ ’ 

Nome. . . ■ ; 

' Yr 5/7/SADoe fifth Gallery. •• • 

• ‘ Seattle' 8. 

"(2)' The first figure in the service denotes the number of the message to 
Seattle ; the second figure the date of fiiing; and the third figure the date of 
sending to Seattle.. ' , ■ 

(3) Sitka compares the service with his ‘tape copy and if no error be', appar- ' 
ent he amends the service by changing the number only and forwards it to 

Valdez. ‘ ; " . ’ , . "/ 

. Example No. 3 : ' ' 

Nome. • > 

Yr 3/7/8/ Doe fifth Gallery. ' ’ ■ 

1 Seattle 8. 

(4‘) If there be no error at Valdez, the service will be amended as per exam- 
ple. No. 3 and forwarded to the next relay office. It. will be. observed that the 
first number in the body of the service must be changed at each relay office so 
that no delay will occur in locating, the message. . . • 

. . (5) The relay office first, discovering the error will stop the service and reply 
as follows, supposing Valdez stopped the service, as the word in question reads 
Galley in his copy. 

. Example No. 4,:. • 

. Seattle., , ....... 

. / Nome’s 7/8 Doe Galley. 

, . . • • i .. . • " ■ • Valdez 8. ' 

ft. If an error be disclosed upon the. receipt of a reply to a service message, 
the office making the inquiry will start a letter tracer for.. the purpose of plac- 
ing. the responsibility for the error. ■: i 



69. Service message code. — 1 



Example. 



Cancel... Cancel and- file . ... ; . . Our 41, New York (date), Briggs, 

- . ,sgd Hooper, cancel. - . 

Colaft..' Collect there; addressee out Yr 12 (date), New York; Jones, sgd 

■’ ; . ■) of town. ■ • ■ Frank. -Colaft. 

Collect........'.. Collect there; payment re- -Yr,75, Chicago (date), Weld,, sgd 

. . ' , , fused.. - Patterson, collect. . . ... 

Colunk.... ...... Collect there; addressee un- Yr 31, Buffalo (date), Henry , W. 

known. 1 Gerrish, 21 Monmouth Street, East 

■ : .. Boston, sgd Gerrish, colunk'. . . 

Bid....... Delivered O. K Yrs 117 of 31st, Wilson, did. 

D. F. S Disregard former service '■ 
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69. -Service message code — Continued. 



Meaning. . 



. .Example. 



Dup Duplicate quickly from orig- 

inal ; word not understood. ■ 

G. B. A . .... Give- better address. Un- 

known at address given. 
Not in. directory. 

Gone Addressee is said to have 

left for (city). 

H. A. .-. . : Hurry answer 



H. C . Hurry pressicheck 

Locked Place closed. Will deliver 

■ , soon as open. 



Missing Missing number; describe.’. . 

Moved Addressee has moved from 

address given. Present 
, local address unknown. 

Notoad v {telegmph }°® ce ’ ad ' dse 

disposition. 

N. S. A No such address •....- 

Ornord Original not received.. 

Have delivered duplicate 
with explanation.' Please 
• • trace. 

R. F. 0 Repeat from 'original. Mes- 

, sage not understood. 

S. 0. S ' See our service 



S. Y. S 

Try.. 



Undeld. 



See your service 

See your (insert number of 
service message). 

Try to deliver it. ■ 
Undelivered. Addressee 
said to Have left. 

Addressee is not known 



Unclaimed Returned by (hotel); ad- 

dressee failed to call for. 



Yr 91, Armour (date) tenth, Abhor, 
dup. ■ , " ' 

Yr94, N. Y. (date),.Wm. Newcomb, 

' 31 Broad Street, sgd Foss, G. B. A. 

Yr 25 (date), Smith, sgd Jones, gone 
Denver. 

Our 83 (date), Price, McCormick, sgd 
Jones, H. A: ‘ 

Transcript 30th, H, C. 

Yr 94, Hartford (date), Conkling, sgd 
Franch, locked. 

(Service messages reporting nonde- 
livery to business houses that are 
closed for the day are unneces'- 
. sary.) - ' 

Yr,16 (date), missing. ' ' 

Yr 32 (date), Brown, sgd. Thomp- 
son, moved. , 



Yr 90 (date), Chicago, Swift, Bos- 
ton, sgd Swift, ornord. 

Yr 204' (date), Boston, Smith, sgd, 
Henry, R. F. 0. 



Yr 42 -(date), try 37 South Street. 



Yr 38, St. Louis (date), F. H. Web- 
ster, sgd James) undeld. 

Yr 73 (date), H. A. Small, 245 
, Tenth St,-,'sgd Will, unkn. ' 

Yr 5 (date) Buffalo, Kirk (hotel), sgd 
Hoff, unclaimed. 



1 Not to bo used in radio work. 1 



Section XV. 



DELIVERY DEPARTMENT. 



Preparation for delivery — 1 

Messages addressed to more than one person 1 _ 

Messages requiring answers^.' 

Messages not to be delivered to- unauthorized persons. 

Messengers to obtain receipts. ;. 7 i 

Messages delivered by telephone - 

Nondelivery of messages 

Notice to addressee of undelivered messages ....I-.a 

Messengers’ books to be examined. i — 

Correction of errors — 1 

Filing away messages: — — - 

Destruction of messages 



Paragraph. 
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70. Preparation for delivery. — a. To permit ready reference, number each 
message consecutively for delivery in the order received, commencing with No. 1 
each day. The wire number should be used for this purpose at all offices which 
handle less than 100 deliveries a day. 

6. Each message for delivery will be numbered, copied, and inclosed in the 
proper envelope, which will be sealed and plainly addressed. 

c. Messages received .for delivery will be entered on the delivery sheet, Form 
136, in the order of their receipt. - . 

d. Instructions from the sending office in regard to the delivery of a message 

should be carefully observed. If the address on the message received be at 
variance with that registered in the book of addresses, the address of more 
recent date will be tried first. ' , 

71. Messages addressed to more than one person.— When a message ad- 
dressed, for example, to “A.” or “ B ” is received, it will be delivered to either 
one or the other of the addressees. (See paragraph 45.) It should not be 
delivered to both addressees. 

72. Messages requiring answers. — a. Delivery clerks will observe the checks 
of all messages for delivery and plainly write the. words “Answer requested' ” 
upon the envelope of each message bearing the letter “X” in the check. The 
messenger will be instructed to make diligent effort to obtain such answer. 
Should he fail to obtain it, he will be especially careful -to report the reason 
to the delivery clerk. (See paragraph 28.) 

b. Messengers will in all cases be supplied with the proper blanks on which 
' answers' . can be written. They must always ask the person to whom any, 
message is delivered if he wishes to send an answer. 

73. Messages not to be delivered to unauthorized persons. — A message 

must not be left with a janitor or porter of a building for delivery by him, 
nor be slipped under a door, nor left in a letter box, unless the addressee has 
filed a written request for such delivery. ’ ' 

74. Messengers to obtain receipts.—^®. A messenger will obtain a receipt 
•on the delivery sheet ,for each message delivered, which receipt will include 
the .name of the person to whom delivery is made and the time of delivery. 
Initials only will not be accepted. A messenger will in no case receipt for 
an addressee except when the addressee has authorized in writing, such action 
or when the messages are to be mailed. In the latter case the time of mailing 
will be indicated and the messenger’s full name indorsed on the delivery 
sheet. These messages will be put in the post office and not dropped in street 
or office letter boxes. Bequest for return after a given time should be indorsed 
on the envelope of all messages mailed. 

&. Messages delivered by messenger to a connecting line will be treated 
the same as 1 if delivered to an addressee. 

75. Messages delivered by telephone. — a. Messages delivered by telephone 

will be entered on a delivery sheet and the time, name of person receiving the 
message over the telephone, and name of clerk transmitting the message, 
with the word “ telephoned,” will, be indorsed in the proper place on the delivery 
sheet. The message will be held for future delivery by messenger or by mail. 
If the addressee should call for the message in person he will be required to 
sign his name immediately under that of the person who received the message 
'over the telephone. If such delivery be at a later date, the date of delivery 
•will be indicated. < . 
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b.' The utmost care should be taken in telephoning messages., Before sending 
the message; ■ ascertain the name, of the person at the receiver, and never 
■send- the message to any person other than the addressee except when 
requested to do so by the addressee. Upon completion of the transmission, the 
message should be repeated back to make certain that no errors have occurred. 

76. Nondelivery of messages.: — When a message can not be delivered be- 
cause of wrong or inadequate address, or because the ’ addressee is not known, 
or for any other reason, a record of the facts will be made upon v the envelope 
of the undelivered message, and the sending office will be promptly notified by 

- telegraph of the nondelivery ; the service message giving such notice will coil- , 
tain the date, address of the message as received, and the reason for the failure 
of delivery. On receipt of such notice the sending office will compare addresses 
and . will correct by telegraph any error that may be' found. Pending the (cor- 
respondence as to “better address” the receiving office will mail a postal card 
notification (Form 137-A), , indorse on back of envelope the date of mailing 
such notice, also, the date of the notification to the sending office. Should the 
postal card be returned by the Post Office Department it will be securely 
attached to the 1 message and filed for record. If the delivery be accomplished 
at, a subsequent date, the sending office will be notified by brief, service message. 

77. Notice to addressee of undelivered messages. — a. When a message can 
not be delivered because the addressee’s placer of business or • residence , is 
closed, or because no authorized persons can be found to receive the message, 
the messenger will'leave a notice (Form 137-B) at the place of address. 'The 
undelivered message will then be returned to the office, with the reason for 
nondelivery indorsed upon the envelope, and will be delivered as early there- 
after as possible. Should subsequent efforts to . accomplish delivery .result 
in failure, a notice will be left each time as an evidence of the fact that 
proper effort was made to make delivery. The stubs of Form 137-B will.be 
preserved. If the addressee be reported to have left town, a notice on Form 
137-B will, nevertheless, be left at the place addressed. A postal card .notice 
will also be mailed. This is to insure delivery in case the addressee returns un- 
expectedly or at a. subsequent date. 

b. If the addressee calls for the message while in the hands of the messenger, 
or if for some reason at a later date applies for a copy of the message, he may, 
if known or properly' identified, be permitted to see the retained copy and, 
if he desires, make a copy thereof, but a receiving blank will under no cir- 
cumstances be furnished, nor will a second copy be made on a receiving blank 
by anyone connected with the service. Receipts will be taken for messages 
"delivered in this manner. 

78. Messengers’ books to be examined.— The delivery clerk will examine 
the delivery sheets of messengers on their return from each service, and at the 

‘close of the day, to see that correct delivery has been made and that all proper 
"• notifications have been given. ... r 

79. Correction of errors. — a. If, after the delivery of a- message, the ad- 

dressee claims that an error has been made by the telegraph, the operator in 
charge will, by service message to the sending- office, ask for a duplicate of so 
■ much- thereof as may be necessary. The result of the duplicate, even though 
no error be disclosed, will be communicated to the addressee. - ■ 

6. Upon- receipt' of a service message requesting repetition of- a message, or 
any part thereof,' the sender ’ should be consulted if possible, with' a view to 
confirmation or correction. • 
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o. If for. any reason a manifest error in a message can not be immediately 
corrected it will be delivered with the words “ Delivered subject' to correction ” 
plainly indorsed after .the check, indicating the cause for such delivery, such as 
wrong check or omission of some portion of the message. .When a corrected 
copy shall have been, obtained it will be marked “Corrected copy” and de- 
- livered to the addressee. , 

80. Filing away messages. — a. Care will be taken in preserving and filing 
away messages sent, and received. They will be filed daily in a wrapper or 
other satisfactory filing device. 

b. At the 'close of business each day the messages will be sorted and arranged 
' alphabetically in respect to stations. All messages sent to or received from 

each, station will be kept together in the order named. 

c. A message which from any cause has failed of delivery will be filed with 
other business; it will not be destroyed because of that or other reason, nor 
will a request to that, effect be compiled with.- 

81. Destruction of messages.— Copies of all messages and cable tape sent in 
plain language 1 will be destroyed by fire when one week old. Code and cipher 
messages will be similarly destroyed from week to week as they become three 
months-old. The destruction should be witnessed by the assistant operator in 
charge, who will certify, to the fact that he so witnessed the- destruction. The 
certificate will state the period covered by the messages destroyed and will then 
be sent to the officer in charge of the section or officer, in charge of the system, 
as the case may be. This rule does not apply to commercial telegrams, which 
will be disposed of in accordance with arrangement made with the local tele- 

. graph companies. ■ ■ ' 

■ Section V. . , . ‘ > . 

, . MISCELLANEOUS. ' 



Obligations not to be incurred : — 82 

Economy in nse of supplies. — 1__ : 1 88 

Care of typewriters, '■ 2----; — — ' 84 

Blank forms ... : — - 85 

Stationery . . — , 8G 

Repairs to interruptions- i-’ — — r _ 7 87 

General repairs * . — -- — ' 88 

Monthly reports^-. 2 — — - ' : 80 

Offices temporarily closed. ' .... GO 

. Radio stations part of system ; — ' 01. 

Settlement of other line bills at military posts — .2 1 — . 02 

82. Obligations not to.be incurred. — Operators are prohibited from contract- 
ing, debts or obligations on account of the Government except when authorized 
■to do- so by competent authority. 

83. Economy in use of supplies.— a. Operators and other employees are ex- 
pected and required to prevent loss and waste of stationery, office supplies, line- 
repair material,- fuel, oil, etc. Public property and labor will not be diverted to 
any use whatsoever not authorized by the regulations of the service. 

■ b. The use of instruments, battery, line material, etc.; for any purpose not 
..directly- connected with the operation and maintenance of , the military telegraph 
lines is expressly forbidden. • ■ , 

. 84. Care of Typewriters. — a. The typewriters furnished ; by the Signal Corps 
are of standard manufacture, and therefore expensive. With proper care they 
should last for many years.’ The lack of oil or its, profuse^use is perhaps the 
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cause of more unserviceable typewriters than any other. - The machines should 
be cleaned and oiled daily, the very slightest, application of -oil being all that 
is required. A .woolen cloth slightly oiled is the best fabric for polishing the 
parts and preventing rust. • 

1). in adjusting, the tension, it should be remembered that the lighter the 
tension the longer the life of the machine, and likewise the less strength required 
to operate. . A light, even, and regular touch should be practiced. The books 
of instruction furnished by the various. manufacturers ,of the typewriters should 
be carefully 'read and the information contained therein, put into practical use. 

85. Blank forms. — cr. Blank forms in ample quantities will be furnished) each 
station annually or as needed, depending upon existing conditions, on requisition. 

6. As new forms are added or old ones discontinued, the printed schedule 
(Form No. 57) of these forms should be corrected accordingly.- Obsolete forms 

should be destroyed. ■ 

c. Operators in charge will be held responsible for the proper supply of tlieir 
stations. A deficit or surplus will be promptly reported to the officer in charge. 

d. The printed forms will be used, only for the purpose for which they are 
designed. . Under ho circumstances will a receiving blank or message envelope 
be furnished except in the proper delivery of messages. 

86. Stationery. — a. An allowance of stationery will be supplied annually by ' 
the Signal Corps to each telegraph office not located at military posts. Offices 
at military posts will obtain the necessary stationery from the post quarter- 
master. 

I, Operators in charge will be held responsible for the proper supply of their 

stations. ■ ... 

87. Repairs to interruptions. — a. Repairs will be made as soon as practi- 
cable by the repair man on duty at the station nearest the interruption. 

b. The operator in charge of a station will not be required to make repairs 
except when the other men are incapacitated. He will, however, assist the 
linemen in every possible manner. (See paragraph 59.) 

88. General repairs. — General repairs and betterment work will be made as 
occasion demands. Provisions should be made sufficiently in advance to have 
all material on the ground and properly assembled before the detail leaves the 
station.. 

89. Monthly reports.— a. A monthly report of messages will be rendered on 
the back of Form 105, modified to meet local conditions. One copy of the 

' report will be forwarded to the Signal Officer in charge of the system and one 
copy retained at the station. 

b. Operators in charge of detached sections will also render a monthly line 
, report covering, the conditions and operations of the offices and lines on then- 
sections, including information as to general repairs made, with appropriate 
recommendations for continuing the line in an efficient state of operation. 

90. Offices temporarily closed. — If for any reason it becomes necessaiy to 
close an office temporarily, a notice will be posted giving date, time of closing, 
and probable time of reopening. 

91. Radio stations part of system.— All radio stations maintained and oper- 
- ated by the Signal Corps are considered a part of the military telegraph system 

of the department, corps area, army, or other tactical unit in which they may 
be located or assigned. 

92. Settlement of other line bills at military posts.— a. The following from 

the tariff books of the' commercial companies is published for the information 
and guidance of all concerned: ,■ 
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„ hv fh „ chief Signal Officer of the Army that in some’ cases 

- rr 

— - «« — 

these instructions. ' 

[300.33, A. G. O.] 

:• By w THE S“’ AI « oi^VAF. : . J0HN x PBRS h INGi 

" General of the Armies, . 

’ '■ Chief. of Staff. 

Official: 

. . ; p. C. HARRIS,,. : * . 

07te- Adjutant General: , • ■ ■ 
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Message centers' i ’ - , -3- : 

Economy in sending dispatches i . : __ -. 

yd. flRsirgOBl nil; tq <ii i;i9i at! ion t II ’•V oil) gnimnjaos .u 

1. General. — The supervision of telegraph, cable, and radio service for '.the 
.Army, lndudingypla^es, { o,thepvige exempt 0 from ; , thejjnjisdictiqnj.pf corps area 
commanders, is a function of the Sigital [Corps:;,,,} 00 nni/rjoarto? 

7 , . j 2.-. . Message , center^— MespigeijCenters.pre maintained 0 ati' the^W ar;)Depart- 
ment, at each corps area headquarters^and^a^other i .pqln^s 2 yl i en necessary. 
jThey, are .charged with the..r^ipt,,transmission 0 and a deliv;eryjjpf all dispatches 
received or sent by telegraph, cable,' radio, or other special). means at their 
dUsgoaah, vThey^are., also charged } with ( cryptographjng 0 and ,<lecryptpgraphing 
such official dispatches as must be. transmitted jlnypryptographic form. They 
are organized by^and.operatedrunder^the direction .^of the. Chief-Signal ,Officer for 
the. War;, Department- and* of -the signal officer of _tlie -headquarters : aU other 
ipffic^, J ..wJio 1 j wiil,, decide ^the-^.best { ( ayailable^ means ^foy^transmissiqn' under 
general iMtru<^M.,o/L.t|M ai giitmio of bed k-*v-~o 

,, 3.' Economy^in, sen(Ung f .,dispatches. 7 7 ^) Messagej^nters^are, charged with 
directing traffic so that the greatest economy* is insured -the,-. Government con- 
-^•f^vI^^oPS^^Ld^y^^ofjjClisijatgies.,,',^ 'th^^fA^^ andiNaj^ rodio 

■ b. ; In directing Atraffic.tOi points ..which cannot. be. reached by .radio, ‘dispatches 
.should, be relayed ^ leased ; or f commerclal, t wlre from^thejneagest practicable 
point in the^radio ^nat, ...^mmercial^Unea^win ^be (Used^only w^hen, transmission 
by, radio or Government-owned lines 'is not.desiralile or [practicable. .■ Whenever 
two or more commercial telegraph companies .are ^accessible,} dispatchespyvili 
1 be v delivered g ta i .the | ,cpmpan^. .jyhich wiil,. transmit ^them ^at, t^he.j’least-jexpense 
to the Government. ion ».! « • Riflt Iftdl v,U r K l i:': i t- •! rAi ililv* 

4y^Pfttch a will npt^be sent 

hv ..talacrrnnh whpn, n lpf-ft*!*' will Rprvp f'hPvfinmff nnrnftSP „n(ir, n .rin.v moccnra 



serve. In determining the form of dispatch to use, due consideration will; be 
gi^enj the, differencejin time between., the ^one ,of -origin and ^the zonerpf;. receipt. 

■•V. Wit Vli 

lina\ C2, 3 



ana iti •r-fj'in ftp ■ n nii>n^ r n f7, ^ f i *. 

° TUs pamphlet supersedes AR 105-25, December 28," 1928, luoludlug\ 
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RESTRICTIONS ON USE OF TELEGRAPH, CABLE, AND RADIO 

8'I2€>D -JAViiJia 



Paragraph 
-i 



.6531 ,61 



When use authorized — . t 

Prohibited dis^clfe#^.. - 5 

Personal messages 1 8 

Press messages over field wire and radio circuits-! 7 

C-i4. YZhen_.use .authorized.— Dispatches _by._telegraph, leable.iioivfradio'iwillUie 
ysent only, when tithe idelayoiconsequentg.upon') transmissiorilrbyhniaill would be 

rprelu dicial to the p ublic.lnterjest amilqb baa esboD .III 

££-£>.:: Prohibited__disp.atches.— d. -Dispatchestidfrithei foliowingiBchafacter will 
not be sent by telegraph, cable, or radio, except to commanding officers, or 
under special authorization from proper military authority : 

(1) Information relative to numbers, gmovements, or operation of troops. 

(2) Details regarding fortifications, armaments, or experiments made 

in connection withTniili®fyiYaffairs. 

cqMSifii(3) Opinions on military operations or other military matters relating 

I to-any—part-of— the— Army-or— other-command- with- whfdli 9c tfie 

a individual- is"serving,"or"toran'y - fl&xiliafy ■forces.*'.': 

g _ r’ .sndusqaui s ni hU9a nl itmoncaa 

&: 'Dispatches c-ontainmg the following will not be sent in plain language by 
ffa\lib'7 90ivn93 oibni him ,oidco .liqB-iaoIei io noieinoqriK adT — JuTSueS .1 

para ac(,p)> RemarlSl^rtfebmm^^ sfa’temen?s^i ,r ^erogM nafure 

concerning an individual J r -asl£! 9^1 lo nobonul a ax .ZTSiiajiiimioo 
•iir,(i30(2)0rmpficaflons a ten , din^’ t^^^flS^fipBn’^ife-eilOTS'cBS'' 4 or^professiSial 
,Ti«32!»9a «9stana'ifi’^of%'u c individual? 993 ' iaw P bfi9 ^ ««* <«*«> «fc>c® 
ejx'staqfgi iResultl’AJf I'BbafdhoP-jfn^ulfy^und^r^’ctfon ‘NatiOna I 3 ’ ; Defense 
vlcdl la Pousx&JotoaiB TOrtJo so ,olbxn .sldno .dqingslorf yd Jtoa to bsvioosi 

'jaidqn':(;4)'<IAc'tidh ttSlien n upT>n , ?ge5rerSl I co u r t-nia rt iai casfes 6 TnVolving dismissal 
yodT Mnol or-WnfineiBent c in^penifelii?iEiry. ; * BI ''' n 88 *&£>tsstiplb Isiuffio toss 
7ol/t93i^5) blfitiunfe' ! oP war > or p tlli%^n^ , elS^r|Bi^?Wlfel ,, tSi3^r t! »* 

'-9.'6p Persdnal c imassS;ges!— o? TKe^'senrfing free ^”of ‘’unpoTfaht^^personai^ liJes- ■ 
‘gages by >? officiab^ersonnef%ver Arinp-'field ffelegraph, 0 fleicf > wire? an'cFfield 3 and 
oversea radio circuits is autboriYe'd^^roviSwPsu® f mes^ages— 331; ' aE * ^ r9IIS Il 
iii‘77 b'(i)E.ty 0 9^gtSjiitgffe^gli\vit^ G%Y6Mm^ftTi}§ajS^-x^| u g^ c Y ( ^<>-o?®r such 
-aoa JiwmxnSciiQuitgt. .bOTusui ai \moaoo9 liusdiseia exit ixail oa oSUnJ Rates'ilb 

oxbm y(2-)dD'6i%ot n c6ntain 8 or j ^uelf|®lfonn^tt8nT , aBvi&, :,< Hr^33o^SbnS 9 ifei?- 
tiiining’'fb > 's r tocksp bomlsT'or I'tAer sec yi n't i’es“ f except 1 i n° very - ii n ii s uai 
aadaJnqalb .e'casesl** Messages^relQfing 1 to o yi ? gemf !i or* i m por tall t un a tter s' of' busi- 
eldxsDUDB'jq 3J fies?° ( incluclffi g ^®al B feSSrs t % , Bu^ r ‘ ,a 5r i sell %tbck^j _^i/ds5°$r' 
xxoiBaiaiaxmii other' securities') e fnay v uMaily^be’ I cousi , dered 13 a's c pr5pe'r.^ n £ 
•xe'giiiFree per son §3? f n i clio 1 servfci^fronr 1 ove'rseaf sBitrbns u< \vi'fi ^erminate^at th^ 
•pbiht' 5 ‘di°eiitfy > i rx t'xi 1 ^ t lie^-IU n ile'ei ‘States? 109 ^qEiasis;! Ififcnaminoo eioa to owl 
s8<S?t'G8mfnanding dffic^^inti B triSfi^:o^!ntin%aB(m / ¥^^^1:lv ! es^?e’ , c^rg&d 
with the responsibility that this privilege is not abused. .InsmnisvoD odj ci 
in 7! tp'ress messa^e's! ? over~fieia 1! wire^'anif’ 5 r£idio a cifcuitsi— ff^Wii^'inintary 
business will nolt 0, 6e' f in'feH&^. fl witlil i: pi%’^^iesVage|^may ! l5e > 4ransmTt'teS. ,J fre'e 
over uhilitary'-field wife^and^fadfo^cifcuits where cbiBnfefcial D faciiitres B do 9 no , t 
’exist-' 17 ’ coi-jxwsbteiioa eub ,e&u of rbicqatb Jo nnot erf f anfninnalaB xil .sras 

jfibf-The-usefilf Toile 1, 6r ciplTer un f such nnessages^ ^is ‘fxTrliiddM'^x'ce^ 
scribed by„ the genei'al commanding an', army .in the field.„ „„„ ZTZZT7 „. m 7" 

^ - esM ' eE 
IB— “8£i;<5T 



TELEGRAPH, GABLE', AIT'DuIRADIO SERVICE 



ABil05~25 

af98 



ao'i.’ioDKq x'i3'-o hup. Luth-. .•IuhioigBcfioN.‘ I ! I ; IivixJ edi'uiditif c .bcolib'niraoo toI 
HitxiiiiW acodisq cssIibdiii.ciTii lo ebn^d erf) l<j._lno -it q&si, oi.,Cv,.ixfi ad . ,r |w y 
toT Jo’s f citKnkGODESpAN©;cOligHERSj-ir gji pnbQgpjqdJyrsvirc^. 

obob rxrfiW (Rrflasbfutno-abc) exsoxhte "aiuiDtt uixii-xos- not.iiirxiaoi loRaragraph 
Whai^i’J^EMian&by <ytl 



P<?flPiXcTVu ■"rsuur-jvs.-dxuu vXio j— .vxm«6j>r.:i-a oi»a OJ?i 0 

Distribution,- use, .and ^safeguarding -_i r'— £-- r~. — 

•2eeounting a S IH 3strl O oi" yd hsrr.-.l tm: ejihub 



• (1)- When it contains information which is secret or^coi^&ntml^excpiit - 

- ■ • . that when, in the judgment of the originator, the' neixcssity for.get- 
,09000 )0DU9i “uU:i Toxboi JOI®.- T'nomlg-.n ?a ti?leeo3.;^imv»»TOa5SL 

’ J-! {nfomunt on i-n o fi rOCCPO W1 1 ll Oil T ' ft T1 V - f 1 P.I 1 S SO 



. T3 Q) I CO 
0) T3 Kl Qj 



•rt 

H C 
>' 

-P -H T3 

i c o a 

me e +> 

rl C C -H 

C C O m O 



O’d'dfxooob 
•H C C a -H O Q) 
W 03 Q) &|rd fflH'Hd 
W A2 0) N Q) C -P 



•p o +i . c *h a 

g >H C C -p -P 

8X3 C J) Or( 

o o, -H o m o co 

o e Ad -H C aj 

fx P <H .0) O A3 

-P tuo -h xp .a-aj 

e o O O c 

A3 -P U 'H Q) 

-P Ch *> ho 01 U O 

>> fn a -p a> -h 

CO c m -H w a <*H 

r-j O > -o -H -3 «H 

A3 <D C H O 

«j r-t & e n ai 

■ ©■ H O B 0) »H ho 

,a) e m s e o 

O r a -r) 

® S • O ID O U 

ft Sh • -P A3 C 

Ox O bo <0 10 & aj 

<u - S A3 P 1 

co c -h -p u to a 

•H Q) A3 -P <D O 



p, q,ch _ _ 

-p 'ca o ■ *> 

H CO ft WOO) 

ft ho C ft H A3 

- — s CL) O O 01 Ox +3 

02 O +3 .p O a 
- — *H Px -P *H 0) a 



•h a 35 

-P -P Px C 

•H -rl 

o co o a3 
e -p -p 
P A3 *H 

■«J X) Es 

O fx (U 

<H CD +3 ^ 

fx o e a<) 

® ■H d (x 

a <xh uo o 

■3 «H -H & 

0 CO 

co co o 

fx ho tJ -h 

Cti O A3 • 

•H Q1 Dx CD 

0 -a ,0 e > 

A3 C fx O 

& « . >, ho A3 

1 rt O as 

co g a -p 

CD O Ox^ 

01 O CD >,H 



of the originator. bafMwift SJ.’hrijrft'* pasfuc yoiAS' 

it contains matter of .the • nature specified in paragraph So, . 
ii fcaxxsid iSij oSVsVod-! u m r.anoijiianx eineji sin naa»f .0 

fe^t^ e fi s i®?^c«iui B uxi - nl teSawnr* lo eiri'ftliTfl') n„.ijrft«i»B 
& saving in time dr cost of -.transmission can be effected by 
jOiPu fieiiiu afflitS'fi jt. » 4 yxi tyjav.c-f qc' Iu-/?..siaDfy32gr> 
isp of a code Remitting condensation or abbreviation of -the 

| se ° d .Soill'O J'CIV C’or-l 8'U /,U K'.ieOOT lO iflenqri'-lvmfrjj” 

L'utdTo aiL .toiuinjv.f mil Jo uoiJ-'iqMcvh, nosttf zirSpAf®. 

f of tfte^adquaEters conceiu^^yexcep^ g that messages . Velat^ng k 

/%} FiTOiWitt boaii oorfkrrrt on KOrf-l 

'ptographhig^nd d.^togra^ng.pf . 1 
ret codes or secret cipher^ ill jbe Ig^oringd only^under^.me, 
Lsu ? iem 1 ision,.and 



‘icr 1 =-,T^Su.rS , a. iTuil WU VOi* ** 1 U I -5 1^1 i itin :iajin.gn 

'«&« whw&8$ 

merican, efitizens, and^iil, t ,whom the &om^an G fci°?f e J'»i^ 
■it confidence may be designated to perform the. actual crypto- 



^ ^ ^ ^ ^V.'AIXA'.A'-IAX.C. IUUJ u>,k;x 0 xx..vvv. i 

o o 0) Qx-PT3rl O ic Work, within the. limitation of (1) above. 

O, ,H § b rf § a. By whom authorise i??— Codes, ciphers, and cipher devices 

fclSS&cilioSl 1 * Secretary of War, 

OOooSI.usd iai codes and special ciphers intended to serve special purposes 

fp* may be aut horized b y th e commandi ng, , general, n ,OHQ 31 or 

F expedit-ionary-force. esiotuir.fp Baa rsaioifiBA 

bl t brWar-DepartiwntrTelegraph-Code.-- 1 This^ ^-is- a-nonseeretrcode> primarily aifL 
ftendea~for~econo my.~CT tiruse^ir ^Ve m'Hfelegra pli' 'operators--an^o^re%hV) 
Wnvp'nnly a casual interest from leaniing 'the c onte nt's' ~of^ ''t Ke^ ^.fcfa'^- 
^lishes -no-securit-y-- £rom-the-expert-crjT>tanalyst.<and should', ntiycr.Jje^usedjjf or 
iencOding a . secrefe dispatches.,, IWyill^be jpued^, message centers^ to. all 
those required to handle any/«^i^^lft^o^e e of < fin^n^B^^^ra^^^, 

or radio. Jbj'ubdo t,rf lira oano s odS ox fantiogiat 103 aBzotZ A 

o. Divuion' Field Code.— Tliis code will be, Issued to commanders of battalions 

and higher units for use by their message centers. It is intended, primarily, 

). 

*8 
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aoivaaa okdsignal poapsi ,H'*x/.uoaaax 



for communication within the division.rxJtdsyionfidential and every precaution 
will be taken to keep It out of the . hands of unauthorized persons without, 
however, hampering its use^forftiie'enco&lngi.'affdi'decodlng of messages. For 
purposestef instruction certain draining editions (non-confldential) of this code 
are given a'wlde- distribution to- elements of the Army* of 'the >Urilted'States/:>d 7 / 
^lOridstribution; use,' and safeguarding.— Code" books," cipher- systems/ "an'3 
cipher.keys, and cryptographic devices are issue'd“by Iflie “Chief si'^al^dfficer, 1 
Regulations governing their distribution, use, and safeguarding, as well as 

ff*’ ' M iGj ’*19 Qp\/ h ff r\ , 7 T. , r'T rf't 5 //' ft 

provisions relating to the handling of messages cryptographed by their means, 

are embodied, in secret, or confidential ! instructions ’ prepared 1 'an!l issuedWwWe 
• ***»*. xt «•*«*•" h'*niiMijo'tm .mteinpo a rnriV/' (i) 



11 . Accounting . — ai Receipt of ' registered' secret and/or confidential codes, 

31 ,“ Al CCfilUiVi f «WTA cod 



. ciphers,, cipher- devices, and publications relating thereto! will be acknowledged 
.'inn O' 'ip c oin tffist&vij’no y Oi m-i ; r r : 1 1 - 'p < iV uPM 

■ mmhmnip v nv tnp ncrfinn tn wnnm flirpr>Hv fn triA’ fThtAf S cmnl nfflnop 



of war directly to the signal officer, GHQ. Such' acknowledgment will be by 
letter unless otherwise directed. • tojjjcrfcUio odl io 9*iui .. 

nmnjunj'a m innrnn:: awcrert «*di. V riHan anto-tima ( r > f r vr /«m 
Z>. When the items- mentioned in a above are transferred trombone person to 

1.1 „ ~ 1-312 l_ - - 13 1 JS - 3 .. - J 1 mi. . 



another, ^a ; certificate, of transfer * in triplicate will J be JJ accomplished. The 
V.a ‘j'\. nn*> tit. to ;.?*»*> osrrH nkow »1 vpp ■ /oj . 

pprHfloflta will bp sie-nort hv thp trnnaf erring ofYloor J nrwl* will "pnn Tain nn 



certificate. t will be signed, by the transferring officer 'and* will" contain an 
acknowledgment of receipt by the receiving officer. ! ' <il JU * 

c. r Immediately upon completion of the transfer, the original* of 1 the certificate 

3 nu kj f J *!/-' 17 V?. .. t'il AJ 7: ) f f tiff; 'P’i f* j » in -«> v f< i ' r * . .c . 

of transfer .will be forwarded directly In time of peace to the Ghief J Signal 

^urv/ 1 <V OI)(V' U/, 7 /i riT‘ !d «‘ I 2 ■>/, -"t-vU 

Officer, Washington, D.O., .and in the case of the field lorces' in time of war 
directly to'^the signa'r/olflcer/ GHQ. 0! A wp^ > of , %e^^£B^&''of ( &wsiiF x wifl' 4 'tiS 
retained by.each of the transferring and receiving officers. [ • " u a, ‘ J-rMrit u 

,d. Whenever a person to whom registered secret u and/or 'confidential -codes, 
ciphers, cipher devices, and publications pertainmg' there to have been- issued 
" has no further need therSSi^/lie wiUF’repSrt' to tfie 'Chief' Signal 



' aueOfU T£W!3nt»’l9OT O’iOM Sc, ":-,7(T!'i')2i(i-(-.‘—ri ,t r, ... 

Officer, Washington, D.C., in- time of peace, or' in' the- case of- field forces' in 

cpi lalufr Vino i^auovto" lii-.v ^ 777:1? io l-.-yjon so moot 'i-rn- So 

time.ofgWar to )! the signal officer, GHQ. J ^ . ’ . . ' 10 

e.''^emns 9 ffi’Ti}^p t o^ssion of ? registered se<?ret° and/or' corifidential codes, 

SttlWitliKOJil’CIO ii',' (UIOTJ'J.I : & 7 , ' ' 1 •> "CU7 ,-t -I r'.i< — 

ciphers/ cipher . devices, and publications pertaining thereto, ‘Wvlll'i render a 
-moo; -‘)n r 37 taajo-i;-- ,p , )( N mfiiv-r . .. , . -.,r. I ,. r . . 

HPrniHnnoal renort thereof on .Tuna SO and December 31 - 'of 'each 1 - rear. This 



'peacep'or Ih th 1 e ,i i:ase r ' < Sf thle ffeTd 'forces f ’iiJ tinfoil' war ; to u the '-signal officer, ' 
GHQ 1 ' 910 ru - ,jt ' if, i ot U-'tiiin.D'if' ad -jjkii oauphArn '.bilqmi * 

■SVortR (£) "o noltrtindr o_:t n'-iid-/ ..-ha 7 '.'drja-is 



£ ■ , Section iy * ,j " u . * ^ 

eaotic.b iodri'o hue .ws^ib' .aahoO — .u-enonvun snort?! — ?£ood sho'O .9 f 



,m'/T Jo ri ii3sTR®C^liiii?S- ; 5^? WINTERS ^ 1"-«n- ; oiiiina ' 10 T, 



Juit y-ifji oy hshnutif? [moe.-i- ^iiiparagfaph 

^ e paft?ion l -Vf i 'ii;essag^!/:ii«L f 2v.idLtJ:'i.>l-y^iJA 



Prepa ral:io n'of ' m ess ages - " — 1 __I- i-T-Stl- UJ-IL* — fill'll it — -2 Lc.ll _ ITT 1 12 

Addresses and signatures — < K i}? 

OinsolWati6n- 5 of(imes^ges, ; ^w T ^^ii_- 14 



, Ifu 12! Preparation , of ’ , m r e , ssa , gesiii 2 &! Whenever practlcaBle^ the- blank- form 

o? te.-teTon 5 .orii 



- 6, Words not important to the sense will be omitted. .whin io 

aouu&uisu 10 ai9t»odiamo3. ot fwinv-ihd ilivr o.ijn'j fthi'i'-— / heO h'D'.'i srr' i-,-a .0 

pfitiutaDcf ,f--)Sin3mi hijfl .eiotneb. cvti'-wuk li-xij -<<! 'e irj fell! alitm TOdpjd ft H0 




TELEGRAPH, CABLE, AND RADIO SERVICE 

’ a'DLtX/ JAKDia 



Alt -IOS725 

" v.i-iir 



0 Words instead of figures will he used in expressing numbere except In 

^ft6?r^:Sek® ilia f or,t 01 vtmtt 0 

' u d! ^Following tlie lx rules of TOmSief&al' J prkctiee, pWl^atJ&^arfe'^iR^bS 

c ^tTn a &» ww 'iVthe^w 

.-i3ivsj-a< •‘•.r.jniavoy In aot&aittStflaJt' wl fegasaoni a v/utiso t£jmi ,:tn9aSxq ai 

message, . _ , 

oi’i it& 



filing, will be filed as NITK messages. In oraer to insure tne -retention; 01 
tl/is' ci'assTfication'of ' tl/e rn'essa'ge-'throughouf We course 'of transml ssTon ? whetlier 

fVi li'/r ol t>r Jpo-t ■ jrrnrf T,v>' ir O r K f)*ci cr r > cfrrpTv.AfaT Ict3 

L „ 22 ' tv, col nl ow j tv( illfoVTT 'Hnnti r\-P rwn n 1 f *0 T 1 rvtl T TlflTi' 



The word 1 * 1 NiTB” will not We 'cfrofograph'ed.™'^^ 1 Z, ^ J * 

D^ii^d^provisiims'rela^ng t!o WeWTa'fting’of 'messages'* to 6e transmitted 
in * secret ! code t!i or crpher^aro* embodied 1 in 0 ^&Vet^ur^ndnfldential / Wstfuct!ioSL 9 

a<J vsm 00 noinIJ 

‘ ,0 i3/'!Addjesses i and x sigimWrek-^Wi. 'Where ‘WspatcHes are^sent'W offices - sueti 

iS v “ ol^a^ r C^f« c Sl«m :*] 9 Sf' ‘‘'Qu'aft^^ste^rorgfsTdmiml 
NiY:” 1 , fee 1 Addresses'- 1 used will be'as^ven'above rSW^Wan^as “•Lleu£ iif Co£ 



woriP “'For!” °Bxrimplt» :|!k for ri Ca'pt? f 'j6^n 

Tiiui' ' V-I D-iitfiiinT-ti-r-j 11 Rccmwl ' ( 7' >Vn-i '.\ will airidref^;ed^“ Commandintr Gen* 



'(Tn'body’of df^iatch) 10 t“ 9VJi3u 3,11 jaimam tus« am utiu.i Ji.a.jis /imm 
t'^o! Dispat’clies' 1 wiil’ bo' / sign^ 1 with r: We''OTraarfe ,If of "We°^nder/° Where - the 
auraame’ v alone‘is 5 not suffitdenPto enable* tHe‘'addressee"to -establish the ’official 
position of tlie sender it will be followed by such essential additional Inforrna- 
Wo’n as wilKflx' definltely^We 1 officlatrapacity of We > > senderi 3 ^ I ^‘ J£>(ie 911 ! ^ 
d. Dispatches sent’* to ; ’or "sign ecl'-by* 'ofil core- as intUviduars ’wili-'bW Wificientiy 
^mpleW^preve^deta^ .«-.andote e L-if> tosrtsvO .XI 

! ‘ 0 ‘e? peWil^ ,? provisions n relat 3 Hg 9 W We^nS'dres^’^and^aigna'tufes ’of T messa^M 
to be transmitted in cryptographic form are embodied in secret or confidential 
ihstrocWohs'prepa ^sue’d'by 1> tfie Cliief ''Signal 1 Officer. .(5 

0£I 14 .*' 'G6hsollSation’of J messageA'-^In’c'ase"'severai ! W , es8ages''are^to’t3e'' , seiit : to 
We : same < ’a'ddress-'in ? tlie tf couree of ^day’s ’businessp tiS^ siiouid? if! practicable, 
h'e r 'cdn.TOlid'a'ted i into 9 oi)e ; inessnge 9 \idi'enever'’such r| ^dn r solidati(>n will ’ red uce- We 
-cost 1 of : 'the service? r l ai£i ^fl» in isrfmtrn adT— .totttmuhit o« ol atoSimt'd .■> 

S'ij' 15 ’ Authentication?— 2 o. ‘Wlien Standard ’’Form 1 ‘No! l^a n lW6'Wrnment* Tele- 
gram) is used the sender of an official dispatch will authenticate iPiir s ifie 
-upper right-hand corner thereof as follows!'' 9 '^ ait> ^ Vhsiiap’it J.O'JO'icniR .b 
,n r-'e- rogighatufe/ o J JHsmixnqaa -icW orii raoii aarioieqaib IiiiaffiO (£) 
liiw 8' : Typed’ J 6r J prinfe'd f signature.’ °’ p.ituiiiij'rsq aarf'jihqeib Jqooxo 
■i-iriio -iQrgagiud 'io , 001779 ?. ,mui 9 ri) lo loirfo arii ‘in' boiiimdua ed 

,- 7 l- 7 »’.hTHe 5 sehder%'f' i an ^official* dispatch 4 - on 1 ‘any 'oWef-fdnn i "win 0 certify as to 
its official character in the left-hand lower 'corner "thereof’ as follows: 

- 9C bfricial business?'' 1 ' 1370 enltto to auoiinia moil radstetp-ift i/doffiO (S) 

■i ti [ n a nig ign ature.' a sdi oJ snfniaixaq sadainqalh iqoons .inaamaq 
aril lo T-yped^Y ^ printed 1 ■si^ ^ aWre: l ’ :, h9iji!ndna sd iiiw .aiinSA 

9ri1 an GiSde s £^ >? t£ruiJ :, ^rfice^ ( Br x l}u¥@ia? 9fI1 oi 10 ' 9310i £5a ’ ! - m 
-aaO iacinthA sriT oi coiKiuieusTl baz Uwoiqqa.xol ,9d xua ssusa 
.sasEBaWhe erii oi loaiarii ^Stilah adam £ttw oil./ Jaia 
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ill scroo, & znstimtm m aaiesa-zqxd at fm.it stf fllw znf&ft lo hs&t?pt £ar?oW c* 
o. WT&o limy .authenticate .— Subject .to the restriction contained m para-' 

v Z&WJtVV.ii 3TO t*01 1 • 

graph.. IZcZ, ^and to- the - further.' 'restriction; as * to^tive -availability of .funds. .( par. ‘ 
® u SmuuiIs’ bcmksDi nojjiiiijLfuuti mw^inoioo iu «mx? ynfr >*axv/ou« a ,. % 

4,£AIt„ 35-6100 ),. a., commissioned, officer, ;oiv a;, warrant; officer ./when, no ..officer 

Ou-j tu Jiui2ii»i-i t*u tt/uj jiiiu Ds’iitsO ux ji wjiuf ta&x) il* ui frjo &3L&U* 

is present, v may certify a . message ? for -transmission at Government ^ expense, 
but a. person; other^than, those, mentioned- above ;must present' to jtKe‘ agent, ‘of the 

jyu Of/ *isuJ tnnjss?ipL\jiU'j uuu t <!sui*ii^idw> oon0.u'X^oniY.°> .ii>i .*» 

telegraph, xmnpany, a ,letteivjor. card ,of, identification from his superior, officer 
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accepted. ;by, , the,, P.ostal Telegraph Cable, ,Co.„ without ^restrictions - as., to when 
juOi-»Oilsariijit» wixj t uv#j^*i7xfU>iH4xy#v r-j ir.OLUi. v.Jt'.jfiuu :u Aiiiv<Him(Xu*i) I£*vo 

payment ,wilL.be<:made. H Messages., transmitted „vla- r the,,Western\ T Union„Tele- 

UA XO i'.VU aiU ii/ ittv.f JftJ.n yiU C-li U9J iuofu 3U iuvf iaii/i fiol.Uiil 

graph ‘Co. to the home station .of the., sender or,, to the, headquaiters..of his 

° L C i 3li.u 4.t- fi O-Aivi i,»iOV/ fiat 

department at Washington, ,oi' in , -reply.,, to ,a paid. .Government. message,, may 

jiL’i ,.u« i-» jyu Oj •r,-s; J r*Jz.^UL 7 i.7 Jtm.4xa*u * , 9!^ Uj f.ciiji.iax cayiiriv jiN tuu « siltCl ,» J 

be.jsenti-Government ..collect., ..Other. .'messages .'transmitted .via, the iW.estern' 

cuOJL; /..txJcu.*. av wiTiTtii « wi wuCji.' 3u - •. »» 2& tU-i£ . 

Onion Telegraph Co. may be -chargedx at, poinfe.of ..origin, ,tOf.the' local, telegraph 
account «of ithe^WaiVi Department,. office' .or .station,,, .provided. .authority*, for - 
incurring., such, expense, -has, . been, preyiously f -ohtained,.from,,.the ..locals War •> 
Department, representative. If. u this, a authotlty« has. not„bee.n...obtained oivno 
office or station exists at point of origin-, t^^ec^sary^C^^i epjy^ f- 
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limits, except when the delay incident to the delivery of^the.message.b^mail 
xvtli.notfbe of,a-serious , nature, .in.wliichxase.the,, dispatch \yill. be.indorsed “.Bv 
m&Pm' offlcejfroni £ whtch^Ije 

ifSSPl&dif risaa yd fo-voffot eri fjlvy tf xobnoa odj So «otti«aq > 

&. The specia bdelijery^ cjiar ge &?!g?£ 

a^datCQgia .b ” 

17. Oversea dispatches. — a. Cablegramsv ; and x radiograms^t(ST.or K frpii^o,y l erKea 

w isTjss'fji irsfhodtaa ma nnol tldgRTat-lq-r.o n ! : i- i.b-intsaert od ct, - 

6. Paragraphing : ^^tsw>^b0.ng^ofy P,?^ a ff£ 0 :i>hs^S}icl\ ^disimtche^willj also 
ib e iAl¥ c i?, (i opyg'Se,.;,seK^r ![ intOgparagraphs.according f tOj ( theggffij^t a mattci-^ no" 
gOTUgraghj to l contain mja^er^latin^^gmpr^ l^fa > on t %^bJ.^.fii ^^yj apra- * 
.graphs ^yill-jbe mnnbered a £onsecuth-ely 7 4n^a a .^^^^^ serie^^r^.eacbpmessage. 

c. Numbers to be transmitted. — The, number of the d i s ! )at ch n a nil, ptlie , n uin- 

*^PJ§ th^eregf^^^tejjtragsmigeil as-p.ar^pffthejfody of rthe 

^message: oj.Goijaodiati UIvt ‘ iSjlcgm'6 irdoffio as lo xshucs od.i tma ei'fm.=ns. 

d. Approval required; how transmitted:. ^ s oa , 9 f(i - i9{yl oo basd4riah.Wiiff f 

(1) Official dispatches from the Wa> Depa’rtinent'tp staGonsgOyei scas, 

. except dispatches pertaining to. t^ei-Bjuj^ueol^nsular^Afffd'rs, wiU- 

• be submitted by the. chief of- the arm,- service, -or bureau, T gr other 

«j 'Vs tri'iioc°HiP} a \iP.PR c PsPSP’ 'tPg r fPPj ^^.Pviy?.V*/®P?59l. , lB r S : tP 1)I '9!iS!: ar i. , V' , f.eliv- 
;aVo§E5 & 9L^Si£P bncitiSsi edi ai gffoj.anrfg faiafitg a#l - 

(2) Official dispatches from stations or offices overseas, tt^the^War.^De-. 

partment, except dispatches 'pertaining to the Bureaurpfginsular 
Affairs,' will be submltte(l'by''the^nder^t^^ 1 con^naiidef of the 
oversea force, -or to the officeigin. charge. of. the-oversea -.office, as the 

atlg laxu v -Ax/ (,s vJi-f irfr< 

case may be, for approval and transmission to The Adjutant Gen- 
eral, who will make delivery thereof to the addressees. 
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(3) Official dispatches pertaining to the Bureau of Insular Affairs will 
be transmitted directly by and to the chief of that bureau. 

18 Kadio messages to and from ships— Ail official dispatches from ship 
to shore, shore to ship, or ship to ship, when charges are involved will be 
handled through the ship's quartermaster or agent, who will clear his accom ts 
through the proper superintendent of the Amy Transport Service. 

[A.G. 311.5 (5^25-34).] 

Bt order of the Secretary of W ar: 

DOUGLAS MacARTHUR, 

General, 

Chief of Staff. 

Official : 

james f. McKinley, 

Major General, 

The Adjutant General. 




REF ID : A4 12 72 07 



,**' x^m j r, _ 



ARMY REGULATIONS! . r „ , , ... , ’ . 

_i No. 105^25 * ’ \ *”*■. , " K , ' Washington, July 20, 1937:’ 

; ...Signal x^rp^;.. V ; \ • 

. .TELEGRAPH, CABLE, ' AND RADIO SERVICE 

. tl v • .• •; 'j - ' . 



Section I. Supervision_'ilL-.L--- .-----‘----'----1 lu — uJiu. 

' II, Message centefcs2_— — -- — 



‘Paragraphs 
— i- ■ l 5 
2-5 



r III.' 'Restrictions' on 'use of telegraph; Cable, "anti radio 1 -. — '6-9 

IV. Instructions ' 'to 'writers_'b — — L-_.Il": 1 : 1(1-17' 

-si' J ; , T < ' ■■ ’ T ‘ '* i . - rCp-VT 



Section ,,I ‘ ,' ''Ll , 

. j if : - ‘ji r( , : j. ' ; * j.v ,, : , o <■ • , -t ,v 






SUPERVISION ' 



,, . T 

Paragraph 

' .< , , 



1. General. — The supervision, of telegraph, cable, ,and j( radio ..service for the 
Army, including places otherwise exempt from' the jurisdiction of corps area 
commanders, is a function of the Signal Corps. 

. ;..: a , .^c.'.jS.ECTioNoii, , A (SiropT’i ir ..-v; 



MESSAGE CENTERS 



.. Paragraph 
‘ " 2 . 



Organization and ’dutieCL-V-V-l-L — — - ' ' — ' 2, 

Operation ; relation "to commander and “staff- -V.---’. — “'.'.'*3' 

Economy' in routing dispatches™ 1 ' ' '4 

2. Organization aii'd' 'duties. — Message centers "afe' ; maintained ' at ’the War 
Department, at each corps area headquarters,' lc and‘- at- 'oth'er 'points when 
necessary. They are' charged with ' the- receipt, transmission,- and delivery 
of all 'dispatches- received ' or sent by' telegraph, ! cabre, ' radio; or other special 
means at their disposal. 1 They - are 1 also- charged with cryptographing -and 
decryptographing such- official dispatches 'as must be transmitted in -crypto- 
graphic form. They are organized by and operated under the direction of the 
.Chief Signal Officer- for". the : ' War-Department' and' of "the 'signal officer- of the 
headquarters at other places, wWwiil 'decide 1 the best available means for 
^transmission' under 1 gen'etai - instructions of the 'Commanding officer. 

'3. Operation;' relatioifto commander' and 'staff.- 1 - a:- Purpose .— The message 
center exists primarily' for- service to 1 tlie- commander- and his' staff and fur- 
nishes 'this 'service' by— - '• ■ / -’f •' •• •'•‘ 5 • 

1 ' (1) , Codrdihatirig t “the i 'use J -6f 'various' 1 agencies'' of signar-^cdmnmnica- 
tion. •' I" t' 

•’ "-''' (2)' Expeditiously '•'effectmg'’''the-‘ti'ansmis'si'6n r and delivery *-of 'messages. 



*This pamphlet supersedes AR 105-25, September 1, 1934, including Cl, June 18, 1936. 
146467°— 37 
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ij (3) Keeping only such temporary prescribed records as will facilitate 

| the fast and accurate dispatching of all messages passing through 

- the .message center. , ... 

I It. Excepted duties.— The 'message center is not organized' or equipped to 

perform stenographic' or ‘clerical work pertaining to the different' sections of 
the staff. Message centers will-not^be used, .as offices of record nor wlil they 
he employed to prepare additional 'copies ‘of messages for multiple distribu- 
tion or to perform .the, labor incident, to. consolidating^ outgoing, messages. 

4. Economy’ in ‘routing "dispatches.— a. Message centers are 'charged with 
j: directing traffic so that the greatest, economy, is insured the Government eon- 

sistent with prompt delivery of dispatches. To this end Army and Navy 
;■ communication channels will be utilized whenever practicable.,. , f r - , . , 

- 1): In directing traffic to' points which cannot be ^reached by Army or 
; Navy radio, dispatches should-, be, relayed by- leased ,wire or commercial wire 

; or; radio from the point in the Army or Navy.-radio net, affording the lowest 

| refile rate to the destination. Whenever two or more commercial wire tele- 

I. graph or radiotelegraph companies- are-accessible, dispatches will be deliv- 

j’ ered to the company operating a telegraphic circuit direct to destination ; pro-. 

vided that when two or more companies operate direct circuits to a particular 
j- destination and the rates charged, are equal, the traffic will be divided equitably 

|; between the companies concerned' insofar as possible. 

!; f ' 5. Codes and ciphers.— For information with reference to classification, and 

handling of secret, confidential, and restricted documents and publications and 
' f! the employment 'of Authorized codes and' ’ciphers, see lAR 330-5' and 335-5. • 

; stw,: . • ■ j’ ‘iii-tit, oi'i * < - ' i-,''". :.k> 

| 'Section III ‘-i*l to •* iv.,-1 

RESTRICTIONS ON USE OF' TELEGRAPH, CABLE, AND RADIO 

i 

; T : L’ Paragraph 



: When use, authorized 0 

i Prohibited dispatches . , 7 

I Personal" messages'-" — — : — ' ' '.8 

[ Press messages over field wire and radio"cireuits--l-li- — '9 



j j 6. When use authorized.— Dispatches-by -telegraph, cable,-or radio'wiU'b'e 

| sent only when the .delay .consequent upon transmission, by mail would be 

!j prejudicial to the public 'interest, ,, • . , - , .. ...... 

,7. .- Prohibited, dispatches.— a. Dispatches of the following character will, not 
I be.,sent by telegraph,, cable, or. radio, -except to commanding officers, .or under 

• j special authorization from proper military authority : | -. - . 

)| ... (1) Information relative to .numbers,, movements, or- operation, .of 

- , . . troops. .. 

, (2) Details - regarding fortifications,- armaments, ..or experiments made 

t -- ^ . in connection with. .military . affairs. 

r (3) Opiuioiis on military operations or other, military matters relating 

‘i . ... . to any . part.. of the . Army • or other . command with which .the 

j ' individual is serving, or to any auxiliary forces. , . - 

i! 6. Dispatches containing the following will not be sent, in plain .language 

ij ... .; (1) Remarks, -recommendations, or statements- -of. .derogatory nature con- 

| , cerning an individual. 

| .... .(2) Implications .tending. :to reflect, upon • the ..character, or -professional 

; standing of an individual. ' ’ 
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'■ (3) -Result of Board of Inquiry. 'under 'section 24b, National Defense Act. 

(4)' Action- taken upon- general court-martial caises involving dismissal 
• ■ : or confinement in a- penitentiary. > ‘ ’ 

■’ (5) In time of war or' threatened emergency, cases under a above. 
e.‘ Letters- and telegraph- messages'; when used.- — A' dispatch will not be sent 
by telegraph when ' a 'letter will serve the' same purpose,' and all telegraph 
-'messages will be given the 'classification' (par. 11) which' will 'result in the 
lowest charge to the Government -in' all cases where the service incident to such 
'classification will meet the needs and requirements' of the Government. In 
determining -the form of dispatch -to use,’ due- consideration will be given 
the difference -in time -between the zone of origin and the zone of receipt. The 
term “telegraph messages’’ used above applies to dispatches transmitted either 
"by wire telegraph of radiotelegraph. • For regulations ’ governing payment for 
•dispatches transmitted -By commercial telegraph, see AR 35-6100. 

d. Dispatches of the following character or those containing matter of a 
purely personal nature are' not considered' as official' business" and will not' be 
accepted for transmission except as prescribed in paragraph 8: 

(1) ’ Applications for or inquiries relative 'to "leaves of -absence or 'exteri- 

'"sions thereto.- " ' • - f "- ’ 1 '< • •• •’ » ** f 

(2) Requests for sleeping car or hotel -reservations 'or' accommodations. 

(3) inquiries 3 or -instructions relative to shipment of privately owned 

' f mount's 'or "household goods. - •' -' >' •" 

'• (4) Relating to' payment' of salary or* expense vouchers:' - 
8. Personal messages.— a. The sending of personal messages over Army 
point-to-point ’radio 'circuits' within the cdutinehtaL'United States is prohibited. 
The sending of important' personal' messages to and 1 from "Army,’ Navy; -and 
Marine Corps personnel over Army field wire and field and oversea radio cir- 
cuits is authorized, provided such messages— 

(1) Do not interfere with ' Government business transacted over such 

-. circuits. 

(2) Are brief, clear, and confined .to- the subject matter of the emergency 

which' requires their transmission. ' . . > 

l. Scope" of r _ service.' '" .. .. ’* " ", 

(1) The use of the Army circuits referred to in a .above, for transmission 

of personal messages is authorized to assist service personnel in 
the transaction of ' urgent 'personal business, ‘ which 'ebuid not* be 
anticipated and transacted' by mail.' It is not" intended to replace 
'mail service: - Consequently, greetings, congratulatory messages; re- 
current business messages such-as recurrent? stock market transac- 
tions, and messages, the contents of which are obviously trifling in 
character; will not be accepted; In contradistinction,- messages' re- 
garding serious illness or death and replies thereto,- including ex- 
pressions oi condolence;' and messages pertaining to allotments, in- 
terest payments, and other unforeseen financial and- business mat- 
ters may be classified as urgent personal business. The writer will 

- ■ certify on the message that ah-' emergency - requires it. This cer- 
tificate will not be transmitted. Iii' doubtful cases, the writer must 
show that the message is necessary. ; 

(2) A personal message from a '• commercial concern will be accepted 

only- when it, is "in reply 'to a message from service personnel 
requesting such reply. . 1 -■ 
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'... -(3) Oversea ' radio circuits .terminate -in the;, continental United States 
;■ ■ , - at Washington, D. C., and San , Francisco, Calif. When messages 

to and from personnel at, jOversea^stations. -inv.olve transmission 
... • between the Army radio , stations- at, either of. ..these two points 

. - and. other points Within the continental ,;United States,, such trans- 

mission will be restricted, to the mails or .commercial telegraph. 
V >. Similarly,, personal ■ messages to and from transports at sea will 

-, . ■be transmitted by .mail or commercial telegraph i between radio 

- - stations at, Washington, D. C., San- Francisco, Calif., or Governor’s 

Island, N: -Y.,, and other points in the continental United States. 
All mail or commercial/ telegraph charges :wilb be prepaid, .by the 
• ■■■ v sender. , , . . ., ... • . ,, 

, • .• (4) .Personal messages will be -accepted for .transmission from the con- 

tinental United States to oversea- stations only when the destination 
r is an. Army .post, or -a naval station. , 

■ c. Personal messages in- code, or cipher /will not -be, accepted. 
d. Commanding officers are responsible., that the provisions of, this paragraph 
. are .strictly interpreted, and .that, the .personal message privilege is not abused. 
In the case of the War Department Message Center, .the -Chief Signal Officer is 
Charged, with this responsibility. i: ..... ■ ., , ... - 

i, 9, Press messages over field wire, and, radio- .circuits.— a: Ayhen- military 
business will not be interfered with, press messages, imay.be -transmitted free 
over military field wire and radio circuits where commercial facilities, do not 
■ exist. . ... 

6, The use of code , or; cipher, in. such, messages is forbidden except when pr,e- 
-scribedby the general ^commanding an army in the field. . • , 

' ■ *’ _ Section ^IV '/ ' , . I ’' .. 1 



‘‘•'Kl ' INSTRUCTIONS -TO WRITERS'* 



• Preparation, of messages-~ T _i-i- — 

Ciafisiflcation of messages 1 — - __ 

Addresses and signatures 

Consolidation of messages 

X Authentication.^ 

iSpecial delivery — — •- — i__ — - 

.Oversea dispatches — _ , — .___ 

'Radio' messages to and from” ships — — - 



Paragraph 

10 



. 10 ... Preparation of, . messages.— a. .Whenever practicable the blank form 
..-furnished by the Signal. Corps will be used... . .. . ; . - 

- • 6. Words; no,t. important to -the -.sense will be omitted. , , , . , 

_,j c- JVords instead of figures, will , be used , in expressing., numbers except in 
.weather report messages. ; - -.. 

il. Following, the rules, of commercial practice, punctuation marks should be 
..spelled out. in all cases. when it is desired that they, be transmitted in the 
[body of, the message. . ■ , . . * 

e. Detailed provisions relating to, the -drafting. of messages to be transmitted 
in secret code or cipher are embodied in AR 335-5. 

11. Classification of messages.— Messages are classified as follows to indi- 
rcate the relative order in which they should be. transmitted : , .... - 
• a. Urgent.— This, classification is restricted , to military and naval use only 
and is used only in combat or when combat, real or simulated, is imminent. 

;> l- 
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cUrgent messages are sent immediately .upon ireceipt,' or immediately after urgent 
messages previously received have been transmitted. ' They are* given right-of- 
way over all messages of lower classification. The “urgent!’ classification has 
no counterpart in domestic commercial message classifications. .. '. '. • 

&. Priority . — This classification is used to. designate' messages which must 
be given precedence over all routine and deferred: messages waiting to be sent or 
■delivered; . Messages' bearing “priority”, .classification- -are filed as, full rate t'ele^ 
^grams. when transferred! :to commercial' .companies for transmission.: Messages 
,'iwill'be handled under this.classification~.when the word Apriority” is: placed in a 
-■conspicuous, place/ on- the. message form;' Tts use- should. 'however , be confined 
[to extremely urgent . matters ! requiring -‘expeditious action.: ;■ : . '1 • . . • ' . 

: c-c. -Routine. — Thisvclassification- covers ordinary -fast /dispatches customarily 
handled with the greatest possible expedition and delivered at once .upon receipt. 
-•Messages under this classification take 'precedence oveii. 'deferred .messages .'and 
rare transmitted in order, of tilling.. They are filed, as day letters or-as straight 
• telegrams; , whichever .is . cheaper, when “transferred to 'commercial • companies 
for transmission. All messages not otherwise marked are- transmitted as routine 
messages. -rn-.> ; ,S .** ;>?•: 



,.i. d. Deferred.— This classification .covers [messages, the' delivery : of which’ may 
-be delayed until the r, beginning tofhoffice hours' the:,,followihg<;morriing.' “De- 
-.ferred”' messages' are. filed 1 according, to the classification 1 which; 'results in the 
•Lowest charge to the Government when - transferred torcommefcial companies 
for transmission. Messages will be handled under, this 'classification when the 
••word ■ “deferred” i^r placed iii'.a .conspicuous- place' on theh-message form.V'.See 
j paragraph - 12,. AR 3546100.- ■'-• ; ..aw ' -»t !• .'■-.. •a. .-:u . 

Messages to be sent in code or cipher'. which do notbrequire actiom-by 'the 
; addressee prior to the '.beginning of the- working' day following the. day of- filing 
Vawill be. classified as '“deferred”-. messages.”' ,■'•■' 1 - ;i) 1. 

-...■; 12... Addresses and'-'signatures.-^a.-iWhere: dispatches' 'are sent-to- offices such 
.as -/‘Commanding Officer, -Fort Slocum,' N. /Y.’V'brA'Quarterma'ster',' Fort • Slocum, 
iN.LY.”, the addresses. used will- be' iasigiven' above -rather than as. “Lieut." Col. 

I Jones,. Infantry, C.- O., /Fort Slocum,- N. 1 Y.!’ : -r !•■;-. . a. • *•,<.- h!-.-- ' 

i-.'I.b. Where, a- dispatch :.is sent:to:a subordinate -ini ah -office, or- command, 'the 
dispatch will be addressed to the commanding officer of the office or 'command. 
-The. name of- the subordinate 'will be- given' in 'the first part of- the -.body of : the 
message preceded by the’-word “For.”. -Example; A dispatch 'for -Capt. * John 
Doe, Headquarters^: Second' Corps. Area, will be 'addressed /‘Commanding ■ Gen- 
-eral, [Second Corps Area, Governors -Island, N.’ Y.’’. ' For' Capt. -John' Doe, etc. 

£ (in- -body of, dispatch): 1 , -rli ■ < ■ --a : - : 1 ! 

‘- '.c. 1 Dispatches wiir.:b'e’ signed' .with, the-' surname' ofi the'sender. Where the 
•surname -alone, is' not-: sufficient! to'- enable, the -addressee 'to' establish the official 
.‘.position .of: the sender jiit'will, be; folio wed' -by* such essential additional informa- 
tion as will fix definitely the official capacity of the sender. ■ •" 1 

• d. Dispatches sent to /ir; signed 1 - by; officers, as individuals will be sufficiently 
complete to prevent 'delay or confusion./' -y -i : " ’ : • 

e. Detailed, provisions relating to the addresses -and signatures of messages 
.to be transmitted in- cryptographic 'form' are’ embodied- in AR 335-5. 

■ -.13. Consolidation of messages.— In case several messages are to be sent to 
the same-address in- the course of a day’s business, -they should, "if practicable, 
be consolidated into one message -whenever such 1 / consolidation will reduce the 



cost of the service. 
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I 1 ; .14. Authentication'. — a. The sender of an official. dispatch will certify as t’o 

I -its official character oh the message form as follows: 1 • ■ ., 

|i • Official, business : . • • . .'. - ■ 1 ... 

| Signature. ' : >. ■ • '• •• ' •■. .. < 

j* •>. i Typed or. printed signature. - 

■ ; Grade and arm, service, or bureau. • t . '-. • ..... 

1 ’ .6. Who may .authenticate . — Subject to the restriction contained in paragraph 

’ 16, and. to. the further restriction as to the •availability of funds (par. 4, AR 

! .35-6100), a commissioned officer, or a warrant officer when no officer is present, 

may certify a message for transmission at Government expense, but a person 
ij other than those mentioned above must' present to the agent of the telegraph 

; company a letter or card of identification from his superior officer authorizing 

! . him to .do so. • • ‘ ’ ' . 1 • . ' ' : ■ ■ . ■ - 

’ e. Messages’'Of traveling or transient Government representatives will be ac- 
cepted by. the Postal Telegraph Cable Company without restrictions as to when 
;i payment, will be. made. / Messages transmitted via -the Western Union Tele- 

graph Company to 1 the home- station of .the i sender or. to. the headquarters of 
j his , department at Washington, or in reply to a paid Government message, may 

• be sent Government' collect.'. Other' messages transmitted' via the Western 

• -Union, Telegraph Company may be. charged at point of origin to' the local tele- 

■ graph account of ' the War Department office or station,- provided authority-for 

; incurring such expense has been previously obtained from 1 the local War 

. Department representative. ..If. this authority has not been obtained or.no 
office 'or station exists at point- of origin; it will be necessary for the War 
Department representative or agent to prepay such messages . at Government 

• rates 'and' secure' reimbursement later. ■ 

I 15. Special. 'delivery.— a:. Whenever special delivery, is necessary to expedite 

the delivery of an official dispatch, the person .filing the dispatch for transmis- 

■ sion -will indorse, it “special-delivery charges, paid.” Similar action will be 
taken whenever, the .plaeeCof- delivery ' is. .beyond <the established free-delivery 
limits, except when the delay , incident' to the delivery of- the message by' mail 

■ will not be of a serious nature, in which case the dispatch will be indorsed 
“By mail from ■ -r ' — — indicating- the 1 name of the office from which the 
dispatch should.be mailed.- -.. . ... i.. • • 

6. The special-delivery charge should be included in the charge for the regu- 
lar tolls and, presented for payment in the same manner. ■ 

t 16. Oversea dispatches, — a. Commercial radiograms and cablegrams. '' 
(1), 'Dispatches, addressed to oversea, stations for transmission via com- 
mercial radio or cable circuits, except dispatches pertaining to the 

• : . • , v Bureau of Insular. Affairs, ‘will 1 be submitted by the chief of the 

i arm, service, or bureau, or other official concerned to The Adjutant 

. . ■: - General for approval, consolidation , \ and ' delivery to the message 

center. . ■ ■ ' '• 4 1 • 1 ' ■ ■ • ■ 

■ '■ (2) Dispatches from, oversea stations or offices for transmission via com- 

mercial radio or cable circuits - to the War Department, except 
dispatches pertaining to the Bureau of Insular Affairs,, will be 
submitted by the originator, to the commander of the oversea force, 

■ or to the officer in charge of the oversea office,- as the case may 

.... be, for . approval, consolidation, and transmission- to The Adjutant 

, j : General "whoi. will: make delivery thereof to the addressee. ,1 
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(3) Dispatches requiring transmission via commercial radio or cable 
circuits will be numbered by the sender in sequence in a single 
series for each addressee. Such dispatches will also be divided 
by the sender into paragraphs according to the subject matter, no 
paragraph to contain matter relating to more than one subject. 
Paragraphs will be numbered consecutively in a single series for 
each message. Dispatch and paragraph numbers will be placed in 
the body of the message and will be so transmitted. 

&. Dispatches to and from stations served by Army or Navy radio circuits . — 
Dispatches to and from the departments and other oversea stations normally 
served by Army or Navy radio circuits, transmission of which involves no 
commercial charge, will be transmitted 'singly without delay and will not be 
consolidated. Dispatches dealing exclusively with the business of an arm, 
service, or bureau will be addressed as jrrescribed in paragraphs 21 and 22, 
AR 340-15 and will be be transmitted directly to the addressee. However, 
nothing in this paragraph should be construed as preventing a commander of 
an oversea force from issuing instructions requiring all outgoing dispatches 
to be authenticated by or all incoming dispatches to be routed through him or 
his representative prior to transmission to destination or delivery to addressees. 

17. Radio messages to and from ships. — All official dispatches from ship to 
shore, shore to ship, or ship to ship, when charges are involved, will be handled 
through the ship’s quartermaster or agent, who will clear his accounts through 
the proper superintendent of the Army Transport Service. See AR 36-1160. 

[A. G. 311.5 (3-10-37).] 

. By order of the Secretary of Wab : 

MALIN CRAIG, 

Chief of Staff. 



, Official : 



E. T. CONLEY, 



Major General , 



The Adjutant General. 
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. _• . plus •.'Slurp; f»f!l 03 

AppHcationjjPj-contents^of^.this^pamphlgt.T^aT^The regulationSj contained 
.in ;i this ^pamphlet. AyilLgoy.ern^in-cpnnectipn with military telegraph lines main- 
Jained and .pperated^iby.Ahe^yUnited^gtatesiArmy.j excepting, the jWashington- 
Alaska Military Cable and Telegraph System. .©iir.BctdJ 

At, .posts, .andj^pttyej {miUJfe® tel^raplj ^stations jwJie^jtelegraph^cpnneo- 
,tion Is obtained.dJy.j^Vesternj^Unipn^I^stal,. or-other,, commercial ^telegraph ,:£ir- 
cuit, .the^regjalatiqnsjof the. commercial telegraph, company^ concerned ^sdoMhe 

.appljfc/> piro-nsa .to ,i[ -w rs 
.1 ; 2.^[ Administration, and contr ol, of . telephone wd ( telegr aph tlines^— yF^rfCQD- 

telegraph t and . telephone, dines- are^divldedv into 
.classes and, ^unless ^otherwise specially* ordered,;., are placed, -.under the ‘. control 
? ffhicer s, j, a follows it-c- ,^j. 0 j rr.V' > 'i to . ot ptbp ic r: ; .U •-.vtc ' 

jyfl.y.Under.-.post gignal fOflioers.— Llnes-complebe .withjn.jthefjimits -.of-.a single 
.post,; camp, ;;pr (7 statiMhj obI.c! s:' cl p«uk r -:'i :i n vfti":! ,cj»E'-.«n t (Jooj: (>- 'f 

,.,.6;, ^ndw > cprpf f0^ea r ^ipn«?7p^qej;s.;,r -,«■ .. -to d‘i r ;' k c. .. .p-to*®!) ».«uk 

(i) Short lines constructed to connect single posts, camps'forustations 
-tr* -to .-loiSiSl;'.® commercial telegraphypri telephone,r.pfflce, aoud-sh.ayingVno 
V , T , „r other, telephone; or n telegrapbj stations connected .the^e.toiX— . i-cu-j -7 ■ 
<.4(2) ;! Ltoes coniiecting.,tw.o,prj,morevppsts,icampSj or^ stations; in the same 
coptep 'iitic . < v^FP^', a ?®S-t07l>i'f' fw*. th/.-rd s'.i' •tfni'C't-'L' Roit.-'*2 nr.t’isoM - i<> «.-r:s 
,j[3 ) • AllpOther .linesjjwBichvarepcpmplete., within- the,; limits. ofj<a? 'single 

vc •! r,'j 0 •)•} ^yps if • of>rrt V'-tf-- -:c ,&?'.?> !.{<rz so :: r l”'i£-y : ’’yx-:, 

x,§i Tfiejphon^an^ telegraph :r lines r .under- i charge; ; pf; 1 signal,.officers:^When 
telephone and telegraph lines arej^pjapedpunderj.chargecpf-j.signalc officers, ‘.they 
will be held responsible for the construction, maintenance, and operation of 

* This pamphlet supersedes AS 105-40, November 1, 1921 (Including 0 2, July 8, 1923), 
which has been entirely revised. 
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such lines. Commanding officers and others will see that the special duties of 
these officers are not interfered with, and upon proper application will render 
any, assistant! 3IA '" /BttulT* JUtM** HUA 

•4^ t SfiHtary' teiegrapii 1 iines / of a force operating in the field.— The signal 
officer of a force operating in .they field .or ,of 0 a. ..district under military control, 
in carrying out his general 'instructions/- wIU' formulate necessary regulations 
for the management and operation of military telegraph lines under his control. 

**/■•-*- a »T*Y.TT " ^> r .vrr ' r t i* »>. *T Ci . VTff w TfV \ r-'T,r *i y4’rtvr#i a o , .oro--f% 

'General 1 rules y should be J reduce d to' writing; be J clearly aefined' and impartially 
enforced. &±‘.'jS3>S A&uLCaa. 2 

5. Privacy of messages. — a. All co mmunic ations by telegraph or other meth- 

_.ods„ will be treated with the utmost secrecy. No part of a message will be 

idiscussed_with_.anyone,_nor„.will_its..contentsi(bejjrey.ealed (.except, to thecsender 

for addressee, or- the proper'officers-o'fithefGovernmeht when making inspections 

p of the-offieeror when-propefly' sub^naelf'to VreSnce 'a. f message' in'-'c6m't. <!: ? ! f5 

t l r...-i>Wn oft m fc.TOnT.Wrt.9MOi r. se ,»pu 

e 6. No message, Government qr_ _gri_vate,_ jmll_ be made ; pnblic,, except ; . by 

(proper .authority,, and .under., no. circumstances, will . the. contentsaofsany message 
ibe divulged - by >'<an'yone'' r except- 'to .the’/'prbper 1 ’ auth'ofitie's ;;i through to official 
Channels"' 5 n hd r limra ion siuMnq •{<] noiti-mndui da) do ot ?iyro iljn 3aofui>iuri'’I 

i.the .addressee. . After.tU message.. has. beemqdeliv.ered '<toj..a telegraphoord tele- 
phone- company,- the -responsibility- rests - with -the -company-eoncernedp'buCan 
no case" will' even "the'fact'Of'the "receipfof "a'message"be*divulge(3/' f e'xcept 

n ... _ - .- I’j.i 

to the proper authorities. 

' i -'8.c GoyefnmehV r teie^aph’''operators ' , ^ni^be%eid 3 Ve§pofeibre'^tfiat-‘nil t r ele- 
*grams^ ! afe &refuHy* guarded-. ; ‘AIi fiBi# 1 

‘thereto 1 ? \Viil b'e> dehied’^to 1 all'' r p^l^ ,! es:cegt’'&^^Wtho^fisea ;, -l>S- 'law Wsee 
the same. .awiav.R diiuisoIeT fins oldrD nndiOlC fnieniA 

-7Ug.fi operating 1 personnel wili^not 'originate messages except !, service ni melsages. 

employee 0 iii ! ahy 

fteiegraph foffice'/’or’ other 1 persohPsh'dli, knowingly’ ah'd wiUtuiiy^seh'd-'ljy -tele- 
graph to any person or persons any false’’ or i f^fged 5 'ikessa'ge 1 '^purpdrting l,f fo 
■Be'ifrdm-su'cfiWteiSgfap^^offic^, F dr ) ‘ , from l:i any 1 t btlier } p^fsohf’or'^sliaU^wlllfuny 
^eflver h ^h<ffil&aer-i6()i f b‘en'deUVe'rea ,, to i %ny“ : i{efs6tf any j such 11 m^ssageV u falsely 
^purporting to thave 1 b'eeh received^by ‘ telegraph, r nbr 7 shall ’any ’'person or’ per- 
sons furnish or conspire to furnish, or cause to he f urnisKed, p - to^anv ‘such 
fiigeht, ■h^ratof,“bfi4Wpihye’8, f tb' , be’ l seht >, by telegraph 'of ''to be’ t 'so ; delivered, 
any such message, knowing the same to be false or fdrgedv p with l - : the ’!hfeh- 
• tion to deceive, injure, or defraud any individualK partnersBiph'dr’ corporation, 
;or>the«public:r->‘-7'j ,>• i::oq ahyiia iv.,n oa o* Iwmnrfesnob mm iS .ViotVA (I> 
<> r i7i»Veiag-b'or appropriating-’ information- by'-* agent's, -operators, or em- 
ployees. — No> agent, (operator? 'bf :, employ'ee ’in any 'telegraphi office’ shall, in any 
iwayf use or. appropriate anyUinfoYmatibnOdefiVedi-liybhlm’-'ffom any -private mes 
sage or messages passing through his hands and addressed’tb’&ny other person 
orpperson's; or-'ihi any! other-^ffiahhef^a’cquifedhhyihijfi’-hy 7reason ! ^>f this trust 
as such agent, operator, or employee, or shall trade of '‘speculate upon any 
such/ Information- so i 7}btained? i %r7in w ahy 3 -‘S&aime?*7turH or ’attempt^fo' turn 
theisame.to his : ‘accounti'-iprbfit; ; 'bV ! advahtageT rft KUtlSi >$"«:•% v '»< •«» 
io uniii;-i'..-;o Pill; .•■'oiCD-ini i;u( ,noh',irmm>'.> oil! -iof Cr'i-Worc^n bfoij -.ij II in 

,C yliit ,S 0 aitltata*!} WiflJ ,1 raiW07s« Gi'-SOI SA folitqrasq a»o** 

tbZZJVZ.'X v oijjtl* «9dtT tiohlw 
'jf 
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-£tc8i Fraudulent -attemptsftoiobtain; information byepersonss hbtbconhet 
i-withtianyiitelegraph fcompany.vf-No) personi-not connectedawithbany .telegri 
'company) shalliaby >means-;ofj- anyi machine’ instrument, -nor.:- contrivance, : or 
any other manner, willfully and fraudulently read or attemptetobrea'dna 
message or learn the contents thereof while the same .is being, sent ovjer ai 
telegraph line, or shall willfully and fraudulently or clandestinely learn, c 
attempt to learn the contents ,,or meaning of any message wh3le the same as a, 
any telegraph 'bfficef ■’or 'is being received thereat, or is sent therefrom, or shal 
use or'atteinpt to use, or communicate to others, any information so obtained 
by ‘any person. , r 0 

9. Bribing agents, operators, or employees. — No person shall, by’ ‘the pay- 
ment or promise of any bribe, inducement, or reward,' procure, or. attempt to 
procure any telegraph agent, operator, or employee to' disclose, any private mes- 
sage, or the contents, purport, substance, 'or' rneaning' thereof," or shall offer to 
any such agent, operator, or employee any bribe, compensation, or reward for 
the disclosure of any private information received by him by reason of bis 
trust as such agent, operator, or employee, or shall use or attempt to use any 
such information so obtained. 

30. Willful or malicious injury to telegraph, telephone, or cable lines. — 
Whoever shall willfully or maliciously injure or destroy any of the works, 
property, or material of any telegraph, telephone, or cable line, or system oper- 
ated or controlled by the United States, whether constructed or in process of 
construction, or shall willfully or maliciously interfere in any way with the 
working or use of any such line, or system, or shall willfully or maliciously 
obstruct, hinder, or delay the transmission of any communication over any such 
line or system shall be lined not more than $1,000 or imprisoned not more than 
three years, or both. Sec. 60, Act Mar. 4 , 1909 { 35 Stat., 1099; V. S. C. 18: 116; 
sec. 884, M- L , 19S9.) 

11. Messages. — Messages will be handled in accordance with the provisions 
of chapter 6, Basic Field Manual, Volume IV. 

12. Procedure. — a. Telegraph lines which are complete within the limits of a 
post, camp, or station or which connect two or more posts, camps, or stations, 
and which are used for military purposes only will be operated using the 
procedure prescribed in chapter 3, Basic Field Manual, Volume IV. 

b. Lines connecting posts, camps, or stations with 'commercial telegraph sys- 
tems will use the procedure in use by the commercial company with which the 
line connects. 

c. The procedure to be used on telegraph lines of a force operating in the 
field will be prescribed by the signal officer of that force in conformity with 
paragraph 4. 

13. References.— a. Army Regulations. 

(1) Signal communication. — See AR 105-15. 

(2) Wire and- radio communication systems. — See AR 105-20. 

(3) Telegraph, cable, and radio service. — See AR 105-25. 

(4) Commercial telephone, telegraph, and electric time service, general . — 

See AR 105-30. 

(5) Reports.— -Bee AR 105-45, 

b. Instructions for the operation of the Washing'"' 
and Telegraph System andothe-Wo- ^ 
directly to thos» 
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such lines. Commanding officers and others will see that the special duties of 

these officers are not interfered with, and upon proper application will render 

| BftOlTA JJOtf « Tl&VA 

^Militafy^tele grapli 'lines 'of a force operating in the field.— 1 Tile signal 
officer of a force operating in the_field .or .of ^.a. district under military control, 
in carrying out his general 'instructions,''* will' formulate necessary regulations 
for the management and operation of military telegraph lines under his control. 

VC Arnvyr -- Vrv — ■ r ' ,- rff'.',/, y|;-f ‘ Vr.ff-nUT ijj 7 r. r,)- -i y/rcvr,! r v t-T.-crrj 

‘General rules 'should be'redueed to' writing, be' clearly defined" and impartially 

, „ , Sii'ffini i’ 

enforced. 

5. Privacy of messages. — a. All communic ations by telegraph or other meth- 

.ods.will be treated with the utmost secrecy. No part of a message will be 

idiscussed_w.ith_.anypne,_nor_.will_its..contentsi(bei;reyealed t except> to thersender 

S'or addressee, or the proper 'officersrof^thefGovernment when making inspections 

p of the -officeror- when* properly' sutipanaeij,' to J produee 'a. 1 message' in 1 'court. 

jl f o.lau 9 nl m j.jnJcT.fiii, WOi n So TioitovI'.u 

a 6." No message. Government^ or_ prij^ate,__will__be __made jpublic,, except. .by 

iproper .authority,, and .under, no. .circumstances., will ..the .contents, -lofjany message 
Vbe divulged -by <■ anyone'^except ‘to , theVfpro'per' 1 autbortties ; ‘ i through'' 0 officiift 
channels : ' ,n r11 ' h-*) i-itiira Jon ssuo-cOq *{d ni-inn; ml'ji ri-ahb o» Jooluiinirj'-I 

ft * _ ; .. . _ vnr.qcfjt'n riqjny 

e c."X'private message, after It has been ,d je^Yei^»,t>^mM. 1 .the < .propertyMOf 
(the .addressee. _ After, t a message.ihas: been',-, delivered vtoi,a ; telegraph norn tele- 
phone- company,- the -responsibility •rests-with-the-company-concernedj 3; but jI ih 
mo case" will- even-the'facfof- the receipt'of a' message" 'be" divulged;' ' except 

}:i , .... : - e .- lit) -.oa 

to the proper authorities. 

J<j , g.c.GdV^mOTt ,s tgl^apfi v 'o^ratotB' ; %ili' i 'i)e 0 hMa 3 i5^oiteibl¥ :f ifijft» t JiU tele- 

'.'.l -V -n. • V.'.V : '.i ,» i, orAA 1 '. — inv u o r J I •''' ‘‘'VI':, I ‘nr, P L'l.,- i 



the same. .itraJa'# ri imp.oloT linn -fi-hO ytnliMlC 

-nag.fi Operating f personnel will 1 hot originate messages 'except' , servic'e' ! messages. 
-•ji6. ciFalse'^or 1 'W^empl'oyee 0 in ‘any 

telegraph ^office? 1 or 1 other 1 per sonpsh’alf, knowingly an'd 'willfuiiy, l! sehd‘ J l)y 'teT£- 
“ graph to any person or persons any false T 'dr 1 fdfged ) 'messa'ge ,ir pui^6rtin#'t'o 
-Be''- i from sucH fI teiegi'apfi & offlcd, ? dP‘ r from 1 'any lt dther > pdrsohr' or "shall^willf ully 
'deUverbbrhcause't'o^b'e^'delivered^to 1 'any person* any 1 such u 'mVssage‘d J falsely 
^purporting tb 1 haive r beeh received 1 ’ by’ telegraph, < n6'r / sliall 'any ‘person or’ per- 
sons furnish or conspire to furnish, or cause to be f uf hisKed, ^ to-^any ‘"such 
'agent, -d^ra'tof dor’ ‘employee, to ,, be : 'serit 1 -'by- telegraph 5 of ’’to b'e ll 'so ; delivered, 
any such message, knowing the same to be false or f orgedy ? withAthe 1 inten- 
tion to deceive, injure, or defraud any individual^ paftnersfiipii or 1 corporation, 
, r ortthe«public!I r ' ; m 4oo,n «.> ol hj.onmimo asnil 3‘ioiVa (i< 

o r f7:!'TJsingb'or appropriating:-' information' by -'"agents, -'operators, or em- 
ployees. — No‘ agent, ‘operator; or ; ’employee 1 ’ in any ’telegraph 1 office 3 shall, in any 
tway; use or. appropriate any I ihfo'rma-ti6n 0 defived / 'hyhhim'tr6m a'ny ’-private mes 
sage or messages passing through his hands and addressed ’to^any other person 
orvpersons, 1 or-'iri'l any* other- v mahh r ef u a'cquiredl ; by t 'hinf 1, by ''reason 1 'of 1 his trust, 
as such agent, operator, or employee, or shall trade or '‘speculate upon any 
such/ information- so ' obtainedl'fior' I innanp- ! mahner-lturir' or ' : atfenapt ,i ta turn 
the >same-tb' his' -account,' 'iprdflty'dr ’advahtageT 115 ‘i-i/cr-d ‘«b 

So .tniic.v'.rio bin; .‘vny i iiniiiiu ,m>i ijUTterToo -nil vor eMtei-urw/ Mod -.o' Min 



.(Eiex ,6 yJul ,2 0 gnliMiloif.t) IRW 
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•m;8: Fraudulent/attemptsvtofobtaini information byepersonst notliconhected 
jWithi.'anyjitelegraph'icompany.rfNo) personrnot connectedywithbahy .telegraph 
company) shaUbby > means -.-of r.anyl machine; instrumentjiiorj' contrivance, lor/in 
any other manner, willfully and fraudulently read or attemptntoiireadnany 
message or learn the contents thereof while the same .is being, sent over any 
telegraph line, or shall willfully and fraudulently or clandestinely^ learn ^ or 
attempt to learn .the. contents or meanin^of v any message 1 wfiile tile' same Y is in 
any telegrapli nffice; 'or 'is being received thereat, or is sent therefrom, or shall 
use or'attempt to use, or communicate to others, any information so obtained 

by 'any person. •vi-'rrrO 

9. Bribing agents, operators, or employees. — No person .shall, by' the pay- 
ment or promise of any bribe, inducement, or reward,' 'procure, or attempt to 
procure any telegraph agent, operator, or employee to' disclose.any private mes- 
sage, or the contents, purport, substance, 'or' rneaning’ thereof, 1 ' or shall offer to 
any such agent, operator, or employee any bribe, compensation, or reward for 
the disclosure of any private information received by him by reason of his 
trust as such agent, operator, or employee, or shall use or attempt to use any 
such information so obtained. 



10. Willful or malicious injury to telegraph, telephone, or cable lines. — 
Whoever shall willfully or maliciously injure or destroy any of the works, 
property, or material of any telegraph, telephone, or cable line, or system oper- 
ated or controlled by the United States, whether constructed or in process of 
construction, or shall willfully or maliciously interfere in any way with the 
working or use of any such line, or system, or shall willfully or maliciously 
obstruct, hinder, or delay the transmission of any communication over any such 
line or system shall be fined not more than $1,000 or imprisoned not more than 
three years, or both. Sec. 60, Aci Mar. 4, 1909 {35 Stat., 1099; U. S. C. 18: 116; 
gee. 824, M- L., 1929.) 

11. Messages. — Messages will be handled in accordance with the provisions 
of chapter 6, Basic Field Manual, Volume IV. 

12. Procedure. — a. Telegraph lines which are complete within the limits of a 
post, camp, or station or which connect two or more posts, camps, or stations, 
and which are used for military purposes only will be operated using the 
procedure prescribed in chapter 3, Basic Field Manual, Volume IV. 

6. Lines connecting posts, camps, or stations with commercial telegraph sys- 
tems will use the procedure in use by the commercial company with which the 
line connects. 

c. The procedure to be used on telegraph lines of a force operating in the 
field will be prescribed by the signal officer of that force in conformity with 
paragraph 4. 

13. References. — a. Army Regulations. 

(1) Signal communication. — See AR 105-15. 

(2) Wire and radio communication systems. — See AR 105-20. 

(3) Telegraph, calle, and radio service. — See AR 105-25. 

(4) Commercial telephone, telegraph, and electric time service, general . — 

See AR 105-30. 

(5) Reports. — See AR 105-45. 

6. Instructions for the operation of the Washington-Alaska Military Cable 
and Telegraph System andothe War .’Department' message center will be issued 
directly to those agencies by the Chief Signal Officer. 
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Duties of the Chief Signal, Officer. : — u_* 1 4 ■ 4 _ ^ 2 

Unit »ICT. arnffi %™ 4U1 .gHltnWIIOp «lipi. 1 fi'»lg'J-T JO 3Hta«19:!TOIg3 g(D uaft C’lOtVn'A^ 

'Po^-sigSnl~omcersf'-I9<I-SL-QLQIi^Lipa7i^(>jL>AX.^DM^LJJnj_JJlA'SUL^a'SbL<n_f;rtT_S l 4 

.Eligibility of the Signal Corps forsvafious dutiesg_irgggA__LUi_iu^u^ , gCgirIg." _tis 4 >__'_axij 5 
iioioo'iil ••mwlotrr noltom fiitn pifttOTrolptfij So,, yfqnjis bur iavtimwrsrq rrV .5 
sl-iflvf Composition.^Th^er.Signai^,Gprps;fShanf.epnsist f ofjione^Ghief. L Signal .Officer 
with the rank qfj-maj or general, three, hundred; forty jo^neiofficers in, grades. ; froni 
colonel i tojsecond lieutenant, inclusive, ".and .flyfe; thousand) enlisted^meii, such part 
of whom as the Presidentlmay;^direct)hcdng)forined .intOj tactical {units ;i ofganized 
asyhe ; 

act June 1920 ( jl Staf. 7 68 ) 10:. 211, ^a;; jS.ec.-J7;! My^lbp^aMd 
lV: act"Ap r;il)S ,-,1939 ),(- 7i all: iVo. .2,) Ilf. ill -Vi 19pDi). /. . ,, — 4.700 Etc inngi.i ,i i (.0 .Q 
■r{ -a.-rcDutiesyotxthe .Chief- Signal '■Officer.q T In- addition ito t such,)Other r duties, as 
.may* be prescribed^othejGhief.j^gnal^Offieerj^villrhave. (immediate, charge, j under 
•the directionaofi thelSecretary ofaiVVar-, pf>tthe follq.wing.;,-!^ j 0{r ,|g nntal.r;iiioo 
-i .-.an The deyelopment;vprocurementr storageoissue,;and}repair / 'pf signal, meteoro,- 
Togicalrtand cryptographic equipment) and vsupplies.jjjT ‘.dor/; . an Jon iltw h»"UH 
abb. iThe^deyelopment, 'procurement, ■isto.ragej arid-tissue . of fall-electrical .apparatus 
associated7with-directiomfindingiforadetermining)thejlqcatipn 9 of)ra.dio^stations, 
.aircrafhifand 9 'marinei,craft,v.ahdi.ofrjallothe,..elect-rical 0 apRaratus associatedjw^ith 
range finding. .. tdrrofW* bis aoiinb oiiiooqa Ul.'w hogrmtin c .in td voolfio 

Joc.yiThe procurement, storage, fandoissue off photographic, supplies ;and equipment 
except that required forununoo So . noiJanof, oitt anibnlocil ^tsJJmu 

.cox(T r )ifPhotographic;andicinematographicoWork.made from-aircraftie) 

So «oiK2i).rGrounds phbtography/>.in,o gpn'R^tiaqjaw.i^qaijjr^ft-i^qpeji^^n and 
, 1 ’ . maintenance. _ .arorfoio bna eoooo 

(3)' Such other specialjpurppses asjmayqbe r pecuHar >: tq c the; t requirements of 
xUtqjxt. Ban another)ar.mjor.'..seryice.'o noiiatoqd bun i.-o-.i'-mooi'T /.I) 

d. The preparation and revision of all books, pamphlets, vandpnstructioh data 
requirediibyathei'Armyito' makeoprpper c use^of, --.all-, equipment .and^apparatus' de- 
yelope,di:,procuredivand'4ssued)by, 1 thejSignaliGorps.)j)^: : , 4 /ria9 ?! q-t ^ 

e. The preparation, publication, revision, storage, accounting,- for, t and distribu- 
tipnipjSralljCodes; and c iphe rSfi^olred~B yt.the .Arpiyg.apd,in)|tiine( 1 pf«)War (the inter- 
ceptioniof enemy-iradiq. andijyire traffic, jthedocation of : ,enemyiradiq, stations, the 
solutibnjof intercepted enemyicodejandicipher) messages, anddabprsUory arrange- 
ments for the employment and detection & of ;l secret)inks,,.except. i such of these 
duties, asnecmayidelegatedpaunit^signal.^officers.,; ,,,( } j 0 itoiai'mfrtfii (g) 
<ir>f.».aaiei-.lnstalia-tionarma tatenance . andapperationriofr.alb.-militajy signal com- 
munication 'systems and equipment, including military cable, ^telephone, and 
telegraph lines, radio apparatus and stations, except the routine maintenance 
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and operation of fixed fire-control communication systems and fixed airways 
and airdrome^cpntrol-sy^tems and radio aids to air 

and- ,the ^installation, '.maintenance, and operation of { temporary*, systems used 
by combat troops in field operations as provided m AR 10o-15, over which be 
will exercise general supervision-^nly.j^^^j^ 

g. Transmitting messages for the Army, by~ telegraph or otherwise. 

h. The direction of the of tlie officers . enlisted 

men, and employees attached thereto. 

i. The coordination of the training-of-the-personnel assigned to signal duties, 

under/ such instructions as may be prescribed in orders from the War Department. 

1 j. The - general - supervision,- - coordination -and - standardization- -of ; Alt’ 'radio 

1 _ -mOtO .lr.aj.fcl 191iIO 9--J Jo 

operations' aild' the' enforcement' of -r^iilatloas concerning the^ sape^ ,,^,. 3laU 

l fc.l.Thel as’sign'mentlp'f jcal}. letters, lra,dio_ .frequencies,. .power, io type: 1 : afitemis; 
sions, -and- schedules for- all- Army— radiobstations/ol s<vioD leitaKs ailt So ydlloigria 
l. The procurement and supply of photographs and motion pictures directed 

by'tlie Gene ; ral ;: St&,‘andiin%eneralfall ;: jph"dtograpKi‘e : 'and ! 'cinefQaf6graphic' work 

of 'the "Army ‘riot 1 specifically' 'assigned to f other armsd'or •service's) ’tots mb ilitv 
**‘tn. 'The •SSslgmenti><a- i, d^|^tion^qmiaB6rs'' J f<5 <all ! “Afmy {submarine' co'm- 
muriicatibn^cables'jan'd^the'keeping 1 of Tecords 'theredf.tuafjfea’iT orb sb ncodw io 
T he 'performance * 6 # '<■ ’all® 6 th'ef ! 'duties 'usually • pertaining I'to'briilitaryi signal 
communication 'otfier i 'than , 'as*'prbvided- for •'above.* ■ H) Sou 

3. Unit signal officers. — a. A chief 'signal ' 1 officer- wilP be'-detaile'd-for 'every 
expeditibnary 1 force, 'and a f: Si‘ghal Gorps'bfficer a's'-umt signal officerJ will -normally 
be detailed' 'for 1 'each 'corps ar eafifihdseveryl tacticaWhitsiargerdthan-ra brigade 
containing Signal CorpsTtroops'l When no' 'unit signal •-’officeri Kasube’enoso 'de- 
tailed ’in orders, 'the''seriior' ; Signal i ;Corpsedfficeriipresent::fowdutynwith the' com- 
mand will act as such. The ''unit isighaU officer. i-will be I(a« member ofathevstaff 
of *>liis !bommandihghofliceri' : ''He' l ‘Wiirt ! be , 'charged;'' l under.lthei(directioni{'of .'his 
commanding-officer, 1 with f the 1 command’, 1 'insofargas irelatesttoi operations; lofesig- 
hai ,r trbops x hbt : assi^ddTor ,: 'att ; ach'ed'tftofisubordinate.runitsdnThebmnitTsign'al 
officer is also charged with specific duties as follows: .y.nif>uft 9gum 

1 noiiTqj(,i>)i fetihg^as^adviserictod'the '-eommandermand .'themstaff'Uondsignal 
matters, including the location of command' posts:-'0 T j ml J Iqoozo 
( 2 ) 1 iprepafatidn cdfasighar^opefatibnblnstructions'iahdB'sighar annexes, 
bun n ('3‘)'’-''Prepai'a'ti'dh, ;! pubiicatibh?'stofa'ge,<'accountinglfor; ahdadistribiition of 
codes and ciphers. .ooirnriolnrnar 

lo fctun(f 4 pigg^| ) j^I + 0 fJ s jghaP r equipfiie‘nPhnd :ir suppliesin 9 i.p xartto rbuS ( 8 ) 

(5) Procurement and operation ofr'signalio maintenance- and repair 
nljsh mdtaH-iif^jjJjieg.f-.iofdfjiiinq ,ai!nr>d ITb So nor.-Frai Ban iTr.iJirijiq'-ifj oiiT .b 
■cii - J n:'( 6 )a Technical ihsphctioh f "of->signal' ) equipment, 'within AlimitsLprescribed 
by the commandef;rahhbfec 6 mmehdations' , relativer-tbTits<'ca'rel l 'ahd 

■ i .-lath bn?uftliz'ationl' 0 ' r ' Ii .OfinTOia .iv-Mver .noitsoilduq .no.H.q-.fqo'irr odT .a 
-loii.i '(. 7 .) 'iTdchhical r: supefvisi 6 nV' withirii f limits'iprescribed 'by-' the’ ' commander', 
su':t ,?noijGda ofb'allUsignai 0 operatiohs'fjof-btthe e'cijmmand,d> including ^training; 

■ ijitnai '< T0 assignment, ••TCplacementl'lahd "utilization'- 'of 'signal T ‘and icomniuhi- 

-ifniL Jo djncation' :! periohhei' s of' i uhits.noib'3’t f ),f. him iipwnrrolgora adt sol Khraat 

(8) Supervision of the installationJ'fihaihtenahcej'Jand' opera tibnhofd the 
-i/ina ici'g'f ■sighai‘ , 'commuhicatidh‘ Jf system, .fincruding''dheU'messagedcen'terA'of 
fion ,9no dqu/the , unit? YiAlilinr %aiBu£»ai Inomqiirpa ban ndlsttex* noiinoiamn 
eoamwialnm antiuo'i mi) tqsoxo .anobcJa bin: Eiiiineqqs oibci .aeirH dqi-.isotet 
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(9) Supervision of such activities pertaining to the signal intelligence, 
pigeon, and photographic services as affect the unit. 

(10) Insuring that the instructions of the Chief Signal Officer relative to 
keeping technical records and the rendition of technical reports are 
observed by all Signal Corps officers of the command. See AR 
105-45. 

6 . The corps area signal officers are also responsible under the policy of the 
War Department and the instructions of the Chief Signal Officer for all matters 
concerning the Signal Corps in their respective corps areas, including such 
matters in those posts, camps, and stations not within the jurisdiction of the 
corps area commander, but within the territorial limits of their respective com- 
mands, and excepting only those functions directly under the control of the 
Chief Signal Officer. 

4. Post signal officers. — The post signal officer is a staff officer of the post 
commander and in addition to any other duties which may be assigned him he 
is charged, under the direction of the post commander, with the following : 

a. Supervision of the maintenance and operation of the post telephone system, 
the post telegraph station, the post radio station, the post small-arms target 
range communicating system, and all other signal activities of the post except 
those placed by competent authority under another officer. 

b. The preparation and submission of requisitions for all supplied required in 
connection with Signal Corps activities of the post. 

c. Direct supervision over all personnel engaged in Signal Corps activities 
of the post, and responsibility that such personnel is properly instructed in the 
performance of its duties. 

d. Responsibility for the keeping of such records as are required for the 
proper administration of the Signal Corps activities of the post. 

e. The making of such recommendations as are considered necessary for in- 
creasing the efficiency of Signal Corps activities of the post. 

5. Eligibility of the Signal Corps for various duties. — a. Detachments or 
units of the Signal corps will be exempt from detail for any other duty, outside 
their own organization work and training, except when in the judgment of the 
commanding officer the importance of the duty will not permit exemption. 

6 . When detachments or units of the Signal Corps of 30 or more men form a 
part of a garrison, the officers and men may, in the discretion of the command- 
ing officer, be required to perform the necessary guard duty to protect the 
storehouses, sheds and parks pertaining to the Signal Corps, provided such 
property cannot be properly guarded by including observation thereof in the 
duties of sentinel posts or patrols already established. The necessary police 
duty around such buildings and property will be assigned to enlisted men of 
the Signal Corps, but they will be exempt from the ordinary police duties of 
the garrison. 

[A. G. 321.92 (4-4-39).] 

By order of the Secretaey of War: 

MALIN CRAIG, 

Official : chief of Staff. 

E. S. ADAMS, 

Major General, 

The Adjutant General. 
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ARMY REGULATIONS 1 * WAR DEPARTMENT, 

No. 380-5 J ■ Washington, September 28, 1942. ' 

SAFEGUARDING MILITARY INFORMATION' ; 
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Section I. General 1 1-17 

II. Documents a 1__ j 18-23 

III. Registered documents 1 1 ’ 24^30 

. IV. Cryptographic security ... 1_. — ' 1 31-45 
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GENERAL 

Paragraph 



Purpose , .• 1 

Definitions. 1 : J • 2 

Secret ‘matter ' l - : : i : _■ • 3 

Confidential matter 1 ... '‘..4 

Restricted matter-. i i__ a_. : 1 5 

Classification of, information from other governmental agencies , 6 

One .classification only ’ 1_ 7 

Overclas’sification : ' , : 8 

Responsibility : : '9 

Cancelation or change of classification : 10 

Doss- or subjection to compromise • 11 

Reproduction of classified matter . — 1 '' 12 

Right to possess classified-military information-'- — : ' ll_: 13 

Requests for- military information 11 11_! ! 14 

..Dissemination of classified military information--^. i __a-- 3. _ ■ 15 

Testimony before Congress-^ . : 16 

Legislation pertaining, to War Department ! 17 

1. Purpose. — Military - information is of varying degrees of value to for- 



eign governments and therefore requires the exercise of varying degrees of pre- 
caution for its safety. For the purpose of providing the necessary variations in 
safeguarding the several types of critical information, the classifications outlined 
in paragraphs 3, 4, and 5 have been established. All military information, docu- 
ments, development projects, and materiel other than that classified as above- are 
regarded as unclassified. •. 

. 2. Definitions. — a. Aircraft . — The term “aircraft” includes all weight-carry- 
ing devices or structures designed to be supported by the air, either by buoyance 
or by dynamic action. ; 

6. Air space reservation . — An air space reservation is the air space located 
above an area on the surface of the land or water, designated and set apart 
by Executive order of the President or by a State,- Commonwealth, or Territory, ' 

♦This pamphlet supersedes AH 380-5, June IS, 1941, including section II, Circular No. 831; 
section Y, Circular No. 242; and section II, Circular No! 252, War Department, 1941; section 
IV, Circular No. 35; and section I, Circular No. 109, War -Department, 1942. 
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over which the flight of aircraft is prohibited or restricted for the purpose of 
national defense or for other governmental purposes. 

c. Classified military information.— Classified military information Includes 
all information concerning documents, cryptographic devices, development proj- 
ects, and matdriel classified as secret, confidential, or restricted, as well as the 
items themselves. All other military information, documents, development proj- 
ects, and materiel are regarded as unclassified. 

d. Cryptographic material— Cryptographic material includes all documents 
and devices employed in changing plain-language messages into unintelligible 
form by means of codes and ciphers. 

e. Cryptographic security.— Cryptographic security is that branch of signal com- 
munication which deals with the provision of technically sound cryptographic 
systems, their proper use, and their careful safeguarding. 

f. Document— The term “document” includes printed, mimeographed, typed, 
phostated, and written matter of all kinds; maps, photomaps, and aerial 
photographs and mosaics; drawings, sketches, notes, and blueprints, or photo- 
static copies thereof ; photographs and . photographic negatives ; engineering 
data ; correspondence and plans relating to research and development projects ; 
and all other similar matter. 

g. Engineering data.— The term “engineering data” comprises drawings, blue- 
prints, photostats, photographs, mathematical calculations, formulas, processes, 
and all similar items that can.be reduced to documentary form. 

h. Foreign government..—' The term “foreign government” includes any recog- 
nized or nonrecognized government and any faction or body of insurgents 
within a country with which the United States is at peace. 

i. Materiel.— The term “materiel” comprises military arms, armament, equip- 
ment,, and supplies of all classes, both complete and in process of development 
and construction, models that show features in whole or in part, designs, 
mock-ups, jigs, fixtures, and dies, and all other components or accessories of 
military equipment. 

j. Mock-up.— A- mock-up is a model, usually full size and constructed of 
inexpensive material, made for the purpose of studying the construction and use 
of an article of materiel or mechanical device. 

lc. Paraphrasing . — To paraphrase a message is to rewrite it so that its meaning 
is the same but its phraseology is different.. . ... 

l. Photomap. — A photomap is a reproduction of an aerial mosaic, composite, 
or single vertical used in place of or to supplement a map. 

m. Registered document.— A registered document is an important secret, con- 
fidential, or restricted document or cryptographic device which is assigned a 
register number for use in accounting to the office of record at periodic intervals. 

n. Reserved area. — A reserved area is an area on the surface of the land 
or water designated and set apart by Executive order of the President for pur- 
poses of national defense, admittance to which is either prohibited or restricted. 

o. Short title— A short title is a designation applied to a registered docu- 
ment for purposes of security and brevity. It consists of figures, letters, words, 
or combinations thereof, and usually contains an abbreviated designation of 
the office of origin without giving any information relative to classification or 
content of the document. 

p. United States.—' The term “United States” as used in these regulations 
includes 'the Canal Zone and all territory and waters, continental or insular, 
subject-to the jurisdiction of the United States. Sec. 1, Title XIII, act Juni 
15, 1911 (40 Stat. 231; 50 U. S. C. 40; M. L„ 1939, sec. 218%). 
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q. Visitor. — As used in these regulations a visitor is any person admitted to 
a Government or commercial manufacturing establishment engaged in classified 
work or project for the War Department except— 

(1) A person employed on the work or project, or 

(2) A person directly and officially concerned with the work or project. 
3. Secret matter. — a. When classified secret. — Documents, cryptographic de- 
vices, development projects, or articles of matdriel will be classified and, if 
practicable, marked secret when disclosure of the information or features con- 
tained therein might endanger national security, cause serious injury to the 
interest or prestige of the nation or any governmental activity, or would be of 
great advantage to a foreign nation. 

6. Examples of items classified as secret: 

(1) ' War plans. 

(2) Documents relating to the design and development of new matdriel 

and containing information of the type described in a above. 

(3) Codes, ciphers, and cryptographic devices used to transmit secret 

information. 

(4) Certain military maps and photomaps. 

(а) In the continental United States, those illustrating and identi- 
fied with a war plan, including local defense plans, defense 
projects, or any phase thereof. 

(б) In oversea possessions and foreign territory occupied by the 

forces of the United States, those illustrating an approved 
war plan, including local defense plans, defense projects, or 
any phase thereof ; those showing the lay-out of permanent de- 
fense works and naval bases and- the adjacent terrain vital 
to their defense ; and those that serve to fix definitely the 
location of any element of permanent defense works and 
naval bases. 

(5) Information concerning items of matdriel and methods of assembly 

classified as secret by a chief of a supply service. 

(6) Photographs, photostats, diagrams, or models of any secret docu- 

ment or essential part of secret matdriel. 

, (7) Troop movements— see section VIII. 

(8) Information which will indicate the strength of garrisons in over- 
sea departments and foreign territory occupied by the forces of 
the United States or information indicating the composition of 
units or the total quantity of specific items of equipment pertaining 
. thereto, except that mailing addresses will include organizational 
designations. 

c. Authority to classify as secret. — Matters may be classified as secret only by 
or by authority of the Secretary of War, the Under Secretary of War, an Assistant 
Secretary of War, the Chief of Staff, the Commanding General of the Army 
Ground Forces, the Commanding General of the Army Air Forces, the Commanding 
General of the Services of Supply, an Assistant Chief of Staff of the War Depart- 
ment General Staff, the chiefs of the supply and administrative services, a general 
officer, the commanding officer of a depot, post, camp, station, or independent 
command, the commandant of a general or special service school, the chief of a 
military mission, a military attache, or a military observer. 

d. Dissemination of secret matter. — The dissemination of secret matter will be 
held to the absolute minimum. Information as to the contents or whereabouts of 
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secret matter will be disclosed only to those persons whose duties require- such 
knowledge. It is exclusively for the official use of the person to whom it is 
divulged or issued, who will be responsible for its safe custody and security. Its 
inviolability is the duty and responsibility of all persons having knowledge thereof, 
no matter how obtained. 

4. Confidential . matter.— a.- TFIiere classified as confidential. — Documents, 
cryptographic devices, development projects, and articles of materiel will be 
classified and, if practicable, marked confidential when disclosure of the informa- 
tion contained therein, although not endangering the national security, might be 
prejudicial to the interest of prestige of the United States, a governmental activity, 
or an individual, or be of advantage to a foreign nation. 

6 . Examples of items classified as confidential: 

(1) Regulations governing joint action of the Army and the Navy. 

(2) Documents relating to the design and development of new materiel 

and containing information of the type described in a above. 

(3) Codes, ciphers, and cryptographic devices used to transmit confidential 

information. 

(4) Certain military maps and photomaps. 

(а) In the continental United States, those showing lay-out of the 

permanent defense works and naval bases and the adjacent 
terrain vital to their defense, and those that serve to fix 
definitely the location of any element of permanent defense 
works and naval bases, except that when the complete map 
of a defense area consists of more than one sheet, only those 
sheets showing defense elements ' need be classified as con- 
fidential. ' r 

(б) In oversea possessions arid foreign territory occupied by the 

forces of the United States, those not classified as secret , 
showing lay-out of military and naval radio stations, air 
bases, airdroihes, air depots, supply bases, arsenals, proving 
grounds, or any area vital to defense: 

(5) Technical information, such as research of processes of manufacture 

which may be a distinct military asset and not a matter of general 
knowledge, and other technical items of the type described in a above. 

(6) Photographs, photostats, diagrams, or models of any confidential 

document or essential part of confidential materiel: 

(7) Certain reports, orders, or instructions pertaining to individuals, such 

as those relating to investigations, special assignments, and others. 

(8) Information and records compiled at the request of the War Depart- 

ment for its use in the assurance of adequate provision for the 
mobilization of materiel and industrial -organizations essential to 
war time . needs. See sec. 5a, added to act June 3, 1916, t>y sec. 5, 
act June 4, 1920 W Stat. 161,; 10 U. S'. C. 1193; M. L., 1939, sec. 

■ 1925). ' 

(9) Shipments of machine prepared and manually prepared monthly per- 

sonnel rosters’and W. D., A. G. O. Form No. 303 (Report of Change) 
for organizations and individuals outside the continental limits of 
the United States. Rosters and reports of change included in any 
shipment -need not be individually classified. 

(10) All information relative to specific quantities of war reserves. 

' - f> |. 
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c. Authority to classify as confidential . — Documents, development projects, 
materiel, or technical information may be classified as confidential by any com- 
missioned officer. 

d. Dissemination of confidential matter. — Confidential military information will 
neither be discussed with nor disclosed to unauthorized persons. The contents 
or whereabouts of confidential documents, cryptographic devices, or materiel will 
be disclosed only to those persons in the Military Establishment whose duties 
require that they have such knowledge and to such other persons of especial 
trust who must be informed. Those to whom confidential information is en- 
trusted or disclosed are responsible for its safe custody and security. 

5 Restricted matter.— a. When classified as restricted.— A: document, crypto- 
graphic device, development project, or article of materiel will be classified and, 
if practicable, marked restricted when information contained therein is for 
official use only, or when its disclosure should be limited for reasons of adminis- 
trative privacy or denied the general public. . ' 

6. Examples of items classified as restricted:. ! 1 

(1) Certain parts of mobilization plans and regulations. ■ ' 

(2) Documents relating to the design, and development of new materiel 

containing information of the type described in a above. 

- (3) Procurement plans. .1 • 

(4) Codes, ciphers, and cryptographic devices used to transmit restricted 

information. • 

(5) Certain training and technical regulations. 1 - 

(6) Certain Army extension courses. . _ 

(7) Certain documents .regarding engineering principles and design de- 

tails, composition, method of processing or .assembling, which are 
vital to the functioning or use of an article of materiel. 

(8) All military maps, photomaps, and aerial photographs in the posses^ 

sion of the War Department or to be hereafter drafted, developed, 
or reproduced for the War Department in the continental United 
States or in oversea possessions and foreign territory occupied by 
the forces of the United States not classified as secret or .confiden- 
tial. 

, (9) Photographs, photostats, diagrams, or models of -any' restricted docu- 
ment or essential part of restricted materiel. / 

(10) Strength returns for all stations within the .continental United States. 

c. Authority to classify as restricted. — -Documents, development, projects, tech- 

nical data, and materiel may be classified as restricted by any commissioned 
officer. j- 

d. Dissemination of restricted matter,— The information, contained in restricted 

documents and the essential characteristics of restrictedrinateriel may be given 
to any person known to be in the service of the United States and to peisons of 
undoubted loyalty and discretion who are cooperating in Government work, but 
Will not be communicated to the public or to the press except by authorized mili- 
tary public relations agencies. _ 

6. Classification of information from other governmental agencies— In- 
formation obtained from the Navy Department, other governmental agency, or 
friendly foreign government will be placed in the same relative classification as 
that in which it is carried by the controlling agency. 
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7. One classification only. — A document or article of materiel will not be as- 
signed more than one of the three ■ classifications, secret, confidential, or re- 
stricted, but if this happens through error the more restrictive classification 
will apply. 

8. Overclassification. — Documents or materiel requiring classification under 
the provisions of these regulations will be assigned the least restrictive classi- 
fication consistent with the proper safeguarding of the information or materiel 
concerned. Overclassification will be avoided since it causes unnecessary delay 
in the transmission of messages and depreciates the importance of classified 
information in the minds of handling personnel. 

9. Responsibility. — a. The safeguarding of classified military information is 
the responsibility of all military personnel, civilian employees of the War 
Department, and of the management and employees of all commercial firms 
engaged in classified work or projects for the War Department. Classified mili- 
tary information will be discussed 'only with military or civilian personnel 
having a legitimate interest therein. 

&. Commanding officers, administrative officers, and procurement agencies are 
responsible that military personnel, civilian employees of the Military Establish- 
ment, and the management and employees of commercial firms engaged in 
classified projects or developments for the War Department are familiar with 
the pertinent provisions of these regulations. Clerical and technical work 
on SECRET and CONFIDENTIAL matter, to the extent practicable, will be 
performed only by duly investigated and. approved personnel. 

10. Cancelation or change of classification. — a. The authority making the 

original classification, or higher authority, may cancel or change the classification 
of a document by writing or stamping over the mark at the top of the first page, 
“Classification canceled or changed to , by authority of ( officer author- 

ized to change), by (name and grade of officer making the change and the date 
thereof ) .” 

6. The authority making the original classification or higher authority may 
cancel or change the classification of materiel by appropriate letters of instruction. 

c. In the case of messages which have been previously cryptographed no change 
in classification should be made unless the text has been carefully paraphrased. 

11. Loss or subjection to compromise. — Any person in the military service 
or in its employ who may have knowledge of the loss or subjection to compromise 
of a secret or confidential document or article of materiel will promptly report 
that fact to the custodian of the document or materiel. The proper commanding 
officer will then make a thorough investigation of the circumstances, fix the 
responsibility, and send to The Adjutant General, through military channels, a 
report with his recommendation in the case. 

12. Reproduction of classified matter. — a. Agencies entrusted with the 
printing or reproduction, storage, and issue of classified documents will be 
informed of the applicable provisions of these regulations. The authority 

, directing the preparation, printing, or reproduction of classified documents will 
be responsible for the disposal of the notes, manuscripts, type, plates, stencils, 
negatives, and wastage incident thereto in a manner which will safeguard the 
secrecy of the information being reproduced. 

6. The commandants of the general and special service schools are responsible 
that the printing or reproduction plants of their respective -commands release no 
classified information to personnel or agencies not entitled thereto. 

(> V 
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c. The Commanding General of the Army Ground Forces, the Commanding 
General of the Army Air Forces, and. the Commanding General of the Services 
of Supply are responsible that service magazines or journals published under their 
supervision comply with the provisions of these regulations relative to security 
of classified military information, and will submit all material for such publica- 
tions to the War Department Manuscript Board for review 7 and action before 
release. . 

d. Whenever correspondence, documents, drawings, prints, photographs, or 
models pertaining to secret, confidential, or restricted materiel disclose informa- 
tion regarding engineering principles, design details, composition, methods of 
processing or of assembly which are vital to the manufacture, functioning, or 
use of the materiel, they will be appropriately classified. 

e. Information contained in classified documents may be referred to iii other 
documents which are unclassified or marked with a lower classification only by, 
or by authority of, an officer qualified to classify as secret. 

f. Preparation of press releases based on coded messages . — Officers authorized 
to prepare information to be made public will constantly bear in mind that 
such material may be of great value to the enemy signal intelligence service. 
Information received or sent in cryptographic messages will never be released 
verbatim but will be carefully paraphrased before release to the public. 

g. For additional instructions relative to the discussion of military, political, 
diplomatic, and classified subjects, see AR 600-700. 

13. Right to possess classified military information. — a. No person in the 
military service or employed by it is entitled to classified military information 
solely by virtue of his commission or official position. Such information will 
be • entrusted only to those who need it in the performance of their, official 
duties and to insure teamwork and efficient instruction of personnel, proper 
planning, or proper maintenance of equipment. 

&. Photographs of classified features of military equipment or of other classi- 
fied items will be made by members of the military service or by civilian em- 
ployees of the War Department only when necessary in the conduct of their 
official duties and if made will not be developed or printed in commercial estab- 
lishments or retained in their personal possession. 

14. Requests for military information. — a. Requests from private indi- 
viduals or firms for classified military information will be referred through 
channels to the Commanding General of the Army Ground Forces, the Com- 
manding General of the Army Air Forces, the Commanding General of the 
Services of Supply, the Commanding General of the army or the service com- 
mand concerned, who, if unable to make reply or if another agency is interested, 
will refer the matter to The Adjutant General for appropriate action. 

6. Requests for military information by foreign nationals, including repre- 
sentatives of foreign governments, such as military and air attaches, will be 
referred to the Military Intelligence Division, War Department General Staff, 
for necessary action. 

c. Applications for information or records compiled and furuished at the 
request of the War Department for its use in -the assurance of adequate pro- 
vision for the mobilization of materiel and industrial organizations essential 
to wartime needs will be referred to the Under Secretary of War for necessary 
action. The service of any process or subpena for the production of any such 
record will be reported immediately by the person on whom it is served to the 
United States attorney for the district in which the service is made and, at the 
same time, direct to the Under Secretary of War. 

7 ' 
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15., Dissemination of classified military information. — a. Except as regards 
information to be released to the press by authorized military public relations 
agencies, when classified military information is disseminated under the provi- 
sions of these regulations to persons not subject to military law, they will be 
informed that it affects the national defense of the United States within the 
meaning of the Espionage Act and that its transmission to an unauthorized person 
is prohibited. See also paragraph 186. 

6. Publication of articles or books . — The inclusion of classified military infor- 
mation in any article or book published by .a member of the Army of the United 
States or by a civilian employee of the Military Establishment is prohibited unless 
specifically authorized by the War Department. For additional information rela- 
tive to publication of articles, see AR 310-10, 600-10, and 600-700. 

c. Oral discussions of classified military information . — Either public or private 
discussion of .classified military information .by members of the Military Estab- 
lishment with or in the presence or hearing of unauthorized personnel is strictly 
forbidden. 

16. Testimony before Congress. — a. -When a person in the military service 
appears before a committee of Congress and is .called upon to give testimony 
which he knows to be confidential or restricted, he will respectfully request 
that his statements be taken in executive session only and not appear in the 
record of hearings, the Congressional Record, or other document open to public 
inspection. 

6. When called upon to give testimony which he knows to be secret, unless 
lie has previously been authorized by the Secretary of War to give such testi- 
mony, he will respectfully state that he is not authorized to disclose the infor- 
mation desired, and will inform the appropriate member of Congress that a 
written request for the specific information should be transmitted to the Secre- 
tary of War. Testimony of a secret nature, when authorized by the Secretary 
of War, will be given only in. executive session under the conditions cited in a 
above. , ; , . . 

c. With regard to policies and facts which the public interest does not require 
to be kept secret, confidential, or restricted, see AR 600-10. 

17. Legislation pertaining to War Department. — a. Recommendations to 
the War Department for legislation will be classified as secret, confidential, or 
restricted until released by .the Secretary of War.- Prior to such release, no 
information as to any, legislative recommendation, will be revealed to any indi- 
vidual or association not under War Department control except as may be 
required by law. 

6. The nature and content of reports of the War Department on bills referred 
to it by committees of Congress will not be disclosed to individuals or agencies 
outside the War Department. . " 

Section II 
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18. Marking of classified documents. — a. Manner of marking. 

(1) Classified books or pamphlets, the pages of which are permanently 

and securely fastened together, will be plainly and conspicuously 
marked or stamped secret, confidential, or restricted on the cover, 
title page, and first page. - 

(2) Classified communications and other material not permanently and 

securely fastened together, except as indicated in (3), (4), and 
(5) below, will be marked or stamped with the appropriate classi- 
fication at the top and bottom of each page. The marking at the 
- • top will be so placed that it will not be hidden from view when the 

pages are clipped or stapled together. 

(3) Classified photographic negatives, drawings, or tracings will carry a 

legend of the proper classification in such position that it will be 
reproduced on all copies made therefrom. Photographs made from 
negatives not so inscribed will be marked at the top and on the back 
with the proper classification. 

(4) Contracts for the manufacture of classified materiel will be plainly 

> • and conspicuously marked, not typed, with the -proper classification 

on the first page. 

(5) Classified maps and photomaps will be appropriately marked under 

the' scale. : 

6. Additional marking of classified documents issued' to authorized civilians . — ■ 
Documents containing classified military information furnished persons other 
than those of the military and naval services and their civilian employees will, 
in addition to being marked secret, confidential; or restricted, bear the following 
notation: " 

This' document contains information affecting the national defense of the 
United States within the meaning of the Espionage Act, 50 U. S. C., 31 and 32, 
as amended. Its transmission or the revelation of its contents in any manner to 
an unauthorized person is prohibited by law. 

c. Special marking of secret documents. — All secret documents will show the, 
authority' for the classification and the date affixed. 

19. Transmission of classified documents. — a. Secret documents. 

(1) Between offices of same headquarters or station. — A l. -headquarters com- 

manded by an authority qualified to make the- secret classification, 
the commanding officer will provide for the security of interoffice 
transmission of secret documents. 

(2) Between posts, camps, or stations. — Within the United States and 

its possessions secret documents will be transmitted by an officer- 
' ' messenger or courier when practicable, otherwise by United States 
registered mail. When an officer-courier is not available, such 
documents may be transported to and from foreign countries and 
the Philippine Commonwealth’ by State Department rotary lock 
pouch. If neither officer-courier nor diplomatic pouch is available, 
the responsible officer may entrust secret documents to reliable 
■ citizens of the United States, such as officers or officials of other 
governmental departments or masters of vessels of United States 
registry. If no undue delay will result, commanding officers of 
ports of embarkation will entrust secret documents to the com- 
manding officer of troops on an Army transport for delivery. If 
none of the foregoing means of transportation are available, 
commanding generals of service commands and commanding 
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officers of exempted stations are authorized to transmit secret 
documents by registered mail in a United States sea post office, 
provided they do not pass through any foreign postal system or 
that of the Philippine Commonwealth. 

(3) Preparation for transmission . — Except when personally delivered by 

, authorized personnel, secret documents transmitted from one per- 

son to another will be inclosed in an inner and an outer cover. 
Typewritten matter in the document will be protected by a cover 
sheet, or by a method of folding, from direct contact with the 
inner cover. The inner cover will be a sealed wrapper or envelope 
addressed in the usual way but plainly marked secret so that the 
notation will be seen when the outer cover is removed and will 
contain a receipt form which will identify the addressor, the ad- 
dressee, and the document. The outer cover will be sealed and 
addressed in the ordinary manner with no notation to indicate 
its secret classification. 

(4) Action upon receipt of secret matter. 

(a) Prior to opening a sealed package or envelope containing 

secret documents, the seals and wrappers will be carefully 
inspected to determine whether there has been any tamper- 
ing. If any evidence of tampering is noted, the facts will 
be reported immediately to the issuing authority, who will 
initiate an investigation without delay. 

(6) The inner cover marked secret will be opened only by the per- 
son to whom addressed or by personnel specifically designated 
by him. The receipt form will be dated and signed and im- 
mediately returned to the sender. The inner cover will be 
destroyed by burning if the subject matter of the inclosure 
has been in contact therewith. 

(5) Transmission t>y aircraft . — Secret documents, except those used by 

, Army Air Forces personnel during flight, will be transported by air- 

craft or by registered air mail only under exceptional circumstances 
when in the opinion of one of the authorities designated in paragraph 
8c the emergency demands it. When transmitted by military air- 
craft they will be securely wrapped and placed in the custody of an 
officer other than the pilot. When the flight of the military aircraft 
is to be made over water the document will also be weighted. 

6. Confidential documents. 

(1) Between offices, posts, camps, or stations. 

(«) Except as indicated in (6) below, confidential documents will 
be transmitted by an authorized messenger, insured express, 
or registered mail to any point in the United States and its 
possessions, provided they are carried in ships of United 
States registry and do not pass through a foreign postal sys- 
tem. When confidential documents are to be transported to 
and from foreign countries the means described in a( 2) above 
will be used. 

(b) Confidential documents pertaining to military intelligence may 

be transmitted by ordinary mail when in the opinion of the 
forwarding officer no serious consequences would be entailed 
by their loss. 
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(2) Preparation, for transmission . — A confidential document will be pre- 

pared for transmission in the same manner as a secret document 
except that the inner cover will contain a receipt form only when 
the sender deems it necessary and may be opened by any responsible 
person authorized by the addressee. 

(3) Transmission by aircraft. — Confidential documents, except those used 

by Army Air Forces personnel during flight, will be transported by 
military aircraft or by registered air mail only when in the opinion 
of the responsible officer the emergency demands it. •» 

c. Restricted documents. — Restricted documents may be transmitted by any 
authorized messenger, or by ordinary mail, express, or freight to any point in the 
United States and its possessions, provided they are carried on ships of United 
States registry and do not pass through a foreign postal system. Restricted 
documents will be transmitted to and from foreign countries in the same manner 
as secret documents. 

20. Routine correspondence, receipts, and reports. — Routine correspondence, 
receipts, or returns, and reports of possession, transfer, or destruction need not 
be classified if reference therein to classified or registered documents is made by 
file number or short title only, with no indication of the subject matter or 
classification. 

21. Storage of classified documents. — a. Storage of classified documents not 
registered. 

(1) Secret and confidential documents, other than registered documents, 

will be stored in the most secure files available in a room that is 
kept locked when not in use. 

(2) Restricted documents will be stored and handled in such a manner as 

to insure a reasonable degree of security. 

b. Storage of registered documents. 

(1) Registered documents will be stored in the most secure space available, 

preferably the equivalent of a three-combination safe. If a three- 
combination safe is not available; then the documents should be kept 
constantly under armed guard. 

(2) Only commissioned officers, warrant officers, and specially trusted 

enlisted men and civilian employees will be permitted to have access 
to the containers of registered documents or the combinations or 
keys thereto. / 

(3) Safes containing registered documents will habitually be kept locked 

with the full combination whenever they are not under the direct 
supervision of a person officially entrusted with the combination. 

c. Cryptographic documents. — So far as practicable, cipher tables, alphabets, 
and keys will not be kept in the. same container as the code books, documents, and 
devices to which they apply. No SECRET document will be taken forward of 
battalion command post. 

d. Daily inspection. — At every headquarters an inspection will be made each 
day immediately before the close of business to insure that all secret and con- 
fidential documents and cryptographic devices have been properly put away. 

e. Security in field. — Iu tactical operations, actual or simulated, the com- 
manding officer of the unit concerned is responsible that all documents are given 
the maximum security possible under the circumstances. No secret document 
will be taken into the front lines. 

f. Security aboard ship. — Where a ship’s strong room is available, classified 
documents in transit will be stored therein. 

11 
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22. Be turn of secret and confidential documents. — Upon change of station 
or separation from the military service, an officer will return to the source from 
which received, or otherwise properly account for, all secret and confidential 
documents which have been issued to him. 

23. Destruction of classified documents. — a. Secret and confidential docu- 
ments. 

(1) When competent authority directs the destruction of secret or confi- 

dential documents, they will be burned by the custodian thereof in 
the presence of a disinterested officer. The certificate of destruction 
will be signed by both the custodian and the witnessing officer be- 
fore submission to the officer directing the destruction. If the docu- 
ments are registered, the certificate, signed by the custodian and 
the witnessing officer, will be sent to the officer directing the 
destruction, who will forward it to the office of record indicated 
in the registered document. If the headquarters has only one com- 
missioned officer, the report will so state. Exceptions hereto may 
be authorized only by the War Department. 

(2) Preliminary drafts,' carbon sheets, plates, stencils, stenographic notes, 

and work sheets containing secret of confidential data will be de- 
stroyed by the person responsible for their production immediately 
after they have served' their purpose or will be given the same 
classification and safeguarded in the same manner as the material 
produced from them. ' 

fe. Restricted' documents .-— Restricted documents will be destroyed in any con- 
venient way which will render them useless. 

Section III 

REGISTERED DOCUMENTS 

Paragraph 



Authority to designate : -24 

Additional marking 25 

ReVision or reproduction 26 

Notification of change of classification , 27 

Inventory and report of possession 28 

Reports of transfer and destruction 29 

Prescribed forms 30 



24. Authority to designate. — Officers authorized to originate and issue secret, 
confidential, or restricted documents will designate as registered such secret, 
confidential, and restricted documents issued by them as they deem necessary in 
the interest of national defense. Only documents of exceptional importance will 
fee registered. 

25. Additional marking.— a. In addition to the marking secret, confidential , 
or restricted, the title page or inside front cover of a registered document will 
ordinarily show the register number, short title, office of record to which returns 
will be made, and instructions covering the returns for its accounting and for its 
ultimate disposal. If this is not practicable, the required data will accompany 
the registered document on a separate sheet. 

fe. All references to registered documents in semiannual or transfer reports, 
ordinary reports of destruction, or unclassified documents or correspondence will 
be by short title only, and such reports or correspondence need not be classified. 
Any correspondence or paper which refers to a registered document by a title 

ft if 
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other than the short title must have the same classification .as the registered 
document. 

26. Revision or reproduction. — a. A new or revised edition of an old regis- 
tered document may be assigned a new short title, but, where this is undesirable, . 
the old short title followed by a symbol which will differentiate the new edition 
■from the old edition is permissible. 

6. Reproduction of a. registered document is forbidden except by authority of 
the office of origin. 

27. Notification of change of classification. — When the classification of a 
registered document is changed, the office of record will notify all offices to which 
it has been issued. 

28. Inventory and report of possession.—®. Custodians will keep a complete 
inventory of all registered documents except those listed in c below and will make, 
or have made, on June 30 and December 31 of each year, an accurate return 
therefor to the proper office of record. 

fe. In making a semiannual report of possession the following details will be 
observed: . , 

(1) Each item will he physically inspected and its register number checked 

against the inventory. 

(2) At headquarters having two or more commissioned officers the cus- 

todian and one other disinterested officer will make the inventory. 

and both will sign the report. If the headquarters has only one 

commissioned officer, the report will so state. 

. o. No semiannual report of possession will be made of — 

(1) Training editions of code hooks, cipher alphabets, or keys, or of non- 

registered cipher devices accounted for as ordinary property. 

(2) Registered documents which have been placed in custody or storage 

for historical purposes, • . 

d. Whenever a registered document is found which is not charged to the finder, 
a reasonable effort will he made to determine the , office to which it pertains. If 
this is not found, the document will be forwarded through military channels to 
the issuing authority for disposition. 

29; Reports of transfer and destruction.—®. When a registered document 
is transferred from one person to another, or if the custodian remains the same 
but the organization’s designation changes, a certificate of .transfer in triplicate 
will be made. The certificate, containing an acknowledgment of receipt by. the 
receiving, officer, will be dated and signed by the transferring officer. 

6. Immediately upon completion of the transfer, the original of the transfer 
certificate will be forwarded direct to the office of origin. A copy of the certifi- 
cate of transfer will be retained by each of the officers concerned. 

c. Whenever a registered document is removed from its proper place of custody 
and issued to another person, the custodian will require a written receipt. 

d. Registered documents will not be accounted for as prescribed for ordinary 
property in AR 35-6520. . The forms described in paragraph 30 will be used in 
lieu of shipping tickets, memorandum receipts, stock record cards, etc. 

e. The issuing authority normally designates' when registered documents will 

he destroyed and upon such notification registered documents will be destroyed 
as indicated in paragraph 23 and report of destruction forwarded. . .. 

30. Prescribed forms. — a. War Department Form No, 32 (Record Card — 
Registered Documents or Devices) will be used for. recording all temporary 
transactions involving an individual registered document. 
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6. War Department Form No. 33 (Record Card— Registered Documents or 
Devices — Station) will be used by each officer making a consolidated recoid of 
all transactions concerning registered documents. It serves as a check to 
prevent the undiscovered loss of the individual card, War Department Form 
No. 32. 

c. War Department Form No. 34 (Semiannual or Transfer Report of Registered 
Documents or Devices) will be used in transferring registered documents and in 
reporting the semiannual inventory thereof. 

d. Other forms authorized by separate branches for special purposes such as 
report of destruction will be employed where applicable. 

Section IV 



CRYPTOGRAPHIC SECURITY 

Paragraph 

Ol 

Authorization of cryptographic systems , ' ' 

Restrictions on use of authorized codes 

Personnel authorized to perform cryptographic duties -- 

Cryptographic security officer : „ r 

Sources of danger to cryptographic security — . 1 

Responsibility for classification of messages 

Drafting messages 7 : ss 

Selection of cryptographic system 

Paraphrasing messages - 0 

Method of handling outgoing secret messages — : 

Method of handling incoming secret messages 

Method of handling outgoing and incoming confidential messages — — " 

Method of handling restricted messages 

Confirmation copies of cryptographed messages prohibited ’’ 

Disposition or destruction of registered cryptographic material 4,J 



31. Authorization of cryptographic systems.— All codes, ciphers, and cipher 
devices intended for use in the military service will be authorized only by the 
Whr- Department. For forces in the field in time of war, this authority may be 
delegated to theater commanders and to oversea department commanders for 
special use within their theaters or departments. 

32. Restrictions on use of authorized codes. — a. The use of any authorized 
code, cipher system, or cipher device for cryptographing personal messages is 
forbidden. 

6.- Messages for other departments of the Government and for commercial 
firms engaged in producing war materiel under Government contract may, when 
necessary, be cryptographed in War Department systems provided the text as 
supplied by the other Government department or firm is paraphrased before 
transmission without reference to the originator and also after transmission if 
delivery is made to an agency other than a military establishment, 
r — 33. Personnel authorized to perform cryptographic duties, a. No author- 
ized cryptographic system will be employed by any person who is not thoroughly 
familiar with the provisions of these regulations and all instructions pertaining 
to the cryptographic system to be employed. 

6. Secret messages.— The cryptographing and decryptographing of messages 
/ classified as secret, will be performed under the supervision of a ' commissioned 
\J officer. For the specific qualifications of personnel who may be permitted 
actually to perform secret crytographic work, reference should be made to letter 
instructions on this subject issued by the War Department. • - 

D If 
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c. Confidential messages. 

(1) At all headquarters of divisions and larger units the cryptographing 

and decryptographing of confidential messages will be performed 
by personnel as prescribed for secret messages. 

(2) At all headquarters of units smaller than a division, messages classi- 

fied as confidential will be crytographed or decryptographed by 
personnel of the cryptographic section of the message center, 

d. Restricted messages. — At all headquarters, messages classified as restricted 

will be cryptographed or decryptographed by personnel whose duties normally 
require the performance of this work. _ 

34. Cryptographic security officer. — a. At each headquarters maintaining a 
message center there will be, a cryptographic security officer, who ordinarily 
will be the officer in charge of the message center. He will be the custodian 
of cryptographic material and will be responsible for all measures necessary 
to insure cryptographic security. 

6. If the cryptographic security officer believes that, in view of his knowledge 
of other messages on the same or like subject, a message has been incorrectly 
classified, or if he believes that the regulations governing the drafting and 
classifying of the message have been violated, he will request the originator to 
make the necessary change in the message or in its classification. If the origi- 
nator does not comply with the request of the cryptographic security officer, the 
matter will be referred to the commanding officer of the headquarters concerned 
for final decision. 

o. Cryptographic duties at any station where there is no regularly consti- 
tuted message center will be performed by the originator of the message or by 
personnel especially designated by the commanding officer. When cryptographic 
work is thus performed, the files of literal plain text messages and of cryptograms 
must be kept in different locked containers. 

35. Sources of danger to cryptographic security. — In order to insure crypto- 
graphic security the following principles must be observed : 

а. Cryptographic material will be given the most secure storage available and 
will never be left unattended except when deposited in a three-combination safe 
or its equivalent. See also paragraph 21c in this connection. 

б. Care must be exercised in the drafting of messages destined to be crypto- 

graphed. The originator of any classified message is responsible for strict com- 
pliance with the provisions of paragraph 37. ' 

c. The classification of messages must receive careful consideration by the 
originator since overclassification and underclassification are equally to be 
avoided. When a message has been classified and sent, all subsequent messages 
referring thereto must bear the same classification if any reference is made to 
the original message by subject or serial number, except where the originator 
underclassified the original communication, in which case the proper higher 
classification will be used. See paragraphs 6 to 11, inclusive. 

d. The selection of the proper cryptographic system is a responsibility of the 
cryptographic security officer or the custodian of cryptographic material where 
there is no cryptographic security officer. He 'should be governed by the pro- 
visions of paragraph 38. 

e. If time and availability of personnel permit, the cryptographed text of mes- 
sages should be checked prior to transmission. The check should determine that 
the instructions governing the system employed are carefully followed. Par- 
ticular care must be taken to assure that no plain text appears in the body of 
the message. 
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f. The handling and filing of both plain and cryptographed text should con- 
form to the procedure described in paragraphs 40 to 44, inclusive. 

g. Paraphrasing is resorted to as a protection to the cryptographic system and 
will not be used in such a manner as to permit loose handling of classified mes- 
sages. Paraphrasing is employed only when the content of the classified mes- 
sage is released to the public or given a wide distribution within the Army, or 
when it is necessary to repeat in a different cryptographic system or in a differ- 
ent key of the same system, all or portions of a previously cryptographed mes- 
sage, or message sent in plain language. 

*36. Responsibility for classification of messages. — a. Within the limita- 
tions prescribed in paragraph 426 the originator of a message is responsible that 
the classification given to it conforms to the definition given in paragraphs 2, 3, 
and 4. He is also responsible for the proper marking of the message before for- 
warding it for cryptographing and transmission. 

6. A message will invariably be classified and marked secret, confidential, or 
restricted— . ■ . ; • ■ • 

(1) When it contains information which is secret or confidential except 

, ’ when marked SEND IN CLEAR as indicated in paragraph 426(2). 

(2) When it contains matter the transmission of which in plain language 

is prohibited by AR 105-25. 

37. Drafting messages. — a. Routine reports and messages which must be 
given a wide distribution, or the contents of which have been or may eventually 
be furnished the press, or which contain extracts or quotations from a newspaper, 
magazine, or any other document available to the public, will be prepared so 
as to permit their transmission in plain language or . will be classified as 
restricted. 

6. Standardization of the content and form of such documents as field orders 
and operation instructions Is necessary, but when fixed expressions are repeated 
in a message the results are exceedingly dangerous to cryptographic security. 
Hence stereotyped phraseology, and set form of expression, especially at the 
beginning or end of a message, will not be used.. Examples of stereotyped 
beginning are as follows: “Reference your,” “Reurad,”. “Reference my,” etc. 
Necessary references will be placed in the body of the message. . 

c. Words not important to the sense will be omitted. Conjunctions and 

prepositions will be reduced, to the minimum, and every effort will be made, to 
avoid repetition of words. '. 

d. -The originator of all classified messages will paraphrase such portions as 
are quoted from — 

(1) A message in plain language. 

(2) A message in the same or another cryptographic system. 

(3) A newspaper, magazine, or document available to the public. 

e. Punctuation words, such as stop, period, and comma, will be avoided when- 
ever the meaning is clear without them. Punctuation marks should be spelled 
out when it is essential that they be transmitted .in the body of the message. 

38. Selection of cryptographic system. — a. Subject to modification as out- 

lined in paragraph 346, the. classification . secret, confidential, or restricted given 
a message by its originator governs the cryptographic, system to be used in 
cryptographing the message. - . .. 







6. In order to prevent the cryptographing of identical subject matter by means 
of different codes and ciphers, once the message has been cryptographed, all 
subsequent messages on the same subject will normally be similarly crypto- 
graphed. Only a higher headquarters concerned is authorized to change the 
cryptographic system employed. If a change is authorized, reference to previous 
messages t>y their reference numbers will be avoided. 

c. The mere acknowledgment of a cryptographed message need not be classified. 

■ d. When the same clear-text message is transmitted to several "addressees, it 
will ordinarily be cryptographed but once and sent to all addressees. If this is 
impossible because all addressees do not have identical codes or ciphers, the text 
of each message which must be cryptographed in a different system will be 
carefully and differently paraphrased for each system before cryptographing. 
This paraphrasing is the responsibility of the cryptographic security officer who 
should furnish the originator copies of each of the paraphrased- versions. 

39. Paraphrasing messages. — a. In paraphrasing, it is not sufficient to para- 
phrase only the beginning or ending of the message ; the entire message will be 
subjected to the process. 

6. Paraphrasing consists in applying all the following processes to the message : 

(1) Changing the sequence of the paragraphs. 

(2) Changing the sequence of the sentences in each paragraph. 

(3) Shifting the positions of the subject, predicate, and modifiers in each 

sentence. 

. (4) Changing from active to passive voice or vice versa. 

(5) Substituting synonyms or equivalent expressions. 

c. When paraphrasing must be resorted to in connection with messages having 
identical or nearly identical plain text, effort will be made to change the lengths of 
the paraphrased version so that the cryptograms will not resemble each other even 
in that respect. 

. . .d. A paraphrase of a message will be accorded the same classification as the 
original message. . • 

40. Method of handling outgoing secret messages. — a. The procedure 
hereinafter described will be followed at all headquarters, except the War Depart- 
ment in which the procedure will be as determined by the Chief of Staff. 

6. The originator will prepare and number all copies of secret messages, send 
the original to the message center, and retain one copy for temporary file. Other 
carbon copies^ all numbered and bearing the following notation, may be sent to 
local officers directly concerned : 

The making of an exact copy of this message is forbidden. Only such extracts 
as are absolutely necessary will be made and marked secret. This copy will be 
safeguarded with the greatest care' and will be returned to the originator without 
delay. • 

AH such copies will be' carefully accounted for by the originator and will be 
destroyed when returned. 

e. The original plain-text copy sent to the message center by the originator will 
be cryptographed at the cryptographic section of the message center. In message 
centers serving tactical units one copy only of the cryptographed message will be 
made and it will be sent to the transmitting agency. In the zone of the interior 
the number of copies to be made of the cryptographed message will be determined 
by the commanding officer of the headquarters concerned. All work sheets used 
in cryptographing the message will be immediately destroyed by burning. 



16 



480687 °— 42 - 



-3 



IT 



■i 



REF ID : A4127207 

AR 380-5 

40-42 SAFEGUARDING MILITARY INFORMATION 

d. The original copy of the literal plain text will be marked SENT (date) and 
returned to the originator who will place it in his secret file for outgoing messages 
and destroy the retained copy by burning. Only one copy of the literal text 
will be filed in the originator’s office. 

e. The transmitting agency will send the eryptographed message, retaining at 
least one copy in its file of outgoing messages for final disposition in accordance 
with local regulations. 

41. Method of handling incoming secret messages. — a. The procedure here- 
inafter described will be followed at all headquarters, except the War Department 
in which the procedure will be as determined by the Chief of Staff. 

6. An incoming secret message will be copied in duplicate by the receiving 
operator ; the original will go to the cryptographic section of the message center 
and the carbon copy to the files of the receiving station or message center, where 
it will be disposed of in accordance with local regulations. 

c. A cryptographer will decryptograph the message, making only one. copy of 
the decryptographed literal plain text, which will be marked SECRET and 
delivered to the addressee. The eryptographed version will be retained in the 
files of the message center, where it will be disposed of in accordance with local 
regulations. All work sheets used in decryptographing will be destroyed by 
burning. The cryptographic section will not retain any copy of the plain text in 
its files. The placing on the message blank of any marks or notations even 
remotely connected with the cryptographic system or steps in decryptographing 
the message, such as underlining key words, indicating groupings corresponding 
to lengths of columns of key, etc., is forbidden. 

d. The addressee may make and circulate a limited number of literal copies 
for the information of other officers directly concerned. These carbon copies 
will all be numbered and bear the following notation: 

The making of an exact copy of this message is forbidden. Only such extracts 
as are absolutely necessary will be made and marked SECRET. This copy will 

be safeguarded with the greatest care and will be returned to 

without delay. 

All such information copies will be carefully accounted for by the addressee and 
will be destroyed when returned. Only one copy of the literal text of the message 
will be kept in the addressee’s office. ■ ‘ 

42. Method of handling outgoing and incoming confidential messages. — 
a. At - administrative headquarters hawing fixed message centers. — Whenever 
practicable, the procedure to be followed in the handling of messages in confi- 
dential codes or ciphers will be substantially the same as that prescribed for 
those transmitted in secret code or cipher, except within the War Department in 
which the procedure will be as determined by the Chief of Staff. They will, 
however, be marked and safeguarded in accordance with provisions of these 
regulations governing confidential documents. 

6. In tactical operations, simulated or actual. 

(1) All messages not classified as secret will be regarded as confidential 

but need not be so marked. The procedure to be followed is pre- 
scribed in FM 24-5, and in other pertinent regulations and instruc- 
tions issued by proper authority. All radio messages except those 
noted in (2) below will be transmitted in cryptographic form. 

(2) When the tactical situation is such that time cannot be spared for 

cryptographing, and when the information to be transmitted, if 
intercepted by the enemy, cannot be acted upon in time to influence 
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the situation in question, a commanding officer or his authorized 
representative may order the transmission of a message in plain 
language by a radio station serving his headquarters or command. 
Such written messages will be marked SEND IN CLEAR over the 
signature of the commander or his authorized representative. 

43. Method of handling restricted messages. — The procedure to be followed . 
in the handling of messages in restricted codes and ciphers will be substantially 
the same asthat prescribed for those in confidential code or cipher, except that 
the number of copies need not be limited nor need they be numbered. 

44. Confirmation copies of eryptographed messages prohibited. — The send- . 
ing by any means whatsoever of confirmation copies of the plain text of messages 
transmitted in code or cipher is strictly prohibited. 

45. Disposition or destruction of registered cryptographic material. — a. 
Whenever a person who has been issued registered secret or confidential codes, 
ciphers, cipher devices, or documents pertaining thereto, has no further need for 
them, he will report that fact to the Chief Signal Officer or in the case of the field 
forces in time of war to the signal officer of the headquarters charged with the 
issue of such documents. 

6. When it has become highly probable that cryptographic material will be 
subject to loss or compromise, all documents and translations of messages will 
be destroyed by burning, and the cipher machines or devices will be destroyed 
beyond use or repair, and if possible, beyond recognition. 

c. When cryptographic documents or devices have become unserviceable through 
long use, request for their replacement will be made to the issuing authority. 

Section V 
MATERIEL 

Paragraph 



Authority to classify 46 

Notification of classification or reclassification 47 

Responsibility for safeguarding technical information 48 

Classification of information from commercial firms 49 

Dissemination of classified technical information 50 

Invitations for bids and contracts ^ 51 

Consultations with responsible manufacturers i 1 52 

Responsibility of Army representatives or inspectors , 53 

Responsibility of Government contractors L 54 

Tests of classified matSriel- .' 55 

Public .display of classified materiel 56 

Release of information or sale of materiel . 57 



46. Authority to classify. — Whenever the chief of a supply service responsi- 
ble for a research project or for the design, development, test, or production or 
procurement of an article of materiel or a component thereof shall determine 
that the maintenance of any degree of secrecy regarding them is sufficiently 
important to the national defense, he will classify it as secret, confidential, or 
restricted. 

47. Notification of classification or reclassification. — Whenever the chief of 
a supply service in charge of a research project, design, development, test, or 
production of a unit of materiel or component thereof shall determine that the 
materiel should remain classified after issue or that a change or cancelation of 
classification is desired, he will notify The Adjutant General, who in turn will 
inform all concerned. 
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48. Responsibility for safeguarding 1 technical information. — a. Chiefs of 
supply services engaged in tire preparation of plans, research, and development 
work, or new design, test, production, procurement, storage, or use of classified 
materiel are responsible for the promulgation of such additional instructions as 
may be required for the safeguarding of information in the offices, establishments, 
laboratories, shops, or Army posts under their jurisdiction. 

6. All secret, confidential, or restricted models, exhibits, dies, machines, and 
other similar items which are to be loaned, leased, or given to a commercial 
organization will be properly marked to indicate classification when practicable. 
If such marking is impracticable, the commercial organization will be specifically 
notified in writing of the classification of such items and of the pertinent provisions 
of the Espionage Act. 

49. Classification of information from commercial firms. — Information ob- 
tained from civilian manufacturers concerning proprietary processes will be 
classified as confidential unless otherwise authorized by the firm concerned. 

50. Dissemination of classified technical information. — Classified informa- 
tion concerning technical projects or developments may be imparted only to 
persons in the military and naval services of the United States, including civilian 
employees, who have a legitimate interest therein, and to American citizens of 
known loyalty and discretion who of necessity must be informed because of their 
cooperation in the work, project, or development. 

51. Invitations for bids and contracts. — a. Prior to furnishing a prospective 
bidder or contractor with drawings, specifications, or other pertinent information 
concerning any project or projects of a secret, confidential, or restricted nature 
and annually thereafter so long as such documents, etc., are in his custody, a 
general secrecy agreement reading substantially as follows will be signed by the 
individual or by a responsible officer on behalf of the firm or corporation concerned : 

In consideration of the receipt of drawings, specifications, and accompanying 
inclosures, models, or materiel, and information disclosed orally, concerning 
projects of a secret, confidential, or restricted nature, delivered to the undersigned 
prior to or coincident with the date of this agreement and listed on Exhibit A 
which is attached hereto and made a part hereof, or to be issued to the under- 
signed subsequent to the date of this agreement, the following terms are agreed 
to by or on behalf of the undersigned individual, firm, or corporation, and any and 
all representatives, agents, employees, or subbidders or subcontractors thereof : 

T. The undersigned will neither supply nor disclose any information regarding 
the drawings, specifications, and accompanying inclosures, or models or matdriel, 
or information disclosed orally, referred to herein to any unauthorized person, or 
incorporate in other projects special features of design or construction peculiar 
to such drawings, specifications, and accompanying inclosures, or models or 
materiel, or information disclosed orally. 

2. The undersigned will not permit any alien employed or to be employed by 
the undersigned or by any subbidder or subcontractor to have access to the draw- 
ings, specifications, and accompanying inclosures, or models or materiel referred 
to herein, or to engineering principles, composition, subassemblies, or assemblies 
which are vital to the functioning or use of the article or to the work under any 
contract for the production thereof, or to the contract trials, without the written 
consent beforehand of the Secretary of War. 

3. The undersigned will not make or permit to be made reproductions of the 
drawings, specifications, and accompanying inclosures or of the models or materiel, 
except as specifically authorized by the contracting officer or his duly authorized 
representative. If reproduction of any drawings, specifications, and accompany- 
ing papers, or of models or materiel, is authorized, the undersized will promptly 
submit the product obtained to the contracting officer or his duly authorized 
representative for censorship or such other action as he may deem necessary. 

(Hi 



AR 380-5 

SAFEGUARDING MILITARY INFORMATION 51-53 

4. If a bid is not submitted on a project of a secret, confidential, or restricted 
nature as to which drawings, specifications, and accompanying inclosures, and 
models or materiel have been issued to the undersigned, or if a bid is made and 
not accepted, or in case award is made, upon the completion of the contract the 
undersigned will promptly return by hand, by registered mail, or by insured 
express, such drawings, specifications, and accompanying papers, or models or 
materiel, together with all copies thereof, to the office from which the original' 
copies were received. 

5. (a) The undersigned agrees to bring or cause to be brought to the attention 
of all persons engaged in the. preparation of the bid, whether submitted or not, 
including subbidders and their employees, the following provisions "of law : 

■ Espionage Act : Subparagraphs (d) and (e), sec. 1, act June 15, 1917 (40 Stat. 
217) ; sec. 1, act March 28, 1940 (54 Stat. 79; 50 U. S. C. 31; M. L., 1939, Supp. I, 
sec. 2181). 

Sec. 1, act January 12, 1938 (52 Stat. 3 ; 50 U. S. C. 45; M. L., 1939, sec. 2187a), 
and E. O. 8381, March 22, 1940 ; 5 F. R. 1147; 50 U. S. G. 45; M. L.,1939, Supp. I, 
sec. 2187a. 

Second War Powers Act, 1942, sections 1402, 1403, act March 27, 1942 (Public 
Law 507, 77th Cong.). 

. (6) If the successful. bidder on any project, the undersigned agrees also to 
bring or cause to be brought to the attention of all persons engaged in the per- 
formance of the contract, including persons employed on subcontracts, the provi- 
sions of the law enumerated in (a) above. 

6. The undersigned further agrees that no information in connection with any 
secret; confidential, or restricted project will be given to any person not in the 
contractor’s or subcontractor’s employ except upon the written consent before- 
hand of the contracting officer or his duly authorized representative. 

- . S • 

6. The execution of the general secrecy agreement required in a above with 
any individual, firm, or corporation prior to the delivery of any classified mili- 
tary information, and the annual secrecy agreements executed thereafter, will 
constitute authority for delivery to such individual, firm, or corporation from 
time to time of other or additional classified information pertaining to any secret, 
confidential, or restricted project, without the necessity of executing a specific 
secrecy agreement in each case. A receipt substantially as follows will be 
obtained when the additional classified data are submitted to those who have 
entered into such agreement. 

Receipt is acknowledged of and it is recognized that 

these data are classified and come within the purview of the secrecy agreement 
signed by on .• , 

52. Consultations with responsible manufacturers.— -The commanding offi- 
cers of .arsenals and depots and other officers engaged in work on Government 
contracts are authorized to consult with all interested manufacturers or their 
representatives, inventors, and other persons concerning technical matters in 
which they have a legitimate interest. They will, however, inform all such 
persons of the classification of the projects, works, and developments. 

. 53. . Responsibility of Army representatives or inspectors. — a. Army repre- 
sentatives, or .inspectors of the supply service are the local representatives of the 
War Department and will take the necessary measures to insure the safeguard- 
ing of classified information or projects in the hands of the contractors or in 
process of manufacture in their plants. 

5. Army representatives or inspectors will 'advise contractors as. to their 
responsibilities and the practical measures to be taken to safeguard secret, con- 
fidential, and restricted matters and will act favorably, if practicable, on any 
suggestion or request of the company tending to preserve secrecy. If at any 
time conditions. ; at any plant, or any action of a company or its .employees, 
jeopardize the security of classified matter pertaining to the War Department 
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or violate the provisions of the Espionage Act, the Army representative or 
inspector will request the contractor to take prompt remedial action. If ade- 
quate precautionary measures are not taken, immediately, he will report promptly 
to the chief of the supply service concerned and, if the situation requires, to 
the commanding general of the service command in which the item is in process 
of manufacture. 

c. When Army and Navy inspectors are on duty at the same plant, the Army 
inspector will coordinate all security measures with the Navy inspector in order 
to avoid conflicting demands upon contractors. 

54. Responsibility of Government contractors. — a. A private individual, 
firm, or corporation which enters into a contract to engage in technical work for 
the War Department becomes responsible in matters within his or its control 
for the safeguarding of all secret, confidential, or restricted matters that may be 
disclosed or that may be developed in connection therewith. A clause to this 
effect will be included in such a contract, but its omission will not release the 
contractor from his responsibility under the Espionage Act and other pertinent 
laws. 

6. Contractors are responsible that all classified projects allotted to subcon- 
tractors or agents are fully protected by a similar agreement. 

c. Whenever for any reason a contract agreement or subcontract has been 
made which does not include a security clause but later is found to involve 
secret, confidential, or restricted matter, the supply service concerned will take 
the necessary steps to insure that the project or work is properly classified and 
that the contractor, agent, or subcontractor is informed of the classification 
and of his responsibility in the matter. 

55. Tests of classified materiel.— Tests of classified materiel will be ade- 
quately safeguarded by all responsible officers. 

56. Public display of classified materiel. — a. Commanding officers are re- 
sponsible that all classified parts, components, or features of materiel are prop- 
erly. safeguarded during maneuvers, drills, parades, ceremonies, assemblages, 
demonstrations, or exhibitions open to the general public. 

6. (1) Photographs of equipment while in process of development or those 
revealing processes of manufacture are prohibited unless authorized 
by the chief of supply service concerned. After an article of equip- 
ment has been issued to combat units, release of photographs is 
permissible unless specifically prohibited by the instructions issued 
therewith. 

(2) Requests for permission to take photographs of classified materiel, 
projects, or processes of manufacture will be referred to the War 
Department through the proper chief of supply service. If authority 
is granted, it will be with the understanding that the resulting 
photographs will be submitted to the War Department for review 
prior to release. 

57. Release of information or sale of materiel. — a. Domestic sale, divulging 
information in connection with negotiations for foreign sale, and foreign manu- 
facture of items of Army and Navy materiel and equipment are not permitted 
unless the War and Navy Departments are agreed that military secrecy is not 
compromised thereby. 

6. International traffic in arms. 

(1) The State Department administers international traffic in arms and 
military materiel coming within the scope of tlic Regulations Gov- 
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erning the International Traffic in Arms, Ammunitions, and Imple- 
ments of War and Other Munitions of War. 

(2) The State Department will not release for foreign sale any item 
coming within the scope of these regulations until the War and 
Navy Departments have stated that there is no objection to the 
release on grounds of secrecy affecting the national defense. 

Section YI 

VISITORS 

Paragraph 



Classification 58 

Authority for admission i 50 

Responsibility of commanding officer, Army representative, or inspector 60 

Responsibility of Government contractors . 61 



58. Classification. — a-. Foreign nationals.— For the purpose of these regula- 
tions, foreign nationals include — 

(1) Representatives, officials, or employees of a foreign government having 

an official status. 

(2) All other foreign nationals and citizens of the United States repre- 

senting a foreign government, firm, or corporation. 
b. United States citizens. — All citizens of the United States not included in 
a above. ^ 

59. Authority for admission. — a. General. — Correspondence and communica- 
tions relating to visits will be routed direct between the various offices concerned. 

6. Foreign nationals. 

(1) Foreign nationals (see par. 58a) will be admitted to Government or 

commercial manufacturing establishments and experimental labora- 
tories engaged on classified work or projects, and to military posts, 
camps, and airfields only on written authority of the Assistant Chief 
of Staff, G — 2, War Department General Staff. 

(2) Application for such visits will be made through the appropriate 

diplomatic representatives except in the case of foreign nationals 
employed by citizens of the United States or by firms or corporations 
owned or controlled by citizens of the United States, for whom 
applications will be submitted by their employers, approved by the 
commanding officer or management of the establishment to be visited, 
and forwarded with the recommendation of the chief of the supply 
service or appropriate Commanding general of the service command 
concerned to the Assistant Chief of Staff, G-2, War Department 
General Staff. 

(3) Applications submitted through either of the channels described above 

will include the following information : 

(а) Name in full. 

(б) Official title or position. 

(c) Name of plant or plants, posts, camps, or airfields to which 

admission is desired. 

(d) Date of visit or dates between which visits are desired. 

(e) Purpose of visit. 

For foreign nationals employed by citizens of the United States 
or by firms or corporations owned or controlled by citizens of the 
United States the following additional information will be required : 
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(/) Nationality. 

(S') Length of service with present employer. 

(4) Prior to authorizing a visit to a War Department or commercial 
manufacturing establishment engaged in classified work or projects, 
the Assistant Chief of Staff, G-2, War Department General Staff, 
will secure the recommendations of the Navy Department and the 
chief of the supply service concerned. Members of the armed forces 
of Canada and Mexico may, however, be admitted to Army posts, 
camps, and airfields near the borders of those countries for occasional 
visits on the authority of the commanding general of the army, 
defense command, or service command having jurisdiction over such 
posts, camps, or airfields, without reference! to higher authority, 
c. United States citizens.- — Subject to the. approval of. the .commanding officer 
or the contractor, United States citizens, except those representing a foreign 
government, firm, or corporation, may be ; admitted to War Department or com- 
mercial manufacturing establishments engaged on classified work or projects 
under the following conditions : . 

(1) Casual visitors may be admitted provided no secret, confidential, or 

restricted work or project is shown or discussed. 

(2) Representatives of other United States Government agencies, manu- 

facturers, or their representatives, engineers, and inventors cooperat- 
ing in War Department work and having a legitimate interest 
therein may be shown such works or projects as are considered 
necessary and desirable by the responsible chief of supply service. 
Authority for admission will be in writing. 

. (3) Accredited reporters, photographers, and other representatives of 
publicity agencies may be . admitted^ to manufacturing establish- 
ments engaged on work for, the War Department provided classified 
matters, projects, or processes of .manufacture are not shown or 
discussed with them. News items, photographs, and motion pictures 
. resulting from the visit must be submitted to the Assistant Chief 

of Staff, G-2, War Department General Staff, for release prior to 
publication. 

60. Responsibility of commanding officer, Army representative, or inspec- 
tor. — a. The commanding officer of a military manufacturing establishment or 
the Army representative or inspector at a commercial manufacturing establish- 
ment is the local representative of the War Department in all matters regarding 
the admission of visitors, If, in his opinion, the situation at the time makes the 
admission of a visitor inadvisable, he is empowered to postpone the visit and 
request instructions from the office which authorized it. 

b. The commanding officer or Army representative will make a report to the 
Assistant Chief of Staff, .G-2, .War Department General . Staff, through the 
appropriate chief of supply service or commanding .general, service command, 

, giving the following information concerning foreigners who visit establishments 
engaged in classified projects: 

. (1) Name, official position, and nationality. 

(2) Authority for the visit. 

(3) Matters in which the visitors showed the greatest interest. 

(4) General nature of questions asked. . ■ 

(5) Expressed object of the visit. 

(6) Inspector’s estimate of the real object of the visit. (f - 
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(7) General estimate of ability, intelligence, and technical knowledge of 
the visitor and his proficiency in the English language. 

1 (8) A brief list of what was shown and explained.' 

61. ' Responsibility- of Government contractors. — a. Contractors or subcon- 
tractors engaged in work for the War Department must place such restrictions 
on the movements of persons employed or entering their plants or offices as 
will give adequate security to secret, confidential, or restricted matters in their 
possession. In view of the wide differences in organization, arrangement, and 
physical make-up of individual plants, no specific rules are practicable. There- 
fore, local conditions at the plant and the classification of the project will deter- 
mine the security measures to be adopted. 

6. The following general procedure in regard to visitors at establishments or 
plants engaged in : classified projects for the War Department is prescribed: 

(1) Visitors -will be accompanied during their stay at the plant by the 
- inspector or Army representative, a member of his office, or some 

responsible person who is specifically informed as to the necessary 
limitations or restrictions, the scope of the visit, and the information 
’ which may be furnished. 

(2) Unless specifically authorized by the authorities mentioned in para- 

graph 59, visitors will not be allowed in any shop, laboratory, 
drafting room, or section of a plant where secret, confidential, 
or restricted matdriel is located or where classified work is in 
progress, nor will they be permitted to take photographs. ' 

c. (1) War Department contractors will 'submit to the commanding general 
of the service command, chief of supply service, or Commanding 
General, Materiel Command, Army Air Forces, whichever is appro- 
priate, to whom their plants are assigned for continuing protection, 
at the end of each month, and upon the completion of the work 
or project, a report of all visitors who have gained information 
concerning the classified work or projects. These reports will 
include the following information : 

(а) Name, official position, and nationality. 

(б) Address. 

(c) Authority for visit. 

( d ) Whether authorization for visit was written or oral. 

(e) Whether authorization for visit was received prior to or 

simultaneous with the visit. 

■(f) Number of authorizations received for which the corre- 
sponding visits were not made, .with detailed information 
> • in each case. 

(2) The commanding, general of the service command, chief of supply 
service, or Commanding General, Materiel Command, Army Air 
Forces, whichever is appropriate, to whom their plants are as- 
.. • . signed for continuing protection, will submit the reports to the 

Assistant Chief of Staff, G-2, War Department General Staff, 
' through the appropriate chief of supply service. 

Section VII 

AIR SPACE RESERVATIONS, RESERVED AREAS, AND RESTRICTED 

AREAS 

. . ’ Paragraph 

Air .space reservations- - — ; 62 

Restricted areas — — 63 
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62. Air space reservations. — a. Establishment. — Air space reservations over 
military installations or reservations over which the flight of aircraft is pro- 
hibited or restricted for the purpose of national defense or for other governmental 
purposes are established by Executive order of the President of the United States, 
or by a State, Commonwealth, or Territory. 

6. Territory of Hawaii. — Section 3, Air Commerce Regulations of the Territory 
of Hawaii, prohibits private and commercial aircraft from flying over or crossing 
any part of Diamond Head and the fortifications of Port Kamehameha and Fort 
Weaver. 

c. Philippine Commonwealth.— Plying by any aircraft other than those of the 
United States and Philippine Governments within a distance of 6 miles from the 
perimeter, of Corregidor Island, Praile Island, Carabao Island, and Caballo 
Island, Manila Bay, and Subic Bay, Island of Luzon, and within 2 miles of the 
perimeter of Cavite Peninsula, Manila Bay, is prohibited by section 80, Air Com- 
merce Regulations, the Government of the Philippine Islands, dated October 15, 
1935. 

d. Responsibility of commanding officers. — The commanding officer of a military 
reservation, post, camp, station, or installation over which an air space reserva- 
tion has been established is responsible for the surveillance of the designated air 
space and for prompt report to The Adjutant' General, through military channels, 
of any illegal flight therein. 

63. Restricted areas^ — a. Designation. — The commanding officer of a post, 
camp, station, or installation is responsible for the designation and proper safe- 
guarding of restricted areas. If local conditions dictate, he will mark all ordinary 
entrances or approaches to such areas with a sign reading as follows : 

WARNING 

RESTRICTED AREA 



It is unlawful to enter within this without written per- 

(Area, building, etc.) 

mission of 

(Authority) 

b. Procedure in case of violation, 

(1) The commanding officer of a military reservation, post, camp, station, 

or installation will cause any person not subject to military law who 
enters a restricted area or building to be detained, warned of his 
rights, and interrogated by proper authority. If it is a first offense 
and there is no evidence of deliberate intent, the offender may be 
warned against repetition and released upon the surrender of any 
unlawful photograph, sketch, picture, drawing, map, or graphic rep- 
resentation in his possession. Otherwise the offender will be deliv- 
ered without unnecessary delay to the nearest United States marshal 
with a written statement of the facts, the names and addresses of 
the witnesses, and such pertinent exhibits as may be available. 

(2) When an investigation reveals that a person not subject to military 

law has entered such a restricted area or building, custody of the 
individual not having been effected, the commanding officer will 
promptly forward in writing to the nearest United States district 
attorney a report of all the facts, including ithe names and addresses 
of the witnesses. 

(3) A report will be made through military channels to the commanding 

general of the service command of each case brought to the attention 
of civil authority and will include a brief of all the facts and copies 
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Section VIII 



TROOP MOVEMENTS 



Paragraph 

64 



Rail movements 65 

Embarkation 66 

Movement of vessels ; 61 

Overseas 68 

64. General. — a. Movement of troops or individuals, or any group or class of 
such movements may be classified as secret, confidential, or restricted by, or by 
authority of, any officer authorized to make or authorize secret classifications 
under paragraph 3c. All information relating to movements thus classified will be 
treated as in the same category as the movements to which it relates and all 
movements so classified will be governed by all the provisions of .this section. 

b. Officers and men will avoid talk or discussion of military matters while in 
any public place and will view with suspicion any person asking questions about 
military subjects or discussing such topics where there is even remote possibility 
that the information may reach the enemy. 

c. All persons connected with the military service who receive information of 
proposed inland or. oversea movements, classified in accordance with a above, of 
organizations, detachments, or individuals are forbidden to make public the details 
of such movements. 

d. (1) The names of organizations, ports of embarkation, or ships to be used 

in troop movements, or the date of departure, arrival, or embarkation 
will not be disclosed. 

(2) When it’is necessary to advise relatives or other civilians of approach- 
ing departure, persons connected with the military service will not 
convey any information in regard to rail routing, probable time and 
date of departure from or arrival at any station, names of ships, 
ports of embarkation, or the destination of organizations. 

e. Commanding officers of troops or individuals affected by the ^pro visions of this 
section are responsible that such troops or individuals are instructed in such 
provisions, advised of their applicability, and warned of the danger involved in 
leakage of information concerning troop movements. 

65. Rail movements. — The marking of cars or baggage to indicate an oversea 

destination, the date of departure, or the name of the ship is forbidden. Baggage 
for oversea shipment will be addressed to the commanding officer of the port 
or, where a port of embarkation or debarkation has been established, to the port 
storage officer. . 

66. Embarkation. — a. Admission to piers. 

(1) All persons not on official business will be excluded from the piers at 

all times. 

(2) Only official photographers will be permitted to take cameras within 

the limits of the pier or overseas. 

(3) Arrangements will be made to have farewells completed before arrival 

at the piers. No members of families, relatives, or friends of those 
sailing will be allowed at the piers or thereabouts on the day of sail- 
ing. If any such persons are found there, they will be ordered away 
summarily by the guard and report will be made of the officer or 
enlisted man with whom they were seen or with whom they attempted 
to communicate. 
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5. Movement of troops. — At ports of embarkation troop movements will be 
made so far as practicable without attracting undue attention. Troops will be 
held at ease, bands will not play, colors will be cased, and no noise of any kind 
will be permitted. 

67. Movement of vessels. — In harbors, vessels loaded with troops or supplies 
will be moved under cover of darkness, whenever possible. If vessels must be 
moved during daylight, the commanding officer of troops will hold his men below 
deck or within deck superstructures to prevent attracting attention. Signals by 
flags or whistles will be limited to those necessary for safe navigation. 

68. Overseas. — a. After arrival overseas no information will be given con- 
cerning names or destinations of organizations, names of vessels, data concerning 
convoys, routes pursued, measures taken to avoid attack, dates of arrival, debarka- 
tion, or departure, or number of troops or kind of cargoes carried. 

b. The disclosure of the place of execution or acknowledgment on a legal instru- ' 
ment by one in or with the armed forces overseas is authorized providing the 
military necessity of secrecy of strength and ’loeation of troops does not require 
suppression of such information, providing also that such disclosure is necessary 
to the legality of the instrument and the execution of the instrument cannot be 
deferred without undue hardship, and providing the information disclosed will be 
of no substantial value to the enemy when and if it may reach him. 

Section IX 

EXTRACTS FROM PERTINENT LAWS AND REGULATIONS 

Paragraph 



Military reservations, unlawful entry 69 

Espionage Act _ . 70 

Photographing and sketching of military or naval reservations prohibited 1 71 

Air Corps Act r. 72 - 

Protection of diplomatic codes 73 

Wire or radio communication 74 

Laws and- regulations governing international traffic In arms 75 

Photographs, etc., of military and naval defenses : 70 



69. Military reservations, unlawful entry. — Whoever, within the territory 
or jurisdiction of the United States, including the Canal Zone, Puerto Rico, and 
the Philippine Islands, shall go upon any military reservation, army post, fort, or 
arsenal, for any purpose prohibited by law or military regulation made in pur- 
suance of- law, or whoever shall reenter or be found within any such reservation, 
post, fort, or arsenal, after having been removed therefrom or ordered not to 
reenter by any officer or person in command or charge thereof, shall be fined not 
more than five hundred dollars, or imprisoned not more than six months, or both. 
Sec. 45, act March 4,-1909 (35 Stat. 1097) ; act March 28, 191)0 (54 Stat. 80; 18 
V. S. C. 97; M. L., 1939, Supp. I, sec. 816). 

70. Espionage Act. — a. Unlawfully obtaining or permitting to be obtained 
information affecting national defense. — That (a) whoever,' for the purpose of 
obtaining information respecting the national defense with intent or reason to 
believe that the information to be obtained is to be used to the injury of the 
United States, or to the advantage of any foreign nation, goes upon, enters, flies 
over, or otherwise obtains information concerning any vessel, aircraft, work of 
defense, navy yard, naval station, submarine base, coaling station, fort, battery, 
torpedo station, dockyard, canal, railroad, arsenal, camp, factory, mine, telegraph, 
telephone, wireless, or signal station, building, office, or other place connected 
with the national defense, owned or constructed, of in’ progress of construction 
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by the United States or under the control of the United States, or of any of its 
officers or- agents, or within the exclusive jurisdiction of the United States, or 
any place in which any vessel, aircraft, arms, munitions, or other materials or 
instruments for use in time of war are being made, prepared, repaired, or stored, 
under any- contract or agreement with the United States, or with any person on 
behalf of the United States, or otherwise on behalf of the United States, or any 
prohibited place within the meaning of section six of this title; or (b) whoever 
for the purpose aforesaid, and with like intent or reason to believe^ copies, takes, 
makes, or obtains, or attempts, or induces or aids another to copy, take, make, or 
obtain, any sketch, photograph, photographic negative, blue . print, plan, map, 
model, instrument, appliance, document, writing, or note of anything connected 
with the national defense; or (e) whoever, for the purpose aforesaid, receives 
or obtains or agrees or attempts or induces or aids another to receive or obtain 
froni any person, or from any source whatever, any document, writing, code book, 
signal book, sketch, photograph, photographic, negative, -blue print, plan, map, 
model, instrument, appliance, or note, of anything connected with the national 
defense, knowing or having reason to believe, at the time he receives or obtains, 
or agrees or attempts or induces or aids another to receive or obtain it, that it 
has been or will be obtained, taken, made or disposed of by any person contrary 
to the. provisions of this title; or (d) whoever, lawfully or unlawfully having 
possession of, access to, control over, or being intrusted with any document, writ- 
ing, code book, signal book, sketch, photograph, photographic negative, blue print, 
plan, map, model, instrument, appliance, or note relating to the national defense, 
willfully communicates or transmits or attempts to communicate or transmit the 
same to any person not entitled to receive it, or willfully retains the same and. 
fails to deliver it on demand to the officer or employee of the United States en- 
titled to receive it; or (e) whoever, being intrusted with or having lawful posses- 
sion or control of any document, writing, code book, signal book, sketch, photo- 
graph, photographic negative, blue print, plan, map, model, note, or information, 
relating to the national defense, through gross negligence permits the same to be 
removed from its proper place of custody or delivered to anyone in violation of his 
trust, or to be lost, stolen, abstracted, or destroyed, shall be punished by imprison- 
ment for not more than ten years and may, in the discretion of the court, he 
fined not more than $10,000. Sec. 1, Title I, act June 15, 1917 (40 Stat. 217) ; 
sec. 1, act March 28, 1940 (54 Stat. 79; 50 .17. 8. 0. 81; M. L., 1989, Supp , I, 
sec. 2181). , " 

6. Unlawfully disclosing information affecting national defense. — (a) Whoever, 
with intent or reason to believe' that it is to he used, to the injury of the. United 
States or to the advantage of a foreign nation, communicates, delivers, or trans- 
mits, or attempts to, or aids or induces another to, communicate, deliver, or 
transmit, to any foreign government, or to any faction or party or military or 
naval force within a foreign country, whether recognized or unrecognized by the 
United States, or to any representative, officer, agent, employee, subject, or 
citizen thereof, either directly or indirectly,, any document, writing, code book, 
signal book, sketch, photograph, photographic negative, blue- print, plan, map, 
model, note, instrument, appliance, or information relating to the national defense, 
shall be punished by imprisonment for not more than twenty years : Provided , 
That whoever shall violate the provisions of subsection (a) of this section in time 
of war shall be punished by death or by imprisonment for not more than thirty 
years; and (b) whoever, in time of war, with intent that the same shall be com- 
municated to the enemy, shall collect, record, publish, or communicate, or attempt 
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to elicit any information with respect to the movement, numbers, description, 
condition, or disposition of any of the armed forces, ships, aircraft, or war 
materials of the United States, or with respect to the plans or conduct, or sup- 
posed plans or conduct of any naval or military operations, or with respect to any 
works or measures undertaken for or connected with, or intended for the fortifi- 
cation or defense of any place, or any other information relating to the public 
defense, which might be useful to the enemy, shall be punished by death or by 
imprisonment for not more than thirty years- Sec. 2, Title I, act June IS, 19.17 
(40 Stat. 218; 50 U. S. C. 32; M. L-, 1939, sec. 2182). 

c. Conspiracy to violate preceding sections— If two or more persons conspire 
to violate the provisions of sections two or three of this title, and one or more of 
such persons does any act to effect the object of the conspiracy, each of the 
parties to such conspiracy shall be punished as in said sections provided in the 
case of the doing of the act the accomplishment of which is the object of such 
conspiracy. Except as above provided conspiracies to commit offenses under 
this title shall be punished as provided by section thirty-seven of the Act to 
codify, revise, and amend the penal laws of the United States approved March 
fourth, nineteen hundred and nine. Sec. 4, Title I, act June 15, 1917 (40 Stat. 
219; 50 V. 8. C. 34; M. L., 1939, sec. 2185). 

d. Harboring or concealing violators of law . — Whoever harbors or conceals any 
person who he knows, or has reasonable grounds to believe or suspect, has com- 
mitted, or is about to commit, an offense under this title shall be punished by 
imprisonment for not more tban ten years and may, in the discretion of the 
court, be fined not more than $10,000. Sec. 5, Title I, act June IS, 191 1 (40 Stat. 
219) ; sec. 2, act March 28, 1940 (54 Stat. 79; 50 U. S. C. 35). 

e. Designation of prohibited places by proclamation. — The President in time 

of war or iu case of national emergency may by proclamation designate any 
place other than those set forth in subsection (a) of section one hereof in which 
anything for the use of the Army or Navy is being prepared or constructed or 
stored as a prohibited place for the purposes of this title: Provided, That he 
shall determine that information with respect thereto would he prejudicial to 
the national defense. Sec. 6, Title I, act June 15, 1917 (40 Stat. 219 ; 50 V. S. G. 
36; M. L., 1939, sec. 2186). . 

f. Places subject to provisions of this title. — The provisions of this title shall 
extend to all Territories, possessions, and places subject to the jurisdiction of 
the United States whether or not contiguous thereto, aud offenses under this title 
when committed upon the high seas or elsewhere within the admiralty and mari- 
time jurisdiction of the United States and outside the territorial limits thereof 
shall be punishable hereunder. Sec. 8, Title 1, act June 15, 1917 (40 Stat. 219; 
50 V. 8. C. 37). 

g. jurisdiction of courts-martial and military commissions. — Nothing contained 
in this title shall be deemed to limit the jurisdiction of the general courts-martial, 
military commissions, or naval courts-martial under sections thirteen hundred 
and forty-two, thirteen hundred and forty-three, and sixteen hundred and 
twenty-four of the Revlsed Statutes as amended. Sec. 7, Title I, act June 15, 1917 
(40 Stat. 219; 50 V. S. G. 38). 

h. Jurisdiction of courts of Canal Zone and Philippine Islands of offenses on 
high seas. — The several courts of first instance in the Philippine Islands and the 
district court of the Canal Zone shall have jurisdiction of offenses under this Act 
committed within their respective districts, and concurrent jurisdiction with 
the district courts of the United States of offenses under this Act committed 

(>'!' 




30 



SAFEGUARDING MILITARY INFORMATION 



AR 380-5 

70-72 




r" th * h f S6aS ’ and ° f wmS f ir:ieies *> commit such offenses, as defined by 
section thirty-seven of the Act entitled “An Act to codify, revise, and amenc the 
penal laws of the United States,” approved March fourth, nineteen hundred 

rr e ’“ j he provisions of said section, for the purpose of this Act, are 
hereby extended to the Philippine Islands, and to the Canal Zone In SU ch 
cases the district attorneys of the Philippine Islands and of the Cai alZone shall 
have the powers and perform the duties provided in this Act for United SmT 

hibited.— That whoever, except in performance of duty or employment in non 
nection with the national defense, shall knowingly and willfully make any sketch 
photograph, photographic negative, blueprint, plan, map, i^tpy T other’ 
epresentation of any navy yard, naval station, or of any military post fort 

SSTfo l nT’ TIT’ airfield ’ ° r ° th6r mUitary or naval reservation or' place’ 
used for national-defense purposes by the War or Navy Departments or of anv 
«»., airmft, taM.tiom eq „ip m e M , „ 0tl6r 

a thin any snail post, fort, camp, arsenal, airfield, yard, station reservation or 

«■ «■» area estah.M 

aLCOrd£mce with Jaw, or whoever, except in performance of duty or employ 
rnentin connection with the national defense, shall knowingly and willfully make 
any sketch, photograph, photographic negative, blueprint, plan, map, model Tpy 
or other representation of any vessel, aircraft, installation, equipment or othw 
property relating to the national defense being 

ti n or repair for or awaiting delivery to the War or Navy Departments or the 
government of any country whose defensethe President deems vital to Se defend 
of the United States under any contract or agreement with the United States or 

ItfhofT! 17 ° r , 0th , erWISe ° n b6half 0f the Unlted States °r such country located 
2 T Pian ’ yard > Morehouse, or other place of business of any contractor 
subcontractor, or other person, or in the waters adjacent to any such place shall’ 
be punished as provided herein. Sec. 1, act June 25, 191,2 (sec II Bull 31, ^ 
Notwithstanding the provisions of section 1, the Secretary of War nr T 
Secretary of the Navy is authorized, under 

permit photographs, sketches, or other representations to be made when In’ 
his opinion, the interests of national defense will not be adversely affeTeS 
thereby. Sec. 2, act June 25, 1942 (sec. II, Bull 31,1942) r 
Any person found guilty of a violation of this Act shall/upon conviction be 
pumshed by a fine of not more tban $1,000 or by imprisonment for not more than 

(..oTiiS-sr*)"” 1 a “ “* ** * - *»*■«. «« 

The provisions of this Act shall apply in the Philippine Islands as well as in all 

° f the UDited Stat - ** 4 , act 

rnT'i\ ACt Sh , a11 b ! effectIve only for tbe duration of the present war as deter- 

X ” of •» « « **. »m <*«■ u bI 

72. Air Corps Act— * * * no aliens employed by a contractor for furnish- 

UniteTstaTrTu 1 7 ’ ° r ****** PartS ’ ° r aer0Cautical accessories for the 

n ted States shall be permitted to have access to the plans or specifications or 

the work under construction or to participate in the contract trials without the 

TtTaTff Tr h r ld ° f tbe Secretary of the department concerned. See. 

(/), act July 2, 1926 (44 Stat. 787; 10 U. S. O. 310 (3); M. L. 1939, sec. 1942). 
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73. Protection of diplomatic codes. — That whoever, by virtue of ' his employ- 
ment by the United States, shall obtain from another or shall have custody of or 
access to, or shall have had custody of or access to, any official diplomatic code 
or any matter prepared, in any such code, or which purports to have been pre- 
pared in any such code, and shall willfully, without authorization or competent 
authority, publish or furnish to another any such code or matter, or any matter 
which was obtained while in the process of transmission between any foreign 
government and its diplomatic mission in the United States, shall be fined not 
more than $10,000 or imprisoned not more, than ten years, or both. Act June 10, 
1933 (48 Stat. 122; 22 U. 8. C., 135). 

74. Wire or radio communication.: — a. Unauthorized publication or use of 
communications. — No person receiving or assisting in receiving, or transmitting, 
or assisting in transmitting, any interstate or foreign communications by wire 
or radio shall divulge ,or publish the existence, contents, substance, purport, 
effect, or meaning thereof, except through authorized channels _of transmission 
or reception, to any person other than the addressee, his agent, or attorney, or 
to. a person employed or authorized .to forward such communication to its des- 
tination, or to proper accounting or distributing officers of the various com- 
municating centers over which the communication may be passed, or to the 
master of a ship under whom he is serving; or. in . response to a subpena issued 
by a court of competent jurisdiction, or on demand of other lawful authority; 
and no person not being authorized by the. sender shall intercept any communi- 
cation and divulge or publish the existence, contents, substance, purport, effect, 
or meaning of such intercepted communication to any person ; and no person not 
being entitled thereto shall receive or assist in receiving any interstate or foreign' 
communication by wire or radio and use the same or any information therein 
contained for his own benefit or for the benefit of another not entitled thereto ; 
and no person having received such intercepted communication or having become 
acquainted with the contents, substance, purport, effect, or meaning of the same 
or any part thereof, knowing that such information was so obtained, shall divulge 
or publish the existence, contents, substance, purport, effect, or meaning of the 
same or any part thereof, or use the same or any information therein contained 
for his own benefit or for the benefit of another- not entitled thereto : Provided, 
That this section shall not apply to the receiving,, divulging, publishing, or utiliz- 
ing the contents of any radio communication broadcast, or transmitted by ama- 
teurs or others for the use of the general public, or relating to ships in distress. 

Act June 19, 1934 (48 Stat. 1103; 41 U. S. C.. 605 ) . ■ > 

6. General penalty. — Any person 'who willfully and knowingly does or causes 
or suffers to be done any act, matter, or thing, in this Act prohibited or de- 
clared to be unlawful, or who willfully and • knowingly omits or fails to do 
any act, matter, or thing in this Act required to be done, or willfully and 
knowingly causes or suffers such omission or failure, shall, upon conviction 
thereof, be punished for such offense, for which no penalty (other than a for- 
feiture) is provided herein, by a fine of not more than $10,000 or by imprison- 
ment for a term of not more than two years, or both. Act June 19, 1934 (48 , 

Stat. 1100; 47 U. S. G. 501). - 

75. Laws and regulations governing international traffic in arms. — a. 
Special provisions in regard to military secrets. — Under the provisions of Part V 
of the Laws and Regulations Administered by the Department of State Governing 
the International Traffic in Arms, Ammunition, and Implements of War and Other 
Munitions of War, 1939, the Secretary of State will not issue a license author- 

f* ii 
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izing the exportation of any arms, ammunition, or implements of war considered 
by the Secretary of War or by the Secretary of the Navy as instruments or ap- 
pliances included among the articles covered by those terms as used in this act 
if, in their opinion, -they involve military secrets of interest to the national de- 
fense. The articles which may be so considered are those falling within one of 
the following categories : 

(1) Articles, the whole or any features of which have been or are being 

• developed or manufactured by or for the War Department or the 

Navy Department or with the participation of either of those De- 
partments ; and 

(2) Articles, the whole or any features of which have been used or are 

being used by the War Department or the Navy Department or 
which either Department has contracted to procure. " 

6. Included among articles developed by or for’ the War Department or the 
Navy Department are those which have been contracted for by either of those 
Departments, or which have been developed in accordance with Army or Navy 
specifications and submitted to either Department for evaluation for procurement. 

c. Prospective exporters of arms, ammunition, and implements -of war should, 
before applying for a license to authorize the exportation of any article falling 
.within ' the above categories which may possibly involve military secrets of 
interest to the national defense, communicate with the Secretary of State in 
advance of the proposed shipment in order that he may be in a position to ascer- 
tain for the prospective exporter whether or not military secrets are, in fact, 
involved therein. The articles upon which a determination is requested should 
be designated clearly and specifically, the type and model designations being in- 
cluded. Where applicable, Army or Navy drawing numbers should be given, or 
detailed plans and specifications submitted. ( See 4 F. R. 4518. ) 

' '76. Photographs, etc., of military and naval defenses. — a. That, whenever, 
in the interests of national defense, the President shall define certain vital mili- 
tary and naval installations or equipment as requiring protection against the 
general dissemination of information relative thereto, it shall be unlawful to 
make any photograph, sketch, picture, drawing; map, or graphical representa- 
tion of such vital military and naval installations or equipment without first 
obtaining permission of the commanding officer of the military or naval post, 
camp, or station concerned, or higher authority, and promptly submitting the 
product obtained to’ such commanding officer or higher authority for censorship 
or such other action as he may deem necessary. Any person found guilty of a 
violation of this section shall upon conviction be punished by a fine of not more 
than $1,000 or. by imprisonment for not more than one year, or by both such fine 
and imprisonment. Sec. 1, act January 12, 1988 (52 Stat. 3; 50 U. S.‘ C. 45, 
M. L., 1939, sec. 2181a). 

-Any person who uses or permits or procures the use of an aircraft for the 
purpose of making a photograph, sketch,- picture, drawing, map, or graphical 
representation of- vital military or naval installations or equipment, in violation 
r of the preceding section, shall be liable to the penalty therein provided. Sec. 2, 
act January 12, 1938 (52 Stat. 3; 50 U. S. G. 45a;' M. L., 1939, sec. 2181a). 

On and after thirty days from the date upon which the President defines any 
vital military or naval installation or equipment as being within the category 
contemplated under the first section of this Act, it shall be unlawful for any 
person to reproduce, publish, sell, or give away any photograph, sketch, picture, 
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drawing, map, or graphical representation of the vital military or naval installa- 
tions or equipment so defined, without first obtaining permission of the com- 
manding officer of the military or naval post, camp, or station concerned, or 
higher authority, unless such photograph, sketch, picture, drawing, map, or 
graphical representation has clearly indicated thereon that it has been censored 
by the proper military or naval authority. Any person found guilty of a viola- 
tion of this section shall upon conviction be punished as provided in the first 
section of this Act. Sec. 3, act January 12, 1938 (52 Stat. 3; 50 D. S. C. 45b; 
M. L., 1939, sec. 2187a). 

******* 

The provisions of this Act shall extend to all Territories, possessions, and 
places . subject to the jurisdiction of the United States, whether contiguous 
thereto,- or not and offenses under this Act when committed upon or over the 
high seas or elsewhere within the admiralty and maritime jurisdiction of the 
United States and outside the territorial limits thereof shall be punishable 
hereunder. Sec. 5, act January 12, 1938 (52 Stat. l t ; 50 U. S. C. l,5d; M. L., 1939, 
sec. 2187a). 

b. WHEREAS section 1 of the act of January 12, 1938, 52 Stat. 3, provides: 

“That, whenever, in the interests of national defense, the President shall 
define certain vital military and naval installations or equipment as requiring 
protection against the general dissemination of information relative thereto, it 
shall be unlawful to make any photograph, sketch, picture, drawing, map, or 
graphical representation of such vital military and naval installations or equip- 
ment without first obtaining permission of the commanding officer of the military 
or naval post, camp, or station concerned, .or higher authority, and promptly 
submitting the product obtained to such commanding officer or higher authority 
for censorship or such other action as he may deem necessary. Any person found 
guilty of a violation of this section shall upon conviction be punished by a fine 
of not more than $1,000 or by imprisonment for not more than one year, or by 
both such fine and imprisonment.” 

NOW, THEREFORE, by virtue of the authority vested in me by the fore- 
going statutory provisions, and in effectuation of the purposes of the said act 
of January 12, 1938, I hereby define the following as vital military and naval 
installations or equipment requiring protection against the general dissemina- 
tion of information relative thereto : 

1. All military or naval installations and equipment which are now classified, 
designated, and marked under the authority or at the direction of the Secretary 
of War or the Secretary of the Navy as “secret,” “confidential,” or “restricted,” 
and all military or naval installations and equipment which may hereafter be 
so classified, designated, and marked with the approval or at the direction of the 
President, and located within : 

(а) Any military or naval reservation, post, arsenal, proving ground, range, 
mine field, camp, fort, yard, station, district, or area, 

(б) Any defensive sea area heretofore or hereafter established and existing 
under authority of section 44 of the United States Criminal Code, as amended 
by the act of March 4, 1917, 39 Stat. 1194 (U. S. C., title 18, sec. 96). 

(c) Any airspace reservation heretofore or hereafter established and exist- 
ing under authority of section 4 of the Air Commerce Act of 1926 (44 Stat. 570, 
U. S. C., title 49, sec. 174). 

(d) Any naval harbor closed to foreign vessels. 

(e) Any area required for fleet purposes. 

if 
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(f) Any commercial establishment engaged in the development or manufacture 
of military or naval arms, munitions, equipments, designs, ships, or vessels for the 
United States Army or Navy. 

2. All military or naval aircraft, weapons, ammunition, vehicles, ships, vessels, 
instruments, engines, manufacturing machinery, tools, devices, or any other 
equipment whatsoever, in the possession of the Army or Navy, or in the course 
of experimentation, development, manufacture, or delivery for the Army or Navy, 
which are now classified, designated, and marked under the authority or at the 
direction of the Secretary of War or the Secretary of the Navy as “secret,” 
“confidential,” or “restricted,” and all such articles, materials, or equipment 
which may hereafter be so classified, designated, and marked with the approval 
or at the direction of the President. 

3. All official military or naval books, pamphlets, documents, reports, maps, 
charts, plans, designs, models, drawings, photographs, contracts, or specifica- 
tions, which are now marked under the authority or at the direction of the 
Secretary of War or the Secretary of the Navy as “secret,” “confidential,” or 
“restricted,” and all . such articles or equipment which may hereafter be so 
marked with the approval or at the direction of the' President, E. 0. No. 8381, 
March 22, 191,0; 5 F. R. 111,7; 50 V. S. C. 1,5 ; M. L., 1939, Supp. I, sec. 2187a. 

c. Chapter 1 of title 2, Canal Zone Code, approved June 19, 1934 (48 Stat. 1122; 
48 U. S. C. ch. 6, note) has been amended by the act of December 12, 1941 (55 Stat. 
798). This amendment confers upon the Governor of the Panama Canal the 
following powers: 

“* * * the Governor is hereby authorized to make, and from time to time 
alter and amend, regulations prohibiting or restricting : 

“(a) The making of any photograph, sketch, drawing, map, or graphical repre- 
sentation of, within, or upon any such part or feature of the Panama Canal, or 
any such area, object, installation, or structure within the Canal Zone ; and 

“(b) The possession of any camera within any area or areas in the Canal Zone 
which the Governor may designate : Provided, hoivever, That no regulation made 
pursuant to authority contained in this section shall apply to activities of the kind 
covered by this section which are conducted or performed by persons in the 
service or employ of the United States in the course of their official duties. * * *” 
and makes punishable by fine, imprisonment, or both, violation of regulations 
established thereunder. Pursuant to the foregoing law, the Governor of the 
Panama Canal has issued regulations prohibiting the photographing of certain 
areas, objects or structures, establishing areas within which photographing is 
prohibited, and establishing certain areas within which the possession of cameras 
is prohibited. See Part 28, Chapter I, Canal Zone Regulations; 7 F. R. 2135. 

[A. G. 312.11 (8-15-42).] 

By order of the Secretary of War : 

G. C. MARSHALL, 

Chief of Staff. 

Official : 

J. A. ULIO, 

Major General, 

The Adjutant General. / ■ 

Distribution : 

A; E. 
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Eligibility of the Signal Corps for various duties ‘ ' A j : . 5 

W Composition.— Tlie^Signa! ' Corps “sfiaii : 'C 6 nsist~of' outf'Chief- Signal 1- Officer 
'‘.■witli -the* rahk v 6 f f ; maj or ■ general',' thr ee'^lmndred ’ officers' ’in’ grades • 'from ^colonel 
‘to’ls’econd'lieutenant; inclusive,’- and- five thousand’ enlisted'' men? such'’ part 'of 
*-whbm' as- Che'’Presiderit -maj^drfect"being ? formed'dntd tactical- units' organized 
*-as amended '0>j act. June% 

M.-Lfifaay}- ' -\~ y ' ' 

-^r r 2. :n Duties i -of : th^-Cliief Signal- Officer;— in addition' to such ;bthm' duties 1 as 
l^^bd l i>re^i^Ved;^0id >: b&i4f :] Sign'dl 'Officer will’-have ‘immedia’te charge; under 
' i tHe^directibn^df‘-tiie‘Secretary of ~\¥ar;"of ’th’e'folibwin'g-: - - * c ,oa ! V«i 

<*._ The development, procuremeVit;'s'torage;' ’aiid' issue oi ’signal iind' meteord- 
^ logical equipnieivt'-and^supplie¥: ji '' p -‘^ c ‘’' '-Ai ol ‘rt ! < . ?r. _ui'. CO 

b. The deveibpment'rpfocurement^stmnge^auddssue of all electrical apparatus 
as'sbc lift ed ^ti!tii'dli?i^Sih^'df£^^r'Hletlirn)ihii!S; the location of iadi'o-'stations, 
aircraft, and marine craft ‘and of'aiI'tiite*ei««tricai apparatus ' associated with 
range finding. ' .etliiirim jii.a : *.c v 5V 1 - — - 

^'^dr'TlftFgnMf^enlyWoi^epted^ijs^^^iifrot^rdphic 'supplies. ' • • 

d. The preparation and revision of all books, pamphlets, and ' instruction data 
^required^by *thfe’ 'Army to i mak 8 'propeF>mse*%f Vail ' signup-communication and 
£ me\eorol 8 gical^e'quipinent: r '• ' v- 




and detection of secret inks. . .i-iurr So irmmu.c? no.faAmnn.'T: 
s.c^yxfi§ ; 'instal’iation,;;&'ainte?ddnfS,r3'dd' c tfp^v^<rn^f 0 aiiP i in‘ilitaT-y v 'siigh'al com- 




by combat troops in field operations as provided for in .Ait' 
°he'wiii* exercise’ general supervision 1 Oniy. f -'’ : ; ’’ >!,t iu “‘ 
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men, and employees attached thereto. 



* This pamphlet supersedes AH 10S-5, December 15, 1926 (including Cl, May 10, 1929), 
which has been changed as follows: 

Paragraphs 2 and 3 changed. 
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i. Coordinating the training of the personnel assigned to signal duties, under 
such instructions as may be prescribed in orders from the War Department. 

j. The. 'general.' supervision, coordination, and standardization' 1 of fait ifaBio 
operations fand; 'the 'enforcement of regulations concerning thefsamfe..oVI 

k. The assignment of call letters, radio frequencies, power, type of emis- 
sions, and schedules for all~AVmy'>adio. stations. 

l. The procurement and supply of photographs and motion pictures directed 
by the General Staff, and t in rgeneralt all^plmfographie and cinematographic- 
work of the Army not specifically assigned to other arms or services. 

.-Ii.-iTO: The assignment of designation numbers to all Army submarine cables and 

Ithe keeping-of records thereof whether -used- for ■ communication 11 '*)! - "'' power 

<• _ . „ _ __ -I-.' DO I "sirn oil) to r .iijru 

.purposes. ‘ ' ). . ._ ... .r.nao u-.a ■>, lirdJ 

. n. All other duties usually pertaining to military signal .communication! other 

Cthan as. provided for. .above viiirio xhoLuy -rol r.qio') ait} 1« y.lilidiyira 

3,, jUnit . signal, officers.— o.^ A^chief;; signal jofflccryvv^llrbs ^etaiJg^ H fog every 
.expeditipnary..f()r.ce and e a t Signal Corps | officer, r jvill, normally 

.be. ; detaiIed^for,.each .corjas area ,and py.erjj-^tacticalfjUnit larger (l thani.a ;f brigade 
I pon taming,. Signal .Qorps 

in-orders,, the .senior • command 

will act as such,,„The unit signal ..officer, will be »a riuember of- the-, staff \ of. his 
.commanding. jOfficer., Jle^Ul^be eh£u-gejl,f^ndei' a the d ir e e t ion j o f h is jC pm i nan d - 
..ing officer, ,;with the^cpmmandjjdn sp^far jas i; relates tOj, operations, . pf ^signal 
troops not assigned or .atj^^ed^t.o^.sutjor^Jtoate units..,, The|unit (1 signaji officer 

.liDi.nrolo -.b odT .» 

(1) Acting as adviser to the commander ] , and- , .the , , staff , j on [ signal 
ri'n'-.'ifi ! • ^t^ers,. including ;j the., location, ,of.,. command,. posts. , Jf «p 

-r-H ;■ • ,(2); ^r.e^aration, of .signal ^p.eratipnjinstructionsjamdi signal annexes,,. 

ilii-..’ ’ < ffP4?.? s :o*' brut Jti:r> tniint/lim! 

(4) Supply of signal equipment and supplies. viilm't oynin 

(5) Prpcur ( ement n and ) ( pperation,^pf ^signal.,. maintenance ri and[q repair 

>.:)i;h i i j i'n tr?ia 0 ^l^ e , S/ l'il i h i unq .t-.ilood lit; >o noh.ivri bun noit'nuqo-iq srCT 
i „ i c ^6) (i Tgchnical- .inspection jifjSigna^equigmentjjWithin limitsiprescribed 
by the commander, and recommendations,, relative, j tq^its.care 

3itt vd j aoi'ioo ili; 'io m.i-'iviY bin; I'n! ti;-:i;:t :ii; oilT .s 

’ ■ ,(?) Technica^sup i eryisipn, ;( with.in 0 limits prescribed by, theicommander, 

, , of all signal operations, of the,., command, .including .training, 
,r:n !’. ■• 1 , jJ'j : i',n i.i jo nr , 1 ,un ■ --n . .indjut Oimil > I1..1 , Iv. ’ 



Pt litv.-db' 



■mo-’ 

be; 



assignment, replacement,, .and, iRilization,,..of signal and .com- 
munication personnel of units. nAni jy . i" ■, u. i;,.'i*vifpfi bun 
(8) Supervision of, the installation, maintenance, and, operation- of -the 

/,•: : : J ' 1 1 ilj! if) nOi i)» »■»>{!• ijih? 7 ,'t niiiUVLL i»m 7 .m j *• *»< **-- <\ 

.signal communication' system, including,, the .message, center, of 

.CIYicq-ir. ! .■: o :' # i /i.-mmi .-'..rlioii, , A ;• ninur; e'l: u, .... 



the unit. 



u. il i hiv.Ui-in; lun. nil *<i 



.■j.'! j i il;r , .T;-:l'.-. 



(9) .Supervision of such activities pertaining, .to. .the meteorological, 

, ' r . signal intelligence,.. pigeon,, ,and ( photographic; services as - affect 

nl -nil b'ibl T\ unohliWu ' 1 'it < ’ ■ V >• t> la.t.'u'i t?\ 

(10) Insuring that the instructions of the ..Chief .Signal, officer, relative,, to 
. keeping technical records and the rendition of technical reports.are 

.'T-lV'-l'U fvi . •) i /l> . / . i -;lii it, >. cit : . - 1 > - ■ «.j-h ,Fi i .y> 

, , .observed by all Signal Corps .officers of the command. ,See,,AR 

[.)' !'t V.TII,.' ■) ■ ' ■ I" >1 •" 
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b. The corps area signal officers are also responsible under the policy of the 
War Department and the instructions of the Chief Signal Officer for all matters 
concerning the Signal Corps in tlielr respective corps areas, including such 
matters in those posts, camps, and stations not within the jurisdiction of the 
corps area commander, but within the territorial limits of their respective com- 
mands, arid excepting only those functions directly under the control of the 
Chief Signal Officer. 

4. Post signal officers. — The post signal officer is a staff officer of the post 
commander and in addition to any other duties which may be assigned him he 
is charged, under the direction of the post commander, with the following : 

u. Supervision of the maintenance and operation of the post telephone system, 
the post telegraph station, the post radio station, and the post small-arms 
target range communicating system and all other signal activities of the post 
except those placed by competent authority under another oflicer. 

b. The preparation and submission of requisitions for all supplies required in 
connection with Signal Corps activities of the post. 

c. He will exercise direct supervision over all personnel engaged in Signal 
Corps activities of the post and is responsible that such personnel is properly 
instructed in the performance of its duties. 

(I. He is responsible for the keeping of such records as are required for the 
proper administration of the Signal Corps activities of the post. 

<:. He will make such recommendations as are considered necessary for in- 
creasing the efficiency of Signal Corps activities of the post. 

5. Eligibility of the Signal Corps for various duties. — a. Detachments or 
units of the Signal Corps will be exempt from detail for any other duty, outside 
their own organization work and training, except when in the judgment of the 
commanding officer the importance of the duty will not permit exemption. 

b. When detachments or units of the Signal Corps of 30 or more men form a 
part of a garrison, the officers and men may, in the discretion of the command- 
ing officer, be required to perform the necessary guard duty to protect the 
storehouses, sheds, stables, parks, and corrals pertaining to the Signal Corps, 
provided such property can not be properly guarded by including observation 
thereof in the duties of sentinel posts or patrols already established. The 
necessary police duty around such buildings and property -will be assigned to 
enlisted men of the Signal Corps, but they will be exempt from the ordinary 
police duties of the garrison. 

[A. G. 323.341 (8-31-32).] 

Bt okoee of the Secretary of War : 

DOUGLAS MacARTIIUR, 

General , 

Chief of Staff. 

Official : 

JAMES F. McKINLEY, 

Brigadier General. 

Acting The Adjutant General. 
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A B 105-5 
c l 



SIGNAL CORPS 

GENERAL PROVISIONS 

Changes 1 WAR DEPARTMENT, 

No. 1 ( Washington, August 21 , 1934 . 

AR 105-5, March 15, 1933, is changed as follows: 

2. Duties of the Chief Signal Officer. — * * * 

***#*❖ * 

e. The preparation, publication, revision, storage, accounting, and distri- 
bution of all codes and ciphers required by the Army, and in time of war the 
interception of enemy radio and wire traffic, the goniometric location of enemy 
radio stations, the solution of intercepted enemy code and cipher messages, 
and laboratory arrangements for the employment and detection of secret inks. 
* * * * * * * 

[A.G. 311.5 (5-25-34).] 

3. Unit signal officers. — a, * * * 

******* 

(3) Preparation, publication, storage, accounting, and distribution of 
codes and ciphers. 

* * * * , * * * 

[A.G. 311.5 (5-25-34).] 

By order of the Secretaby of War: 

DOUGLAS MacARTHUR, 

General , 

Chief of Staff. 

Official : 

JAMES F. MCKINLEY, 

Major General, 

The Adjutant General. 
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ARMY. REGULATIONS I t , ... ^ { , „ ,, WTfiNT trito 

.No.,330-^’,j' ; .. f . .j,l w> j ^Washington ,.Dffember.S0,s.l926.. al 

jjocjjmento*^:^ J< - v,v> y J 

•••• iV'm... », *,»>i ?>*.•••» n-riht «'J it’"'' ' :>/• " ■- '' o.-- .® 

“.SECRET, 7h“. CONFIDENTIAL, ”f AND *‘’FORh OFFICIAL USE ONLY 

. ,' r U\ Ui'.- ' ”.•* G'tG 

. ■o’S’uTr i/Sh, T ».U'', J jV; t.;i -r. ion 1’ :\v ” to ’y.:V l- i". - ’ '- Paragraphs 

Section I. Definition- — •‘ i " i 1 

■jo’*/ . r-I-I:?d‘ Secret ’V.documents2_J3i_l”i'i-^L'r'jdilii i l_‘iUL_Iltajv._ii;i_i i >i.:' 2-5 
-t;j /isIHi ^“'Confidential-’’ :'documents_iJL 1 ii t iii_i T i , ii’-:i-iiiii t i'2i.'_'-i_3U^'_J " 6-^-9 
v:.- T ',’ *iy. ‘^For,idfficial :use , only^M(documentsa'Ji ! lL_'ii'jLC-u 1 :L_i.'i’r4U2iii.'i l J?_J‘' i ^10' 

V ‘Y!:iMilitary;;ihap8 and'4pho'tographsiii , -JL r lUiiiUL 1 _i.^__'iLl;L_'tfi.-l; , _i!- l: 'll : Tl¥ 

. jo VI'.i. Miscellaneous 'iprovisionsi :; - f ic , i*iJiii'-l_'_i^cL i _‘l_‘i;__i.’"r-iii2i ; i i r- 15^18' 

hrt&v otli .tt? ta, *:•,:)«;> «i;crcv-to..a » ’taw.; .W Del n oo ui-» d 1 

1 v n ri i ;/ci i ;; ,r ir-tj .uouchui dp;r ; ;ti ’’ic ’/ >W 14 J-. 1 ',-,:.! r O' . jn ! ' ■, CD ■' 

■ ; |!h; ’*ov(.j ^c;il sriO.' * '.t'ovc it Section vI : o •"..po o'-v u>Aa Tli*J ; -’i h’ 1 ’-- 

«uw .^-"^-FlEFINITioN 1 1U ’' *>«•' 

,’i-;.70i> u’.i f-a-thul sd nodi Ui> btw&rmj &<'UJ "vm.-.; 

"Document- ”i deft n e d' _ u i _ L VI _ - 1 _ l J 1 cil ^ j L _ j l’_ _ _ -ir: iX’ I" C- _ l’I Lh i 4/ihd _'”J _ L*i 1 {. :: ' £I 1 ' 

1. “ Document i ” f 'definea!— iii^this'pamphlet' ihVwon? f ‘ ^document' ’/wiii'W 

, s*r’ 1 i "'.'!,; 1 - , * . t’D' oiit y U 7.P *. *0 

understood to' apply to’ printed,' mimeographed; typed, photostated, and written 
.. i - .. i. • ifti -.fl u> “Vf ®P -• ftiouv/ oi Ttoitw oi'.J v- 

matter,'-and to maps, drawings: and photographs. . • , . , . 

•/ ,V.-* .• ; ' eify y.d h“»vm .hnn haipb sd Upr 1 1 - • • 

/*■ Sectig o fe'ti teAiy.') :?ri; ic f’j 

jjn.Mj * — *W'; r, r :}.~i v/q£ '^ rr. .moiivr vc* ; u Jovi.sS 1 -'J 

: . : 7 ••/ r , SECRET ? DOCUMENTS rt 0 . 

“- Secret ’* ;•* jw^hen;! by : -whom, and^how^ 

General''pjecautions_to. protect con tents t. jL_A^isIv- — 

How prepared for transmission; by whom" opened ; receipt 

t i j ,,-?< ■ fif( r J i -V _ ‘ U‘J » - : i.l'i \ li yJ-' >■' ■:» -i.' ' ‘-‘vn.nM' **■ **•-« ,.*AvU. 

Petr --a i'l-." jsottaac.n- 1 » ' ■’•i £.i>t ' > w«J -o oywc join etu in «!*•» 

,2. •“ Secret when^ -by., .whom, ..and. how j affixed.— A -.docunientl .willlibe’ 
marked “ Secret ” only when the information it containsds ,of greatdmportancej 
and when the safeguarding of that information from actual or potential 
enemies is of prime necessity. The “ Secret ” mark will be placed on a docu- 
ment only by, or by authority of, . the . Secretary ,of -War, ..the Chief of Staff, a 
chief of ,a branch or bureau, or an officer commanding a territorial corps area 
or department, .a. .tactical division,.. or ..a. higher;' tactical •-unit.u'./Th'e' 1 “ Secret'.” ' 
mark will- be- accompanied by the designat-ion-of-'-the’^authofify^affixing it;- or , 
by authority of which -if is- being; affixed^., and, w'ill' be '’dated' and ' initialed ;by ’ 

tlie officer affixing if. “ * ' 

* 3, ; iGerieral precautions to protect-cdiitehts,— d'r A dociimerit marked - " Secret'”’ 
is for-the 'Personal information' and^ use-df^the^ officer to whom it ;t 'is officially 
intrusted? - -He' will be" pefs6nally ‘-fesp’onsibie ,l foi ; its'^Sa'fe’ custbcly' ’and” ‘wifi J 
exercise every' precautioh- to prevent’mnauthorized^persohs^ gaining 'information 
as-tbiits 1 existence, ‘‘its -VVhereabo'utsl or ifs’ contents? ‘-He will’ disclose' informs- 
tidn"Cas~>to- its* existences its j whereabouts; or its 1 contents only^ to/ those wnose- 
duties "absolutely require- that’-tKey have-feheir'iniofmatidh ; <J the number 1 of 'such" 
persons will be limited as much as the necessity of the case^permits^^and 'tbb" 
amount of information disclosed will be limited to that which is absolutely 
essential to the proper execution of the duties of the persons to whom it is 

* This pamphlet supersedes Alt 330-5, January 22, 1921, and Changes No. 1, 

AR 330-5, October 2, 1922. 
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given?- 'No^TSoff 'wlio J his information as to the esisten^iheAtlief^afituflfS/* 
tSe^nilOTls''of^ a 8^ret^8o?i5l&n , t^will disclose any mformatio'n' 1 wba?ever rela- 
tive thereto, except as prescribe^ia^over^jrjQij 
&. No document marked “ Secret ” will be taken into front line trenches in a 
theateri(of swar, .orAtp)ianyCother.][placei>in. vvhihhItliefe5isUaI®rmi'lar , r dahgeKiof ’ 
capture by the enemy. 

iSj n Docuni en ts classed as “ Secret ” will not be referred to in any catalogue 

or publicatipn.yvhich.is.no.t. itself. marked “.Secret.” noitiuUyCI .1. zoii’xiri 

C-4» How_prjpared .for_.transmission; _hy__.whommopene'd;‘j-receiptAl L a. For 
transmis_sion_to_anpther_person,. .whether _bytmail',omessengerpibr /otherwise, in- 
cluding, jnes.sengers_.Rassing__bp.t\Yeenof ; theolbranchesi;:andii;dffices>'rfbf .the War 
Departnmnt_jir.J)etween .different .oiiicesaofiothe'csa'me headquartersbitiie sender 
< bft^r;4 0 cument_mapked.^.SecEet.”_w’.nLinclose5'it) : ih'ianpinnerjan'd9arildiitef cover. 

The inner cover will be a sealed w rapper o r envelope addressed in the usual 
way , but plainly marked “ Secret ” in such manner that the notation may be 
most readily seen when the outer cover.) isoremoved. The inner cover will con- 
tain a receipt form which will ^^ijyythgp^dressor, the addressee, and the 
nuSmSfirjr The Package thus prepared will then be inclosed in an outer cover, 
which wil]_be_seajed_ and. addressed.. in.. the.. ordinary. mannerii with) nohnotat-iori' 

» .X 

flaftizv/ min ?bu 

° l, e ,? r , 7 W ^°“ ^TSSt'%1 

receipt form will be dated and signed by the receiving officer and returned 
to the sender at the earliest practicable.dlipme.nt. 

5. “ Secret when, by whom, and how canceled.— When a document ceases 
lts “ Secret ’’^markihg may be canceled by the authority which 
affixed or .authprized.it, .or.by. higher, authority, nby twriting'vorostamping' -“>Can-" 
celed by- jr^....-. ,’i. 0 r--‘t Canceled--by- f auWo~fity 3l ofi - ai-gagXiitEi^ ’'ir~rthe* 

authority- -which- authorizes- ^ ca , nh r elll?i>fff, £l ^v’'e1- *y0Effl ?l?e. 

top of the first page of the document, and this cancellation will be dated and 
initialed byithe-officer-makibg^t. w rAhy^6Yher^^SwreY” m'arlS on sficF'a docV 
mentdwillnthenobe stridkefprou'tl 0 si noitacirolni odf rtoilw -(Irro " isioriS bojhii/n 
bi’tootoif io iiiril-ji) moil lioitfucnolnl txsdi lo sal&ix:rrgyfc v end uiriv/ bur, 
-xwof: a no tmniq od 1117/ ilmm Section -fllpp .•pi r ‘.-.yy:u ottl ;q In i-t neimorn 

n ,**18 lo IsiiO 9! * ;, ‘'eoNFIDENTl3^” 9! DOC’UMEN^S a Zd m ' ,Jno lus,J 
£mii .'.tjioo labollnot i: salbaamfrioo issffto an io ,:;r=:iri.i to iiouixid PaJjgJ^iJo 
“'Confldentlal-.’0;L’wheri,l:by Iwhb'm^and'lhow affl±ea.^o!^i 2 ih_iniibinl -go 

General .pjWC^yttom ftO.tP^t8 CfrlC0 n^^d»«g^a&-aM^Lapl-I^lu amgagaa. .ait .Ul4« i'-utTl 

How prepared, for transmission ; .by whom opened receipt ___• - .. «, 

,,Vc ’ v n j.ino f-u Ii/J7 jj'in .SaAin/j n u-jCtu, - r vpimriilis -pi 

Confidential ; when, by whom, and bow canceled. 1. _ . 9 

.ji p'UZOli: Tjjulo out 

c6. ty hen;. by_whomj affixed. txA 3 dpcumenttjvili.lbe 

Confidential ” } when^^-is t 8f 0 l^?)i^PArta^e*^d:, i pf J ,leM -secret) a; 

;must, ^nevertheless;* 
printed-. 

documents h ot .the , ij, ar. D^partment )) qr > ,of 

mark." Confidential,” tviil .be^place^d on n a,id<Hainientti<rnl- y.,toHa, commissioned! 
°%er-;and !( ^ill, ^iaccompaniedjbyjfth^./designationjjOf^fhe^.pfficeiiWhich^that) 
officer, holds, ^f 

giU lo Tliaaoooa orlt an ilonia mi botimit od 111// suoaiaT 
, u.uuacT:: A ilohl-rr tcrit oi bolimil sd IBw bsaoioaib itoilBiaiolai So Jimouns 
ti tuoilv/ oi naoRioq odl lo aeituf) silt lo aoitnoozo iogotc; crii ot fnitneaao 

,.t ,-jiZ sasanfiO baa ,I2P.t ,28 jennet ,8-068 SLA asbsartaqna - JsKsffiieg aid! * 

.2881 ,S iog'oJ-oO ,0-CSG SLA 
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«cT- vGenera-Lprecautions to- protect ;.contents.— Information (as to jthe existence, 
the jybereaboutsiLQrjtheTcpntentsapfnasdftcunients.markedi'j-iG.onfidential ” will be 
.disclqsedjjby-ta per_spn- possessing, f such jinfprniationtpn_ly;to/those whose duties 
require, that^theynhaye such f infprmationo(iBveryii person oto; whom confidential 
inforinatipn- > 'i's.;intrustedHwinfbebperspna'llyii;esppnsiblesfor,its safe-keeping. 

' -£?•.! Hp l w z prepj.red a fp 5 +transmission;)byhwhom,(Ppened;,;i;eceipt. — Documents 
mar ; kedflnConfldentialjViwniobe.(Eregared}:forjatransinission-)in the same manner 
as prescribed for Secret ”, documents (paragraph 4b-., except that the inner 
cover will contain a receipt form only when : the. sender, sdeemsicit necessary, 
andjjthat' the- inner 0 cp,ver ,ma.ytfbebd>pgned.rrbys some> responsible, jperson other 
thanpthe person-, addressed- when sp; authorizedjf> iawoortw- 
ev 9., g “J3onfidential .V^; when,rbypwhom,) andjhp^eanceled.rTf-The “ Confidential” 
. mark^on-a dqcumentiinayi_bebcailcele,drbypthe^authoi;ityt;which affixed or author- 
ized> it, ^;-pr ; gby-, highewr, authority, tjby. 7 writing jgr /f stompingfiover it “.Canceled 
teiU W 'oir p • <i) - u r'”pfg?q pCqnceled, by^fauthority^ofT, ” (the authority 

jvjiich.. authorizes r .t;he, cancenationbpandfdliiS'jCancenatiqnowill be .dated and 
initialed by the officer making it. Any o ther f; Confiden tial ’ ’ marks on such 
a.doeumen^.wm thej { ^ejStr^k^iog^ tf Bjtobwhj-Ktd fiWn al (<S) ' 

,,!if8K 8ii b!3iU)tni-> :inE .saoilt adt “q -paraft - • 

, vie;. iso aoilsivc .ctfoWfllB. •Cibnl lo” y,nbvoiD 

0 } ifilr/ r >1J3 itiEGR QFIilCI'A'Lj USEo-.0NLYi,’,’yfDOCEMENTS 

.' • ' . . . . '. - . .* •. ' .<.>3fl0l‘:t Paragraph 

“For official use only"; when affixed; how .information- .treated , 10 

■ .. ' • * 1 H is i if»r 

lo 1 fis©“iS' 0r n9?fc&l -,use-onl^jJJ;t wheni^affixed; a how, information treated. — A 
document jwilLbe marked : “ For official ^use^only^tj^whenyit .contains information 
which is ;ppb(tp,be;communicated , to. the/, public, or tojdbeipress, but which may 
‘feb? 9 S!FPJii c %fe^f'.%JftSyiPSF- s 0 ft ikB 0 wn:xtp beriln; t theeser,viee of the United 
States whose duties it concerns, or to persons) of ^undoubted loyalty and dis- 
cretion v/hOfjare cqoperattngyip .Goyernment .work: j; The -.information contained 
in documents ’ViWiU:,ibe qtreated accordingly. 

-o^Lil.-j I»oa Jrjaieaitt: c dvviedl.-/ Juu -a. «l)",cr! ; r of -•» 

.aiLira lioill mod jbiiiw ,&9Pdeamn™F.7-mdlo Ion sciqcv, 

cvun.xfeyn nn't of/lft^rra "Vrir* <*V"P 

MILITARY MAPS AND PHOTOGRAPHS , 

ad<TJVi 30 P)ii.' ! ; Imn mam yir.tiUm lo nounoUiatHlo oof io;. ti.oWi. ‘•fi^ragf^ph 

Classification L'y^ad S - . *fi!2 

''Rftoorts •• - . ^ ; i *»*• »■.. , i . io 

it". juu ? DT» u riTiirumj iwb uqlilii wx TiltlT n 1 1 x " r r jtz-; v r # 

How issued , 14 

.W019U {&) Hi 

f)p ll. ^Definition.— MUitar^maps^nd {photo^rap A hs B are those intended^ for use 
in' connection with ,the^traming H and r -operationsN t of . tlie;.;forces,-of the United 
States ; the .term., includes, .other., maps and;, photographs ..which -have acquired 

" .U; I , i J lOil' >.» iu JV — <»•) *" - 1 

a military character by reason of overprints /or^ notations placed upon them. 

: 039 (IT .limmi/cq'ja aW 01 B ot ,obam mil w ,bsl:oqss ->? ulv: m-’r, 

(1) Secret. .LufiDax:!') IciiatBci sill lo hmisoi Sivn o.Uii lint hotou iihv 
( ..J fii-vr wI.-- ( ^,>:l£W¥fl^ 0 ^S n &ll£^9 S i^s,,. ) those_mjis 
lhj ,„ xo . lt! . f> . jjMidixPrSS^j^Ksg^Sw^iE^H^^gjJ^SS^n^Sft^se.tfplansOi^or.^any. 
-ea*% Jaodn to no ? b E?.?x4feA re 9£wb.i9SiIii9bi siceni xlUft ot «;:>xmciv itmi 
1: mrt-K s/I; to rtulv&i IXOUJ io low; ii'*t siiupsi III «• frard&a Pid rai ,J v 

.bsvloviil ridqcisoiciiq io W|3m e/Xt 
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• "• - » ■ « fi ■( 6 ) /In.' oversearipb'ssessioris land’- foreign'} terr ito’ry- “occupied- By -the 
e ' 7 " iri}. r ro r > i u‘<forces^of 3the*'-UnitMhStates; /those' 'illustrating ! an>&approved 

r.iir/;; yml,t »voirjwar'-/plan' 7 ,o(lncludingijlocal5ideferis'e'' plans) brY.'ariV-’f’phaSe 
(',1 o» , umi! w th'ereofie tKbse'"showingi»tfie^ulkyont 'of '■ permanent* defense 
.gfi'a'.ojl-o’h!? •■.workseandirnayal 4Bases': r aridoitBe'''adjacent 'terrain' ’vit'al^ to 

rlii/'iTioaotl— .J(ji3pitlieiiPdefense,oancl 'tlio'se'“tha't-' I sef : ve T to l -deflnitely i flx v 'the loca- 
vjunnm arum- ad) ft : ion>bf !any' telementbof '.permanent yde'fense works^and' naval 
;nfi-n 'ait titdl i';;?basesfl‘ e.yvpvi'.h. ” Jymfc *• •ib'l frxJfcaatfJt* ut 

,vr [--.‘i;(,2)i Gbnfideniidlibiio-i ad) u-uiv; yfqo nrrf jq.Vvj-i aiaiaua I'iw u-vin 
■t'-d/io iru«7e!t(a)din r otEe‘ i continental) ''United 5 '. States, ‘those ■showing* layout 1,: of 
permanent detensea'works; ‘and' naval - 'bases - arid ''th'e ;T -a , d; 
" " o 4 a j acfent'ttef r aiif-v i taP to’? ttfeirYdefehsef andX’ those ‘that’ ‘serve 

•toiiirii aw .'.Voddefl'nit : elyitfl'xritMe4tocatiori r of- ; 'ariy' l eleriient ) '6f > permanent 

/Viiv-raO “ 3/ . a8vodeferise r -wofks 'and 1 'navaBba’ses, >, 'excep't' , th'at- wlieri'-'th'e' cofn- 
V‘i -,,> ,'!iwa aril) "-plete-map o*f 5 a ’defense krfea consists’of m6re'th'an~one' _ sheet 
ban. Iiolnf* £><? i*i’' 7 oriry'tBbse : sheetskhbvving ,, defetise r> eleinenfs rieed L be r Hassihe<i 
ririip} no " i& i s ! ’cpiifl(lentiah Jf ' lf ' 1 V»A .11 snijlrm oiW st.( oelaitiid 

(6) In oversea possessions an^forSlIS^rMtory 6&upiea‘'6y°thi’ 

. forces of the United . States, those not classified as secret, 

{ t 71 U. I -JUCi 

showing layout of radio stations, aviation centers, supply 
bT^.hasM,)«afsehal^>Jprovirig grounds; r ?6r o'fd'any area vital to 

.I'c'tra'.r." . defense. 

(3 “ y, ' v ^ 1 7,J ; ' 

-.hrjxa 7t (d')'b-I>natiiel continental’Suriitecl'' StatesytHose ^showing 0 layout ‘•of 
•’» 'iianvAti 1 acilir) 'Hradio^statidns^supply ^basbsj arsenals, 4 and the Wdjacent^ter* 
i .daw .!f)d ,« i'rairi’fyitai to tfieirCdefense, ‘including 1 'photographs £ hot other* 
aril wise -classified, 'whicHafrom’thelr 'riature r are : hbt'‘suitable 

. r ' i-”t vl'nv.ri.i b'fbrfpublici'release’.°<I ol io .:n*J93iit.t> .•> totirtu •r-uiiv/ 

'’' (6). In'-'oVersea poss'dssib'ns l/ and°ibreigri n ’territbry occupied by the 
■>" riUv-v. a .'‘o foi-ces^’bf [ ‘the' l Uriited' ;I Sfatek‘ u alFTopdgraph'ic ''maps !3 of : 'th'e 
. scale 1 : 62,500 or larger not otherwise classified, and photo- 

. graphs not otherwise' classified, which, from their nature, 
.are, not^suitable. for, public, release. . , 

. ^. Responsibility for the classification of military maps and photographs 
rests qn_the_fpllpwing_ authorities, _but_may. .be -delegated within. .their, ..discrex 

tlon to. appropriate -subordinate -agencies-:- r — aoH.omqaalQ 

:. r ( l-)- The-, War - Department 'for maps - and "photographs ' not classified ‘‘as" 

“ prescribed' in ~( 2 )' 'below.' ~ ~ ~ " 7 . 

o (2)’ Corps* area, J department'^’and slinilkr "territokjfr 'c'^mkifders,* '‘'a'nd 
i.v'j “i ‘•<U ^mmahding*gdneri^s^^%xpedi'ti6nkfy^force's and' foreign ft garrb 
c ji >,••>» ’ , -sbris'%Heri'‘'nbt 7 -'brganized as' territbrial 'department, ’’ for 'areas 
-4’ '• •**>'-« within tHefi^cbntfoi.^^i'vo ’?u yd •?. • •••.iatto ’fiAjdiu n 

, -18.''' , ^pdrtk^-^lassiiBcaWn o fifid^¥TOlas^'fibafidn' l oi*iioiilit»^ } ina0s anc? photo- 
graphs will be reported, when made, to the War Department. These’ reports 
will cover full title and legend of the material classified. 4 ( 

T4." How ’issued:— Secret "’arid'- confidential* maps°and ''photographs will be 
issued- only’upori : witfen } r^i^ r wiM{ > wUf‘ae&‘Hbe’‘'the A ’subject matter with 
sufficient clearness to fully insure identification!*" -^nnuail'y* on or about Janu- 
ary 1, issuing officers will require renewal of such receipts or the return of 
the maps or photographs involved. 
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Section VI 



MISCELLANEOUS PROVISIONS 

Paragraph 



How transmitted ; to whom delivered 15 

Facts as to character thereof to he communicated with information 16 

Documents requiring to be marked "Secret” or “Confidential” , 17 

One classifying mark only, if more used 18 



15. How transmitted; to whom delivered. — Documents containing secret 
matter to be transmitted by mail will be registered! Documents containing 
confidential matter will be registered when the circumstances warrant it. 
When documents containing secret or confidential matter are transmitted by 
hand, the transmission will be intrusted to an officer whenever practicable ; 
otherwise particular care will be exercised that the messenger is trustworthy. 
In any case such documents will be delivered in person to the officer to whom 
addressed or to some responsible person designated . by him to receive them. 

16. Facts as to character thereof to be communicated with information. — 
A person who communicates information concerning, or contained in, a docu- 
ment marked “ Secret,” “ Confidential,” or “ For official use only ” will at the 
same time inform the person or persons to whom he communicates the infor- 
mation that it is “ Secret ” or “ Confidential ” or “ For official use only,” as the 
case may be. 

17. Documents requiring to be marked “ Secret ’! or “ Confidential.”— Any 
person in the military service who initiates or comes into possession of a docu- 



ment which, in his judgment, should be marked “Secret” or “Confidential” 
will take immediate steps to forward it to the authority competent so to mark 
it, following the same procedure for transmission as is prescribed in para- 
graphs 4 and 15 for secret documents. 

18. One classifying mark only, if more used. — A document will not be 
marked with more than one of the three classifying marks — “ Secret,” “ Confi- 
dential,” and “ For official use only ” ; but should it, through error, be so 
marked, the most restrictive classification used will be observed. 

[A. G. 812.1.1 (3-9-26).) 



By ordek of the Secretary of War: 



Official: 

ROBERT C. DAVIS, 

Major .General, 

The Adjutant General. 



C. P. SUMMERALL, 

Major General, 

Chief of Staff. 
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DOCUMENTS 

« SECRET,” « CONFIDENTIAL,” AND “ FOR OEEICIAL USE ONLY ” 

Changes 1 WAR DEPARTMENT, 

No. 1 j Washington, December 31, 192 7. 

AR 330-8, December 30, 1926, is changed as follows : 

12. Classification. — a. Military maps and photographs will be classified as 
follows : 

* * * * * * * 

(3) For official use only. 

• * * * » * * 

(6) In oversea possessions and foreign territory occupied by the 
forces of the United States, all topographic maps and photo- 
graphs not otherwise classified, which, from their nature, 
are not suitable for public release. 

[A. G. 312.11 (6—30-27).] 

b. Responsibility for the classification of military maps and photographs rests 
on the following authorities, but may be delegated within their discretion to 
appropriate subordinate agencies : 

*#*#«*** 

(3) (Added.) Military mails and photographs now on file will be 

reclassified when taken from the files for use. 

(4) (Added.) The precautions prescribed in these regulations will be 

taken with maps and photographs which have not been re- 
classified but which are known to be “ Secret,” “ Confidential,” 
or “ For Official Use Only.” 

[A. G. 312.11 (6-30-27).) 

By order of the Secretary of War: 

C. P. SUMMERALL, 

Major General, 

Chief of Staff. 

Official : 

LUTZ WAHL, 

Major General, 

The Adjutant General. 

76761”— 28 
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“-secret,” ^confidential:” ;and “for .official use 1 only*: 
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Changes^ 303 oi Joc5 Jj3i£ * lT0< I s i ^ttcxacrq wAR”DEP&RTMENT; fc " ac3 
s.NoP-2 oapnolqxnco so eeo! odd iioqsi 

3 .xi'iodiL'S} 

AR 330-5, December 30, 1926, is changed as follows : 

l.(i;8-SS-2X) II.2XS.0 .A] 

12. Classification. — a. Military maps and photographs will be classified as 
follows - :oaV/ 'to TEAsanora aar ■co racito vil 

, ‘ .extd.tsa-jam B'aouoa „ , , * 

.IwokiO 

- .,(31 For,. official use only. 

Ap.'ia \0 -pKiej 

* :aJLIDX?lO 



(6) (As changed by 0 1, December 3iAi927?)i T - -In r -'ovefsea^posses- 
slons and foreign territory occupiedAbyo'fhet’fdrces of the 
United States, allfitopographicb.mapsJ anib-photographs not 
otherwise classified, which, from their nature, are not suit- 
able for public release. 

[A. G. 312.11 (6-30-27).-] 



b. Responsibility for the classification of military maps and photographs rests 
on the following authorities, but may be delegated within their discretion- to 
appropriate subordinate agencies : 

* Jis * ♦ sS * He 

(3) (As added by Cl, December 31, 1927.) Military maps and photo- 

graphs now on file will be reclassified when taken from the files 
for use. - ' 

(4) (As added by Cl, December 31, 1927.) The precautions prescribed 

in these regulations will be taken with maps and photographs 
which have not been reclassified but which are known to be “ Se- 
cret,” “ Confidential,” or “ For Official Use Only.” 



[A. G. 312.11 (6-30-27).] 

17. Documents requiring to be marked “ Secret ” or “ Confidential.” — 
Any person in the military service who initiates or comes into possession of a 
document which in his judgment should be marked “ Secret ” or “ Confidential ” 
will take immediate steps to forward it to the authority competent so to mark 
it, following the same procedure for transmission as is prescribed in paragraphs 
4 and 15 for secret documents. This applies also to documents originating 
in other Government agencies bearing marks by those agencies which 
indicate that they are to any degree secret or confidential. 



[A. G. 312.11 (2-24-33).] 



19. Marking; use of stamp. — The secret or confidential stamp will be 
placed both at the top and the bottom of each page of all secret or confiden- 
tial papers. It should be stamped well down on the page and in such a 
manner that the marking will not be hidden from view when the sheets 
are clipped together or bound. 



* These changes supersede Cl, December 31, 1927. 
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20. Safeguarding documents distributed outside the Army. — Secret or 
confidential documents which, by their nature, might require distribution 
outside the Army will contain r suitable_instructions for their custody and 
safeguarding in conformity witlr the' requirements of the Army Regulations. 

21. Report of loss _or„subjection to compromise.-^ An y.merson in-the,mili-; 

'* \ .ViO IXcilT SJX roitfaii. feuu •* U.L..A. :J ■■ ■’ 

tary service, knowing of the loss or subjection to compromise of a secret or 

confidential ^document, c-will promptly report that fact to the eustodian T of 
the document,, > who ;0 wilL immediately report the loss or compromise jto.othe 
issuing authority. 

: >wol;ol e a boguerfo ai ,8201 ,03 xedaiiy-AT ,o-03S HA 

[A. G. 312.11 (12-28-32).] . 

a n U'.fiieaal o so' hi w irlqinpoiodcr bus sq-isci "ulilihi ,® — .ooitAoihoERiO .St 
By order of the Secretary of War: • av/oiioS 

DOUGLAS MacARTHUR, 



sc:? 



General, 

l ~-^ciiief of ‘‘Staff. 

o 



Official : s a 
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"•iffiO ovsvJ letoiao ■-oH" to ",Iiiili: )L'GuoO “ " Isto 
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Sr.lmasliLicz io Saiow cjigaS ins cl sia vmll had* slsoUbnl 
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ARMY, REGULATIONS I , . .... WAR DEPARTMENT, 

U”.>, ,c J. ill' jti ....j,;.- yj r . A _ -'.I-I 1 . 1 , j ■/. 1 . ' 1 . 1 . i.u fc, * c;. ■ - i.-l ,. - » )i.fc 

No. 330-5 .. r WASHiNOTON,,i?e6n»«w 18, ,1985.-, H , 

ill Ji iiitA'/r 03 .izq- ul', ■••-ci. . xjrpno 0J S . c) lu: it; . i r , 

•xo t ajtr:>u'£0iaiI-vVciU „dJE aJVoc^w- u'Jl- .n-3/r; 

, rt,\YU'.i l*T M. it,,.);': *. *■: t, “.bibb Ii:T7 ,:v r :. 3oM<>0- r. r tv .- ) ■ «irf> 

“ SECRET ”, “ CONFIDENTIAL ”, “ FOE, OFFICIAL USE ONLY ”, AND, 

a tu ,m a£ m ,ou I « T~ 

%o •syfR.u.j £ 12 ■j'ii’Cu u A.l. ... *3d» » ' i:'. ui w *jyi\y.L 

„ rv} Paragraphs 

Section, I. Definition I 1__ I"* J T 

■HI,. Vil i in j>»Tiyj&'i CO JU.I lilVf lyj-:. ■ O : ... .0 MX-i-Ilia: ,i 

II. Secret ” documents c . 2-5 

- ., j..;ys ikcvimu u&in s-.*« «u nviu-.t iioiiB-riu.-i;* i«* 

. . III. Confidential ” documents 6-9 ■ 

•bt'n .w---5C.jteii pv.TC .uio;,.v.’„ ';u ;coi<i .xLac.c '.a jc-TUiti-w ./c_-i .r- 

• ■ IV. ,V For official use only documents , 10, 

-m ,&uvrt3'iit/ to .-i .' . . ,■ i/i vii ■tsia-ii.w .•-.-•rtt: v,u3,.-»»s o.« ooiaouaou^.f 

, ,, ,. V. . Restricted ’ documents 1 — .-. .-11 

0111 to .■Oviilo i u.i UM .To:. O'.. ijUi-J; , s>u> noot«c.i p.».- ,.v< -.•lo. i.o-aont P,.o_.,t 

. VII. Miscellaneous provisions , 16-22 

TCJ ',0 ini t,u,( -lonii, n_i Hi jl sb-viCi'- jiioj* -..u, . .■ xo voollt;. > 

oli pi fifioso 'f)bp- sqolo/i'o 'to ‘,0 ...rj -77 ivo'Ro a a ax' IKv.’ j .vco ’ipsni oo j .-istco 
.” o' miUiiJou *. ;!1 ji. 'y -vunau. d.>aa ui " ivioog » Imliem vlniiilu Jud .”svt iiiixcn 
[liw icvita land si?T ' cvoi.T.n "jSEcnoNfrlino ell :?odvr csaa ^fiOhOt ieom 
odt line .joeao-ihho era //cat's £li ; "i oi : 3 \Riiisti iUw tfaWvr ioto! 3(fi--;o'i i; aluics) 
isloo nr, id Iioaobni sfi t/BEEINITIONyi;.- i-sdl opr-ibori adx’ ,ift3iiun)0 r ) 

no'.iiJou ok liilrr 'mm un Ti3.i;ii/i-) otil at fii/o .''.‘ttes otf I^RfiSSS 

“Document” defined .. 1 

•t,i. /io v. — in in*, ■; .1 .’ I.'.icn-M-, Oil i in yccio J&-la«j3 OKJ OK'-JililU 01 

Document ’’lodefined.-if-In. this, pamphlet the wbrd'i‘,‘idocument” will-ibe 
understood -to iapply , to printed, mimeographed' typed, ; photostated, and written 
matter, s'aridt.to'/maps, ^drawings, and'jphbtc^raphs.': yd iii:.’ rml ;gjb- ix 

.Juaiuoui ekbs.'xio.'jr:- jtc’i'i/a c.i "• .hi 'ii.-jaaa eiU il 
ew.“/,3 iv'M.O'-.o t "sC, I—.'.: SecotonII . v ; % zs.:'V V r ‘ *.S 

lij'.i':' ViAo:L:rii j.d. v/ . ■ Vin. n: : ’'lyvl’/'d 11 3lt ,3:>-.;Ca ’3d t.i* 

_ W ii , r SECRET ’/.DOCUMENTS, 1, i, 

'*; J to x,,: ... ,,i -Amj-.iU.is 

“Secret " ; wh'enj'hy whom, and 'how •afflxed--.--LX-‘i : — _-l. -"-J — IV 1 — 

General precauti'ohi'ifo ^protect contentslL-iLTil-'Jl-XA.ll-l--tA- ; Ll i I'j-£'j.lii_ , r_'/l_L'lti,l/8 
How prepared iforjitransniisslon;; .by whomjpp i ened.;i.recelpt--Jc irS-rv *j.3§ 
“.Secret,” : r ,when„by..whom,, and, how.conceled 5 

2. “Secret”; when, by whom, and how afifiJted.I-ri-A.i document!!will;,be 
marked “ Secret ” only when the information it contains is of great importance 
and when the safeguarding of that 1 information from actual or potential 
enemies is of prime necessity. The “ Secret ” mark will be placed on a docu- 
ment only by, or by authority of, the 'Secretary of War, the Chief of Staff, a 
chief ojj m arm. ’se rvice, or .bureau, .gg b an officer commanding, a , cops a^ea.j a 
tacticai.division,.or.a higher. tactical unit... Thei “.Secret.” mark.wiii be accom-, i 
banied-by-the- designation- of-dhe'authority f; affixing it,'_br’byxauthdrityiof'.whicK | 
it is'being affixed, ;and will be'dated anif initialed iiy" the 'officer affixingYt;' 1 “ | 
Si'1 3” 1'Geheral'Ci precaution's toi ^protect -oconterits;— -to.-- A" idbcumentxUmarked 
“ Secret/’ . is-'idio the :.x>ersonal information andt'use’bf'the' officer! to Cwhoinxitj is 
officiallyiintrusted: lIHe 'willube personally) responsible, fori -its-isafe custody; and 
ivillx'exerciserevery'pre'cautioir to .prevent unauthorized persons gaining /inf ormal 
n.-H d EV.xirxv' ’ I/.x- ttop i0 -;j ichtj;-. # .. tcG '/ ) ,/ OiiJ “,l KlUOl.lWnU 

* This pamphlet supersedes AR 330-5, December 30, 1926, including C2, March 10, 1933. 
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tion as to its existence, its whereabouts, or its contents. He will disclose in- 
formation as to its existence, its whereabouts, or its contents only to those 

whose duties absolutely require that they have such information ; the number of 
. .'Tl^WMTK&a'Sa.St tjfr, , ., . I 8 J£OTT *• 1 tUMMt .Tl/HA 

such persons will be hmited as much as the necessity .of the 'case permits, and 



the amount of information disclosed will be limited to (that which is absolutely 
essential to the proper executton of r the duties of the persons to whom it is 
given. No person who has info^aVidn^aS'tbHhm-existence, the whereabouts, or 
thecontentsof a secret document will disclose any information whatever rela- 

ii.uu ydOtu) aau aAxoxsruo .*on ** ,« oArcKaai-tivioo ,« ramose 11 

tive thereto, except as prescribed above. ' • 

" CTV'CO' 1 <rnrtf>p-jv « 

6. No document marked “ Seeret ’’"will’ be taken into front line trenches in a 

theater of war, or to any other place-in-whieh there is a similar danger of 

capture by the enemy. . _ . 

X __ _ _ rnrt’njfofi i T 'ToTT r,, '^i 

c. Documents" classed "as'“ Secret'”'"wiirnbt'be" referred 1 to in any ’catalogue 

&rjublicati6if'whicE"is'hbt"itself'mafKed"‘*'Se'cfet!” 001B:>0 ^ "***': 11 

* .... sirornsnoh 1 fettfrofiftrcnr) ? .ill ^ 

^4. How prepared for transmission: by .whom opened; receipt. — a. For 

Of . ... ... 'l_hfCfnrrr/i!» '!uo Innffiio .'/I. 

transmission to another person, whether by mail, messenger, or otherwise, in- 

cludmg messengers passing between the. arms and services and, offices of the 

Wax , Department" of"'between _ different’ offices or the same^ headquarters, the 

__ _ . . _ y f vor r1 fVTn rT °woflfirno'wjjA tj (/ 

sender of ’a document "marked' ““Secret" will inclose it In an inner and an outer 

cover. The inner cover will be a sealed wrapper or envelope addressed in the 
usual way, but plainly marked “ Secret ” in such manner that the notation may 
be most readily seen when the outerZcovefSis removed. The inner cover will 
contain a receipt form which will identify the addressor, the addressee, and the 
document The package thus prepared! wUlftlien be inclosed in an outer cover, 
which 1 ' 1 will be sealed and addressed in the ordinary manner with no notation 
to indicate"tEe?ecYeTha'tu“re"of'tHe~cdntehts; " S eef "pbra'g r a ph" 5.6. 1 11 3 a mar-us.-ii 

edW f So f areas impracticable the innerrr.coyeii rimarkedh “xSecret t ’Vt.WilloheIbpened 
onlyrby the gfflcefft03.who‘mqa.ddfessed;',;c,'W;hen the!dnner4cqverr;isijopened,3,the 
receipt form will be dated andqsigneddbyhthe.freceiving .offlceroandiireturned 
to the sender at the earliest practicable moment. 

5.' “ Secret when, .by whom, ahd'Ybw-canceled. — When a document ceases 
to be secret, its “ Secret ” marking may be canceled by the authority which 
affix ed or authorized it, or’ by higher authority, by writing or stamping "Can- 



celed b y _ - _ or _ Cancel cd_ ; .by^ au t ho rit j* of 



T^(ffle 



authority. which. authorizes..tbe..cancelation) : ;i:ov.eij theto“<Secret”itmark- on 3 the 
top of-the-first-page of-the documentf-andathis cancelationnwiUobeudated and 
initialed'by' the'officer' making’ it. — ’Any^othe? 1 “'Secret' ’ ’ ^marks^omsuch a’ dbeu- 
m’en't'iwill/then:be>strickenrdut. vrod bjxa .r-iorl.v yd , nodvr icrooH “ .{>. 

aoanivi.qicri ssvxz in ti c'ffnnaw SI noHusnolnl oil aothr yido “Sovoog ” nadirm 
UsttaoSoq "in Imtott aiori coiJsfixiuSfP 1 ^ iS Sp sriibifsifsolna odt cedv/ baa 
-irso 5 a no tmala stJ Kitr >iinm ” tn-iood “ odT .Ttteaooon oaiitq lo tZ aaimouo 

b ,»Bia io teido oto ^ 

.r ^ » . Paragraph 

« Confidential ” ; ! w2e% & B£‘wSb^, Tnd^o^'a&iedLmULi 

General preeauttonsttdi pr6teet>'eontents_-.lhUi J.CtUl'i21.1.UdldLLL'.-ld.l"Ldd’2ibJ-rL‘l i JoX,7 
How 'Prepared for itransmisslon ; t>J; j wh()ray>peiH’d ; ^j. 8 

“ Confidential when, .by, .whom, .and.how, canceled — „ . 9 

.•■m- ** Auvuio -JIuj 'jljiUi xiiin yii ’uv/ inti t uuiiuiu gui-ju .<* u 

boGgaiiiConfidential whenilbyiiwhomp andebow, affixe'd.TwA'tdocumentnwilCbe 
mafkedw.“,;Cohfidentiah”J whenii.itbisi ofiiless-i'impof.tanceimndl ofo'less "secret^ a 
naturexthan- one'-requiringdliecmark ofJ&Secret "idbutvwhich must, "nevertheless, 
bevguardedufrom fhostilej dr.sindiscreet- persons. ojExceptainrjtheacaseaofg.printed 
documents of the War Department or of general headquarters in the_fleld,_the 
•Slvl ‘Of dovnri ,P.Q urifialonl ,C2?J ,03 toc’^cc'.CI ,£-023 CJX teldvranq ,cK2 “ 
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mark “Confidential” will be placed oma^document only by a commissioned 
officer and will be„aceompanied.,by_tbe designation , of. the. office which that 
officer holds, if any. 

^7P‘General precautions to protect contents. — Information as to the existence, 
the wliefeahbuts7 df'tfie'<^Yf®(^f’a'documenf marK^'“''<^nfidSf^t?j 1 5 siaibe 
disclose.d .by. a. person, .possessing,, such .information .only. .to., those, whose iduties 
require- that-.they.have-such-information. — Every- -person- to- whom- ^confidential 

information is.intrusted will be personally responsible for. its safe-keeping. „ , 
MU ’121 noDiwim gioor o;r« Btoftnyvi; ‘n; iicii.r uun *:fiuuini — .vuuuiAivf .v*A . 

. 8. ' How, .prepared for .transmission; by whom opened;, receipt. — rDocuments 
Ociinii < ? (jc ywit „ttij. ;o, at*w ‘.ae’fu mot, 1 tia.iriu .ml), •ouof nousan'w. u» 
marked Confidential will be prepared for transmission in the same manner 
ttsunmi: .gvgtt, no mJ/ts-Cimcna *Sw Ram*. iy<* .n tw.. ;«ut 

as prescribed for," Secret documents (par. 4), except that the inner cover, will 
.tutmi. v y*.!i2 Waianon v<» ‘imrtrr-Jrn <;« -Uiajl-i.-nm v,i/y.i«u •* 

contain a receipt, form only when the sender deems,it' necessary, .and that, the 
bb r ircno un* iru -.ttoioforu.-: mv .c,.- 

inner cover may be opened by some responsible person other than the ( person 

addressed when so authorized. . ,, , , 

.tj, ( L J 

9. “ Confidential when, by .whom, and how canceled. 7 ~The ‘‘ Confidential ’* 

~:tu j.*-: V'- d?c>m .Jvixi m 

mark on a document n may f be canceled by. the authority which afiised or author- 
v. ?!4 \ 2 k- JUS* sst*. IWL.y-uwvimi'tuiw n-.w .. . , 

lzed it, or by higher authority, by writing or^ stamping ( , over it Canceled 

by t — ”, or “ Canceled .by authority/, of — ; /t (the authority 

o»^. vi» h'htfuti-yj x’jtvi-.via z 0-;vuni Ajtuv »&.•*.* xr-* nT u,j 

which authorizes the .cancelation), , and this cancelation , will be dated and 

'■ r.i IT i r- rj . \S ,» •5hV t '* . f * *,M to 7»I 

initialed by the 'officer making it. Any .other “ Confidential ” marks on such 

•-•UMi? wi v.iwiM ?:auii«yiu) nmy -iuvv 

a document will then be stricken out. . , 

opu'ivm* vrHwartoq iv vwxti »ni yannffie saotil ,» <n*n> 

ot jail/ etffVfai itdi fn ^ er’i:ri ^rra ban Kivrtt 

•r.oYi adi xfi vWtrxilial) rd */w, ir,i& oboiu vui\ ,«-’icda6 thtH 

I'm ii> r *rrr*7 nn‘T<y. .{•» •* n.>r.*«f‘i •'*. i. 1 Unfit .jo "jm Vo »TO»*t 

u t } °“ FOR OFFICIAL USE ONLY ” DOCUMENTS 

,. Paragraph 

“ For offidal use only ” ; when affixed ; how information treatediE^.-Siulii-lL-UiL 10 

to u «•■«; cKou'j ft^ihaO lB#of , i’t*K>sa sni n't (n> 

^ lO.. ,',* For. official use..onlj^.’?; g’hen, affixed;, how r! lnfprmation treated. — A 

document , will be marked “-Eor official.usei only.” when- it .contains information 
which. is not, to, be communicated, to the.public or^to.dhe, press, but which may 
be communicated s to ^any.jpersonj known ^tOgl^.jn^thej.seryice of the- United 
States whose duties it, concerns, „or„ to, persons *, of, .undoubted loyalty and dis- 
cretion who are ^cooperating. in^Government ' work. v -,Theninformation contained 
in documents marked “ For official use only- t be treated accordingly. 



v*; jo 'C'.Tn n- * *. 

tiXOj -Vi -pT^an 



j r • .*> ?M , 

-.-.iRTOffiTj -.ar 



, -'..Otej 30D; ; «'' R BgTRl6TED :T ’ DbCUMENTS';-‘ , ; i; ; 

u .. i».. ‘ . . Paragraph 

“ Restricted ” documents described ; 11 

.up cp -'ill h- oV„o ttW q'i'i 

11. “ Bestricted ’’.documents described.--;-A : . document. ls ; .marked “Re- 
stricied ’!, when.it contains .information,, regarding, reseapch-.work or the design, 
development,", test, production.ior’use.of. a" unit-, of military- equipment or a com- 
ponent thereof which, it. is-.,desired -to, .-keep secret., -i Such information is con- 
sidered as affecting, the national defense of ,the;,United~States within the mean- 
ing, of the Espionage Act 7U, S^O. 50: 31, 32). The, treatment of -such informa- 
tion and' the affixirig.ahd'cancelation.of the.marking '! Restricted ” are prescribed 
. in. paragraph; 4% j; AR 85^25 fc ,- V i ,j , Sa= 8£ t,-an, 

. . oiid«<i n.t nUrmiDg See ‘Sin 
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-;p ‘ o 7 a ; •iVu.fr , nrTcSHonow traafit mJ ('fur " ;ti ,tr> 

J ''*••• ' MILITARY’ MAPS AND PHOTOGRAPHS 2. 1. 

, . .-/in R t . _.t* r. 

•"!( jj %«, a'"i .~yi-y--Z oS .'jc’.'jj .i."-.'; 1 : Paragraph 

aM«iw«ja _ j: _ 13 

w^im ^i t :»>'!•■» -r .. Kvr 5/, < i .iyii-t; .u . 7 ;’., \r • i‘4 

How- sf-agea-V-JaiL XJ. ..15 

p'?' rv^fi —r**V r '*TJ? rj-y wfj f • , V*-- M ♦"> T «I«T |fi .7 "4 ) • < : r**_}r{ (• rj- {-PPC* il) 

12.' Definition.— Military_''maps r ‘and; photographs are 'those .intended .for .use 

in’ connection 11 with'. the^training* and' operations .bfjfhe, ’forces of 'fhe J jUnited 

States'; the term iiiclffdea' ’'other'! maps ’ and’ photographs 'whicli have, acquired 
h; -.■ ,™ j ;i «•;> t'V't .< * .•■ --.G ruetfur- .>0 ; •jcr.n- -- tc 

a military character by reason of overprints or notations placed upon them. 

“ n 13. Classification.— d. military., maps' and photographs will be’ classified as 

i 6 M? Ci ' ,rm w • ■ ' 0ii <*■-*-*■** V..i 71 V • - : 

(1) Secret <*f. usilw •h'i. -wl.su 

f \tic r ' ** fy *'ri*rf fjr-o rrrpff***’' rvnriVr ? *tr it ~ ■■'"'*1 5 ‘ 

. "ao; In *,the continental. United States,, those illustrating an ap- 

*;o LvxiVs /in’ !*” ;cri- / outaR *•:* xn **& v. > (TV* ; *m *;:!?&•••» • ; " * -- v ’ i 

_ ■ proved" war plan, (including local defense, plans) or any 

'''-J} . — 20 “r ** *io . — — *0 

^ V'/, (,&) In oversea possessions and foreign* territory occupied by .the 

r irc f‘<v}r»fi r„ ! ftjr o*> '>•'.> '"jog. ^ 01 *.u *p»: : r * fi 

“ forces' of .the United" States, those illustrating an, approved 
“'' 3? m 03,1,810 f war r plan'' (iniaudWgdocal defense^ plans')^' or ; any. i>hase 
1 *'■ thereof, those showing the n layout 'of permanent' defense 
works and naval bases, and the adjacent terrain vital to 
their defense, and those that serve to definitely fix the loea- 

„.,tionof_any element of, permanent, defense, works and naval 

' bases' J •* hiW vib-.t Oi *•.'>■•1 - 

OX i . i; w*.vi j 0 . : ' /n.i \7 : * *£t. , si ■. v». r»^ ’* r * “ 

(а) In the con tlnental_ United States, those showing layout ..of 

A ’.nr. .. permanent^ defense"’ works, ‘and "naval bases r and' the ad- 

isfihr,;i. 70 l'.’i i’''njijijaceht r derfain l ;vitai : to r their7dSense, and tiiose that' sefye 
Xizx i.Slh"t ind (t'fo'l definitely fix fhe r location W^any^eiement'bf r ^rinah ! ent 
heli:.'’.! c'Sl ..a •* ^-laeferise’ worl£s- ! and. naval' bases^ f ex^pt^that’wheri' the^'conb 

6-pieVe’*ifia P p‘df W'd^en^'ajc^^onsists' of more 'than ‘one’ sheet' 
..'...l o-f.'...)'!. .T*tfti07.Qgiy5th t ose’ : kK'eets"sfib^ng ,5 d e feiise’' .elements need^be claSsi-. 
•'i.‘Uf T »hv">5n fled !i as' conSddntial/ 0 *-■' '• 1 sin?!--.- >•! -■ 

(б) In oversea possessions and foreign territory occupied by the 

forces of the United 1 ^States, those not classified as secret, 

showing layout,, of radio- stations,,, aviation centers, supply 
. ifrTCulP.itt/U'J - yiii-ixnwAuSa 
. £ bases, arsenals, proving grounds, or of any area vital to 

;x defense. hSLirMej aSns-tnf.ol. '* Sitsius-l'l 

(8) For official wse only. . _ . 

-® J * '* hr,iifir^ 0 )6l^ir^t-^^tin®taU'United States^ t£ose 's%<?Wji^ttyou{;;pf 
adi "o jf-soxjf a ii£ 5 c s^'n<ms;-^£tapply. x 'tiSa8^^ *k‘rseif aisi.’I’fmd the '’adjacent 'teiv 
*• W!, * w isn W , WraiTvitai , ’td < their ; defense, 11 

-rev ti freer-.'! . .o trigger classified^ _ which 0 from "their ‘ nature 1 ’’ are 'not ' suit'able ! 

si 1 niifc.iv/ j for -pubiic-release; 0 ^ 1,1 

-i.'.r. , . -.Um. «i-».(-5) » In‘ oversea 0 possessions^ and foreign ^territory, 'occupied by ' tiie* 
*> forces-of the United States,’ ail’. topographic maps and/photo- 
graphs not otherwise classified;' which;’ from' their nature, 
are not suitable for public release. 



AR; 33(fe5. 





SECRET, CONFIDENTIAL, ETC. 

( 



ResponsibiIityaffor,cthei classification gof imilitaryj r maps and photographs? 
restsjion the .fo llowing-^authprities; butf|may,,be,. delegated, within; .their 'dlsererj 
tion to appropriate subordinatejjageneies,:... ■;.> j ,■ ■. . : ;p oi v.-n'i Jnfit 

si }of(li).;-The;;Mar.cPepartment forr/maps and photographsAnotLclassifiedxas 
-ilm;0‘* ,''f<jprescribed-.in;i(2)iibelow.n) -.joi'sht 3a see ft.ifil mom rijiw lr:A?r.m 
lij;.,: ^i(2),jCorpsj!areafcand' [similar?;,territorial ■ oommandersiLiand-. ^commanding. 

.bnvx-j :do generalsaofj expeditionary cf orces. .andfiforeign garrisonsi;when;,not) 
Q .i j r-rr qk, organizedyasi territorial. departments; for-areas'jwithin, their, icontroL 
Fi.cjjMilitary imapsjand'photographs.no.w. on?filejwill bej reclassified, when taken. 
from'.ithe,files;forause..c ofij co nwob IIov/ s'! b limfi-i il avcqrii 

ird.qTheeprecautionsnprescribed’.in these regulations-ijwill: be taken;: withrmaps, 
and photographs which have not been reclassified but which. !are.-known ;to,he) 
‘■^Secret jj;— Confidential ”r,'or;“jFor;-.Offlcial,.Use. Gnly.”j'jh •%, IL-r.'yrpf oi .Jta 
r( 14. jReportSi^rGlassiflcationsand.-reclassificatiqn’.of (military, ;maps iand:?photo^ 
graphs >)Wililbe;. reported, ^when. ; made, ..to '_the,iWariDepartment: mThese; reports) 



will coverofull .title and.legend of Rhe..material elassified.vilu'ie'iuoD nJ pxUracug 
-ill-5. rHowi issued.— Secret -andxiConfidential;.maps and t photographs?.;will';3be 
issued only; uponriwrittencreceipt.oiwhich’rwill describe .they subject matter, with 
sufficient, clearness,. to fully 'insure: identifications Annually, ontorj aboutjJanu^ 
ary,;l;;!issuing officers.jwifi- require renewaloof'-such' receiptsi orothe returnnof. 



the maps or photographs involved, /jiivjdJi.r.i) 

0 — — i.t's-t-i-c) 4i.tf.oo5 .o 

Section VII 

MISCELLANEOUS PROVISIONS^ J ' Tfl 
.iTUHTiJ A UAan'JGtE Paragraph 

How transmitted ; to whom delivered 16 



Facts ,as toj character thereof to be communicated with Information. 
Documents’ requiring to be marked “ Secret ” or “ Confidential 
One classifying mark only, If more used 

: v - - yr 

Marking ; use of stamp 



fiKToov. 

SN f ~A~r7~~ 



17 

-.18 

10 

20 



Safeguarding. documents distributed outside the Army 21 



Report of loss or subjection to compromise ^ ^ ^ ^ 22 



16. How, transmitted; to whom delivered. — Documents containing secret 
matter to be transmitted by' mail-will, be registered. Documents containing 
confidential; .'-matter will be registered when the circumstances warrant it 
. When ' documents containing secret or confidential matter are ^transmitted by 
7.i;hand^tfee 1 'transmission : will be intrusted ’ to an officer whenever; practicable ; 
^'otherwise particular care will be exercised that the messenger, is'. trustworthy. 

>v Ril'^y-V case such documents will.be.deliyeifed’Jn^person to the 1 officer to whom 
addressed or to some, responsible person-'desigfiated^by him- to’ receive themrPf 
' ';i-72 Facts as to character thereof to he commuhicated with information.— 

A person who communicates information concerning, or contained in, a' docu- 
ment marked “Secret”, “ Confidential For- official use only”, or “Re- 
stricted ”, will at the same time inform the person or persons to whom he 
communicates the information that is “Secret-” or “Confidential” or “ For 
official use only ” or “ Restricted ” as the case may be. 

18. Documents requiring to be marked “ Secret ” or “ Confidential.” — 
Any person* in the military service who initiates' or comes into possession of a 
document which in his judgment should- be marked “ Secret ” or “ Confidential ” 
will take immediate steps to forward it to the authority competent so to mark / 
it, following the same procedure for transmission as ds prescribed in paragraphs 






:sk,t:33o=5 
18 - 22 ' 

: A 4 12 72 07 



DOCUMENTS' .^•1-- 



other'd Government .agencies bearing imarks by -those Jagfeiiclfegf (which: indicate' 
that they are to any degree secret or confidential, j a a b-ex 
19:’'0ne:' classifying' .mark only/. f if «mbre used.— A’^document wUl'- not be 
marked with more than one of the four classifying imarks— ‘‘-'Secret ”, “ Confi- 
dentia!' Fo’r-'-'officiala use-' only”’,' 'orld -'Restricted ” ;l-but^'should' - it,( 'through 

error, bei SOMnarked; the-.mdst ; :restrictive 'classification 1 useddwiUibe observed. 
■i , 20.'-MarMng;i : use , : , of:Cstajnp.—The('secfet’'‘'or"'confidential l '-stamp will be 
placed both' at the top:and' tlieibo’ttom ofceach- page 'of' 'all' (secret- (or confidential 
papers. It should be stamped well down on the page and%'lntfsbchf>a tnSanneft 
that -the 1 'marking willb'not’ be 1 hidden from view-wheh i the c sheetsJare clipped 
together or hound. no"'>! i:.«f !««.•'>. r«; : on wen '.-'J/r ahustS'do.Cc i/.tii 

21. Safeguarding documents distributed'’ outside ’.the -Army!— Secret or 1 
confidential ('documents 1 (which/; 1 by;i'dheiri(naturep>’inightcrequirel distribution 
outside' the’ 'Army- iwilhcontaim suitable instructions for.their';custocly "andosafe -3 
guarding in eonformityhvith'the -'requirements of the Army -Regulations.''):.) U’lw 
c (’22: l "Rep6rt~of floss br' subjection 'to.' comproinise.'.^Any-- person'. indtlie mili- 
tary service knowing'of the loss 'or< subjection! to ’.compromisecofi aVsecretJor 
confidential) document- wilb.promptly - report, that-ifact'*' to the. ‘custodian of-ithei 
document; who (will! immediately! report the -losscor compromise tot the issuing, 
authority. /w+loisi ; dOi!<{ ao vi’jtp mil 

, — l [A. O. 400.114 (5-14-34).] 

twr, 

/ Br obder of tub Secbetaky.of. Was . _ ...... . 

( tccr-awn? DOUGLAS MaoARTHUR, 

1 hi .... - j tintrv/ ,i ; ’.General;'.; wolT 

I U ...at'Cr-cvd :I f'-':'- bL-.'i-:.-. j 'm-H'-.* ViCKief of Staff!** 

I ^^OwFinrAT' •' “ r *o “ ‘Wi-s. *’ L> !•»::.» *.r* ?•?». op^'i yimmCT 

1 a: JAMBS F.^McKIJNLBT, _ !:• ?*•» isrn-VK 

I Major General, i:A i-ii; ■ . •' > - r - i.viH'.e'.e r: 1 3 in r >>.(5 ’kS 

l 5 .. The Adjutant General. ' t -.s c.'U~-. l *n «> r.s.>» .0 

| 23 » -,'Na yy do oument s , »» A 1 lcT.e quests for Navy secret 

and confi^enti'alidoc^ents'-'yriill be submitted.. to The 
Adjutant ' General^ ; Secret' and conf.identi-al documents 
^jlJ'pther^, departments, when in possession of 'Army y. 
^actiifi tie’s, will b^>tshfeguardod with the 'same'-c&e, a/s 
ipjipny secret and^bbnf.i'dbntial documents, '-j 

-(A. Go - 312 ,li v ;^ 4 -| 0 - 35 ).) ’< ' ' ''' a' - 
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” “SECRET”, “CONFIDENTIAL”., AND “RESTRICTED” 

c.:!”' to '" : > to "W ri {: /Inf m! -g»V 

-r. : a; •? g.: >_• m*; >.- 'j.- :.•.«£ TfAUft ft«I '-It hi 'si'.- -Raragraph's 

;SBCTioN.,-. } I, r . Definitions^ 

II. Classification and marking of documents, -rexeept* military*, j-j , x - 
J.Iii.v n .maps, and. photograplis^-i^iv^^s-i-v^-^.^s-.-tiiy-s-v®'' fell 
To ;IiIIv C Classification; jand , / marking; .... of >, military, 1 maps^.and > 
sc ' 7" -g/Photographs 12-45 

^ t TjJX,: 'Safegnarding-dpcumentsrand. registered; pubHcatipnafej.^-4 . 46-26 

A -t oi?cnV.r Transmittingo:^ocumentsii-___ii;_-^i-^^__Mvv---v^-fe-4-~:-.-27 r r32 

-fw.v ~E -atj jo 

•jo togoL' :: _o •; 

.vi^orjl.) j . i*il; 

:ov .'.it ,rr; , 0 : 



•if, go: 



"fr. 1 1*" i # f* . ■> od ?«;•// 

vi'i.ii-Ji vI ; to g'.',';'. 

•>■•'0 70 v/mS > 

nolle Uj iv£rt<':«ai: 2 ; 

„ ;..,n V ■ 

" r . ' - Paragraph 

i-,-'Tfc-7~Xflh 1 



•«.• ,yjr.-reo ,!i;w if,: 

Section"'! ■'** ‘ ;l *•? 

.0 TO >11: Otfe’ MS J‘ fe Ifl'-bfiflUtfl- . J Sill 

!:; *•>! lion ;Itm 'DEFINITIONS'' vlfc-Hfe 0-< 

\ '.-.f'.'I'i" , •:<!} So • j:o» '■ 4j 7 /! b*!it:r»>if«'»" c a\7 

.“Document”, [defined .1, ij.__j_i.___4 , . 

■ ‘Ee^'stVred I pubiicatidn’ , *deflnel3'-_----_I — 11-1: ll.-to-l-Hl 1 S_1*_.. 1 2 

“Short title” defined ' . u 3 

Oil tit'. " J A. — I't.Tri0.t VjCrt S*rt<> ■•i-.r 1 "i -l*' .0 

1.. “Document”, defined. — In these regulations the word “document”, will be 

.l"V i* i l j ' I’., . "iiSii . fe i.t. \ Vi— I -C.ii J I*!’ jL. - •' >' ' 

understood to ^apply to printed, mimeographed,, typed, r photostated, and .written 

fVij.ts-iVJU Jiil'fe . — i.t - 4 • • . * » .-Jl. • . * Vl,c. civ'. 1 - .J.-v- .' " 

.matter, -and to, maps, drawings, .sketches, notes, ..blueprints* photographs,. photp- 
g^aphie img^s;:^.iiipilar matter.^,; rlCv’p 

,8. “Be^i^ered- ^ub.Ucajti^a”, detoed.^A, 1 f‘iegtetereji publication” is a docu- 
ment each .copy,, of which, ..because. of, its .nature or ^classification,- is assigned* a 
register number by. which it will.be accounted for, at periodic, intervals >to -the 
Iii'PPer .pffice^ of^record. . , . . ^ s , n - ;1 ;.,.p 

" 3. “Short . title’.' defined.— A . ‘‘short- title” ,is-. a title ..which is, applied to a 
document for.- purposes of .security .and. brevity,. ., It should, give no. -indication 
offthe^nature, ^contents, pr,classification ; as to .secrecy. Ipf .the )dpcument.”r ; It,may 
consist of figures, letters, words, or combinations thereof, but must, include, an 
.abbreviated. ^designation of. the office .of„origin.,;.A.new,.or revised edition. of -an 
old publication .should be assigned a new .“short title.” . , 

,”t3-iaj8“ hi"!]':: o.' hii-o w tt A'-lfer if iPL-iawh h ? - 

•;iL to if SnrTKii cd .. : i«iuaa w.uj Hfrr >h> ju ‘ \-o Adiu .'hfim-’I - 

CLASSIFICATION .-AND “MARKING'" OF DOCUMENTS? EXCEPT^%nLiTARY 
; gur.'v:',; . : in: f‘.MAPS AND : PHOTOGRAPHS 1 ' ' r : ' * cn 

ili.f-.-n>''. -'VO ill to.: tol %/. iV C-to ■ .. .:'-M «T 'fi ^Paragraph 

‘‘Secret” ; n when,_by whom, and rhow r affixed, ^ ^ 5 

“Confidential” ; 'when, ' by whom'“ and How affixed—! 1 llll 6 

“Restricte'd”; when "and : by whom a ffi x ed -----L-'j i i: _ i _ i l_i i'L’J. _ * ‘ jJ i 

^Responsibility ;!f or rmarking ‘ documents * ^“Secret” *1 “Confidential”,^ > or -“Restricted”--^ 8 

One classifying mark only.; if more used___- J_ _ v- fe- - fe- 1 ^ r--- ii./ / 9 

Marking,;.,. use. of stamp--- l or 10 

^Reclassification 1 ;' when, by wliom, and how accomplished __ 1 !T— 1 TS- 11 

» :.i m > r, “m.- ; . ur »! > .»v • * • • •• !•' -CO _ itt'. j 

- *This pamphlet : supersedes 'AR- < 330-5 j f February <^11, l; 1936, 'including’ C 1^ July 15, 1937;^ 
14841° — 37 
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DOCUMENTS 



4. General. — Documents which require classification under the provisions of 
these regulations' will be prepared so that the least- restrictive classification 
consisfenlr wMi‘‘tlie proper*fea T feguarding r of ^the.conterits may be^aissigned. In- 
sofar as practicable, the contents 1 of-'documents'-classified as secret, confidential, 
or restricted will contain only subject matter appropriate to such classification. 

?,; r*' f s' r r ,rN ~ • v’.jtt - \ » ; r vi ,r ,' T rr -Y / ; r - _ n -<■ n 

Subject matter 'in”amplificatio'n 'thereof ' that permits of ’a' lower classification 
may be incorporated in separate documents... The probable distribution should 
ib'e .^considered in the preparation of a document which may require classifica- 
tion. -The-classification-and-marking-of- documents- wilb'be- ‘in -accordance 1 with 
paragfapbs'j5 1 6!fiand>7: atl,, ‘ 1 «' : '’‘ ,I) " ia hint noitnviJ^jsi*.) .I T 

If5i- “Secret 1 ’ ;-when, -by whom, and-how, ^affixed':4-!A! ! document will be classi- 
fied andBmariied 1 “Secfet--' I 'only: wfi'eri' l theiinfbrmatibn‘dt‘*cdht;ains t 5s 0 f guc j 1 
‘rTature-that-its-disclosure— might -endanger- the national ' security, or cause 
•fi^^ns-tojti^»tb’ithe'!iatereSfs ; '6V- ) 6rlsaige'lofi’ ! 'tKe -{ NaMo^jiii?inaiVidiuil, or any 
governmental— activity-, --or- - be-of -great' ! 'tolvWta%eSito- i k ut fbreign^ nation. A 
document will be Classified as “Secret” only by or by authority of the Secre- 
tary, of War, the Chief of Staff, a chieifof an arm, service, or bureau, a general 
V>fficSr ;or . an officer acting in his stead,, the commanding officer of a depot or 
exempted station, the commandant of a service school, or a military attache. 
When a document is so classified, >the“‘Secret’G'inark will be placed on the front 
ipage.vthereof and will be accompanied by the designation of the authority 
^affixing -it; -or-of- the- authority by which' it is being -affixed: ancl .will 1 Tie 1 'dated 

» __ .i-jdi'-Hj ' u»i!SV>j>dij<T rircMyu! 

Jand'initialed by the officer affixing it. ... ...horni-iii "-mil ii-aW" 

6. “Confidential”; when, by whom, and how affixed..— A (l document. will be 
^LafeertSiecf'^Sicf'' -3m£arlcfeci > “Confidential” 'when the 1, information it‘ 9 contains is’ of 

tv*** >■' nit 'iUv r.or't t r v x i't ! ui^iwir i f n ^ ( rr* i r. o-| i r il> rT Tf 

'such^nature that its disclosure, although hot endangering the national security, 
migtit b^ , ‘lpreJndl'ciSl i 'to u t6e , intei^§is f W'‘^s£ige , of'p[e , M|itio^ u atf;in&vi^ujai;‘or 
any governmental activity, or be of advantage 'to 'a^fpreigri^naiioh/ 1 ^’docu- 
ment will be^classifieS ’The 

: “dbffld^tiai”-'miir&’ , /^U : 'ffe''iil/<^'bh' the 'front'page.of ftfie ‘(locument. IJ 1 “*” ru 
-'^7. 0 “E ! estricted”; '’when 'and by’ whom affixed.— A’ "document 'will. 1 be ’clliSsi- 
fied and marked “Restricted” when the information it contains'is’fo^pfficial 
-use 1 only^or of such Mature that its ) disclosure ‘ slioul S 1 be limited “.for 'reasons 
’of 1 'administrative- privacy, : or should* be' denied the 'general' public. ( *Thfe Xj “Re- 
stricted” - mafS; r -will 3 ‘be placecT’on 'a' document ‘ only ' by authority ' of 1 a" couimis- 
’sion&d ^ officer - ;ff 1 rJ<! .’fcwwrfl 8noW£»rW«</-> •-<; d nril io • Gnoa 

a ' ; 8. 11 ‘Responsibility 1 f br v 'marking - documents '-‘‘Secret”) 1 “G(infi'de'ntiai”', l )'or 
“Restricted.” — Any person' 1 in tBe i miiitary , 'service''wb6‘ initiates’ or ’comes into 
possession of a document which in his .judgment should be marked “Secret”, 
“Confidential”, or “Restricted” will take immediate steps to forward it to the 
autoority I; competentj so-jto ? mark;(it? followings the’ -same/ procedure: for-: trans- 
mission as is prescribed for, the^transmission ;of :i documents already bearing 
jSUchp, marking. This applies also to documents originating in governmental 

agencies, other, than -the.-Wai'-Depar-tment. iovirS) 

“ 9.- One-classifying- mark -only ; ; if ’ more, 1 ’' used.— !k ' documeiit jwili not ‘.'be 
marked with more than one of the_ three,, classifying marks—‘‘.Secret’.’, jGonfi- 
identiai”, ■ -.or, j“Restr icted ’I’^ibuto should' rit- through., error -be.rso (-marked)" the r mo'st 
(restrictive, classification -used will-be observed'.' ““''“I 1 «'"■'*-' >’ »-f " ’ 

IO: -Marking; use ~of stamp.— Except' in*the'case"df ’printed documents of' the 

rr _ 1 -‘Oli V.l ‘ . ,. -i. 

War Department or of general headquarters in the field, in addition to .the 
marks required by, paragraphs; 5, : §, w a.n.d.«X c theot‘Sec.refij,- 0 “Cqnfidential;!; or ;“Re- 

2 " Te ^ ii:U ~ 
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stricted”' stamp , will be-placed -both- at jthe.rtop rand' at the bottom of each page 
of i 'all' ■ secret,.- confidential,’, or, ; restricted : ipapers.rij'It , should be stamped well 
down on the page and in ‘such. a-, manner that lthe-;marking ■, will not be hidden 
from view .when the sheets::are clipped together’ or, (bound. ,"_j' /:,V -W (”} 

' -1 1. .(Reclassification;! rwhenj:. by 'whom, land-.-liow- accomplished. — When a 
document ceases'to : be- secret,’ ".confidential, lor/ restricted; [its. classification may be 
canceled by, the, authority .-which (affixed or. authorized it, or -by higher authority, 

byi writing or -stamping; “Canceled’ by: ■ . - G — z’h or (“Canceled by authority of 

* . :i - i ( the authority .which' authorizes, "the cancelation), over the mark 
on the top of the first page of the document,,; and this,, cancelation will be 
dated.'.and'-initialed'ibyitherpfficer makings ita .rAny other, classifying marks on 
suchja .'document -will- then/be'.Istricken 1 . out. q'tTf'a’ dess .restrictive classification 
is to, belgiven.snch-jaf document, ■rtherpro.yi'sions' 4 of paragraphs 6, 7, and 10 will 
be followed. . .ev: ol'd’-C ■>< *1 *l!- ; 5 >« . 

't/l.i.'r >jp o' trie, y .‘ : U,o Section TIF-in'c t.fij, f'1 rJVi'H- .«i 

• 'c+R’S'f r > .(“wiifoiilun “ri’v -*[;’>'■ - >r:t -n . •- 

CLASSIFICATION AND MARKING OF MILITARY MAPS .AND PHOTO-, 

r GRAPHS, J ; ' io! 

re V',ri>;:.,q?q -icr, (tti. fitw -mi' .htamlc- *. ' o ■ 1 u> . 



....... , . llO. . , , r , ,,,. , . . 

re V',ri>;:.,q?q -icr, itn. fitw -mi' .htamlc- *. ' a -I i « > 

• ■ ■ Paragraph 

Definition , — 1- — , — 'J. 12 

How issued- _ - .- 7",” ; ; . ; , 7 . '<7 ; 'Ida. .' . ■ ..,U’'7qqe 

p.-lS.t Definition;— Militaryymaps. and ’photographs 4 are thosexintendedjfor .use 
in connection with the training and operations of the forces ' of ’theiiiUnited 
States athe (term. includes other maps andiphotographs -which' ihave acquired. a 
mUitaryvcharacter by-reason of'pverprintstpr notations placed upon.them-.[ iiM 
13. Classification. — a. Military maps .andiphotographs; will-be. classified and 
marked'-as (follows;: , a p; ,; 47 ,:i'v ,0 .,p I?fW7 ortr n. 

. . , (1) Secret. . .- ■ -Y‘ .’".'I-i u/c nn' 1 ;.’:'/.' -it > 

-err i<r j>,-{u .-<(»)■ In-ithe .continental ^United fsStates; i.those.inustratipgsan^ap- 
lAiii.fn vt»uT .teP_^ysd c ; 5 ? a i'hP^auii('ih.eluding;t.local,<,defenseqplans) s.or/defense 
cu -> 14 * t project-;; or) ;any,;-phase, , thereof /uiy'd .-*»?) l‘;;l ’xqyr-i HU? 

(6) In o.versea possessions ■andxfq^eigndterritory., occupied! by; the 
r I r;j -.t.-j; -;,,; t 4 Ji 7 > -forees i of-,the:ynited States, Mthqse..;illustratiiig. : an l --,approyed 
.'yzn ; ,y-j-;'j juiwar-jplan, (including/lopal defence plaus-), 70 r ; ,defensecprojecti 
lo rriy’-'i .i!( aior-.any phase, -thereof;., tfiose; : shqwing theGay, out ipf -.permanent 
defense, works and naval xbas.es-i 1 and( i the; ) adjacent, --terrain 
vital to their defense, and those that serve to fix definitely 
the location of any .element of permanent defense works and 
naval bases. 

<l/:K BTCG-CTIGOa GViiCl! IA tj DM'-l/d: 

it - - tj-'I («). In the continental United States, those showing layout of 

a,; permanent .defense, .works,, and .naval-bases/andvtheradjacent 

71 -. ••terrain-vitaf’to'theif defense’ 'a~nd "those',’ tBat'-.serve'-’to'-fix 

ti definitely’ ’’ the" location* of ,' ’.any element ‘of 'perm'a'nen't ’ ‘defence 

r< works and naval .bases,, except , .that; whemthei Completej^ap 

Jt , . of-.a. -defense ;rarea r ttconsists tof / more ’thanNone rshfeetaonly 

-*' - — - those-sheets-showing- defense- elements 1 iieea :r tie’ classifi'e'd"as 

82 .. : . . . „ . ... ...'--■■aCf A. -tjt G-idJ jo ialnci-jjalo rjaaaus-x'ti s-x'b--. ’tni- u t A 

, . confidential. , . , r . , . ... 

S 2 (6).... In. oversea, possessions and .-foreign i territory occup.ied. l by, ; .the 

a:;. - forces -of. .the United. States, -those -not-classified- as (Secret? 
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*'• .Tnilfshowing layout ' of military-^aM* rriaval radio'-stations,- air. 
. '■■ir. irU ' bases? 1 airdromes, ’air depots; , supply,. bases, . 'arsenals, .proving' 

fii'.i •' • . f i.i !.u - grounds,' or'of. any area-vital ,tb' defense. 1 '; •. : ■< • . >■ 

(3) Restricted. .(Formerly “For official' use' only.”) • ru; 

“ ('o) iln' the. continental ..United “States, - thosef'Sho-wing: -layout -of 

•Jo :x '•'■- military and naval .radioustations, -air bases,' airdromes, air. 

,V'iiod.,-. • depots, -supply (bases,; arsenals/vand ! the ; adjacent (.terrain. 

l.i Vital-' to 'tlieir -defense,- including .photographs--; not 'otherwise' 

.-•'.' ;.s .1 j classified,, which,- from ; ’their -! nature are not ! suitable -for 

Z‘t j • i -.'.public release. ‘..’.inrcU V.i • ! ■ ••-. c.f •>,; to 

. ..iJi.ii.i ?;•.!( ®)! In ! oversea possessions i and foreign- territory occupied by. ’the 
.‘it > '.'.U-.'forces'-of ithe'United Stated; Jail; topographic maps'aud pliotor 
*;i' -V cgraphs'jnot .otherwise, classified, '-'which, from their hatnfe’>are' 

not suitable for public release. 

b. Responsibility for the classification;' of military maps and photographs 
rests ,on the .following authorities,, but may.! be .delegated within .their discre- 
tion to appropriate subordinate agencies : Xrl" ■ --.-1 

(1) The War Department, for' maps and photographs not classified as 
< t prescribed in (2) below. .' .... _ •; 

ft _..(2) Corps area commanders, and commanding generals. of. expeditionary 

.... forces- and-foreign- garrisons when-not organized as territorial 

' ; "' 'departments; for areas within' their control; “' 1 

'-c. Military limps arid photographs- now ’bn' file will !be -reclassified! when taken 
from 1 the files for- use. ' Snw • ■ W.n^i fi.cr •' • 

« d.’-The precautions prescribed' ‘in' ’these regulations will'be 1 taken witlrimaps 
and photographs which have' not been reclassified ’but which- are’ known' -to ’be 
“Secret”;. '“Confidential”^ or'- “Restricted.” i - 1 : *.F ,S. P 

e. The provisions of paragraphs 8, 9, 10, and 11 will apply in Marking land 
classifying maps and photographs. ■ .1) 

• -V14H Reports.— ’Classification -and “reclassification of military maps and photo- 
graphs’ will ! be reported, --when 'made, '’to' the War Department. These reports 
will cover full title and legend' Of’ the material 'classified; 'A short title may be 
added'for 'cohvenie'nce' : in'Turthef;accounting. ; '''r ■ “■» , ;ovo i <<>) 
j '-15: • How; issued.— “Secret—and -“Confidential”' maps^and' photographs will be 
issued ‘.only ’upon -written receipt! • Semiannually ,* orior“ about January 1 and 
June' 30,- issuing 'officers wiil- require- 1 renewal ‘of '-'such ’receipts or the return of 
.the maps" or'photographs involved. r 1 *» >T,'i 
vj •'.! st cvic-'i v.Mli o'.v'J'i «cii oim UstU .'■! l.r'i •' 

hfu ’/ii'.uVjj'. Jbwoi&titifj: j" ’ SECTioNilV So mil 

SAFEGUARDING DOCUMENTS AND REGISTERED,. PUBLICATIONS 

*.:»u in; ioll' L.u;-i'fom, I;) Paragraph 

General * instru c?tions_ «.* * ii-_ a _ i !■ _ L’l iai'l-JV-L* ; 16 

Registered publicati onsj j.designa tion^and,', safeguarding^ i f 4 17 

Safeguarding contents,, of ‘‘Secret” documents; ________ _____L 18 

Safeguarding contents "of ‘‘Confidential” ’documents _J '^1 _ll‘. v 19 

Safeguarding 1 contents' of "“Restricted” : 'documentsi^I;i Li £_Vj£ 20 

Safeguarding contents t.’of other, offi cial!icomm uni cati ons lu ^ a_ L* 21 

Safeguarding^ technical- secret s__ _ - - - _ - - -- -.u - : y - -4 22 

Safeguarding documents distributed outside the Army 23 

-v j * ’ .till • "* 

Navy documents 24 

Report ^ of- loss* or’ subjection* to'-compromise U I _L_ J _ 25 

Reports of; deStruction_lA__A ml - — ^ ’ 26 
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. 1.6 General . instructions. — -u. “Secret” and, .“Confidential ’ .documents will 
habitually. ;be v kept . im.locked.safes :or other, -suitable, locked containers when, not 
required for.<jmme.diate,use... ; ;The. most secure storage.;space . available,, which 
should be ;at,least'{a.-,three-combination >safe, -willtbe.mssigned. to; the? storage iOfr 
secret ,an_d:.confidential- codes, .ciphers, .war- plans, ’(defense, projects?, arid other, 
registered publications. -iDfls nr. x, t;o xru ■ Jc’m 'K- .. .i.;0u 

r, 6 Jnformation ,which' r would .if (reduced to writing “cause 'the, resulting, docu- 
ment toVbe tclassified' > as l“Secret”j “Confidential,”, or !‘Restricted’Uwill be ? afe- 
guarded’with tlie same care ms .is herein; prescribed, for. documents. so. classified. 
Lno information as tolthe contents; of;, “Secret” -dbcuments,will be .revealed: 

inmny.iotheridocument which is.not itself marked;.“Secret.’'’ No mformatmn of 

at confidential' or: restricted nature -contained -in ^/Confidential . ,.or Restricted , 
documents (will. 'bri. fev.ealedrin any other .‘document! which, is not Jin itself marked 
with the: same’ or, a:ihigfier„'classification. ...Routine? correspondence,, receipts, 
returns, '.arid , reports /of possession,: transfer; or -destruction meed mot be- classi- 
fled.if reference ' therein', to ' “ Secret,” -‘.‘Confidential,'' of ‘.‘Restricted-, documents 
be. made «by file ’number ’.'or, shorti.title only,-,.with' no -iindication .of "the subject 
fnatter ' or • nature of. the; classificatiori.: ri ) i-iulmie *'• ••”•'*• . 

Whenlai p'ersom ih.the.:military.. service app'earsTbeforev Gongressv.or a con- 
gre^sioriab ’committee and' is,required..fo ; give (testimony I on ‘subjectslwhichhe 
knows- to be secret orr confidential, -rhe.'Wilh respectf ullyurequest - that his state, 
ments be taken in executive session! .only, mridethaUtbey do not appear un; the 

Congressional'. 'Record oriother document operi'to ‘public-inspection.- m.' -■ . 

cie .’iA'personvwho -.communicates informatiomiof oa^secret, , confidential, , or rer. 
stricted nature will at ithe .same •timel.emphasiz'e.to the person -or. persons- to 
whom • be'- • communicates -therinformati'on .that' itiisibSecret’lu/Uonfidentia , or 
.‘.‘Restricted!’-, '• as : the : case' -may be,': arid assure'.:himself,::iU.necessary,'Jtbat ; such 

person- or pefsons.are Unformed thatito- reveal-.secret-,i confidential, or, restricted 
matter >pertaihingdto'.tiie tnational defense, .is .a , violation of vtheHEspionage ’Act 

jU: . Si:.C..'50,::31? 32 ; ,secs. 2181? 2182, ; -M. L., 
1929) x:J i^siriniL'txn’-'.w •»«<.<■ /•; ■rjri.r.viq erB cl — >• - ' ■] 

to f : iCier icaRwork ’ on,' secret .and .confidential.'matter .will'.be performed only .by 
exceptionally-, trustworthy .clerks;.. preliminary drafts?! carbon sheets, .mnd work 
•sheets .'will beidestfoyedo Stenbgfaphic. notes .wilh.be destroyed' dr placed.under 

lock-and'-keyT. .-iiU W-t* ■■ 

bub uAn!! officer will'. mpori’ change, of- station lorri, severance “from, the-, military 

service', return to the source from which received or otherwise properiyraceount 

foraalb i‘Secret!’i'and''.“Gonfide n tial” documefitsTssuedfito him. - 

!b>ft • -Messages 1 'in < secret '■ ora 'confidential codes enciphers .will be handled,- and 
safeguarded as prescribed in the instructions pertaininguto -such codes < apd 

c'ipfiers, y, ari'diinTa' CCO rd a n' C e'-’with'A'R'i335i5:c!3“ *« 

vl.17- yRegistefed' 1 - publications; designation anda safeguarding.^®. .The chief- 
of “arm' "service, ‘-or biifeaubor btlier- officer authbrized .to'Jorigmate'.and.issue 
“Secret”’ documents', will ''designate a r s - a? ‘-‘‘Registefed' publication, every. Secret., 
docunient;' except- correspondencerarid 'coriimuriicatibns,' issued “by him, -rand .will 
cause ”a ; semiannual’ accounting - for ! all* copies of ■ 'Such .registered .publications -to 
be" riia'de'S'to'ihim f or - toUo'ther ..designated-, office.'of-'-’record.'i, cThe- designation 
“Registered publication” may also be applied to “Confidential” documents in 
such “cases as’th'e-ofiginatbr'may determine aslnecessary’for. the public welfare. 
■nih <Every3copy f bf'a> “Registered publibatiori”* will' have' assigned' to- it a’-regis- 
ter number, by ■Jyhicli Tt 1 will be 1 accbuntedsf oriat* regular intervals •to-the'> proper 

5 
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i office sof.treeord. ’The". classification, the: register-number, '"the- short- title, Cthe 

J office'i'of; .record" to'. which returns). will > be madeVmstructlorisk'covering' the re-' 

| turns' for J its' accounting,; and. instructions! for-- its -ultimafeit disposal ! witti.be' 

placed'-on: the; title; sheet. ior; inside .front; covert of: every!)suchi ; t, Registered 'pubs 
| . lication” ; ; if tKis lis;; impracticable, •irthe,;irequired 'data - , will h&eebmpany .• the’ 

i registered publication on .a separate sheet ■ • .-•ti'i-.’ql ?«•'..< fid-wi-v-V;* 

I -he.* 'Every .recipient, of ; '“Registered ■pubHcatftms’.V: 'wilK'keep rat '.allr times', a 

i complete ‘inventory: of .all “Registere'dcpublications”. ‘innhis, charge.vJHe ..will/ 

on ; June!' 30. and -December' 31 :o'f . each,, year;:iinake,;'or«. cause, to-.be .made jbyr the 
custodian ‘designated by. bim'anr accurate' return; to I the' properiofficesLbfcfecord 
of all" “‘Registered publications” .'on- hand,!. based! unaphysicaluinventoryoby.; two 
commissioned ’.'officers; if3available,dorie;.of • whom iwilDbexther custodian.'):; How? 
j ever, ^semiannual i returnsdwill 1 no: longer ; be i made ;oh!. ‘.‘Registered' .publications” 

j which 'have .been' placed* in-custody ..ordstorage. for -‘historical • purposes. 1 ! dd//- 

j -id.; Access, to the. containers, land the combinations .-.or* keys! thereto, : of ,“Regis- 

teredipublications’! iwill be permitted; only to' commissioned -officers -and,- unless 
otherwise : prohiblted.'.innregulations . pertairiiugntos codesianducipliers, rto twarl 
rant officers and to specially trusted' civilian ; employees.- specifically ^authorized 
by- the 'responsible; chief-Mofnarm/i servicejror'jbureau.'idSafesj.containingriqRegis- 
tefed‘;lpublicatiohsi’ x.will«hab'it-ually/ib.eokept ilockedyx with the - ; full ^combination 
operative; .wlien'ever '.theyl.afe'.'not;. underdthe:idirectr supervision- off. a, person 
officially .'entrusted .with^thelcombinatiohYthereof.'-. ;<i r ..lei *.! rmynt 

e. When thexclassifieatioh' of at“Registered'publica'tion’J is changed in- accord: 
ance'.with'para'graph-jl'lpthe'designated [office of'.record'.wilb notify .-alhrecipients 
I of such .publication of the changedxclassiflcatiomthereof.’ . Hbr ■> -i i 

'.'..•18.r. , Safeguar'ding'’..'contehts;ofi ‘..‘Secret?’ < docuinents.r-r-a.; 'The distribution, and 
dissemination lof •secre'timatter;.will' be confined’to the .absolute 'minimum; >i Secret 
mattenis: exclusivelyffoKtlieiofficial’.usetofithe person, ;tb-,whom.,it is divulged. 
To'.maintain .its: inviolability/is' the .dut-yx and responsibility! of reactopersonrhay; 
ing .khowle'dgeior .custodyj thereof, ..'no* .matter') howi:obtamed. r J,Itc!.wilK>not ,be 
discussed or referred to in the presence of persons not authorized to. (have 
\ knowledge thereof;' jAntbfficeriby 'Virtue 'ofihis 'commission-.aloneds|not;entitled 

I to ..kndwledge.Eo'f, secret) matter".' --Information; tas ;to \the ;’.contents;;;nature, >or 

whereabouts) of* ‘!Secret”.'documents.,willj be. disclosed ohly.oto --those' persons; in 
the Government service whose official duties require such knowledge,-.. iaud r - to 
such ) ';dther','responsible;personsxof xespeciahtrust-.as; of:, absolute necessityi.must 
f be informed’.' ;o:., ~-Jr : Jio *jo ho/ishn ftoitltr xrroxi oymon jJi ot /uniat .ooi nan 

j, 6. No document .;m'arkedf)»jSecret’iKwillobe' i 'takenb)into>*thexjfrontDlinesj..inf:a 

theater'hf ..warJorito fanyqother place in'- ,whlch(, there iiscaa similar; j.daugerrt of 
capturejby ,the:-enemy.'i:d'it'X'j(i mD ,d b-i" .Of-'rxq an r.yS ■'■•'inn 

| 19. Safeguarding contents of “Confidentiai”iIdocuments.— Re_rsonsi.to, whom 

i confidential , matter tis'uritrustedxor disclosed-are ;respdnsib}ej forjitsjsafe, 'custody 

! and-, security; ,,..It ;will;notheidiscussed, inor idiselosedtiiiythe presence-of persons 

j not, authorized tooihaye ‘ knowledge; .thereof-.- t-Information-; as; ; to.i;the ; contents* 

I nature,- -or,; whereabouts: of'r&Gonfidential” .‘documents owillrbej disclosedaonly.„to 

those ;p.ersonscinj : the: Government serviceiiwhose -.dutiesy-requireuthatithey diaye 
such .knowledge, ’and;- to suchiotlxer.pcrsonsi.of, espeeiaRtrust as off necessity; [must 
be informed.) *4 boiSqq.) otl o’d.i v-wa ‘'jio.'tpoildrrq fjninx^l.neJl'* 

.'5 20. r <.)Safeguarding,:iContentSj.,pf.j,“Restricted” ^documents)— The .[information 
Contained; in; documents, marked* “Restrieted’j wilh nqt jbe' epmmunicated/.tp the 
public; prhtOj'the ; press,- •butj jtamay) C be{,cp.mmunicatedi;toi_anynperspnjkupwn -to 
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jbe.intithe-serviee rpffithe-.United'States^and-.tqjpersbns'of xundoub't'ed loyalty 'and 
Idiscretion-iwlipjareicooperating'/inl governmental' work. Vti; f» it; 

,-•+ 2D ’■Safeguarding contents-of otherr official Communications.— 1 The contents 
jof ^official .communications, lWhetheriormot- classified-:as‘ to -secrecy,, will notibe 
•revealed-iexceptyto .those jofficiallynentitledstoTreceive - them.*) .SeebparagraphfT, 
)AR,340-i5.3-;.')or-. , ‘. bc:fxjj ',5 nfi--JaI*r twf isfn I:air:.v ml t nj >:-'cXpvpp 

> r l 22,- i Safeguarding,')technicalcsecrets.— 1 Chiefs vofr arms;; and ' services -charged 
fWithETesponsibility-ifor thes'initiationrof j measures; to/protectatecSnical'Osecrets 
;in y the vinterest-; .of 'thei.pnblic 'iwelfareuK.parpiA, j AR ,60ftr700.)a will .base/.such 
fiueasutes. .uppnjjthei [provisions,; of i.thesei iregulatlons j and Section: yi 'fARy S50-25. 

23;[jSafegnardingi., [documents) distributedjotitside c.the' pArmyx^-V Secret!!'' or 
•ijQP.nfidential-ii documents:, whichibyntheironaturei might'.req'uire ■ distribution .out- 
jsid^,the,ArmyxwilJ contain) suitable.' instructions.-fontheiri'custody, [safeguarding, 
xui d) yd t i mat c o :,d i sp ositi oil Jj <i n pconformitydiwithbotheq requirements! iofy Army 
Regulations. .h-pxu'im eidn'orn:;)., t-ollxi;') o il 

c; s2^.;'Nayy.)idpcuments.-y;All-.requestS:rforl Navy! secretc;and«£confidential .ddcu- 
ments will- , 3 be ; , submitted jtor TbenAdjutantgGeneral.'joSecret'xand 'confidential 
.documents , of pther, departments,- njyhen •in'upossessioni.bfo Army)''activities,iiwill 
.be (Safeguarded^withxthejjsameieare ; as ;Army i n‘;Secret5hand')“G6nfiden'tiah”)'docu- 
/J8>5 lwUlobnpacpQunte.d;'jfo.ri r iin jtbei manner, pTequire'd!jbyj;Ithe:J issuing 
'iooulo hniiirU adJ lo tiiiurii lidaoixiJao:) odi obiuiuo 

ui erixsubjectipn-.tphconiprpmise.— a: -Any iperspn’unythe! mill- 

Si] J’ J , * SASi?. 6 / 1 ! °. W A '! Scpl Jhe,ilpsS[ipr ■subjectiQnptoi'.cbmproinise-rofxa!:i“Secret”.)r6r 
document:,)w.illioprpmptlyjorep.or 1 tx)that')!fac.tsx'to , ith'elfcust r 6dian-;'of 
•tfi§ •Jf!P9PJ 1 33. < rl3i’ R!VhP)ft 1i Yi|lc!:ilH n lfedjntelyi)report7?the, iloss .ora coinproMse itoPtlie 
'asyiPrily-isar Jo etoJanm to fitmmhixpib Jnenix V:-xoD 'write "to k< <h 
5o ! i > '; r 4. I W[.ieustodi_an)diaymg, : knqwhedgeior ; ''SuspicionUthati;secfet.’pr;f, confidential 
matter^hasjbeenjlos.tupr cpmpromisediwiUKimmediatelyu.repbrt'rthej'facts; to ‘his 
iS-5ffiFP^R^llS)9^ffir,ii%& < Adition(tp^ making, [therreportLrequifedPbyi'afab.ove.P'iThe 
commanding officer will then.jmakeiiaxthorpughiinvestigation .of! alim&icircunf- 
AteS^eSvJittend.ant^heretoyandijWiUxforward 1 : to.jThei.Adjutaht'.jGeneraiP'through 
reportjpfythe [investigation and- hiS',r"ecommeiidations>dn 
WffllpMSiVU'i* >n6 "JoxpsR" x£5x: iwdi'xoa'ivq ten toxiunm otam act xxi ixoie-iui 
.9 f '[destracJionvsrWhen icpmpetentyauthorityi.'direcfs the idestruc- 
^.xnfesisteredxpublmatipn’yit (.wiUobe.idestroyed bynburning; by or ancthe 
P.rj :se ,?l ce i9feA[Commis.sioned.,pfficen;o'T.he, officerjtwitnessingithejbxiriiing'iwillrsign 

a certificate of destruction which will be forwarded through the headquarters 
.dj,recting;th%dje^r J uctipn'.to.ithe.ioffice,',of reco'rd),indicnted> ihUherregistered.'pub- 
AiSAtWRuffher'.saine^procedureirwiUjbe'.Tfollo.wedxrasofaraiasirapplicable.'.ini'.the 
.desgrpcjUon^of iother^sgergt or cpnfldential>idoftuments.xo''i .mjap »noxx %dit*rn 
y,d tutu etf ilivr tvT'imrrjob "JuilaobfimO" ,bpJcJ 3 fniixi’J nxTt lo uJiix.'tl Ltuwu 
-. too cixiifMi xco'xl bur. or wnf.^townSsprapN Yg,;o-:qxo kymf.hl to You fwr Attest 
•i, -si 32 rfcrxnamcq xxi ftodh'sajnqr nn Juoa ’orf twa v.ortf xotrA?. IrslbrJ =jx‘ : shia 
-SS'i ex>1nl3 bolhiO 5'9x®^® N ^':() .siiarfix/r iob 

rr-i, 'r.-.n ; S TJ IT E) , : . r'C* , ’,OJ[ (,[> y) 'i I f;', i ' i* ‘;^. a r 'l ^ r:| I 1 h 

‘ Secret’ -.documents ;-how prepared for’transmission ; by whom opened ; receipt-— 27 

“Secret” documents ; how transmitted ••3yi?lnnin_i’i_*)rtt lq _c 

fiConfidential}S[documents ; 1 {how.,prepaTedffor)transmissidni;; by, .whom 'opened ;:receipt_ J. 629 

“Confidential” documents ; .how, transmitted * .... ....... -...hO 

“Restricted -'documents ; how transmitted . 31 

Tranlmissmn by‘airplVne ! 'pfohibi'ted--eTcept >/ in emergency. ——Afi— —————— ii“ 32 

.sr;nixys-..ui»t 
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cg7-3i Nfc^vj-ur^'r-’ o z . documents 

•27.''“Secret”fdoeuments;how. prepared'TorTrarismission'j 'by whom 'opened; 
receipt. — a. Except during.: the'process 'of;Oocai; 'distribution 'in the 'personal 
'custody of.' persons authorized 'to.' haridlelcsuchrima’tter for' ' transmission-’ to 
•another: person, -the -sender of ac. document (marked -‘Secret”: Will inclose f it in 
,an inner, -Jand an outer, 'cover. :Tliei.ihn'er. "cover will befia .sealed 1 wrapper' or 
envelope addressed in the usual way but plainly marked ‘‘Secret”' iri-'-such 
’manner tha't' the fnotation.imaylinost^readily cbe- i -seen''wlien’ 'the 'outer" cover is 
;removed: • '■Thedniiericoyer 1 will 'contain- a'. 'receipt' ioriri whichi'will udetttify -'the 
addressor, the addressee, arid the' documeritv ‘"The 1 'package thus“prepared>will 
.then be inclosedi -in' an’- outer . cover, which • will * be '.sealed" and ' addressed' -iri ; - the 
ordihary manner -with ho notation 'to- indicate the "secret nature' of the contents. 

-6. S6 l far:as.practicable - .the.innercovermafkedd‘, Secret” wilt be Opened only 
by'the person, tO) whom(addressed. r o : Wheh the'i'nrier'eover is opened, the receipt 
'form will be; dated ;and sighed IVyi the; addressee and< returned 1 to the sender 1 at 
the earliest practicable moment. . "•v j,- 

-.*“28. i‘‘Secfet;i''ddcuments;l how^ transmitted;— ‘-‘Secret”- documents' will be 
transmitted by , an ■.offlcer./messeriger-' , Orr,'cdurie'F wbenevefi practicable." When 
lit .’iS; 1 impracticable '.to' transmit secret, ■'documents' 1 By: an Officer messenger' or 
-courier within, the 'continental limits-of 'the' United' States,’ they will' be trans- 
.mitted by.'the.serider by, registered mail. '''ForttrarispOrtatiori to -arid froiri. points 
outside the continental limits of the United States when officer courier is'ribt 
•available, rithey may. 'b‘e transportedffiyrState' ! I)epartmerit ; fotary-ldck'.pOuch ; : ‘in 
thetevent' 1 'thatc neither:: officer icoufieri.nor ’diplomatic pouch' is' available,"- the 
Responsible officer cinay t I'desigriate'ta'svcouf ier s ”f of 1 this- ’purpos'd' citizens ' of 'the 
■United States who- are deemed' >worthy i of, fspeciaiatfustj’*' siich' ! 'as officers or offi- 
cials of other Government ..departments, or- masters of vessels"- under -United 
'States :registry.->jCommariding'o'fficers' of / 'p6r'ts''0f , -emba'rkatiori--will "arrange 'for 
.the safe'riranspOrtationdof - documents 'forwarded to 'theih'lfof • trarisiriissiori, 
■entrusting -themitO the commanding! officer: of- trbOps'On-an' -Army transport 1 when 
-this, is -practicable and' wilh not! involve’ undue'fdel'ay.'*’ 1 ' 1 '■ >«' • • 

j'"29.):oConfideritialt’; ■documents;' howTpr'epa’red^for^trarismissiorip by' whom 
opened;- feceipt.-^Docuinents marked; ‘.‘Confidential’-’' will be' prepared "for trans- 
mission in the same manner as prescribed for “Secret” documents 7 ' (par/ 27)*, 
-except' that the- inner cover. fwilD contain (aufeeeipt T fbrm only '• wheri" the" sender 
deems 'it necessary, (and that -thehinriericov'er" may : 'be : opened by : some respon- 
sible '.persorir other.l than'., the''.person n addfessed ! “when' SO authorized" by”‘the 
addressee.-. 1 !! otB iIsbohU hsfrenvmT erf I'iw doiilw uHl'mti.'oS ••Ij.--H.ro9 ri 
-0 30..'/.‘Corifidential’.’ f documents";fhow r tfarismitted.—DocumeritS'riiarKed''‘‘C6ri' i - 
fidentiaT’cwheniitransmit'tedf-'by.-haridoMll’b'ejentrristed^orily-ta especially trust- 
worthy messengers. For.dransmisMonj'bytmail 1 or 'express'iwitbiri-Hh'e'cdriti- 
nental limits of tbe United States, “Confidential” documents will be sent by 
registered mail or insured express’/ For transmission to and from points out- 
side the United States, they may be sent_as prescribed in paragraph 28 for 
“Secret” documents, or r by^regiitereef maiiXn^es'selri under United States reg- 
istry, ' provided^ th«gr p^^.titogjn gbi^ any, foreign, postal^ systems ■ or, .the 

postal system of the_ Philippines. ,;»-• 

s: .'31... ‘.‘Restricted” i' documents ;”.- : how i -transmitted.— Docuinents ’ ' marked '“Re- 
stricted” -may- be -transmitted- -by o«Una'^*in^|^ ^res6{' $f~;freigh't 'tqiany 
point. ' When "transmitted by { , hand, 'tfcey 1 ^^,.:^ rfyk rgliabte 

messengers." *"* ’ *"*" 




n 






I 



AR 330-5 

“SECRET”, “CONFIDENTIAL”, AND “RESTRICTED” 32 

32. Transmission, by airplane prohibited except in emergency. — Except in 
emergency, “Secret” and “Confidential” documents will' not be transported by 
airplane (as distinguished from carried for use). When so transported “Secret” 
documents will be securely wrapped, and weighted if necessary, and will be in 
the actual custody of an officer not engaged in the flying of the airplane, who 
will be responsible for their security. “Confidential” documents may be trans- 
ported by registered air mail when in the opinion of the responsible officer the 
emergency demands such transmission. 

[A. G. 312.11 (4-15-37).] 



By order of the Secretary of War : 



Official : 

E. T. CONLEY, 

Major General, 

The Adjutant General. 



MALIN CRAIG, 

' Chief of Staff. 
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,w;ar department, 
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ARMY, .REGULATIONS!, .... .. ..... ^ 

- ... ..No. 33CM5 + , r ,r , ,,, •,> „„ -.Washington, Februavy^ll, 1936 ., 

loteiumaT JtaQfees -vJ , Ayid.c ! 1 ?) ^vtitisvs: biU l: -!' g Jrrr-: 

iij •;*»r D .9GSI?|EN , ^S 3- - .-jts &iw 

JiUlJ A636 ^:wHo ->t8 v d ■ Ai/ol ,.:x. , j ‘ad Jujct Ibrnm;. ‘ Eort«>33 

>i • y , ‘ISECRET” .“CONFIDENTIAL'’ AND “RESTRICTED”.,.,,. 

lyU ’J^Uul fljXit'U -U.<#l3i0.* Jil.i. A'4Aii Ivu /.uCli A»J. 'unau., . .u D30 1<1 

tb'iilirhKLij r iejj(Wg’ ii.’Is <->• its 'rt i'Ciaa Si/Atr; .Sat .*(&9>r« 

'/' ’ ■ Vibjt Ali -Jwau-.BI J»V70 lo trtlAov A tc ;vg COi Ib'O.A- bl Paragraphs' 

Section^! i. :• Definitions 1 ' -1^-3 

tidif'i "16' II. ^Classification ’ and 1 , marking offidocmriehts;.' except'' military tlfi 
Sun Wife .v;; maps 'and •ph'otographs^Alu^'AlCjb«_l^J J j. r A£.'i6_fCi_iAi.'2_ct4Slil5 
-/jin' 'A) III'.i iClassiflcation -• and'! ’ marking ' military ■'. i maps, 'fi; and' 

A- .TiK.lh.ii ^photograph's «•.?;. AL«.ivf»ft P.or»» ait.Art* it>- tr.t;,.-i;w : Tg 3ty) 
-G’< a IV. 'iSafe'guarding/-'docTiments'4<andrregistered'{.piib]IcationsJfi^iit -lG ; -25' 
an y> V.rGV .-Transmitting documents <2G?3l! 

•{jsolijiii •*,’■>.! :A. • is io .ao'Aivio I3'jti»ai rt-.v-rr. « sni>»oiiia:j**a ?cv»u> 

luni'J«fl,ccoo mU .nolintJ .o'-jqn.ozc ■„ n So itivStto pa'rhi:;. amMo ;D ,jhw 

,»f4 *4 wosamoU a a , mViSEOTH>N J Ii vi'dUiu: xt to .tood^a gv7T"i a So 
V« i»lvr /'in; ?w»brf}' fr.cn ir.Oii no csvnfii -y.t lfi;r it'-rcn, '’iru/:' •.;,i 
^IhoJlun »dy lo to ,11 k r .ri:Ro 'PBE3N'ITI.ON§ iif.lJ8ir;iao& oift f<; j 

• «;T- id-! "J bgffliJinl t jb bAfcL 0d iti-v Imc , r ,o:;T„n ^nlj-J ff'i* S®ffisj ;a » h J 

“Document” defined--- — : • - :. „_1 

“Registered publication” defined — •- * jSLilfL 1, 

1. “Document” defined. — Tn.this pamphlet, the word “document” wili be ui- 
derstood to .apgly to. printed, mim 4 eqgja plied, tjrjed, 'photostated, and written 

matter,' and To “maps,.’ (Ira w'ings,' sketches, notes,, blueprints',' phbtographs.'phbto- 1 

•loop; A ’ '.n' •.>,:• dn SK tA»-v iSnvJs-ZQ w.-iB .>.!:/«•;••* nijiii'.o .o/, >i >, 

graphic negatives, . and similar matter. . , .. , ' •- v “ 

,J ‘o * All f hus'-i 1 !',?- -' hj ! JI 1 , I i -I jvp.-ii': ■ 



ment 

riuriibe'r by 'which it "will’ be accounted’ for ' ;i t' c pe riodic intervals J to "the proper 
oflice, of record. 

,'i-\ Gli 

i ' * 1 



’ ’3^“Shbrt’ .tUle’^defified.— A “short* ti|le.” 'is' a 'title which .is ."applied to a 

docuii^iV 'for . p^ir|i^s^ of security' and' brevity. . It slioifid' 'giye ’W inkication 

of .the naturer [contents, 1 9r classification "as to ^secrecy' of the document. It’niay 

consist'' of . figures, /letters, wor^fs; ' or combinations . thereof,' .but 'must include ' tin 

abbreviated designation' of the office' of origin. ‘ A‘iiew or^ revised' edition ’of ' an 

old publication should be assigned a new “short title.” . ", ‘‘ f " ' lu ' ‘ ‘ ,J "' 

-er-* in- r^t c : r '.-“...'.“.wi bJi.Ajacw.:! Sr. 

-MOi'j o'd i •* :oo to t.'tL’J, .! o'.. 3sEC’nbri"ll’‘ ' ” i*. -mi v '’.n.iic, ■ a 



,‘*33T- -.ts” heil'icoi -v i i.At.i; ftiSih'' 'Mill -l: '.-.r' in A.w.ti; t. ' h 'n • 

CLASSlFipATIONpANp MARKING ;OF, IDOGUMENTS, EXCEPT/ MILITARY 
• msTi jol .erobeoo^C (,'MAPS'JAND,. PHOTOGRAPHS j/.^h-.u :j -yi't 
junijo'.' ohfl9d>> . ..•'•■'a.jjyC ic coi 'i 'jr.w; 'ri; io> i-sdiit />! fc.F a .I9?IS£!\ 

“Secret”^ when, by wh 6 m ! ?a’n(j' ' 

“Confidential" 5 when, by whom, and howinfflxedB( t’Si_l t A_^_ip2_iii'il_'ih^tU__i>_H;';j 0 

‘/Restricted’.’';;' when .and by .‘..whom ■ afflxedi/-i — A— 7 

Documents ^etiulring.Jo .tw.marlied .iSeeret”, ; ^‘ 1 Confjdcntlal”,,or ;I VIt.estrlcted ,, i' i__- . 8 

One classifying''mark “only j if 'more used _T___ 9 

Beclassiflcation ; when, by whom”ahd'how accomplish'edlL£fJii i ld'i l i'^i-iJi'£Gi’jeI^i_' i: - l ii- 



•This pamphlet supersedes AR 330-5, Feb. 12, 1935, 
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£ ° rt ? ’ 'ThTtTfS SJLJTSitotlo, may be assigned consistent 
ment so that the least rest -jy rvrohable distribution to 

with the proper safeguarding 'of- the* contents. The d^ ^ ^ 

be given the must be 

= r guards 

~J»~T£S^^ 

«««— v\ 

'tary)'p£. 3 y.ar.,.the_cme j --ox..o.ia - ~ .livision or a higher tactical 

‘officer commanding a corps aie * . tation t ; se commandant 

•«it, tb. commanding .«c„ «f * ^ Si. « » <*-«* 

Ot a Mrrla «bot* ” » »'>»”» Oiercot and mill He 

the "Secret” mark w 11 to > l»“g“ iffirll afflmng it for ot the authority 
accompanied by the designa 1 ' c , , d initialed by the officer 

hw'wlilctf it is being affixed, and will be dated and .“*1 .jhonhim “laamiwu 

r„ . — .... ’’floMcslfenn tenaiA&*&'' 

affixing it_ - — v--;r ---r "affixed. — A'-.documenti}Will, ; be> 



any. 1 . — offload.— A. document - .will be.classi- 



WSSm Mmmmmsm 

sibned officer. . dj •’‘‘Secret”, - “Confidential”, or “Be- 

8. Documents who initiates or comes into pos- 

stricted.”— Any person his' judgment should be marked “Secret”, 

session of a i J hctfed >^iimkeliffimedi^ 

“Confidential -s ^or-^BestriCT itXtfoUowingAtfiensame procedure for trans- 

Tr?JZ'S^Z 1 <oT ^ L».M» ot dcaumont, 

- 9— On.- 



,’.f .fis'S iS-°‘' 
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“SECRET”, “CONFIDENTIAXi”, ■ AND “RESTRICTED” 10-13 

sdlOmMarking.; nseiof, stamp-.^Except- im the 'case b'fJprinte'd documents of the 
JPar Departmentifortof; general ••headquarters in S the fields in addition to the 
marks -required . by. paragraphs : 5. and 6, * the .“‘Secret’, !-,i .‘.‘Confidential”, or “Re- 
stricted’! -stampt.will beaplaced.both.at. theitop- and iat'Xffietbottom of each page 
of all secret, confidential, or restricted papers. ■' It -sh’ould be stamped well 
down on the page andginasuchya' mahnerc’that;the':marking' - -wi]lvnot tie ‘hidden 
from^view whem.the sheets areaclipped ; togeth'erior-' bound.C ‘Jl (’,) 
odl XbiBeclassification;a,wheny.f!by. ,-wKom, ahd.ihbw^Scctfmplished.— When a 
dTOument-ieeases’tqibe-isecretpeonfidbntialyor restricted;^its’'Classification may be 
c-anceledybyithejauthority. iwhichiiaffixediior ■ authorized .it, worthy higher authority, 
by writing :or:stampihgo“Canceled by lrtr ' ffioriOGanceled by authority of 

yii 1 y^^HilOthe authority rwhich 'authorizes *the3cancelation T ),( ’over The mark 
on-'ithe (top < 6fsitffiebfij'sti.pagel ? of ,‘the Tdocw'meht?.''arid/ thisOcancelation will be 
datediiandcjiriltialed byiithe officer^makihgr/it.i 1 . 'Any. .-other. Classifying' marks on 
such a document will' then/ibehstricken- out; ill less '/restrictive classification 

is, 1 tPiMcMveniiS.uch-j;a; document, ’thet provisions - ? of /‘paragraphs., 6,”T,'=?and-ilO 

u^U.:be tQlicijyediaiW'f.jhj.,.,!'/*, -*?• yjv uti .•-aMTOiuiia ,\7.ri> , kA o’H x»o Vc^ 

. . Section -HI- 'it;<nU»’io.«r-. vMhc? if- 

Cl' fco : d ibS'S iOn CuitiTJ.'Otorft' Vi«s ..(rcn 1 Siicny. jqr.ft ;;dj' (X) 

CLASSIFICATION, AND MARKING' OF . MILITARY; MAES.. -AND PHOTO- 

fmVi ’■">ric;jj,;,T.,' r.-s if GRAPHS lv".o- »oi,s wri-ri) (T) 

Mgflnia'n'b- v> u o«;fT> ir;i aMsfqi u «• y-nm d;,, So ci'.-.cm,;; ■ Paragraph 

Cl a : s s i h c h t io n Zd Pc f 1" ti _ _fj fi , f -Id 'g d Ic J 3 1 -1 L‘ J_ ^ i L 1 1! .”10' 

Reports — — -- — ^^-1- fn*rfrf7iv» _ 14 

How, issued— . . . 7 , ~.ZZ 

V* »f. r Zj-i*X xri&JiiO tx mi --‘..a , ~i~~f JiJ ” "J:” •'* > v^ ~ ~ t~ ”£< 7 i r r - jr - ft'h —r . 0 

•12. Definition.— Military maps and photographs are those intended 'for* iise> 
in^connection'-.withu the:. training;; and operationsg'of-' the! forces' of r the' United 
Statea ;i,theuterm- includes' rotlief.lmaps ands^otographs '^'ichrfeave acqtiii’e'd' 
a military character by reason of overprints .‘ordn'otations* place'd'-upo'n .them. ?■ ’ 
Glassificationir— a.'! Military .1 maps anffi photograph's -wilFb : e‘ Classified and 
marked as follows :■ .'i-.io:.: •yjj.iifq fufi 'e-.q. '-i grU. l.'i . ; 

•-•'joaqCD.ESecKet.vintUin fata r. 'ifnoiiiaaijD — ,^'iono^ 

os sd'(te) . 'Ini the;' continental ;jUnitea> ; Statesfvthdse-illustra t tirig 7 an ap-> 

<■*-' ‘fflai hti‘1 . ; io; -provedCwar-iplaniifincludingMocairdefense pla'ns)'"-of i ag , fense'’ 

■ ' • . project, or any ph'asb -thereof.^ ivft f.<'-yor") - .,.,y.joo in', hit.'. , 

sd- Ur// •aHgii(6)i Inj oversea; possessions'. f and : foreign -1 territory -occupied by-the 
f'fi- i iiannot J). forces. of.ithe r ljnited"States,'ithose dllustrating-an -5 approved 1 
..•’arstok «:G JO Gwjar,^ .plan c (/including 1 / local defensempTans.)-' or : 'defense 
project, of any phase thereof,- /'thoaef'sh’owing '-the - " layout 
of permanent defense works and naval bases ; and the ad- 
• • jacent terrain vital to their defense, and those that serve 

to fix definitely the location of any element of permanent 
■ ’ defense works and naval bases. • •’ . • 

(2) Confidential. p 

(a) In the continental United States, those . showing layout of 
permanent defense works,- and . naval bases and the ad- 
jacent terrain vital to; their defense, and . those that serve 
to fix definitely the location. of any element of permanent 
.. . . defense works and naval bases, except that when the com- 

• • ■’ • P let e map of a defense area consists of more than one sheet 

• • ■ only .those sheets showing defense elements need be classi- 

fied as confidential. 

3 i - 
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ia' "Airs Injoversea; possessions;- and ,r foreign::territory loecupiedVby 1 the 
sril.-.-l aoir.' ;bt T r-’ forces oft the -United-- States, rtliose. hot .classified as ^secret/ 
'3E“- '-a ."Is ! ■ > showing.; layout -of) radio stations, -(aviation , centersjiair iflelds/ 

•agcjj -Sc etpt-'i supply, -ibasesj arsenals,; provingigrounds', or of .any; area -vital 
cj. 'tp;.defense. ,tr, -pr; i./'V'Vpa 5-* .laiao-sBRirw- .l-txis io 
.n;i.M£i(3.) ^sfrieied.-iiOFormerly r;‘‘For.offleialf;use'ionly.”)’f', -, mi rr?rc;} 

(a) In therjContinentali^Dnited 'States, sthose -showing layout ’'Of- 
£ - ,'i>tf; air nfieldSjjiradio stations, vsupply/ rbases.Garsenalspcand'- the 

• j l.t'jr , 'K' , .adjacentHterrainravital;;t6atheir >defens'e,eJincludingiopKoto& 
,•? r-oillcp wigri - graphs |npt" otherwise'-.: elassiflediv.whieh'ifromfitheir!- nature' 
-jrt'nstt'.m ift* V- 'are -not: suitable for -public releasep" ! g':ir'tf?‘'I;? lo-g-fil r.v \d 
?( f-t -79(6). flnj (oversea? possessions land foreign; territory r .o'ccupied-by-the 
i v;l;-:;-aa#orces of the United.- States, '-all topographic- 'maps arid spiiotb- 
t :=* ' 'graphs)<notj.otherwise::Classiiledp which/ frdmifheir.tha'turp/ 
ovitpfarernQti'Suitable for. public. release, A .'U l"w irwr.arooft e iz-na 
(i;6. i. Responsibility, -for. -;tber;classiflcationo'bf military ‘maps- and /photograph's 
rests on the following authorities, but -may be delegated, within their discre^' 
tion to appropriate subordinate agencies-:^-’? . • . 

(1) The War Department for maps and photographs not classified as 
.nro:: c I CUprescribed ^ iS^(2^below. r '- - ^ ft-'. 1 l"ijf tlWA V.OITAO .'AFic,AcO 

(2) Corps area and sim ilar : • tern tor ia 1 commanders, and commanding 

d;tr\ ,-:v- v T generals of expeditionary forces and foreign garrisons when not, 

a; ..control . i__ -- uiro<tbd 

• 'o. Military- maps and photograplis now on- file will' be" reclassified' when tafieri 1 
from -the-' files -for use;.- A 'ct r ‘jr> “.r-.'.-c; -{-.’iJiUl/i — .rrjii-h. n=>C -'M 

i d: The, (precautions; prescribed , -in These regulations twiUibei.feken'.' with' maps* 
and rphpjtograi^spv^Ujdteihtiy^'AOt been • reclassified ibuttwhich" are' known 'to 'be ! 
‘‘Secret^ n“Confidential3o:prieV:Restricted.-’,-v-/ . uopdssfl 7Jl voi ^isdr- ill-', a 

^e.rTheip^oyisipnsi of ;paragraphs j 8;a3, -lO.vandill' wiUiapplyi;inainarking. ; ahd 
classifying maps and photographs. i »v/'oilot *n c.-vi- at 

14. Reports. — Classification and reclassification of military . maps ! >and)photo- 
graplis - will (be (reported, i^when (-made,- :tot:thedWar.i-Department. (sThese reports 
willjCover, fifiltitlefandiiegendjOf the?materlalfclassified;.'i,A; short title may be 
added for convenience in further? accounting.; v.ris. ... .fv.j -(((-. 

, ,15. i : How-, issued. ^“Secret” 'and “Confidential’i! maps: and- photographs will be 
issued ,, only u]3on*7written rreceipt;?; Semiannually/ ’on i oricabout January 1 and 
June: 30, issuing? officers? -will (require renewaliof- such (receipts or the return of 
the maps ; or photographsjinvolvedju ; eKmiq %u ') ; -jo .lapf-wo 
,r }J ,. pax*. yr.?;.<’ fr/rir .* *■. - •; sraalob (Ujeacunetj 5o 

tufti oiodJ b 's .-%«i3l9, r> n fsliv f-’r.-r:?/ bmri 

,,,-r. si j' so ~ap. 'to K-.-U-.ret; srfi xft »t 

crfl invnc ftium iitr-v oauolof) 

.In'liteViJt'ioO (£) 

"to 3';v "i wttdWDite 980 fit ;.-‘',l)x:TT ujawriiiio-. etl> r«I <o) 
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•bb a*):; Jli.7 r.inh hyiiop'ti o/il .eitSECTroN ^IV.,;- -.it'.l Si ;c. - ilj"-oKdr;ii 'T ' ii-jahji. 

•' 1 fa c}B.a-«- ' a no iw'LKdM'for bpistaiset sdt v.ar; 

. .SAFEGUARDING.. D.OCUMENTS AND, , REGISTERED I’.UIiGICATipNS 

,dy.**rc If tv/ vH t'trf hi x r/r '’ir 4 ii*:i ’• Paragraph? 

General n lDstructionsbiid^I^C;L‘-.i». r i;Aii ^-1 — I‘i b*J_ _ i_ ± _ Jti- J I- > 16 

Registered publication^; i designation l and, -saf eguar ding^-w-aa-^-ib-^ j. a-.. ycz. -'+-J liT> 

Safeguarding contents .of “Secret”, documents 18. 

Safeguarding contents^ of ■* ‘Confidential’’ ‘ documentsi--^- i JtfS '* 19* 
Safeguarding 'contents of- “Restricted” dbcumentsl^Llij_'l~ _•! J ^20 

Safeguarding, /contents iof ; iother official. 'communicationsl'__l'_i--’-. .ILL lb r -L £>*- L b-- 421 

Safeguarding technical* ’8ecrets_____ ^ i.; _ I j _ LU _; a 4^22; 

Safeguarding documents' distributed "outside the Army !_ : -_r. .,,23 



Report 'of l6ss r, or^subjectibh^to^c6mp*r6mi'seJil'__’j_b_L : 2. Jr L; i_i_ _ ! _1 "'25' 

•'ti'- :> tl r -o r l(i n/ if, *'i<' S' 1 -•'** 4 ,-y / *:«*x ',K fc S* 

'16. General instructions. — a ' ‘ ‘‘Secret” and ‘.‘Confidential’’,, documents will be, 

• :/** v*7 '•«**. ’I /* t l'Oi r j,i • ■ u r" .:l * * iiV7 r ii'Xii i.*v% _ J 

habitually kept' in locked safes or other .suitable locked .containers when not, 
/Tfj-i .iiui/. haic^'f V'irviio'.w")'! a u iv r *"*■>-.. . k uuuu 

required for immediate use. The most secure storage space, available:, .which, 

should be at least a three-combination safe, . will be -assigned to,- the .storage 

•I" n 0 n C. ‘it •>"'w'CCl ! 0 c'». "•» ■■'■f’H -i 4 ‘ '•*, I'L. lf.J ‘ *'t v ** . L' a ■ ‘I • ”.U J*- V‘ u?,:.’ J* 

of secret and confidential .codes, ciphers, war plans, defense projects. and,other. 

i ; rvvx au »v wcvr’ vO"-.- v;::; • '.* - t : * - 

registered publications. , f>l; . suc ^ ., f - : ... „ rt , ))3 0 

v &. No information as to the contents of “Secret ’ , « “Confidential”,- or ‘iRe- 
stncted documents.will.be revealed., m any, other, .document which is. not in 
itself marked . witli the same or a, higher classification. , However, documents 1 
referring to. a “Restricted project, but which, do. not contain technical * inf or?, 
mation regarding it, need not' be marked' “Restricted.” , 

j ,c. A person who communicates - r information concerning, or ^ contained., in, a 

document 1 marked , t “Secret”, 0 ‘‘Cohfidential”, / !or ‘ “Restricted”, 'will* at the same, 
‘■Fi iijrro -fo-i W eitO/A. HOI* .iBla -,u ’t« • v.U •»#; a;o :i.. , l 

time emphasize to. the. person or persons to -whom, he, communicates, the infor-, 

mation’ that .i^'is^ “Secret”, '“Coiifi(ientia!l!’j prt‘.‘^s|ri,^ed”,‘ r as the^ase^may.'be.’ 

jft d. K 'Cleri'cal' work°on J secret and confidential matter, will' be performed only by. 

exceptionally trustwo^tny clerks; preliminary drafts ( and, work, sheets, jvlll, 

lje^des&oyed 1 .'’ ■ Steno^rapliic notes will' be destroyed"' or 'placed under Jo.ci ^and, 

. -!? -ai.-tt $r:f<, idr.-tt &• ' id H-y? "■ b rzjaamvj: h 'uW .« 

e. An officer will, upon change. of station or severance from the military 

■;«i .'v i .ri-j-tt T.j'-iv.iG m-* .vC-.v rt» v ■- 

service, return to the source from which received, i or -otherwise properly, account 

. V1*V - J / Q j I.MlI w'.' 

for all “Secret” and t “Confidential” documents issued to him' - ", , r 

r, ■ >ij O’t r<‘ T r !•'*,*/ ' "iO' :,V.y -- t JxJ-rJ .i ; .*< 

•f;' Messages in secret of confidential codes or ciphers will, be, handled , and 

, •> )•«,** J* <\ t " f U '• '■ VO ^ ■ * ' ' ' -,‘f ' , ul ’ * ■ 'ji«' ‘ ;i'< I'i-f 'lA • ' t * 1 _ 

safeguarded' ;as v prescribed ^ in the t instructions pertaining ? to such .codes and, 
ciphers; "and in ‘'accordance with' Arniy Regulations/ ", ' / ". /'V * ~ 1 ~'l 

ju rt t yf7 ij %- n t *r ‘ - • ,t. -Tjit ' 7 . . *••-.’ r. v* .1 ;s'« :i4y. . - ot 

17. Registered publications: designation and saf eguarding.^-ra.^ The chief, 

' t* KC ’yi) ‘ lL i '* ! i‘« it.,. '• *' . / 's.0 .. iv r'.'S >.i; *k) t * * ‘ : i ' . 

of arm, service, q or “ bureau f or ^ other officer authored gto, originate 1( and issue 

. “Secret” Vdcunients wiff designate as 'a "’“Registered ^ publication”'.' 'every, .“Secret”. 

tt'h.i f >;-n f ins i-ii.'jov. 9U.rnpf-' - , ■ -t. -cl? i-, -.to i. u ,J'- - : vyj w »•«.*. j-c- w, 

document, except correspondence and communications, issued by him, and will 

* Jf> -Jj? BUI 111 J.:? ■■ ' on ' I, • „■ jo.'.-nr/. . ,ji -,y ... -m 

naiiCtt o' c-ftDliQnDna ! ' on^Aimrino’ rn-i* oil <vtniaa r»T ciiAh i>rvo‘io(-nr>rt/l niihli/inl-irtnrt 



f registered publication may, also be applied to ^Confidential documents in. 
such cases as the originator ,may f determine ..as. necessary for^the public welfare.., 

'“TJDO-ictDl-Dli nilhlii -1 Fi r,,-. I’ tttiII 1-io-r-n n i-,1 ,,t 1 f rv IF , I ,i ( - 1 ..." 



Ji. . Every '“Registered pnblicatidn” will have. assigned to it a register, number? 
by which ^it will.be accounted for at. regular -intervals ( to .the, proper^, office r -of 
r§corS'‘,'The .ciaSsificatiom tlie .register number, , the "short titled instructions for. 

<v»» * •'« •^ t -i l )ii -0 0{! J u«> ’4 .vi • ;-?j i m. ul:,-'.* t . • .i-ri 

its ultimate disposal, and r instructions covering the., re turns., required r for- its f 

t>\ fi’f.l'i A ) ^ ''M Jnu tjgi v,t *.0 

accounting will be placed on the title sheet or inside front cover of every such 
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“Registered” publication'; if tbis is ’impracticable, the required data will accom- 
pany the registered-publication on a separate- sheet.- 
c.- 'Every- recipient of~ Registered -publications - wilFkeep v at -all-times a' 1 com-, 
pletej inventory of all “Registered publications” in' his- charge. He will make, 
or. catise-to..be.made.by.a commissioned .custodian-designated~by.rhim-,MbriJrJ.une' 
30 and -Bec'ember-'31-of -each -year;- -'am'accuratetretuTn'-'fq'tB'e ‘proper- offl'ces : ;o5 
record, of 'all - “Registered publications” on ’jb^d^'bas^^.cm^l^^^ 
two ^^u^^one^of|c^|^ff^Tt^ble,"Qne.^ whom ijy ill- be tJie^custodia.ii. ia rj,' 3 
red. . Access. .to the. containers, .and. Ithe ..combinations orukeysEthereto,u of. -“Regis-; 
tered -publications”- will be -permitted- only to-^mmi^5fil3l ( <d9i^t^ •and.’-uriless 
otherwise -prohibited ’in’ regulations pertaining 'tfi' cS'dM'd1ttd J c^ 
trusted' "civilian employ^^speclflcalfy chief.,, of 

ai-m, service, or bureau. Safes containing “Registered publications” will habit- 1 
ually’ be kept’ locked; with the; full combination operative,, whenever’ they are 1 

"frrtff no/-' . A?rr?r»'Vti 1* fvv rinr V O v U> , *I ,4 fC* ' ‘ 1 i- "> I'-* 1 fTt - 

not under the direct supervision of a person officially entrusted .with, the 

jlob#'.* ••jc'f.n i-atr;o}v: vm^z- v»nz wrv -•><?■-> n.-s.boms-a » f> 

• combination thereof; - -•* ----- — lA • - 

f {■■' 'On r fH • <](jr} 0 f, s ifr't » \*V«*V * JVt fj t*!'?'}. !**• r 3’J v* *' 

e. ‘When Ihe'classincation of a ‘‘Registered ‘publication? ‘is -changed in accord-" 
ance with paragi-aph 11, the designated ofhee’of record wiU t notify all recipients, 
of such' publication of the changed classification thereof, ' -"‘w-V. 

' j, i- • ' V <r }•>> «.*' V<> . ,.f .)/ ^1, f!i)X J 

'18. Safeguarding, contents' of “Secret!’- documents'.— a. The distribution and 

-tr , .,7 pp m- - rj“; * T wr*< '1/ k '"< R'»V‘V' 0»J •'? ’.imOfc . 1 O’ \">*i ' ’ >*ii ’ ,'Jj j 

. dissemination of secret matter Will- be confined to the absolute .minimum. Secret; 

• ..x, ,v“V>£» ' v " nC' M ' '}/'•. uri r> * » v* gjfly »Mi>. * . »,:*r** j A « o| 

matter' is exclusively for the’ official .use of the. person' to whom it is "divulged" 

• rrr • i-'-v *•, vv; “vt . tj .. ''*..7 J r Ui , "* t. 

To maintain its inviolability is the duty and responsibility of each person hav- 
, , , , ., ha---, na'ir.i : 'A n... piirdi m -m n 

ing knowledge or custody thereof,, ,no matter how obtained. , It will not be, 

/ discussed or referred to. in the presence of persons not. authorized ^ to have 

” jutim <\"11 'O j'-’- - ."'.HlOISl.Xijrir j". ... r - • ; ; -t t, -n i 

knowledge thereof. An ^officer by.^virtue of t his commission alone is not, entitled 
tb n kuowledge' G of' secret ’ matter. Information,, as'lo Vtlie ' contents," .nature, , or' 

<x»f ■ p. / *■ • -x./v •< ;/ 15 «?; ■ ’•*».»',.• *;o*. ‘ V' ' j 

wlier'eab'outs of “Secret .documents” w'ill.be disclosed only' to, those’ persons’, in 
the Government service whose official duties require such knowledge, and toi 

Hf*« %>•'-».» .i|-' rci 7 '*," T , ' "»< t * 'Tl'-T *»*' ' ’n./< <> * B ” j 

such other responsible 'persons of especial, trust "as of 'abscliite^necessity musti 
/■ o.bau- b:Kf'i.'f-io ■ii'iixr. j.-isu -sii urw coma :nuqi,'i>.»,ou9;ici .doco.i^^-j -..j 

be informed. - - ~ 

... • T r 

6. No document, marked “Secret” will be taken into front line trenches in' a 1 
-- nice*’ 13 vcimi uo.'u J\'jr ,'jv" - ■ - 

theater of war, or .to any other place m, which there is a, similar danger of 
•'teiev- «•. s . Tbw'.Yi r< e'-e.rv' 1 -• 0. /, yy/i War.'.’ -emm >’ r o-. du w a-, -j- , , 

capture by the enemy. . , - • .. . . , 

, , V iW n, ■ "'tf’-i i " i > 1 d.- £ 1 0 !' .- -c,- •■nl 

• c. Documents . classed' as “Seci-et , will hot .be referred to or, listed in any! 

catalog’ or publication which is not itself marked “Secret,” except ’that, receiptsJ 
returns,' and reports or transfer or destruction need not -be .classified' ^if reference, 

• y, -• :* -«,• yr, ,rr/. r fj-*, 'ir •«.' . 1 

to ( tbe related, document .be made by’.file number or ..’short ..title, only, with ,no 
indication of'~tbhsutijeCt matter ’or the* nature , of" the elassificatiori.’l * ’* 1 , 

, • . ,»f -t-if* <rx- "?r ‘"‘i'*. • c»t ,jti> • -■< '» *i' <• • .} f/iiO* x*o .sjj V' l'r’ it* 

^19. Safeguarding contents of ‘ < Corifidential^ , documents.— rPersons. to whom; 

cr>r* J . rv, c . 7 .^/ 83 a^ij...rjup 

confidential matter is entrusted or disclosed are responsible f or A its safe custody, 
if-3r >!•..•. .mjii 2 f xi i ..-if.'-’tj. .vno-Aici' i mrm<iToD r-. r .r • ipqjwrh •/ tuumm jns uiiaini 
and security. It will not’be discussed nor. disclosed. m the presence of persons 
'iii. iiu.’rjr liCiCm;--; r.n:u m u r * ft/i ini 'Mrin'iioafi *j«nua-,iitu^ - j-.-ui.:! 
not authorized- to have knowledge thereof. Information as to ,the contents., 

( / ri, ; 'lb cc?v ,ir, o,' l j-o .TriCKun . ! i T'OtO *0 .to ,7HS. o.’ <- •;?) 

/ naturer or whereabouts of. .confidential documents will. be. disclosed only to, 

those persons in the Government service whose duties require that they have 

• M tt'i j i v'.r, c ‘|i ♦’px '" 1 " 7 'm«y. or i <*3 c. • 

such knowledge, 'and’ to such'other persons of, especial. trust ’as of necessity, must 
be' informe'd}’ : ' > ‘ ” « ° T • ? ’ M ' i l ’ / ' V ; 7 ’. , 

v, '20: "Safeguarding contents, of " ^ ‘Restrlcted ,, ■ documents. —Tile information 

contained m documents marked “Restricted? will not be communicated , to the 
e t* •*'>! ^ f **rrfn*5 r,tli .u. >- 'o::. rr/.?' -isnii >j| 

public or to the press, but it may be communicated to any person known to 

-d03o X 10 0 V SO 7C7G0 pf’-OVi SbiSJI! .0 ul-pj -*• ».J ££0 liODJUi./ i*C7. 'gJl li-.Jiii’-Jit 
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.be in r tho serffice 0 ot the, [ United_ States, jand^to-persons^fnundoubted.rdpyalty 'and 
.discretion, ;Who.,are <^^ajt-tog^ J goyernm t entalMTCork.'a >'«^n ac v.d BoilhiKcatf 
2 i„, Safeguarding contents ,of„other official coi-amunicatioiiSi.-tr-The .contents 
of .official^ communications, jwimther, [Or jnot ;-,classified 9 as) t to, secrecy-,, jwill-i not abe 
,^yealed il «cept ol ^ n ^ose i offi<^aij^|endged J; tO) receive nthen hi, „See.i paragraph; r?. 

si isiMOb iodSo iradvr ,v3iwS baJinU aril io alimli f.clrn.iiimo 
j.j. 22. .Safeguar.ding^technmal. secwts. i -^GhiefSygf ll arms;..and fi servtc.es;.rcharged 
with , responsibi]ityi.for,,the,i initiation, -ofrrineasures topprotect ^technicals secrets 
in.. the interest .of„the, public„,we)fare -(par.,, 4, n AR p600 T -,700);t,-wi!lvibase^such 



22b, Sa.fe_guard.ingj documents distributed outside.jthe.^riny.—ISecret’ji'or 
“Confidential” documents ..which,, by <their..natur.e,, might require .distribution, out- 
_side ( j;he Arm^^JljjCgnt^jjS^.togle^mtmctlpnSjlQrjjgieir custody, ^safeguarding, 
1,^ ; 'r&P&wJth -Siffio |tej 3r rejiuiijements J . t ofe-A-rmy 



Regulations. 



.ijifob onbtte evlovrfi ion Otw bar. oidnaiioTiq cj 



24. Navvi.documents.-TqrAll- requests for r ,NavyqSecr.et-.a-nd.;confidential docu- 

Y,u t *xCO.'.as»JiAJLi.ciiJj»Ax« lo; -r ^ .* • il J*— - 

ments .will-, he^submitted^tOi The (Adjutant^ General.£ Mf Secret^.and>‘ confidential 



_ments 7 and 0 ,.will *e ; ,acj;ounted-,for v jn ,®%»iflani^ j regair,^:.nbx.3-thenlssi3ing 
department. j. ;ot [^ trn 08 D9£ [ W f)9?23c. r ''.-n noaioq aifl m.d j wfilo uoaraq slifia 
25. ‘ Report of loss or subjection to compromise. — Any person in tbej-militaryj 

b^U.VrPJS^B^yi v.teportf that, r f [actiato.^tbe .jcustodian , of 
tlje.j document, pjWho 9 ,^.ill, immediately rieportu th e.^lossiior compromise to, the 
^f u iS^%ft9Fi%lftsmnoo.b ''fiiliimbfinor:" ,roi«.t? bai'nTJ sdi So aiirnii IcS.wmi 
-ino Hill icq moil ban oi noloaUnurgg^f^f. yyjaoaqga bsirmui to limn 
•iol TS ifqrcT.maq ct bedi’/OBSiq ea iaoa sd qr-a yao.i .aoiajS £»:JiiU ofii ohia 
*9108 bfiaU aefiaa TRANSM'IT.TINGb'DGGDMEN'TSm ,eIm:masob M i9’toc3“ 

srii -jo pareiata iaiacq aj'ioiol ’tas fisuo-riD cant; ion oh %oAi boiii-rn’icParagraph- 

“Secre.t” documents; how prepared for transmission ; „by|^ whom ^opened 

“Secret” documents ; how transmitted II 1 ^-27 

Sx~-* r - - « lvo-t-*rrn'y>~ -**n? f-r-r*-:. -.yrr rr-.r^ rrriO H " O.' 7W ,V! 

“Confidential -documents: ’how prcpared'for transmission; by whom opened; receipt ,28 

“Confident ialji 9 do cum e nts ; 7ih ow .transm if t ed-i -I-£L III _ Jill L II ; J ’ t 29^ 

“Restricted^ documentsj;* jhojiv^ trans mitt e d — J -- ~~ - 1'izii l l S'J'-L f ±'L'L _ usiLil. 3* J30I 

Transmission by airplane prohibited except in emergency 



t/|26;i> ‘.‘Secret I- r documents ; :ho wip rep are d r for transmission^ -b'y 1 Whom opened ; 
receipt.— a.) Ex'ceptnduringktheTiproGesshbf clocklo'distributioh' -in'-'-ihexpersonal 9 
custody.; of.,, persons iauthbrized'.atoo5han’dle!'Jsuchi matter I’-for “tr'ansmission 1 ' to 1 
another-- person, 'dtB'evsehder,’Jof;:-a-Jdocunient 1 'marke r daiJSecfet”^ ‘will-4ncl6se'it*ih 7 
ant inner <,and .anaoufer tcover: iThel inner scovef ^will ■beia--seaied f %rap'per : or J 
envelope addressed in the usual way, but plainly!fmar-Eed>’ “Secret” l 'iii' ;T sucfi' ! 
manner that the notation may be most readily seen, ( wdienithe..outeri cover is 
removed. The inner cover will contain a r receipt -J^gn ..w^^.wlU-^ entlfjv ^tho 
addressor, the addressee, and the document. The package thus preparecT7vill 
then be nnclosed^in^a'ii^duter cover, which will be sealed and addressed in the 
ordinary maiihePwith no notation to indicate the secret nature, of^the 'contents. 

I). So far as practicable the inner cover marked “Secret” will be ^opened only 
by the person to whom addressed. When the inner cover,'' is opened, the receipt 
form will be dated and signed by the addressee^and" returned 3 tV the sender at 
the earliest practicable moment. „ 



„ it -ir-’o D;iimr.'! -it-Kaa 



m (7 •trf' brf'i.ii, "r; 7 .d alili; 'IO"! 
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*‘<rV£OTu'Td£?.» -DOfelJMENTS''' t w lOiOEr3 JI 



6--27. t >^Secret’- , J^do'cumerits;' , Eow-' t transmiVted.— “Secret’.’ "documents n wfli ‘be 
‘transmitted by an : offirer'imSsenger-'or courier-' wheneveP practicable.-' :G WiSeh 
tit ’ is- impj^ticable^ toi ‘transmit - secret . documents- I by ri an ^Mcer'' messenger' or 
c6urier“Within r 4be ? <»ntiiientU ? iimits^ of "th^'-UnTtS-'Sfates^itSey'^ 'will b'e' p trans- 
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Unlawfully obtaining or permitting to bo obtained Information affeotlng national defense 1 1 

Unlawfully disclosing information affecting national defense 3 3 

Seditious or disloyal acts or words in time of war 8 8 
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1. Unlawfully obtaining or permitting to be obtained information affect- 
ing national defense. — That (a) Whoever, for the purpose of obtaining in- 
formation respecting the national defense with intent or reason to believe that 
the information to be obtained is to bo used to the injury of the United States, or 
to the advantage of any foreign nation, goes upon, enters, flies over, or otherwise 
obtains information concerning any vessel, aircraft, work of defense, navy yard, 
naval station, submarine base, coaling station, fort, battery, torpedo station, 
dockyard, canal, railroad, arsenal, camp, factory, mine, telegraph, telephone, 
wireless, or signal station, building, office, or other place connected with the 
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national defense, owned or constructed, or in progress of construction by tbe 
United States or under the control of the United States, or of any of its officers 
or agents, or within the exclusive jurisdiction of the United States, or any place in 
which any vessel, aircraft, arms, munitions, or other materials or instruments for 
use in time of war are being made, prepared, repaired, or stored, under any con- 
tract or agreement with the United States, or with any person on behalf of the 
United States, or otherwise on behalf of the United States, or any prohibited 
place within the meaning of section 6 of this title; or (b) whoever for the purpose 
aforesaid, and with like intent or reason to believe, copies, takes, makes, or obtains, 
or attempts, or induces or aids another to copy, take, make, or obtain, any sketch, 
photograph, photographic negative, blueprint, plan, map, model, instrument, ap- 
pliance, document, writing, or note of anything connected with the national 
defense; or (c) whoever, for the purpose aforesaid, receives or obtains or agrees 
or attempts or induces or aids another to receive or obtain from any person, or 
from any source whatever, any document, writing, code book, signal book, sketch, 
photograph, photographic negative, blueprint, plan, map, model, Instrument, 
appliance, or note, of anything connected with the national defense, knowing or 
having reason to believe, at the time he receives or obtains, or agrees or attempts 
or induces or aids another to receive or obtain It, that it has been or will be 
obtained, taken, made or disposed of by any person contrary to the provisions of 
this title; or (d) whoever, lawfully or unlawfully having possession of, access to, 
control over, or being intrusted with any document, writing, code book, signal 
book, sketch, photograph, photographic negative, blueprint, plan, map, model, 
instrument, appliance, or note relating to the national defense, willfully communi- 
cates or transmits or attempts to communicate or transmit the same to any 
person not entitled to receive it, or willfully retains the same and falls to 
deliver it on demand to the officer or employee of the United States entitled to 
receive it; or (e) whoever, being intrusted with or having lawful possession or 
control of any document, writing, code book, signal book, sketch, photograph, 
photographic negative, blueprint, plan, map, model, note, or information, relat- 
ing to the national defense, through gross negligence permits the same to be re- 
moved from its proper place of custody or delivered to anyone in violation of his 
trust, or to be lost, stolen, abstracted, or destroyed, shall be punished by im- 
prisonment for not more than ten years and may, in the discretion of the court, 
be fined not more than $10,000. Sec. 1, Title I, act 15 June 1917 (40 Stat. 217) , as 
amended by sec. 1, act 28 March 1940 (54 Stat. 79; 50 V. S. C. 31). 

2. Unlawfully disclosing information affecting national defense. — (a) Who- 
ever, with intent or reason to believe that it is to be used to the injury of the 
United States or to the advantage of a foreign nation, communicates, delivers, 
or transmits, or attempts to, or aids or induces another to, communicate, de- 
liver, or transmit, to any foreign government, or to any faction or party or 
military or naval force within a foreign country, whether recognized or unrecog- 
nized by the United States, or to any representative, officer, agent, employee, 
subject, or citizen thereof, either directly or Indirectly, any document, writing, 
code book, signal book, sketch, photograph, photographic negative, blue print, 
plan, map, model, note, instrument, appliance, or information relating to the 
national defense, shall be punished by imprisonment for not more than twenty 
years: Provided, That whoever shall violate the provisions of subsection (a) 
of this section in time of war shall be punished by death or by imprisonment 
for not more than thirty years; and (b) whoever, in time of war, with intent 
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that the same shall be communicated to the enemy, shall collect, record, publish, 
or communicate, or attempt to elicit any information with respect to the move- 
ment, numbers, description, condition, or disposition of any of the armed forces, 
ships, aircraft, or war materials of the United States, or' with respect to the 
plans or conduct, or supposed plans or conduct of any naval or military opera- 
tions, or with respect to any works or measures undertaken for or connected 
with, or intended for the fortification or defense of any place, or any other 
information relating to the public defense, which might be useful to the enemy, 
shall be punished by death or by imprisonment for not more than thirty years. 
Sec. 2, act 15 June 1917 (40 Stat. 218; 50 V. S. C. 32). 

3. Seditious or disloyal acts or words in time of war. — Whoever, when the 
United States is at war, shall willfully make or convey false- reports or false 
statements with intent to interfere with the operation or success of the mili- 
tary or naval forces of the United States or to promote the success of its 
enemies and whoever, when the United States is at war, shall willfully cause or 
attempt to cause insubordination, disloyalty, mutiny, or refusal of duty, in the 
military or naval forces of the. United States, or shall willfully obstruct the 
recruiting or enlistment service of the. United States, to the Injury of the service 
or of the United States, shall be punished by a fine of not more than $10,000 
or imprisonment for not more than twenty years, or both. Sec. S, act 15 June 
1917 (40 Slat. 219), revived and restored, by act 3 March 1921 (41 Stat. 1359; 
50 O. S. C. S3). 

4. Conspiracy to violate preceding sections. — If two or more persons con- 
spire to violate the provisions of sections 2 or 3 of this title, and one or more 
of such persons does any act to effect the object of the conspiracy, each of the 
parties to such conspiracy shall be punished as in said sections provided in 
the case of the doing of the act the accomplishment of which is the object 
of such conspiracy. Except as above provided conspiracies to commit offenses 
under this title shall be punished as provided by section 37 of the Act to 
codify, revise, and amend the penal laws .of the United States approved 4 March 
1903. Sec. 4, Title /, act 15 June 1917 (40 Stat. 219; 50 V. S. C. 34). 

5. Harboring or concealing violators of law.— Whoever harbors or conceals 
any person who he knows, or has reasonable grounds to believe or suspect, has 
committed, or is about to commit, an offense under this title shall be punished 
by imprisonment for not more than ten years and may, in the discretion of the 
court, be fined not more than $10,000. Sec. 5, Title I, act 15 June 1917 (40 Stat. 
219 ) , as amended by sec. 2, act 28 March 1940 (54 Stat. 79; 50 U. S. C. 35). 

6. Designation of prohibited places by proclamation. — The President in time 
of war or in case of national emergency may by proclamation designate any 
place other than those set forth in subsection (a) of section 1 hereof in which 
anything for the use of the Army or Navy is being prepared or constructed or 
stored as a prohibited place for the purposes of this title: Provided, That he shall 
determine that information with respect thereto would be prejudicial to the na- 
tional.defense. Sec. 6, Title /, act 15 June 1917 (40 Slat. 2 19; 50 V. S. C. 36). 

7. Places subject to provisions of chapter.— The provisions of this title shall 
extend to all Territories, possessions, and places subject to the jurisdiction of 
the United States whether or not contiguous thereto, and offenses under this title 
when committed upon the high seas or elsewhere within the admiralty and mari- 
time jurisdiction of the United States and outside the territorial limits thereof 
shall be punishable hereunder. Sec. S, Title I, act 15 June 1917 (40 Stat. 219; 
50 U. S. O. 37). 
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8. Jurisdiction of courts-martial and military commissions. — Nothing con- 
tained in this title shall be deemed to limit the jurisdiction of the general courts- 
martial, military commissions, or naval courts-martial under sections 1342, 1343, 
and 1624 of the Revised Statutes as amended. Sec. 1, Title I, act 15 June 1911 
UO Stat. 219; 50 U. S. 0.88). 

9. Jurisdiction of courts of Canal Zone and Philippine Islands of offenses 
on high seas. — The several courts of first instance in the Philippine Islands and 
the district court of the Canal Zone shall have jurisdiction of offenses under this 
Act committed within their respective districts, and concurrent jurisdiction with 
the district courts of the United States of offenses under this Act committed 
upon the high seas, and of conspiracies to commit such offenses, as defined by 
section 37 of the Act entitled “An Act to codify, revise, and amend the penal 
laws of the United States,” approved 3 March 1909, and the provisions of said 
section, for the purpose of this Act, are hereby extended to the Philippine Islands, 
and to the Canal Zone. In such cases the district attorneys of the Philippine 
Islands and of the Canal Zone shall have the powers and perform the duties 
provided in this Act for United States attorneys. Sec. 2, Title XIII, act 15 June 
1911 UO Stat. 281; 50 V. S. C. 89). 



Section II 



PHOTOGRAPHING, SKETCHING, MAPPING, ETC., DEFENSIVE 
INSTALLATIONS 



Photographing, etc., defensive Installations regulated; penalties 

Photographing, etc., from aircraft. 

Reproducing, publishing, selling, etc., uncensored copies 

“Aircraft,” "posts," “camp,” and “station,” defined 

Geographical application of law 

Photographing, sketching, mapping, etc., military or naval reservations, properties, equipment, 

etc., as unlawful 

Permission to photograph, sketch, map, etc 

Penalties for violations ___ 

Application to Philippine Islands 

Effective date ot sections 781-785-.. - - 

Regulations under Public Law 627 



Para- 
graph Page 

10 4 

11 6 

12 6 

13 8 

14 6 

15 6 

16 7 

17 7 

18 7 

19 7 

20 7 



10. Photographing, etc., defensive installations regulated; penalties.— 
That, whenever, in the interests of national defense, the President shall define 
certain vital military and naval installations or equipment as requiring protec- 
tion against the general dissemination of information relative thereto, it shall 
be unlawful to make any photograph, sketch, picture, drawing, map, or graphical 
representation of such vital military and naval installations or equipment with- 
out first obtaining permission of the commanding officer of the military or naval 
post, camp, or station concerned, or higher authority, and promptly submitting 
the product obtained to such commanding officer or higher authority for censor- 
ship or such other action as he may deem necessary. Any person found guilty 
of a violation of this section shall upon conviction be punished by a fine of not 
more than $1,000 or by imprisonment for not more than one year, or by both 
such fine and Imprisonment. Sec. 1, act 12 January 1938 (52 Stat. 8; 50 
V. S. 0. 45). 
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a. Defining certain vital military and naval installations and equipment . — 
Executive Order S381, 22 March 1940' (5 F. R. 1147), D. I. Whereas section 1 of 
the act 12 January 1938 (52 Stat. 3; 50 U. S. O. 45), provides : 

NOW, THEREFORE, by virtue of the authority vested in me by the foregoing 
statutory provisions, and in effectuation of the purposes of the said act of 12 
January 1938, I hereby define the following as vital military and naval installa- 
tions or equipment requiring protection against the general dissemination of in- 
formation relative thereto : 

1. All military or naval installations and equipment which are-now classified, 
designated, and marked under the authority or at the direction of the Secretary 
of War or the Secretary of the Navy as “secret”, “confidential", or “restricted”, 
and all military or naval Installations and equipment which may hereafter be so 
classified, designated, and marked with the approval or at the direction of the 
President, and located within : 

(a) Any military or naval reservation, post, arsenal, proving ground, range, 
mine field, camp, fort, yard, station, district, or area. 

(b) Any defensive sea area heretofore or hereafter established and existing 
under authority of section 44 of the United States Criminal Code, as amended 
by the act of 4 March 1917 (39 Stat. 1194 ; 18 U. S. 0. 96) . 

(c) Any airspace reservation heretofore or hereafter established and existing 
under authority of section 4 of the Air Commerce Act of 1926 (44 Stat. 670; 
49 U. S. C. 174). 

(d) Any naval harbor closed to foreign vessels. 

(e) Any area required for fleet purposes. 

(f ) Any commercial establishment engaged in the development or manufacture 
of military or naval arms, munitions, equipment, designs, ships, or vessels for 
the United States Army or Navy. 

2. All military or naval aircraft, weapons, ammunition, vehicles, ships, vessels, 
instruments, engines, manufacturing machinery, tools, devices, or any other 
equipment whatsoever, in the possession of the Army or Navy, or in the course 
of experimentation, development, manufacture, or delivery for the Army or 
Navy, which are now classified, designated, and marked under the authority or 
at the direction of the Secretary of War or the Secretary of the Navy as 
“secret”, “confidential”, or “restricted”, and all such articles, materials, or 
equipment which may hereafter be so classified, designated, and marked with the 
approval or at the direction of the President. 

3. All official military or naval books, pamphlets, documents, reports, maps, 
charts, plans, designs, models, drawings, photographs, contracts, or specifica- 
tions, which are now marked under the authority or at the direction of the 
Secretary of War or the Secretary of the Navy as “secret”, “confidential”, or 
“restricted”, and all such articles or equipment which may hereafter be so 
marked with the approval or at the direction of the President. 

&. Chapter 1 of title 2, Canal Zone Code, approved 19 June 1934 (48 Stat. 1122; 
48 U. S. C. Ch. 6, Note) has been amended by the act of 1 December 1941 (55 
Stat. 79S). This amendment confers upon the Governor of the Panama Canal 
the following powers: 

* * * the Governor is hereby authorized to make, and from time to time 

alter and amend, regulations prohibiting or restricting: 

(a) The making of any photograph, sketch, drawing, map, or graphical repre- 
sentation of, within, or upon any such part or feature of the Panama Canal, 
or any such area, object, installation, or structure within the Canal Zone ; and 

lb). The possession of any camera within any area or areas in the Canal Zone 
which the Governor may designate : Provided, however , That no regulation made 
pursuant to authority contained in this section shall apply to activities of the 
kind covered by this section which are conducted or performed by persons in 
the service or employ of the United States in the course of their official 
duties. * * * and makes punishable by fine, imprisonment, or both, violation 

of regulations established thereunder. Pursuant to the foregoing law, the 
Governor of the Panama Canal has issued regulations prohibiting the photo- 
graphing of certain areas, objects or structures, establishing areas within which 
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photographing is prohibited, and establishing certain areas within which the 
possession of cameras is prohibited. See Part 28, Chapter I, Canal Zone Regula- 
tions (7 P. R. 2135). 

11. Photographing etc., from aircraft. — Any person who uses or permits or 
procures the use of an aircraft for the purpose of making a photograph, sketch, 
picture, drawing, map, or graphical representation of vital military or naval 
installations or equipment, in violation of section 1 of this Act, shall be liable 
to the penalty therein provided. Seo. 2, act 12 January 1938 (52 Stat. S; 60 
U. S. C. 45a). 

12. Reproducing, publishing, selling, etc., uncensored copies. — On and after 
thirty days from the date upon which the President defines any vital military or 
naval installation or equipment as being within the category contemplated under 
the first se'ction of this Act, it shall be unlawful for any person to reproduce, 
publish, sell, or give away any photograph, sketch, picture, drawing, map, or 
graphical representation of the vital military or naval installations or equip- 
ment so defined, without first obtaining permission of the commanding officer 
of the military or naval post, camp, or station concerned, or higher authority, 
unless such photograph, sketch, picture, drawing, map, or graphical representa- 
tion has clearly indicated thereon that it has been censored by the proper 
military or naval authority. Any person found guilty of a violation of this 
section shall upon conviction be punished as provided In the first section of this 
Act Sec. S, act 12 January 1938 (52 Stat. S; 50 V. S. O. Jf5b). 

13. “Aircraft,” “post,” “camp,” and “station” defined. — The term "aircraft” 
as used in this Act means any contrivance known or hereafter Invented, used, or 
designed for navigation or flight In the air. The expression “post, camp, or 
station” as used in this Act shall be interpreted to Include naval vessels, military 
and naval aircraft, and any separate military or naval command. Sec. 4, act 12 
January 1988 (52 Stat. 4 1 50 U. S. C. 45c). 

14. Geographical application of law. — The provisions of this Act, shall ex- 
tend to all Territories, possessions, and places subject to the jurisdiction of the 
United States, whether contiguous thereto, or not and offenses under this Act 
when- committed upon or over the high seas or elsewhere within the admiralty 
and maritime jurisdiction of the United States and outside the territorial limits 
thereof shall be punishable hereunder. Sec. 5, act 12 January 1938 (52 Stat. 4; 
50 V. S. C. 45d). 

15. Photographing, sketching, mapping, etc., military or naval reserva- 
tions, properties, equipment, etc., as unlawful. — Whoever, except In perform- 
ance of duty or employment in connection with the national defense, shall 
knowingly and willfully make any sketch, photograph, photographic negative, 
blueprint, plan, map, model, copy, or other representation of any navy yard, 
naval station, or of any military post, fort, camp, station, arsenal, airfield, or 
other military or naval reservation, or place used for national-defense purposes 
by the War or Navy Departments, or of any vessel, aircraft, Installation, equip- 
ment, or other property whatsoever, located within any such post, fort, camp, 
arsenal, airfield, yard, station, reservation or place, or in the waters adjacent 
thereto, or in any defensive sea area established in accordance with law; or 
whoever, except In performance of duty or employment in connection with the 
national defense, shall knowingly and willfully make any sketch, photograph, 
photographic negative, blueprint, plan, map, model, copy, or other representa- 
tion of any vessel, aircraft, Installation, equipment, or other property relating 
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to the national defense being manufactured or under construction or repair 
for or awaiting delivery to the War or Navy Departments or the government of 
any country whose defense the President deems vital to the defense of the 
United States under any contract or agreement with the United States or such 
country or otherwise on behalf of the United States or such country, located 
at the factory, plant, yard, storehouse, or other place of business of any con- 
tractor, subcontractor, or other person, or in the waters adjacent to any such 
place, shall be punished as provided in this Act. Seo. 1, act 25 June 194 2 (56 
Stat. 390; 50 U. S. C. App. Sup. 181). 

16. Permission to photograph, sketch, map, etc. — Notwithstanding the pro- 
visions of section 1 of this Act, the Secretary of War or the Secretary of the Navy 
is authorized, under such regulations as he may prescribe, to permit photo- 
graphs, sketches, or other representations to be made when, in his opinion, the 
interests of national defense will not be adversely affected thereby. Ses. 2, act 25 
June 1942 (56 Stat. 391; 50 V. S. C. App. Sup. 782). 

17. Penalties for violations. — Any person found guilty of a violation of this 
Act shall, upon conviction, be punished by a fine of not more than $1,000 or by 
imprisonment for not more than one year, or by both such fine and imprisonment. 
Sec. 3, act 25 June 1942 (56 Stat. 391; 50 V. S. C. App. Sup. 7 83). 

18. Application to Philippine Islands. — The provisions of this Act shall apply 
in the Philippine Islands as well as in all other places within the territory or 
jurisdiction of the United States. Sec. 4 , act 25 June 1942 (56 Stat. 391; 50 
V. S. C. App. Sup. 7 84). 

19. Effective date of sections 781-785. — This Act shall be effective only for 
the duration of the present war as determined by proclamation of the President. 
Sec. 5, act 25 June 1942 (56 Stat. 391 ; 50 U. S. O. App. Sup. 7 85). 

20. Regulations under Public Law 627. — The following regulations, promul- 
gated by the Secretary of War and the Secretary of the Navy pursuant to Sec- 
tion 2 of Public Law 627, which appeared in 7 Federal Register 7307, are pub- 
lished for the information and guidance of all concerned : 

MAKING OF PHOTOGRAPHS, SKETCHES, ETC., OF MILITARY OR NAVAL 

SUBJECTS 

Pursuant to the authority conferred upon the Secretary of War and the Secre- 
tary of the Navy by the Act of Congress approved 25 June 1942- (Public Law Number 
627 — 77th Congress), “to prevent the making of photographs and sketches of 
military or naval reservations, naval vessels, and other naval and military prop- 
erties, and for other purposes,” the following regulations are hereby pre- 
scribed : 

(a) Sketches, photographs, photographic negatives, blueprints, plans, maps, 
models, copies or other representations, may be made of any area, place, property, 
or thing, described in the Act of Congress approved 25 June 1942, (Public Law 
Number 627 — 77th Congress), only upon the expressed permission of the Secre- 
tary or his authorized representative having jurisdiction of the subject matter. 
Such permission will be granted only if the interests of national defense will 
not be adversely affected thereby. 

(b) The authorized representatives who may grant the necessary permission 

are : r 

War Department. Any Commanding General of a Defense Command, Theater 
of Operations. Department or Service Command. Director of War Department 
Bureau of Public Relations, or any Commander of a post, camp, or station. 

Navy Department. Fleet Commanders or Commanders of any major subdivision 
thereof, Commanders of Sea Frontiers, District Commandants, the Director of 
the Office of Public Relations, Commanding Officers of Ships, Aircraft Squadrons, 
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or Stations, or, an officer of the U. S. Marine Corps having a command equivalent 
to any of the foregoing. 

Section III 

RADIO AND WIRE COMMUNICATION 

Para- 
graph Page 



Unauthorized publication or use of communications , — 21 8 

General penalty 22 8 

Violation ot rules, regulations, etc 23 8 

Powers and duties of commission 24 9 

War powers of President 25 10 



21. Unauthorized publication or use of communications. — No person receiv- 
ing or assisting in receiving, or transmitting, or assisting in transmitting, any 
interstate or foreign communication by wire or radio shall divulge or publish 
the existence, contents, substance, purport, effect, or meaning thereof, except 
through authorized channels of transmission or reception, to any person other 
than the addressee, his agent, or attorney, or to a person employed or authorized 
to forward such communication to its destination, or to proper accounting or 
distributing officers of the various communicating centers over which the com- 
munication may be passed, or to the master of a ship under whom he is serving, 
or in response to a subpena issued by a court of competent jurisdiction, or on 
demand of other lawful authority ; and no person not being authorized, by the 
sender shall Intercept any communication and divulge or publish the existence, 
contents, substance, purport, effect, or meaning of such intercepted communication 
to any person ; and no person not being entitled thereto shall receive or assist 
in receiving any interstate or foreign communication by wire or radio and use 
the same or any information therein contained for his own benefit or for the 
benefit of another not entitled thereto ; and no person having received such inter- 
cepted communication or having become acquainted with the contents, sub- 
stance, purport, effect, or meaning of the same or any part thereof, knowing 
that such information was so obtained, shall divulge or publish the existence, 
contents, substance, purport, effect, or meaning of the same or any part thereof, 
or use the same or any information therein contained for his own benefit or 
for the benefit of another not entitled thereto : Provided, That this section shall' 
not apply to the receiving, divulging, publishing, or utilizing the contents of any 
radio communication broadcast, or transmitted by amateurs or others for the 
use of the general public, or relating to ships in distress. Sec. 605, act 19 June 
1984 US Stat. 1103; 47 U. S. O. 605). 

22. General penalty.: — Any person who willfully and knowingly does or 

causes or suffers to be done any act, matter, or thing, in this Act prohibited or 
declared to be unlawful, or who willfully and knowingly omits or fails to do 
any act, matter, or thing bn this Act required to be done, or willfully and knowingly 
causes or suffers such omission or failure, shall, upon conviction thereof, be 
punished for such offense, for which no penalty (other than a forfeiture) is 
provided herein, by a fine of not more than $10,000 or by imprisonment for a 
term of not more than two years, or both. Sec. 501, act 19 June 1934 (48 Stat. 
1100; 47 U. S. C. 501). \ 

23. Violation of rules, regulations, etc. — Any person who willfully and 
knowingly violates any rule, regulation, restriction, or condition made or imposed 
by the Commission under authority of this Act, or any rule, regulation, restriction, 
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or condition made or imposed by any international radio or wire communications 
treaty or convention, or regulations annexed thereto, to which the United States 
is or may hereafter become a party, shall, in addition to any other penalties pro- 
vided by law, be punished, upon conviction thereof, by a fine of not more than $500 
for each and every day during which such offense occurs. Sec. 502, act 19 June 
1934 (48 Stat. 1100; 47 U. S. 0. 502). 

24. Powers and duties of commission.— Except as otherwise provided in this 
Act, the (Federal Communications) Commission from time to time, as public 
convenience, interest, or necessity requires, shall— * * * 

(m) (1) Have authority to suspend the license of any operator (radio) upon 
proof sufficient to satisfy the Commission that the licensee — * * * 

(C) has willfully damaged or permitted radio apparatus or installations to be 
damaged ; or 

(D) has transmitted superfluous radio communications or signals * * * 

or has knowingly transmitted — 

(1) false or deceptive signals or communications, or 

(2) a call signal or letter which has not been assigned by proper authority to 
the station he is operating ; or 

(E) has willfully or maliciously interfered with any other radio communica- 
tions or signals ; * * *. Sec. 303, act 19 June 1934 (48 Stat. 1082) , as amended, 
Oy sec. 5 and 6 (a and b) act 20 May 1987 (SO Stat. 190, 191; 41 V. S. C. 303). 

Note. The Rules and Regulations of the Federal Communications Commission also pro- 

hibit the acts mentioned in the above section. 

а. On 14 June 1940, the Federal Communications Commission Issued a formal 
notice to all classes of commercial radio operators reading as follows : 

On 10 June 1940, the Commission issued a warning specifically addressed to 
ship radio operators and ship station licensees against the transmission of super- 
fluous unnecessary or unidentified communications. The purpose of this notice 
is to emphasize the importance of strict compliance with the previous notice and 
at the same time to call attention specifically that the provisions of statute and 
treaty prohibiting the transmission of superfluous, unnecessary or unidentified 
communications apply to all commercial operators as well as those communicating 
from ship stations. 

The General Radio Regulations (Cairo Revision, 1938) annexed to the Inter- 
national Telecommunications Convention (Madrid, 1932,) to which this Govern- 
ment is a party, and the Communications Act of 1934, specifically prohibit the 
transmission of superfluous, unnecessary or unidentified communications. The 
Commission intends to uphold vigorously these provisions of law and treaty and 
will hold all commercial radio operators and station licensees strictly accountable 
for any violation. 

б. On 21 August 1941, the Defense Communications Board issued a formal notice 
to all persons engaged in the wire or radiocommunications industry, including 
manufacturing, reading as follows : 

WHEREAS on account of the importance to national defense of the plants and 
facilities of the communications industry it appears desirable to restrict free 
access thereto ; 

- BE IT THEREFORE RESOLVED that persons engaged in the wire or radio- 
communications industry, including manufactoring, be requested to take all meas- 
ures necessary to ensure that access to premises containing communications equip- 
ment or facilities (other than the premises necessarily open to the general public) 
be restricted to employees, federal, state or local government officers acting in 
their official capacity, and other persons considered necessary by the management 
in the conduct of its business. 
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BE IT FURTHER RESOLVED that all persons engaged In the wire or radio- 
communications industry, including manufacturing, be requested to exclude rep- 
resentatives of any foreign government, persons, associations or corporations, 
from access to the premises containing communications equipment or facilities 
(other than premises necessarily open to the general public) except only upon 
express permission granted at the direction of the Defense Communications 
Board. 

o. On 25 March 1942, the Defense Communication Board issued Order Number 
3, authorizing the Secretary of War and the Secretary of the Navy to take ap- 
propriate measures to safeguard the security of military and naval messages 
handled by means of radio communication and wire communication, as defined 
in the Communications Act of 1934, under the jurisdiction of the United States, 
reading as follows : 

WHEREAS, the Defense Communications Board has, by E.O. 8964, 10 December 
1941, and E.O. 9089, 6 March 1942, been authorized, if the national security and 
defense and the successful conduct of the war so demand, to prescribe classes 
and types of radio stations and stations for wire communications and facilities 
or portions thereof which shall be subject to the use, control, supervision, inspec- 
tion, or closure in accordance with such prescription, by the Department of War, 
Department of Navy, or other agency of the United States Government, desig- 
nated by the Board ; 

AND WHEREAS, it is necessary in the Interest of the national security and 
defense, and for the successful prosecution of the war that the Government 
of the United States safeguard the security of all military and naval messages 
handled by means of radio communication and wire communication, as defined 
in the Communications Act of 1934, under the jurisdiction of the United States ; 

AND WHEREAS, The Defense Communications Board has determined that the 
national security and defense and the successful conduct of the war so demand ; 

NOW, THEREFORE, By virtue of authority vested in the Board under E.O. 
8964, 10 December 1941, and E.O. 9089, 6 March 1942, the Board hereby authorizes 
the Secretary of War and the Secretary of the Navy, acting jointly or severally, 
to take such steps, institute such measures, and issue such regulations and orders 
as shall be necessary to safeguard all military and naval messages handled by 
means of radio communication and wire communication under the jurisdiction of 
the United States in order to ensure that all such communications be trans- 
mitted rapidly, securely, and inviolate and further to ensure that no communi- 
cation of spurious origin, purporting to be a military or naval communication, 
be transmitted by means of radio or wire communication. 

25. War powers of President. — (a) During the continuance of a war in 
which the United States is engaged, the President is authorized, if he finds it nec- 
essary for the national defense and security, to direct that such communications 
as in his judgment may be essential to the national defense and security shall 
have preference or priority with any carrier subject to this Act. He may give 
these directions at and for such times as he may determine, and may modify, 
change, suspend, or annul them and for any such purpose he is hereby authorized 
to issue orders directly, or through such person or persons as he designates for 
the purpose, or through the Commission. Any carrier complying with any such 
order or direction for preference or priority herein authorized shall be exempt 
from any and all provisions in existing law imposing civil or criminal penalties, 
obligations, or liabilities upon carriers by reason of giving preference or priority 
in compliance with such order or direction. 

(b) It shall be unlawful for any person during any war in which the United 
States is engaged to knowingly or willfully, by physical force or intimidation by 
threats of physical force, obstruct or retard or aid in obstructing or retarding in- 
terstate or foreign communication by radio or wire. The President is hereby au- 
thorized, whenever in his judgment the public interest requires, to employ the 
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armed forces of the United States to prevent any such obstruction or retardation 
of communications : Provided, That nothing in this section shall be construed 
to repeal, modify, or affect either section 6 or section 20 of an Act entitled 
“An Act to supplement existing laws against unlawful restraints and monop- 
olies, and for other purposes,” approved 15 October 1914. 

(c) Upon proclamation by the President that there exists war or a threat 
of war or a state of public peril or disaster or other national emergency, or in 
order to preserve the neutrality of the United States, the President may suspend 
or amend, for such time as he may see fit, the rules and regulations applicable 
to any or all stations within the jurisdiction of the United States as prescribed 
by the Commission, and may cause the closing of any station for radio com- 
munication and the removal therefrom of its apparatus and equipment, or he 
may authorize the use or control of any such station and/or its apparatus and 
equipment by any department of the Government under such regulations as he 
may prescribe, upon just compensation to the owners. 

(d) Upon proclamation by the President that there exists a state or threat 
of war involving the United States, the President, if he deems it necessary in 
the interest of the national security and defense, may, during a period ending 
not later than six months after the termination of such state or threat of war 
and not later than such earlier date as the Congress by concurrent resolution 
may designate, (1) suspend or amend the rules and regulations applicable to 
any or all facilities or stations for wire communication within the jurisdiction 
of the United States as prescribed by the Commission, (2) cause the closing 
of any facility or station for wire communication and the removal therefrom 
of its apparatus and equipment, or (3) authorize the use or control of any 
such facility or station and its apparatus and equipment by any department 
of the Government under such regulations as he may prescribe, upon just 
compensation to the owners. 

(e) The President shall ascertain the just compensation for such use or con- 
trol and certify the amount ascertained to Congress for appropriation and pay- 
ment to the person entitled thereto. If the amount so certified is unsatisfactory 
to the person entitled thereto, such person shall be paid only 75 per centum of 
the amount and shall be entitled to sue the United States to recover such further 
sum as added to such payment of 75 per centum will make such amount as will 
be just compensation for the use and control. Such suit shall be brought in 
the manner provided by paragraph 20 of section 24, or by section 145, of the 
Judicial Code, as amended. 

(f) Nothing in subsection (c) or (d) shall be construed to amend, repeal, im- 
pair, or affect existing laws or powers of tbe States in relation to taxation or 
the lawful police regulations of the several States, except wherein such laws, 
powers, or regulations may affect the transmission of Government communica- 
tions, or the issue of stocks and bonds by any communication system or systems. 

(g) Nothing in subsection (c) or (d) shall be construed to authorize the 
President to make any amendment to the rules and regulations of the Commission 
which the Commission would not be authorized by law to make; and nothing 
in subsection (d) shall be construed to authorize the President to take any action 
the force and effect of which shall continue beyond the date after which taking 
of such action would not have been authorized. Sec. 606, act 19 June 1984 (-48 
Stat.J.104 ) , as amended hy seo. 1 and 2, act 26 January 1942 (56 St at. 18; 41 
V. S. C. 606). 
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Section IV 

OFFENSES AGAINST POSTAL SERVICE 

Para- 
graph Page 



Stealing, secreting, or embezzling mail matter, or attempting to do so 23 12 

Certain letters or writings nonmailable; opening letters. 27 12 

Using or attempting to use mails tor transmission o l matter declared nonmailable by title; jur- 
isdiction of offense 28 12 



26. Stealing, secreting, or embezzling mail matter, or attempting to do 
so. — Whoever shall steal, take, or abstract, or by fraud or deception obtain, or 
attempt so to obtain, from or out of any mail, post office, or station thereof, or 
other authorized depository for mail matter, or from a letter or mail carrier, any 
letter, postal card, package, bag, or mail, or shall abstract or remove from any 
such letter, package, bag, or mail, any article or thing contained therein, or shall 
secrete, embezzle, or destroy any such letter, postal card, package, bag, or mail, 
or any article or thing contained therein ; or whoever shall steal, take, or abstract, 
or by fraud or deception obtain any letter, postal card, package, bag, or mail, 
which has been left for collection upon or adjacent to a collection box or other 
authorized depository of mail matter ; or whoever shall buy, receive, or conceal, 
or aid in buying, receiving, or concealing, or shall unlawfully have in his posses- 
sion, any letter, postal card, package, bag, or mail, or any article or thing 
contained therein, which has been so stolen, taken, embezzled, or abstracted, as 
herein described, knowing the same to have been stolen, taken, embezzled, or 
abstracted ; or whoever shall take any letter, postal card, or package out of any 
post office or station thereof, or out of any authorized depository for mail matter 
or from any letter or mail carrier, or which has been in any post office or station 
thereof, or other authorized depository, or in the custody of any letter or mail 
carrier, before it has been delivered to the person to whom it was directed, with 
a design to obstruct the correspondence, or to pry into the business or secrets 
of another, or shall open, secrete, embezzle, or destroy the same, shall be fined 
not more than $2,000 or imprisoned not more than five years, or both. Sec. 194, 
act 4 March 1909 (35 Stat. 1125), as amended by act 25 February 1925 (45 Stat. 
977), as amended by act 26 August 1935 (49 Stat. 867), as amended by act 7 
August 1939 (53 Stat. 1256; 18 U. S. C. 317). 

27. Certain letters or writings nonmailable; opening letters. — Every letter, 
writing, circular, postal card, picture, print, engraving, photograph, newspaper, 
pamphlet, book, or other publication, matter, or thing, of any kind, in violation 
of any of the provisions of this Act is hereby declared to be nonmailable matter 
and shall not be conveyed in the mails or delivered from any post office or by 
any letter carrier: Provided, That nothing in this Act shall be so construed as 
to authorize any person other than an employee of the Dead Letter Office, duly 
authorized thereto, or other person upon a search warrant authorized by law, 
to open any letter not addressed to himself. Sec. 1, act 15 June 1917 (40 Stat. 
230; 18 U. S. C. 343). 

28. Using or attempting to use mails for transmission of matter declared 
nonmailable by title; jurisdiction of offense. — Whoever shall use or attempt to 
use the mails or Postal Service of the United States for the transmission of any 
matter declared by Title XII of this Act to be nonmailable, shall be punished 
by imprisonment for not more than ten years and may, in the discretion of the 






court, be fined not more than $5,000. Any person violating any provision of 
this title may be tried and punished either in the district in which the unlawful 
matter or publication was mailed, or to which it was carried by mail for delivery 
according to the direction thereon, or in which it was caused to be delivered 
by mail to the person to whom it was addressed. Sec. 3, act 15 June 1917 (40 
Stat. 230) as amended by sec. 9, act 28 March 1940 (54 Stat. 80; 18 U. S. O. 345). 

Section V 

TRADING WITH THE ENEMY ACT OF 1917 

Para- 
graph Page 

Acts prohibited 29 13 

29. Acts prohibited. — It shall be unlawful — 

(a) For any person in the United States, except with the license of the Presi- 
dent, granted to such person, or to the enemy, or ally of enemy, as provided in 
this Act, to trade, or attempt to trade, either directly or Indirectly, with, to, or 
from, or for, or on account of, or on behalf of, or for the benefit of, any other 
person, with knowledge or reasonable cause to believe that such other person 
is an enemy or ally of enemy, or is conducting or taking part in such trade, 
directly or indirectly, for, or on account of, or on behalf of, or for the benefit of, 
an enemy or ally of enemy. 

(b) For any person, except with the license of the President, to transport 
or attempt to transport into or from the United States, or for any owner, master, 
or other person in charge of a vessel of American registry to transport or at- 
tempt to transport from any place to any other place, any subject or citizen of 
an enemy or ally of enemy nation, with knowledge or reasonable cause to believe 
that the person transported or attempted to be transported is such subject or 
citizen. 

(c) For any person (other than a person in the service of the United 
States Government or of the Government of any nation, except that of an enemy 
or ally of enemy nation, and other than such persons or classes of persons as may 
be exempted hereunder by the President or by such person as he may direct), to 
send, or take out of, or bring into, or attempt to send, or take out of, or bring into 
the United States, any letter or other writing or tangible form of communication, 
except in the regular course of the mail ; and it shall be unlawful for any person 
to send, take, or transmit, or attempt to send, take, or transmit out of the United 
States, any letter or other writing, book, map, plan, or other paper, picture, or 
any telegram, cablegram, or wireless message, or other form of communication 
intended for or to be delivered, directly or indirectly, to an enemy or ally of 
enemy : Provided, hoivever, That any person may send, take, or transmit out of 
the United States anything herein forbidden if he shall first submit the same to the 
President, or to such officer as the President may direct, and shall obtain the 
license or consent of the President, under such rules and regulations, and with 
such exemptions, as shall be prescribed by the President. 

(d) Whenever, during the present war, the President shall deem that the pub- 
lic safety demands it, he may cause to be censored under such rules and regula- 
tions as he may from time to time establish, communications by mail, cable, radio, 
or other means of transmission passing between the United States and any foi'eign 
country he may from time to time specify, or which may be carried by any vessel 
or other means of transportation touching at any port, place, or territory of the 
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United States and bound to or from any foreign country. Any person who will- 
fully evades or attempts to evade the submission of any such communication to 
such censorship or willfully uses or attempts to use any code or other device for 
the purpose of concealing from such censorship the intended meaning of such 
communication shall be punished as provided in section sixteen of this Act. Sec. 
S, act 6 October 1917 (40 Stat. 412; 50 V. S. C. App. 3). 

Section VI 

FIRST WAR POWERS ACT 1941 

Para- 
graph Page 

Censorship of communications ; penalties and forfeitures 30 14 

30. Censorship of communications; penalties and forfeitures. — Whenever, 
during the present war, the President shall deem that the public safety demands 
it, he may cause to be censored under such rules and regulations as he may 
from time to time establish, communications by mail, cable, radio, or other 
means of transmission passing between the United States and any foreign 
country he may from time to time specify, or which may be carried by any 
vessel or other means of transportation touching at any port, place, or Terri- 
tory of the United States and bound to or from any foreign country. Any 
person who willfully evades or attempts to evade the submission of any such 
communication to such censorship or willfully uses or attempts to use any 
code or other device for the purpose of concealing from such censorship the 
intended meaning of such communication shall, upon conviction, be fined not 
more than $10,000, or, if a natural person, imprisoned for not more than ten 
years, or both; and the officer, director, or agent of any corporation who 
knowingly participates in such violation shall be punished by a like fine, im- 
prisonment, or both, and any property, funds, securities, papers, or other 
articles or documents, or any vessel, together with her tackle, apparel, furni- 
ture, and equipment, concerned in such violation shall be forfeited to the United 
States. Sec. 303, act 18 December 1941 (55 Stat. 840 ; 50 V. S. O. App. Sup. 618). 

Section VII 

COORDINATION OF FEDERAL REPORTING SERVICES 

Para- 
graph Page 

Unlawful disclosure of Information ; penalties ; release of Information to other 

agencies — 31 14 

31. Unlawful disclosure of information; penalties; release of Information 
to other agencies. — (a) In the event that any information obtained in confi- 
dence by a Federal agency is released by that agency to another Federal agency, 
all the provisions of law (including penalties) which relate to the unlawful 
disclosure of any such information shall apply to the officers and employees of 
the agency to which such information Is released to the same extent and in 
the same manner as such provisions apply to the officers and employees of the 
agency which originally obtained such information ; and the officers and em- 
ployees of the agency to which the information is released shall in addition be 
subjected to the same provisions of law (including penalties) relating to the 
unlawful disclosure of such information as if the information had been collected 
directly by such agency. 
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(b) Information obtained by a Federal agency from any person or persons 
may, pursuant to this Act, be released to any other Federal agency only if (I) 
the information shall be released in the form of statistical totals or summaries; 
or (2) the information as supplied by persons to a Federal agency shall not, at 
the time of collection, have been declared by that agency or by any superior 
authority to be confidential; or (3) the persons supplying the information shall 
consent to the release of it to a second agency by the agency to which the in- 
formation was originally supplied; or (4) the Federal agency to which another 
Federal agency shall release the information has authority to collect the informa- 
tion itself and such authority is supported by legal provision for criminal 
penalties against persons failing to supply such information. Sec. 4, act 24 
December 1942 ( 56 Stat. 1079; 5 U. S. C. Sup. 139b.) 

Section VIII 

OFFENSES AGAINST OPERATIONS OF GOVERNMENT 

Para- 
graph Page 



Falsely pretending to be United States officer 32 18 

Purloining, stealing, or Injuring property of United States or property manufactured under 

contract for War or Navy Departments 83 16 

Embezzling arms and. stores 34 18 

Injuries to fortifications or harbor defenses; jurisdiction of offenses committed within Canal 

Zone or defensive sea areas 35 16 

Unlawfully entering military reservation, fort, or arsenal 36 16 

Unlawfully entering, remaining, leaving, or committing acts in military areas or zones 37 17 

Possession or control of property or papers in aid of foreign government designed or Intended 
for violating penal statutes treaty rights, or obligations of United States; or rights under law 

of nations 38 17 

Bobbery of personal property of United States 39 17 

Embezzling public moneys or other property 4U 17 

Receiving stolen public property 41 17 

Injuries to telegraph lines 42 18 

Falsely making or forging naval, military, or official pass - 43 18 



32. Falsely pretending to be United States officer. — Whoever, with intent 
to defraud either the United States or any person, shall falsely assume or pre- 
tend to be an officer or employee acting under the authority of the United States, 
or any department, or any officer of the Government thereof, or under the 
authority of any corporation owned or controlled by the. United Stales, and 
shall take upon himself to act as such, or shall in such pretended character 
demand or obtain from any person or from the United States, or any depart- 
ment, or any officer of the Government thereof, or any corporation owned or con- 
trolled by the United States, any money, paper, document, or other valuable 
thing, shall be fined not more than $1,000 or imprisoned not more than three 
years, or both. Sec. 32, act 4 March 1909 (35 Stat.' 109 5) cm amended by • act 
28 February 1938 ( 52 Stat. 82; 18 V. S. C. 76) . 

33. Purloining, stealing, or injuring property of United States or property 
manufactured under contract for War or Navy Departments. — (C) Whoever 
shall take and carry away or take for his use, or for the use of another, with 
intent to steal or purloin, or shall willfully injure or commit any depredation 
against, any property of the United States, or any branch or department thereof, 
or any corporation In which the United States of America is a stockholder, 
or any property which has been or is being made, manufactured, or constructed 
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under contract for the War or Navy Departments of the United States, shall 
be punished as follows : If the value of such property exceeds the sum of $50, by a 
fine of not more than $10,000 or imprisonment for not more than ten years, 
or both i If the value of such property does not exceed the sum of $50, by a 
fine of not more than $1,000 or by Imprisonment In a jail for not more than one 
year, or both. Value, as used in this section, shall mean market value or cost 
price, either wholesale or retail, whichever shall be the greater. Sec. 35, act 4 
March 1909 (35 Stat. 1095) as amended by act 23 October 1918 (40 Stat. 1015) as 
amended by act 18 June 1934 (48 Stat. 996) as amended by act 4 April 1938 (52 
Stat. 198; 18 U. S. O. 82). 

34. Embezzling arms and stores. — Whoever shall steal, embezzle, or know- 
ingly apply to his own use, or unlawfully sell, convey, or dispose of,' any ordnance, 
arms, ammunition, clothing, subsistence, stores, money, or other property of the 
United States, furnished or to be used for the military or naval service, shall be 
punished as prescribed in section 35 of this Act Seo. 86, act 4 March 1909 (35 Stat. 
1096; 18 V. S. C. 87). 

35. Injuries to fortifications or harbor defenses: jurisdiction of offenses 
committed within Canal Zone or defensive sea areas. — Whoever shall willfully 
trespass upon, injure, or destroy any of the works or property or material of any 
submarine mine or torpedo or fortification or harbor-defense system owned or 
constructed or In process of construction by the United States, or shall willfully 
interfere with the operation or use of any such submarine mine, torpedo, fortifi- 
cation, or harbor-defense system, or shall knowingly, willfully, or wantonly 
violate any duly authorized and promulgated order or regulation of the President 
governing persons or vessels within the limits of defensive sea areas, which de- 
fensive sea areas are hereby authorized to be established by order of the President 
from time to time as may be necessary In his discretion for purposes of national 
defense, shall be punished on conviction thereof In a district or circuit court of 
appeals of the United States for the district or circuit In which the offense Is 
committed, or Into which the offender Is first brought, by a fine of not more than 
$5,000, or by Imprisonment for a term not exceeding five years, or by both, in 
the discretion of the court. Provided, offenses hereunder committed within the 
Canal Zone or within any defensive sea areas which the President is authorized 
to establish by this section, shall be cognizable In the District Court of the Canal 
Zone, and jurisdiction is hereby conferred upon said court to hear and determine 
all such cases arising under this section and to impose the penalties herein pro- 
vided for the violation of any of its provisions. Sec. 1, act 7 July 1898 (30 Stat. 
717), as amended by sec. 44. act 4 March 1909 (35 Stat. 1097), as amended by 
act 4 March 1917 (39 Stat. 1194), as amended by sec. 19, act 22 May 1917 (49 
Stat. 89; 18 U. S. C. 96). 

30. Unlawfully entering military reservation, fort, or arsenal. — Whoever, 
within the territory or jurisdiction of the United States, including the Canal 
Zone, Puerto Rico, and the Philippine Islands, shall go upon any military reser- 
vation, Army post, fort, or arsenal, for any purpose prohibited by law or mili- 
tary regulation made In pursuance of law, or whoever shall reenter or be found 
within any such reservation, post, fort, or arsenal, after having been removed 
therefrom or ordered not to reenter by any officer or person in command or 
charge thereof, shall be fined not more than $500, or imprisoned not more than 
six months, or both. Sec. 45, act 4 March 1909 (35 Stat. 1097), as amended by 
act 28 March .1940 (54 Stat. 80; 18 U. S. C. 97). 
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37. Unlawfully entering, remaining, leaving, or committing acts in mili- 
tary areas or zones. — Whoever shall enter, remain in, leave, or commit any act 
in any military area or military zone prescribed, under the authority of an 
Executive order of the President, by the Secretary of War, or by any military 
commander designated by the Secretary of War, contrary to the restrictions 
applicable to any such area or zone or contrary to the order of the Secretary of 
War or any such military commander, shall, if it appears that he knew or should 
have known of the existence and extent of the restrictions or order-’and that his 
act was in violation thereof, be guilty of a misdemeanor and upon conviction 
shall be liable to a fine of not to exceed $5,000 or to imprisonment for not more 
than one year, or both, for each offense. Act 21 March 1942 (56 Stat. 173; 18 
V. S. O. Sup. 97a). 

38. Possession or control of property or papers in aid of foreign govern- 
ment designed or intended for violating penal statutes, treaty rights, or 
obligations of United States; or rights under law of nations. — Whoever, In aid 
of any foreign Government, shall knowingly and willfully have possession of or 
control over any property or papers designed or intended for use or which is 
used as the means of violating any penal statute, or any of the rights or obli- 
gations of the United States under any treaty or the law of nations, shall be 
punished by imprisonment for not more than ten years and may, in the dis- 
cretion of the court, be fined not more than $1,000. The words “foreign govern- 
ment”, as used in this Act and in sections 156, 157, 161, 170, 171, 172, 173, and 
220 of the Act of 4 March 1909, entitled “An Act to codify, revise, and amend the 
penal laws of the United States,” shall be deemed to include any Government, 
faction, or body of insurgents within a country with which the United States 
is at peace, which Government, faction, or body of insurgents may or may not 
have been recognized by the United States as a Government. Sec. 4, act 15 June 
1917 (40 Stat. 226); sec. 22, act 15 June 1917 (40 Stat. 230), as amended by 
sec. 8, act 28 March 1940 (54 Stat. 80; IS V. S. C. 98). 

39. Bobbery of personal property of Uniter States. — Whoever shall rob 
another of any kind or description of personal property belonging to the United 
States, or shall feloniously take and carry away the same, shall be fined not 
more than $5,000, or imprisoned not more than ten years, or both. Seo. 46, act 4 
Maroh 1909 (35 Stat. 1097; 18 O. S. 0. 99.) 

40. Embezzling public moneys or other property. — Whoever shall embezzle, 
steal, or purloin any money, property, record, voucher, or valuable thing what- 
ever, of the moneys, goods, chattels, records, or property of the United States, 
shall be fined not more than $5,000, or imprisoned not more than five years, or 
both. Sec. 1, act 3 March 1875 (18 Stat. 470 ) , as amended by sec. 47, act 4 
March 1909 (35 Stat. 1097; IS V. S. O. 100). 

41. Receiving stolen public property. — Whoever shall receive, conceal, or 
aid in concealing, or shall have or retain in his possession with Intent to convert 
to his own use or gain, any money, property, record, voucher, or valuable thing 
whatever, of the moneys, goods, chattels, records, or property of the United 
States, which has theretofore been embezzled, stolen, or purloined by any other 
person, knowing the same to have been so embezzled, stolen, or purloined, shall 
be fined not more than $5,000, or imprisoned not more than five years, or both; 
and such person may be tried either before or after the conviction of the 
principal offender. See. 2, act 3 March 1875 (18 Stat. 479), as amended by sec. 
48, act 4 March 1909 (35 Stat. 1098; 18 V. S. O. 101). 
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42. Injuries to telegraph, lines. — Whoever shall willfully or maliciously In- 
jure or destroy any of the works, property, or material of any telegraph, tele- 
phone, or cable line, or system, operated or controlled by the United States, 
whether constructed or In process of construction, or shall willfully or mali- 
ciously interfere in any way with the working or use of any such line, or 
system, or shall willfully or maliciously obstruct, hinder, or delay the trans- 
mission of any communication over any such line, or system, shall be fined not 
more than $1,000, or imprisoned not more than three years, or both. Act 23 
June 1874 (18 Stat. 250), as amended by sec. 60, act 4 March 1909 (35 Stat. 
1099; 18 V. 8. O. 116). 

43. Falsely making or forging naval, military, or official pass. — Whoever 
shall falsely make, Sorge, counterfeit, alter, or tamper with any naval, military, 
or with wrongful or fraudulent intent, shall use or have in his possession any 
such pass or permit, or shall personate or falsely represent himself to be or not 
to be a person to whom such pass or permit has been duly issued, or shall will- 
fully allow any other person to have or use any such pass or permit, issued for 
his use alone, shall be fined not more than $2,000 or Imprisoned not more than 
five years, or both. Sec. S, act of 15 June 1917 (40 Stat. 228; 18 U. S. 0 . 132.) 

Section IX 

FOREIGN AGENTS AND PROPAGANDA 

Para- 
graph Page 

Acting as foreign governmental agent without notice to Secretary of State 44 18 

44. Acting as foreign governmental agent without notice to Secretary of 
State.— Whoever, other than a diplomatic or consular officer or attache, shall act 
in the United States as an agent of a foreign government without prior notification 
to the Secretary of State shall be punished by imprisonment for not more than 
ten years and may, in the discretion of the court, be fined not more than $5,000. 
Sec. 3, act 15 June 1917 (l f 0 Stat. 226), as amended by sec. 6, act 28 March 1940 

• (54 Stat. 80; 22 U.8.0. 601). 

Section X 

OFFENSES AGAINST EXISTENCE OF GOVERNMENT 

Para- 
graph Page 

Criminal correspondence with foreign governments ; redress of private injuries 



excepted ^ 

Organizations carrying on subversive political and civilian military activities ; 

definitions ™ 

Same ; penalties r 



45. Criminal correspondence with foreign governments; redress of private 
injuries excepted.— Every citizen of the United States, whether actually resident 
or abiding within the same, or in any place subject to the jurisdiction thereof, or 
in any foreign country, who, without the permission or authority of the Govern- 
ment, directly or indirectly, commences or carries on any verbal or written cor- 
respondence or intercourse with any foreign government or any officer or agent 
thereof, with an intent to influence the measures or conduct of any foreign gov- 
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Changes I • _ WAR DEPARTMENT, 

' 1 J . Washington 25, D. C„ 25 September 1943. 

AR 380-10, 20 September 1943, is changed as follows : 

/, al f ' y “ aklDg ' or foi Xing naval, military, or official pass.— Whoever 
shall faiseiy make, forge, counterfeit, alter, or tamper with any naval, military, 
or official pass or permit, issued by or under the authority of the United States 
.or with wrongful or fraudulent intent, shall use or have in his possession any 
. such pass or permit, or shall personate or falsely represent himself to be or not 
to be a person to whom such pass or permit has been duly issued, or shall willfully 
a ovv any other person to have or use any such pass or permit, issued for 1 his use 
alone, shall be fined not more than $2,000 or imprisoned not more than five years 

or both. Sec. 8, act of 15 June 1917 (40 Stat. 228; 18 U. S. 0. 132). 

[A. G. SSO.Ol (25 Sep 43). J (C 1, 25 Sep 43.) 

BY ORDER OF THE SECRETARY OF WAR 

G. C. MARSHALL, 

^Omc.AX:: . V ■ \ -Chief Of staff. 

■ ..... . J. A. ULIO, •, 

Major General, • • . . 

'■.C. - . The Adjutant General. ■ 
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ernment or of any officer or agent thereof, in relation to any disputes or con- 
troversies with the United States, or to defeat the measures of the Government 
of the United States; and every person, being a citizen of or resident within the 
United States or in any place subject to the jurisdiction thereof, and not duly 
authorized, who counsels, advises, or assists in any such correspondence with such 
intent, shall be fined not more than $5,000 and imprisoned not more than three 
years; but nothing in this section shall be construed to abridge the right of a 
citizen to apply, himself or his agent, to any foreign government or the agents 
thereof for redress of any injury which he may have sustained from such govern- 
ment or any of its agents or subjects. Sec. 5, act 4 March 1909 ( S5 Stat. 1088), 
as amended by act 22 April 1982 (Ip Stat. 132; 18 U.S.C. 5). 

46. Organizations carrying on subversive political and civilian military 
activities; definitions. — For the purposes of this Act — 

(a) The term “Attorney General’’ means the Attorney General of the United 
States; 

(b) The term “organization” means any group, club, league, society, com- 
mittee, association, political party, or combination of individuals, whether In- 
corporated or otherwise, but such term shall not include any corporation, 
association, community chest, fund or foundation, organized and operated 
exclusively for religious, charitable, scientific, literary, or educational purposes ; 

(c) The term “political activity” means any activity the purpose or aim of 
which, or one of the purposes or aims of which, is the control by force or over- 
throw of the Government of the United States or a political subdivision thereof, 
or any State or political subdivision thereof; 

(d) An organization shall be deemed to be engaged in “civilian military 
activity” if (1) it gives instruction to, or prescribes instruction for, its members 
in the use of firearms or other weapons or any substitute therefor, or military 
or naval science, or (2) It receives from any other organization or from any 
individual instruction In military or naval science, or (3) it engages in any 
military or naval maneuvers or activities, or (4) it engages, either with or 
without arms, in drills or parades of a military or naval character, or (5) it 
engages in any other form of organized activity which in the opinion of the 
Attorney General constitutes preparation for military action; and 

(e) An organization shall be deemed “subject to foreign control” if (1) it 
solicits or accepts financial contributions, loans, or support of any kind, directly 
or indirectly, from, or is affiliated directly or Indirectly with, a foreign govern- 
ment or a political subdivision thereof, or an agent, agency, or instrumentality 
of a foreign government or political subdivision thereof, or a political party in 
a foreign country, or an International political organization, or (2) its policies, 
or any of them, are determined by or at the suggestion of, or in collaboration 
with, a foreign government or political subdivision thereof, or agent, agency, 
or instrumentality of a foreign government or a political subdivision thereof, 
or a political party in a foreign country, or an international political organiza- 
tion. Sec. 1, act 17 October 1940 (54 Stat. 1201 ; 18 O. S. C. 14). 

47. Same; penalties. — Any violation of any of the provisions of this Act shall 
be punishable by a fine of not more than $10,000 or by imprisonment for not more 
than five years, or both. * * *. Sec. 4> act 11 October 1940 (54 Stat. 1204; IS 
V. S. 0.17). 
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Section XI 

WILLFUL DESTRUCTION, ETC., OF WAR OR NATIONAL-DEFENSE 

MATERIAL 

Para- 
graph Page 

Destroying or Injuring national-defense materials, etc 48 20 

Making or causing national-defense material to be made in defective manner 49 20 

48. Destroying or injuring national-defense materials, etc. — Whoever, with 
intent to injure, interfere with, or obstruct the national defense of the United 
States, shall willfully injure or destroy, or shall attempt to so injure or destroy, 
any national-defense material, national-defense premises, or national-defense 
utilities, as herein defined, shall, upon conviction thereof, be fined not more than 
$10,000 or Imprisoned not more than ten years, or both. Act 20 April 1918 (40 
Stat. 533) as added by sec. 5, act 30 November 1940 (54 Stat. 1221; 50 U. S. C. 
105). 

49. Making or causing national-defense material to be made in defective 
manner. — Whoever, with intent to injure, interfere with, or obstruct the national 
defense of the United States, shall willfully make or cause to be made in a de- 
fective manner, or attempt to make or cause to be made in a defective manner, 
any national-defense material, as herein defined, or any tool, implement, machine, 
utensil, or receptacle used or employed in making, producing, manufacturing, or 
repairing any such national-defense material, as herein defined, shall, upon 
conviction thereof, be fined not more than $10,000 or imprisoned not more than 
ten years, or both. Act 20 April 1918 (40 Stat. 533) as added by sec. 6 , act SO 
November 1940 (54 Stat. 1221; 50 XJ. S. O. 106). 

Section XII 

INTERFERENCE WITH HOMING PIGEONS OWNED BY UNITED STATES 
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Section XIII 



WAR OFFENSES 

Para- 
graph Page 



Relieving, corresponding with, or aiding the enemy: B3 21 

Spies 1 : . 54 21 



53. Relieving, corresponding with, or aiding the enemy.— Whosoever re- 
lieves or attempts to relieve the enemy with arms, ammunition, supplies, money, . 
or other things, or knowingly harbors or protects or holds correspondence with 

or gives intelligence to the enemy, either directly or indirectly, shall suffer death 
or such other punishment as a court-martial or military commission may direct. 

Aot 4 June 1920, AW81 (41 Stat. 804; 10 U. S. C. 1553). 

54. Spies. — Any person who in time of war shall be found lurking or acting 
as a spy in or about any of the fortifications, posts, quarters, or encampments of 
any of the armies of the United States, or elsewhere, shall be tried by a general 
court-martial or by a military commission, and shall, on conviction thereof, suffer 
death. Act 4 June 1920, AW82 (41 Stat. 804; 10 V. S. O. 1554). 



Section XIV 

MILITARY AREAS, ETC. 

Para- 
graph Page 

Executive Order (No. 90C6) Secretary of War Authorized to prescribe military 

areas 55 21 

Executive Order (No. 8972) protection of certain national-defense material, 

premises, and utilities from injury or destruction 56 22 

55. Executive order — Secretary of War authorized to prescribe military 
areas. — The following Executive Order (No. 9066) is published for the informa- 
tion and guidance of all concerned : 



Para- 
graph Page 

'Prohibited acts 50 20 

Possession of pigeons as evidence of violation of law 51 20 

Punishment 2 ® 

50. Prohibited acts.— It is hereby declared to be unlawful to knowingly en- 
trap, capture, shoot, kill, possess, or in any way detain an Antwerp, or homing 
pigeon, commonly called carrier pigeon, which is owned by the United States 
or bears a band owned and issued by the United States having thereon the 
letters “U. S. A.” or “U. S. N.” and a serial number. Sec. 1, act 19 April 1918 
(40 Stat. 533; 50 U. S. C. 111). 

51. Possession of pigeons as evidence of violation of law. — The possession 
or detention of any pigeon described in section 1 of this Act by any person or 
persons in any loft, house, cage, building, or_ structure in the ownership or 
under the control of such person or persons without giving immediate notice by 
registered mail to the nearest military or naval authorities, shall be prima facie 
evidence of a violation of this Act. Sec. 2, act 19 April 1918 ( 40 Stat. 533; 50 
V. S. G. 112). 

52. Punis hm ent. — Any person violating the provisions of this Act shall, upon 
conviction, be punished by a fine of not more than $100, or by imprisonment 
for not more than six months, or by both such fine and imprisonment. Sec. 3, 
act 19 April 1918 (40 Stat. 533; 50 V. S. C. US). 
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AUTHORIZING THE SECRETARY OF WAR TO PRESCRIBE MILITARY 

AREAS. 

WHEREAS the successful prosecution of the War requires every possible 
protection against espionage and against sabotage to national-defense material, 
national defense premises, and national-defense utilities as defined in sec. 4 
act 20 April 1918, (40 Stat. 533), as amended by act 30 November 1940, (54 Stat. 
1220), and act 21 August 1941, (55 Stat, 655; 50 U. S. C. 104) : ' 

NOW, THEREFORE, by virtue of the authority vested in me as President of 
the United States, and Commander in Chief of the Army and Navy, I hereby 
authorize and direct the Secretary of War, and the Military Commanders whom 
he may from time to time designate, whenever he or any designated Commander 
deems such action necessary or desirable, to prescribe military areas in such 
places and of such extent as lie or the appropriate Military Commander may 
determine, from which any or all persons may be excluded, and with respect 
to which, the right of any person to enter, remain in, or leave shall be subject 
to whatever restrictions the Secretary of War or the appropriate Military Com- 
mander may impose in his discretion. The Secretary of War is hereby author- 
ized to provide for residents of any such area who are excluded therefrom, 
such transportation, food, shelter, and other accommodations as may be neces- 
sary, in the judgment of the Secretary of War or the said Military Commander, 
and until other arrangements are made, to accomplish the purpose of this order. 
The designation of military areas in any region or locality shall supersede 
designations of prohibited and restricted areas by the Attorney Genera!, under 
the Proclamations of 7 and 8 December 1941, and shall supersede the responsi- 
bility and authority of the Attorney General under the said Proclamations in 
respect of such prohibited and restricted areas. 
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I hereby further authorize and direct the Secretary of War and the said Mili- 
tary Commanders to take such other steps as he or the appropriate Military 
Commander may deem advisable to enforce compliance with the restrictions 
applicable to each Military area hereinabove authorized to be designated, in- 
cluding the use of Federal troops and other Federal Agencies, with authority 
to accept assistance of state and local agencies. 

I hereby further authorize and direct all Executive Departments, Independent 
establishments and other Federal Agencies, to assist the Secretary of War or 
the said Military Commanders in carrying out this Executive Order, including 
• the furnishing of medical aid, hospitalization, food, clothing, transportation, use 
of land, shelter, and other supplies, equipment, utilities, facilities, and services. 

This order shall not be construed as modifying or limiting in any way the 
authority heretofore granted under E. O. 8972, 12 December 1941, nor shall it 
be construed as limiting or modifying the duty and responsibility of the Federal 
Bureau of Investigation, with respeeqt to the investigation of alleged acts of 
sabotage or the duty and responsibility of the Attorney General and the Depart- 
ment of Justice under the Proclamations of 7 and 8 December 1941, prescribing 
regulations for the conduct and control of alien enemies, except as such duty 
and responsibility is superseded by the designation of military areas hereunder. 
7 F. R. HOT. 

56. Executive Order (No. 8972) authorizing the Secretary of War and the 
Secretary of the Navy to establish and maintain military guard and patrols, 
and to take other appropriate measures, to protect certain national-defense 
material, premises, and utilities from injury or destruction. 

WHEREAS the United States is now at war; and 

WHEREAS there exists a serious and immediate potential danger of sabotage 
to national-defense material, national-defense premises, and national-defense 
utilities which may menace our maximum productive effort ; and 

WHEREAS the Congress of the United States has in recent enactments 
recognized this danger by enjoining efforts to injure, interfere with, or obstruct 
the national defense, and providing severe penalties therefor; and 

WHEREAS it is considered necessary in the interests of national defense 
that in particular situations where hazardous, dangerous, or other unfavorable 
conditions may from time to time exist, special precautionary measures be taken 
by establishing and maintaining military guards and patrols or other appropri- 
* ate means to protect from injury or destruction national-defense material, na- 
tional-defense premises, and national-defense utilities; 

NOW, THEREFORE, by virtue of the authority vested in me as President of 
the United States, and Commander-in-Chief of the Army and Navy of the United 
States, I hereby authorize and direct the Secretary of War, whenever he deems 
such action to be necessary or desirable, and the Secretary of the Navy, whenever 
he deems such action to be necessary or desirable, to establish and maintain 
military guards and patrols, and to take other appropriate measures, to protect 
from injury or destruction national-defense material, national-defense premises, 
and national-defense utilities, as defined in act of 20 April 1918 (40 Stat. 533), 
as amended by act of 30 November 1940 ( 54 Stat. 1220), and act of 21 August 
1941 (55 Stat. 055). 

This order shall not be construed as limiting or modifying the duty and 
responsibility of the Federal Bureau of Investigation, Department of Justice, 
with respect to the Investigation of alleged acts of sabotage. (0 F. R. 6420.) 
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57. Eligibility for award of contract restricted to citizens; employment of 
aliens. — Only citizens of the United States, and corporations of which not less 
than three-fourths of the capital stock is owned by citizens of the United States, 
and of which the members of the boards of directors are citizens of the United 
States, and having manufacturing plants located within the continental limits 
of the United States shall be eligible to be awarded any contract under this 
section to furnish or construct aircraft, aircraft parts or aeronautical acces- 
sories for the United States Government, except that a domestic corporation 
whose stock shall be listed on a stock exchange shall not be barred by the 
provisions of this section unless and until foreign ownership or control of a 
majority of its stock shall be known to the Secretary of War or the Secretary 
of the Navy, as the case may be, and no aliens employed by a contractor for 
furnishing or constructing aircraft, or aircraft parts, or aeronautical acces- 
sories for the United States shall be permitted to have access to the plans or 
specifications or the work under construction or to participate in the contract 
trials without the written consent beforehand of the Secretary of the department 
concerned. Sec. 10 (]), act 2 July 1926 (M Stat. 787; 10 V. S. O. 310 (/)). 

58. Protection of diplomatic codes. — Whoever, by virtue of his employment 
by the United States, shall obtain from another or shall have custody of or 
access to, or shall have had custody of or access to, any official diplomatic code or 
any matter prepared in any such code, or which purports to have been prepared ' 
in any such code, and shall willfully, without authorization or competent authority, 
publish or furnish to another any such code or matter, or any matter which 
was obtained while in the process of transmission between any foreign govern- 
ment and its diplomatic mission in the United States, shall be fined not more than 
$10,000 or imprisoned not more than ten years, or both. Act 10 June 1933 (4 8 
Stat. 122; 22 U. S. C. 133). 

Section XVI 



LAWS AND REGULATIONS GOVERNING INTERNATIONAL TRAFFIC IN 

ARMS 



Special provisions in regard to military secrets. 



Para- 
graph Page 
. 59 23 



59. Special provisions in regard to military secrets. — a. Under provisions 
of Part V of the Laws and Regulations Administered by the Department of State 
Governing the International Traffic in Arms, Ammunition, and Implements of 
War and Other Munitions of War, 1939, the Secretary of State will not issue a 
license authorizing the exportation of any arms, ammunition, or implements of 
war considered by the Secretary of War or by the Secretary of the Navy as 
instruments or appliances included among the articles covered by those terms 
as used in this act if, in their opinion, they involve military secrets of interest 
to the national defense. The articles which may be so considered are those 
falling within one of the following categories. 
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(1) Articles, the 1 whole or any features of which have been or are being 

developed or manufactured by or for the War Department, or the 
Navy Department or with the participation of either of the De- 
partments; and 

(2) Articles, the whole or any features of which have been used or are 

being used by the War Department or the Navy Department or which 
either Department has contracted to procure. 

6. Included among articles developed by or for the War Department or the 
Navy Department are those which have been contracted for by either of those 
Departments, or which have been developed in accordance with Army or Navy 
specifications and submitted to either Department for evaluation for procurement. 

o. Prospective exporters of arms, ammunition, and Implements of war should, 
before applying for a license to authorize the exportation of any article falling 
within the above categories which may possibly Involve military secrets of In- 
terest to the national defense, communicate with the Secretary of State In advance 
of the proposed shipment In order that he may be In a position to ascertain for 
the prospective exporter whether or not military secrets are, In fact, Involved 
therein. The articles upon which a determination is requested should be desig- 
nated clearly and specifically, the type and model designations being Included. 
Where applicable, Army or Navy drawing numbers should be given, or detailed 
plans and specifications submitted. See 4 F. R. ^518. 

[AG. 380.01 (23 Jul43).] 

By Obdeb of the Secretary of Was. 

G. C. MARSHALL, 

Chief of Staff. 

Official : 

J. A. ULIO, 

Major General, 

The Adjutant General. 

Distribution : 

A; E. 
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CHassificationt^ of’ information 1 ’ from ‘o’ther *go vermnental ' agen’ci e s id liL-lL ^ 1 d l 1 !-^ fci li 
Testimony 'betore C6ngressx^C-L^I^ii!jLC_UL-A;«JPiOA'>_.^i l iij^4LLC , t-i.lLai.>Lt!ii;i. 'ifaitjB 12 
Iiegislation^pertaining;, to the^JWar pepartment ? J-i_-i-_'_ 

Loss .or subjection, to., compromise — -_ — ^ __■ ; 14 

Z*:i tvi ,'i if- •itjwlixm'iu 1 1 sji.'iu xi... v . .n.i'iv v.'o auuuin-)i'3 

Eeproduction of .classified .matter — i— --- .. — . , 15 

Cancelation,. or 'change of ■ciassiflcationdi^iAiLi.Aiay!;Ti-’_.l'?i^A2?J_5iAyii.‘2€dS' IJ; i6 ' 
'.c.Lffiif "tit id.O«,.L 3 Vf; fra'pi.cai'i^Govn.w.j-r 

1 . Definitions.T^-To, facilitate an ,un del-standing of these regulations,. the fol- 
-'iti: -.-o.,' .uan:-:-; G, •. .£!• -..I •-■-■no bviid-i'jXva in rnxia in nan >l> -WW 

. -.-M,; vJ-Ti V. ij.jn-.IWXtf -£)tl3*:# fe> ;e,.-., fill c V„'L'i>)i Ifl.1.. .LfAsb .A«vWilJ ff) .. T.6Q- 

. a. Aircraft .—^ The term, i aircraft . includes all ..weight-carrying,, devices or 

structures designed to.be supported.by. the air, .either by buoyance or by dynamic 

W ,ni'i(>*.-.' ,'.-lSijii fx-nuzjt i?rj:,aii*i:wS -34 ixiFP.m bH„-'tl.-.i:)ii>.LO as TOfSJy. -jo* 

: bo 3 ' till v,v «»•: jnania > v 'E^iK-tS 3 t t-,, ; -'n-.- Vj/G uro^a.iMn'oo’ 

. 6 . Airspace reservation— An. airspace, reservation , is -the airspace .located 
t.flv m Ot. -i Fiieg.: ..,^-.1 -Lfu/Ii.-J-I iiO-..R«i''ff.ott- yvn , A*i:t jn-.jr.vv 

above, an area on the surface of the land or water, designated and set .apart , by^ 

Executive order of .the, President or by a. State, Commonwealth,, or Territory, 
over -which, the flight of aircraft is , prohibited, or restricted .for, the purpose *of 

e,,i 0 , .wttotiliu .ib.-j./ii -t-iiijOiiViM -i-’ni; v.iuia.-jj !i» Du-i -.• J uoi, u:-!'. < 

national, defense or for other governmental- purposes., .. 

»{., • 1 u.„-..iik s- 1 ,-n “ iv,. -.uc,- . . b-i.-tr* (Mil .0- fiullig jsr ,,r 

c. Classified- military information— Classified ^ military information^ .includes 

all -information concerning documents, cryptographic devieesl'development proj- 



*This pamphlet supersedes All 30-1205, December 30, 1924; AE 330-5, September 23, 1937; 
AE 336-5, July 1937; and section VI, AE 850-25, July 23, 1938. 
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ecta, and materiel clashed as development 

pLn-language messages into unintelligible 
and devices employed in cnangi g t r>vr-<~sr ATV.CV ! ’"i7 48 

form by ‘is that" branch of signal 

«■ Cryptographic. -provision- of technically sound cryptographic 

communication whic ea careful safeguarding. !n ... jr0 ^ j uottooH 

systems,’ their proper use, mF'fnciudes printed,' .mimeographed, typed, 

JDootlwtw£~TlM> _tem_“documOTt ^ a(?rial 

photostated, and writ.ten_ matter w c hes ? ^notes"’ and blueprints, or photo- 

photographs 

m mu 

prints, photostats , j tunnel ji^ e »«t a ^.y form. 

and all similar items that can be re governme nt” includes any recog- 

h. Foreign government.— The ter ~ faction or body of insurgents 

nized or nonrecognized ^vernmeM. -d £ ^ 

within a country with which t e ^ pgg mUitary arms, armament, eqwp- 

i. Materiel.— The term matene 1 process of development 

meat, and supplies of all “ w holi or m.part^design,,, 

and* construe^ ' "o ^fies am/ aR ofher. components- or_.accessor-Ie^of 

mockmps, jigs, fixtures,, and.. dies,, and ^aU-Oth 

military-equipment, - - - 

t i. JAH^^A-mock=np-» a mod^ & 
^pensive inaferiat.made for. the 

Of an.article.of materieLor _ mechamea . ^ he -word-order’** words 

t •pfl.Tnnhrasmff IS t-ne cn^ns^a > 

8 ^.-Paraphrasing-. w ifhnuf changing' the'meaning:”" , wttQ(11 totarit;/*# 

and the length of; a" message w 

rri. 'Pho'toinqp—- ^.photom^p,}? .■ P ■ • p le men t a'mapj-tv.aoD *««»«*«» -'.aomm-fl 

or single vertical .used.m place £ > - - : - 

nf oationr' ' lftfpnsp admlt 



.. . JT'V\ v Xl • ' •’M i. 
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c:’ q.ijFfeif.or.^As tusedvin ithese regulations la .visitpfriis ahyipefsoniadmitted to 
iavGo.vernment\or'Commercial[manufacturingr.estaBlishrnent engaged. in jclassified 
l.worfc.qriprojeet;;fPr. the. War; Department (except-r^ ,. eh.’; hlc.Oiis Ibr! Ooi* 

(1) A person employed on the work .or project, or • ,. 

'itn au /'(2 yHi 1 persoh^'di re’etiy anct ’ 'officially f c6hcefned''with'' tfi’e work or project. 
- Mfuio t/VilhiiiiKivJ'iDi iJj t, ,n?-h' •; od Pi..' tiwll; ’ ”. ■ i *>S i k 4 Sfr 8ad.'.Jvav*< 

the responsibility of all military ^personnel, ^pfniyilian^emp.lpyees q^.the^.War 
. Depajtment.jjand • of ^thgj management « and .employees pf^al^commercial; firms 

•attmitui U&a h niklnoa 

jj iu &. 7 Cpmmahding -.offlp eys , ,adniinistrativp () pfficers,i and .p^ocurementj agencies, are 
responsible that military personnel, .civilian employees” of„ the, fW,arj Department, 
and the management and employeesi.of commercial ,firms pngagedj.in.pia.ssified 
projects or developments for the ‘War Department are ^famifiarj with the per* 

' t:t i ol v. dl Mvi ’ (fi‘) ’ ■ ’ 

^ n»°fi?A®® ®®S P erson in ' the 

j^lU^ri ^j gj|c^pr r ,gisplpyed 4 by 4 t..is to.. classified; military r information 
solely by virtue of his commission or ofiicial position:,.* Suciifinformation will 
be entrusted only to • tBose^ r wM.-<Pfi^|4W^ f ^&..peifQ|giaagefrOf their ofiicial 

planning, Q or r .proper maintenance, of ’.equipment., :. . ■ 

;>w ' yx^i, ^miwum f ujt‘n ■ i?<y **. .--iUW ' 

h. Photographs of^classified^features of , military .equipment or of other classi- 
v fie^item^ r wifi.,be..made. b^,.ii^embers Al pfb^e^niilitai^ 0 s§pice t or, by civilian em- 
^ployees^of^^he War fi D_ej3artment,pnly .when,. necessary, in the' conduct of their 
^official duties M d^^ ^.pfj ^t’^fl t^e- d^y^ opt^ o^.printed in commercial estab- 
.dishmen’ts + or,retained4n.th'eir personakpossession. T 

odf When classified mili- 

M y M?r m u a^Jai&ss 6 yteaF& these re §' ulatlons to 

*&*$m** *i*t. it affects the 
national defensemf f the United . States within^the.ineamng of the Espionage Act 
.and, thatlits tansmission, tomn unauthorized person is 'prohibited.,;^ :■■•'■ - 

6. Publication of f articles,. by .^Uta^y ypersmmcl.r^. hejinclusion of classified 

.^f a ^ W* ot the 

United States is prohibited .unless specifically authorized by the War Depart- 

■ iViltLjjiiU ID U»UUw* i '<1/ J V> J » - . .. v • ■ i *• 

mli ;-,aVi '.•> •.*., vci'.'u )8 oilj S.» yti mdlaa vj.i 'to v.fl 

i 5. Requests for . military inf ormation.j— ».^e(iuests ( from private individuals 
jor infVrmation^wiir channels 

i%aro-: « 

»>i e e^u«o r ^ &**£&*&*%$ ^ 

to -The Adjutant-General for., appropriate.action. • . , ■ .... , ... . . 

EO»K-;<> saT; u 'V.0 I'l-Jim) t»U. » fSii .-in:,,.-, t.« j:. . .j' -. OU.tn._tf 

, 6..‘ Requests for ..military information , by foreign . nationals,, including. , repre- 

V Jj-stWJ* iAJX lUA l A TOt tv.; it WU -51 JV f »jx dl TwJiyf*; i 

.sentatives of foreign, goyernments, such- as military.. and air- attaches, . will -be 

/iZi /O V!Jb; L.tll ^ W.i> . Jti / <- .' I * fib-'."'' * .->t£ 

referred to the Military Intelligence Division,, War. Department,, General ..Staff, 

JjJC .MjUU X.'tJt 1 liJtJiSLL. Vii { aar« jUj VXI/A .-jUA » 

for necessary action. 
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oJ 6., One* classification tonly^A document. ‘.or article, of imatdriel -will not. be' 
lassigned more- than bherof 'tHe.tRreeiclassiflcations^secrei.'icow^ewWal,. or '* e - 
stricted, but should this happen^ throughuerrorl'tliesimore; restrictive glassifica- 
tion will apply. , lt; >7 j.ii no mVnfr;cA (.*> ' 

. 7. Overclassification.TT-Do^uments .or,. materiel, requiring^classifeation under 
’tie provisions of Ibese regulations' will be assigned the least jestrictive^classi- 
' fication consistent with 1 * the proper s’afeguaAdinirof AhAunrornmtomor materiel: 



vices,’ 'developm'ent projects, or articles'', of ' materiel " will' be ^classified .and, 
'if- practicable, 'markeff secret ^hen ^isclSsurebf WWi^ion'; or features 
contained therein might endanger, nationSl- ’'security,’ ’ f cause - serious ;mjury 
sfo the ■interesf-6r -prestige of ’ th^riS^or^ jOTei^ntid Acuity, ot ' would • 
-be; of great advantage to ”a ?o)^fiatt6fc>^ jun* ii:Vt ■ v • osnn . t • -it I;uu ' 



Examples "of items ■ ciassified ‘as secrets 



';hl»rA}‘7<& i-'inrupb'"- ■' 



* lV J. - (1)' War-plans.'" 7,. r „ T , _h. 

( 2 ) Documents relating to the design: -and development of^new njatejiel 
.-:/»• rf "dnd- containing 'informationrof^the’type described 

;; >Hrr- A(3) -Codes,’ ciphers, : ahd c^fe^ap^c^evfiSs "^^^to'ttansmt^ecrdt 

•:r • - •■•■’■'•tinfdrination : ;i '’ y '\ V-- In ''■■} * i» i,,i One ml 

nr, ('4) 'Cer tain 'military 'maps 1 and ' photomaps. , a ,. r „ 

•wcct-i ,’•? 'un': (a) c Im : ’fhe 1 '-c8ntiriental ’ United" 'States, _ those" illustrating ’and 
identified with a; war pla^ !l inctu^rfg. > i&^;^«^ 'plans, 
-iq ■>...'•> > ■ ’ v • ‘defense piro^ts,' /.-'‘i ’ ^ *->« . 

■ ! ! fji ib'i ’ ' ■:>! ( I ) • in.’ 'oversea possessions ’and * ’foreign" territory occupied ~ by 
viy ■ :'■> irrnbun - theAforces’-'of : ’ ! thd 'tnited^State^, ^ Yhosje inu^trating , an 
j i'::i.''-,°T!a,o. *T ‘approved’ war plan! 'incliidirig' iocal ( def bnse ^plans, defense 
projects, n 8r any 'pliase thereof 1 those 'showing 'the^ lay-out 
-•Krt.i) f ” ^sfes;^a^Cd~04e 

of cnori f.-i.;: 1 ’“.'/'I igdja'cent terrain vital' to "their; defense; _aud those that 

-.f i.A-.'.C,! :t ^sertV.’to' fix • definitely ^the! ^loc&on 
ioA 3£l1 *> permanent ’‘defense 'works ' and J navaP‘ bases. u V) “„ 

t - F-R' '. 71 - rfA.lic- V.f Win r ii 5 fiel’ > nhd‘methodS'of 'assembly 



'.ut ii« 'C -'(’6) ’Idiotograplis, 1 '' pfiotiMta^i^j^^ra^/ orl ii^o^S! 'of 
-KoiR-.i 7'.</ : ment dr essential part of ^s&ret'xhatdr iel. ’ 

as^^roi^y 

bv or -by authority of the* Secretary, of .Wat; A^^t‘_Sd«TO^.o^War ; 

•the' Chief of Staff, ! or an Assistant 'Chief of Staff of -the War'Deii artment. General 
f Sfaff 7 a chief : of arm," service, or bureau;' a 'general 

officer ; of ;a ‘depoh ’ po|t,4amp;f:dr^atim or 

* speciah’service' school ;'orJi tailita^' attachd.. ; , r - j, *,'.S ■..■ 

» ‘ r d~ 'iti'a^iMiMZJf'skcret of secret matter will 

"be held'To "the ; absolute' ■'mimmum: 1 ' Information as’.to fhe^contents- or where- 

‘ abouts v of : secret 'matter'- will' bfe ‘ 

require such knowledge. It i&'exdusrvdy forMhe^trffiaal usg of the^person 
"to- 5 Whom 1 it" is’ divulged? or issued,; who. will; be .responsible tor . us safe custody- 
'and ' sechrityV'^Its \ nviWaffility 1 is MiS? 

, liavi : ng II khbwledge'Hhereof, ho 'matter ‘how obtained. • , oS 
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• -9;:! Confidential bmatter.rAa.'ilFheif ?. classified’-' As .ihon/idemttol.A^Dbcuments, 1 ^ 
•cryptographic- devices, development projeets'Kand articles .'ofbmatdriehnwill; hei-: 
classified and, if practicable, marke‘d*:c6»^(ientia?.;.when,disclosure ofi;the*'ihfor- 
mation contained .therein,^, although' !-hot;i endangering, • theienationab security, 
might ibe; prejudicial-, tontBe. interest or., prestige .of ,the': United’ -States?, a; gpveni- 
mental activity, ! '6r,aniihdividual,;or..be'6f advaritage:tb/a foreign, mation. 

6. Examples of items classified as confidential: mhdIU iiU'ui'nfr .u'jU.‘ ("■)■> 1 ' 

• • l ls»Ml''lM.(l);;Regulations'.governing- joint- action -.of /the Army,and:’the Na’yy.- 

"* ■ • - (2) Documents relating to the design and development .of jriew'ihatdriel 

’:. and containing.rinformationYofothb'ftypei:describ'ed , 'iiS acabove. 
(3) Codes, ciphers, and cryptographic, devices •.used -toj’ transmit con- 

• 4,1, _dr.iv. h’ 'V,fidential;,infonnatioh‘: ., . I'.iib./iro'i -»T , iv-t > fj‘, 

• G2ii .t ! nii(4)'!,Geftain,militaryainaps^andophot’omaps;e.d:'.(uifTtiT* .eiia} 

2 • '.Tni-theocontinental , .United,. States, utbose 1 - showing lay-out of 

'•» •< e ’ - .the permanent .defenses w.orks; and- 'naval; bases i.and- the 

' ^13 Uj'eyrjf'^n.fv/tCij adjacent feterfain-, , vital itoatheirordef en’se,! and those . that 
•'tie ',t’.7<T'h'7jJvi 3 ',?'>.i;:Sery.e. ^tov vflx r : definitely v.the' 1 .location i 'Of any- 'element' of 
■'■'•i&iiV ‘iifaaot :,-T 2 ^t;i. T P, e rinanent defense^works ( and'imyal; bases; except that when 
- f ir-f.the completejmap.of^a' defensetareaTconsists of more 'than 

.■I * V • Iuj-h’: ; ( ...oneA,sheet,-Aonlyivthpse ) sheets ^showing; defense elements 

<jfi3 V(f:i, Aiutibo yr„-cnee.d be .classified, as ,; t c.p»7ide«_tial.. -J (jy-’ ■ " 

rjg;V ! ki!;('b.)hIni.fi^erseatjpossessions and foreign, territory occupied by 

- 4 ,; . jr lt r the. forces, of ;the iUnited'-- States, nihose not classified as 

■. . secret, showing lay-out of military and' naval radio stations, 

- •BC-O'IA.iri'nA.t tda air jbases,; airdromes, ;,air., depots, -j supply base's, arsenals, 

• •- 1 •. ..> proylng- grounds, i f or any^.area-itVitaLftOj, defense. ’ 

-. -'’(5) . Technical .-informatipnif such t aA-.researchj.:.pf aprocesses of t manu- 

l- -.jj 33 i ‘ »j>;A <mjUtary!ta's^trand inotcaumatthr 

te'ht&ici&aii* pf'»jgeneralv knowledge, yhnduother technicafeltems r,of ,;the, typen 
• « .1 '^described -in' a above;- ■■ “. • - • .4 j.'fio 

,yj’.- ^f ^)il^Ot<»m^ffik.rPbotQ8tatfei ,, dlagram8 t ? pr vmpdelsrof;.<any«cpnfidential 

-.-;g((, ion 1 fi?v/ .;;d°91b% e hti9r-iessential-.';partof;,cgnfidentlahrmatdriel;;;j.* 
uonabd --(If); •Certa.in^reportSjj orders,. ; or .-instructions- pertaining, j-tohindividualS;'! 
r> ^such-as those, relating to investigations,-, special assignments ; vandi 

others, j, . j iai pvy ' Ah - -.'''00 A i A u in’l.-’J-jushh ’ ft iuv vi.'b-cor 

- 'SiCi-AutlionUu; to scla&sitlfTfaS} corifidential.-^ Documents; 'development projects, 

. materiel, -as- confidential , ;by any, .cpm^i 

missioned{officer, ' a li • j,- ; ‘;:u -noij^a-lev :-P "sviS;-' 'Aihr/ s!ii‘ id' feMahC 
•: d. -Dissemination of - confidential ' matter . — Confidential; -military.7lnformation-£ 
wijl meither -be , discussed ijjith, nor •,dlsclosed*;to,,unauthorized. persohs.-^The : .con- 

• tents 1 or..whereabouts r pf confidential, documents; cryptographic devices, ' or.rmate- ; 
v-riel- .will . be ^disclosed ;pnl-y E to - thosef-persons- fin m the : Goyernment;,.-serviceiwhoser 
fduties;jrequire. that- ;they yhayei-such:; knowledge .and -j.to..r such. jo.thef;, persons;, .of; 

> espeCial .trust. who,' must; beuinformed.-, jThpse itor-whom /confidential inf ormatlont 

is- entrusted or disclosed, are responsible for - its safe custody and security.-; 

-^strictedimatter.j^a. When,oldssiSed:as\restrieted— A, document, ,crypt.o- 
grapjiic 'device, •-deyeippment' project, "..or Article pf-:-mat^riel i’will be. classified- ;and,-' 

• if^practicat(le,Wmarked Restricted) jyhen-. information lcontained 5 tbereinjis for^offl-, 

J 1 -7 ! ,7 j ,i,Uj I,, ii ..'/.j i , 'lij.'.ri i . ,v In,." . > ■ ' r 0\ 0.< •> I" 

• 10* e;A o'; ' vs if ijum-'r uoi,; •xro.'.M siiiwjqs -t& iijCj&i 
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cial use only,-or when its-, disdosiire^ould be XiinitedYor; reasons .o^mini^. 
tive privacy* or- : denied thei general: public^ 

■■■^Examples ofiitems classifiedias-restricted.. . jL ^ * 

v;:v<(l;) Certaiarparts ofcfeobilization- plans, andt regulations. 

' W (2 . Documents' relating "to -tKe^esigntandmeve^pment'^^i 

.l ... containing information/ of the’-type; described! in .onabov* U 

( 3 ) Procurement plans., < r ’.fisc 'GvAiVi '■% ■> >'to v -' - ■ »® ‘.'''TV '. 

. r(4 ): God*; ciphers, andlcryptbgrapMd'devi^v^toitea^rt restricted 
v: .information;:^ -dl.w ;i • "by. 

J, (5). Certain training and teclmicaltregulations.: d. ^ • 

.... t6V/ Certain Army extension coursesfiT-J ‘h’ -i ■■ , . 

’ ? certain documents regarding engineering/ principles. and desigii de- 

tails, composition, imetbod .oftprocessing:or assembling, .which are 
iu : ,j:i yitaLto the functioning ofiuseiof an ’article- of .materiel. 

afii .(8) Certain;, military; maps. .and photomaps.:armcr ui 

(o).Ih the .icontiiiental ITJnltedi ' States;a those « showing lay-out of 
Z \ -fi .'mllitaiy.;anrnavaF radio stations, 'air "bases, airdromes, air 

;*, v j ,i; , hM'.r i depots;- supplyhbases, 'arsenals, and-the adjacent terrain vital 
m -.;i *•,. = j ■? : f to> theirrdefense/.including; photographs not otherwise classi- 

frn - -,•>!■' fled':'which^are'inot 1 'SUitabl'e''fof.publiC"release; and 

(m In oversea : possessions/ and> foreignuterritory occupied by lie 
! «,t I: duv.'H notJforcesTof >the tJiU^S^^li^Plflciinaps and photo- 

l £ /j :vW t.j jm. graphs, hot ’ otherwise' - classifled '.which^are not suitable for 

; .nuo! io mlM 1 .'''-public; relea'se; ra* ••••'•' >- - , . 

I ' ; ,i(9) Photographs; photostats,' diagrams, 'or. models of. any restricted 

|! .crnentf'or-es'sentiahpart.of restfictedomatOnelPi.. , . . 

!' -i<if. ff(10) All-'informatiob* relative 'to itvaf reserves^ ' ‘l’ ]'.'’ . ’ 

1 icntotKoHtV ” 

i‘ nicalf data, /and : matOr-ieb -may be^iassi fled ..^^«^;any commissioned 

1 °?£vissminaUbn' opreHMtM- 

1 documents an'd'tthe^esseht^ n °lJ® 

I communicated - to the’ public ior'^tot thetpress.-dbutOmay' be 'given to any pereon 

known to. betin-theo'ser-vice'rof ‘the United » States -arid- to persons^ of undoubted 
i lovaltv and discretion who are cooperating in Government - work. _ 

ii ; Classification- :of information- from other governmental agencies. ^ 
formation bbtained>'from> the IMvy^eparfmenF ^«ther ‘^ er ™^ 
j W iii be placed in the same relative classification as that in which it ; B car 

appears ^before • it ' coirittitSSB" 

which he knows cfbabei iconfiaeiitial'»6r • 'restricted, .fie Vwill^ respectfully .request^ 

' that Ids' statements Tbe’= taken: -in fesecutivet session', only -and not appear in - to 

:| recbrd -of heafin^ , 'thebGon^essibnal?t:^^»^^'oFroffier ^cummit-''opeii^ to^ public- 

H ln ?whenrcakd’Xnt^ 

!|! he has. previously been -authorized try the Secretary of ’-War to^ve-such ten-.. 

! mony hi will' respectfully state, that he'is'iiot authorized -to 'disclose-the 

I t'onMesired, and will inform the appropriate member of Congress that a v r tten 

j;, requ it for the specific information should be transmitted to the Secretary of 



ff< >4 
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WarbhTestimdnyfiofia secret-nature, -when- authorized-by'the 'Secretary’ 'dfi'War; 
will be given only in' •es^dMve ,> Jse^o#tiHiaa J ^ai6 < %^iMti[^i^^^.* iiP 



13. Legislation ■' pertaining to the War Departmeht’.'-^a. 'Recommendations , 
to the War Department for legislation^willjsbe classified as secret, 'confidential, . 
or restricted until released by the Secretary of War. Prior ' 'to sucli release, no 
information as to : any ‘legislative crecommendation will' he revealed to. any indi- 
yidual 1L or association not 'under War Department control , except ns may be ‘ 

required -by- law. .• .atncfffirx)£i’'i)f.iAi4Jj..b vd'soW’iait 

81&. 'The- nature- and' content of reports - of"the War’ i Depaf{ment , 'on''bilis 'referr^, 
to It'by-'committees of "Congress will hot be . 

outsid^the^IYarj Department. __ .ijioi&a/ob .lnhaoblaoo nwtoSI,. 

K£l4. .Loss. or., subjection. to.compromise.^Any-person^ih thelmilitafy. servicefoP 
in its employ who, may' have knowledge of the loss or.subjectioh.,to,compfbmise‘„ 
of a secret or confidential document or, article of matdriel willdiromptly report 
that fact to the custodian of .the document or matdnel., The proper commanding 



t ‘ . • . ; • , t -*:* UilV ■ VUH? - ' .• • *’ ' 

reportwith his recoraraenaation in.the case. vSf .. ffnrrtr4 , 

i5. Reproduction of classified matter.^a. Agencies entrusted with theprmt : 

ing or reproduction, storage, ; an (h issue of classified .documents, will be informed 
ylj.H.W'V’-a 1 * - Vf lT r- UTr V^rr?:r.?. *4U ih^r^fOr.i/A ftt .1'- 

of the .applicable, provisions of these regulations , . . . 

ip ii»rrv An-. 1 .ov «i»T. «*»,• 4 . k y 4 i*v,. '->{‘.3,’ .Ju >.» i..w. , 

J o. The commandants >f the general, and, special service school s ; .a re responsible 

that the printing or reproduction plants, of their respective., commands release no 

classified information to I'personnel or,. agencies, not, entitle /ON 

’■c. Chiefs of arms rind' sendees, are, resp'onsible'that, service, magazines or jour- 
fliv/ti t!!o+ Lmiii'.r*ir bi uo.'.'.i'jrjhy^m-j-Mrcv'C' eili. W,v.’U>s> W< ;• . > „ .. ■ - .. ’ 

l als published, under their supervision -^comply ;.with the proviswns of these ., 

regulations .relative ,to security of classified military, information. 

WTOt “rfj <<! >3 .pit jJliW IWKTWttl C". tlOff tlhl’itu tmu , 

a: Information 'contained. ,m to.,in other., 

documents which ’arewnclassified' or marked with a lower .classification ,only. by, 

vijnaar fu< iifTT i fr'L*/ t ■'mi* ; xi . ofj./ j.o? y .^iL t o..-^ % «•* . t •, » 0 

or oy authority of, k an f officer .qualified to .classify, as secret See paragraph 8c. 



models pertaining 'to; sefcret, confidential, or. restricted materiel disclose,, informa- . 
‘Hiftii'v I-Sa-mirt «y. uyv . ^likuojoiuo.orit* ;,[• u n»*UJ«K’>». - • *. ; 

tion "regarding engineering principles, design details, composition, methods of , 

Pressing, or.^.assembl^wlijch^ar^^ 

■ irtflfwmgcf '? 

m*. 

pjfet 04 Boaibiio hi 

^ g. Preparation of press releases based on coded messages. — Officers . aut^nzed^ 
to, .Pgepar^nformatffinto 5 be,.made P^p^cdn^ntl^ niind Ukt speh^ 

material, may he of great -value , to .the enemy, signal mtelligence senuce • In- 
formation treee^^^or m^sa'gS I wili^b^'p^raiplirasetf 'prior ‘ • 

Tynis.nt o* sw lo. nvigvap.j.l, aiA. 

°ii ^ For additional' 1 insSruCti'ons 7eMiV^ 

-a j wom jim »ir,'Wmww • W'-'V.-r*tc«t 



-it' wo<-3 JHV 4 Biii'iP.wo*?') ' .r>70' u*. — » , G‘ , sbAl'7oh hw”. tV •.'v."! nisei, j.j.ian* .o 
diploma tic, and classified subjects, see ^ , 

16. Cancelation or change of classification.— a. 'The~authority making the - ’ • 
original 

tioiPo'f a^document by’ wr Mng ’br' ; ^am'pTng over >tfie’ first; . 

»w^^‘©lS^la^ti8n-^0^€&'6r , ci5ffig(Si~ s t5’'l£^ii^^-^^^4”''or “Classifl- 
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. cation- canceled, or authority-; of.”,' adding 

• • ui -,iu» r. s'-i^ od iliv/ 

'^j^.jThe,.auth^rity 3 -m^ing-\-tjie t orig^l^classiflGatipn-4flri’(higheiv -authority/ may 
cancel , or .change, the^ iclaa ^< ^p^efe-na^4riei3Rbyy. appropriate.; tetters! of 
l9S$SP9!R?ftc v/taC .vv— *.a5K-.3.d». oi .cif r.oi./;»T3lc?.1 ’.?* 

,SftUufdVi',;;«> , v.rm *>. r??5ik^9.«<SB^6K<# 5 ^ Mf j •' 'r -tr ,-.•:. J nn. v vd.t t>i 
on t <w3f»>-.T iterw at in { .•mW %o y.i)i9Tj-iH ot'.i 7,d Xtowfot IiSi»i* WVrtu* - : 10 
-ihju v,(;3 "! befstrTas ad r E4’Jj !;.:D®'GU | M-ENTSovii.'!i7i;!or,v..'n- < * ,/■ •:->lj;;23» , :}fdr 
<••.! v;!>T ft ; fo-dnoT mV* lofcnii ten noil.-Iii-.,’.: := 'Paragrab'u' 

Marking of ‘.classified document s r ;~ - — ^ - J . - ----- ;**; 

Transmission - of ..classified ..documents— J — — : _r al8 

Routine correspondence, receipts, and .reports *....19, 

Return of secret and confidential /documents :_£r .A’i Aj/Ll'lJliPVi i/l-ll: 1 -’- 2il 

Destruction of e classified: document -itib^qrpsTec ; _r_-t ji J-S-s tidlra _ lo. Jtr_n J ■£> r 22 

esira roJt'iffrtii.i.-.ftjawI fn nphchit/u'd «vj;d vi.fti voterne uli at 

'17. Marking’ of classified documents.— a. Manner of. marking. 

' '(l 1 )' Classified, books, or -pamphlets, the pages of which are, permanently, 

’’'utoTooii.! 1 , .H'jYiMrsi 3iv:i'iti;*U70<t :»<.* •. oko .:■.•;!■ ofcrov.maj msi 
and securely fastened together, .will be, plainly and conspicuously 
Gift xft 7 * 9011 . 0 ) a V'njjp *»t,T. S'- «Q!'«oil -'tviis lih'fl'j.’.'iy • ■_• P'l'in yV*t • 'iv.-7 je-rt-ni 
. j- marked or stamped secret, confidential, or restricted on., the cover, 
i: .af-ijsjUJUto SctpiBtb Of ' / O ‘ V. -V 'vl7vrV77 

* title page, and first page. ’ . ... ., ,. . 

, t, .• , ‘‘U j’fK'ir- '.)?*' » f pr :- v .vd fini* jiCTTL i 

(2) Classified communications and other material not .permanently aiid 

Cit [ . n f* Tr ivvt*'*tT' r ff.'o *\ — ,VO i r 'V'' r ’ ,<>”* ' ' '• 'J i-» Cl 

1J . -‘securely fastened* together, except asindicated in (3); "(4), and, 

hen,~(iJrfj >,d Jfhyivlu.vurrnii^J’tn 'O'-.;' i •b» **»«:» aav -w ■ r v 7w 

(5) below, will be marked or stamped with the appropriate classi- 

• -ll. i*, s *>i' r TO 

, r , fication at. the top" and .bottom* of each^page. r - The' marking .at 

. if rfh. ^ri't.«vr q*K' oi- r v ;Jf'y ^ h;iy v r;v> hnp rr.i ,<» n *xv<,r*rj:MT'fi.' ) ' i'i (\ 

, * the top' -will 15e so ;place'd u that it will not be hidden .from .view, 

when the cages are clipped or stapled together.. ’ 

/oV ,rvv X -i,; : ,7{> ?*?• V l tJ.f >;UO 

(3) .Classified photographic negatives, drawings,, or tracings will carry 

-T«*t 1 ’t V~ rr f\" v '* ' <•- >'V* - 1 i t', ; rp. H « ’{',0^- r '“‘ n fi v -n :* " r i,' 1 . ,!V 

‘ ' .a legend, of the proper classification in. such position that it will 

•XsJj hi xnocpwj piIt .dU-'-- '«:v'i'p.ffr eum 

• rpr»vnfhiced or» all rnrtie« Tnnflp thprpfrom. Phntoorrnnhc; inane 



' from negatives not so inscribed will be marked at, the top. and 
liuho id o.t £)-*r>«iv7 ?r vMm.fiTOf'r'Tjjr.ui) boil v a ^«kjs ^ • L.b'Ut 5 :iJj.v *•> o uii .ii'Viji ,’i 
, r on the back with the proper classification. . . 

’t; n>» t . <■*>? I ♦y-'f ‘f-'vy/pi « ihi7/ 77 n*.* 1 ? T a t » « : 

* V (4)‘ Contracts for the manufacture of classified materiel will be plainly 
S)l fh f %si KW* ^ /y ?> f >rxiJL' *5V .I r * T! ‘ a i\ : *;i0 

4 ~and conspicuously marked, not typed, "with the proper classmca- 

10 .X'VVcittVWj < ft L *'n re-.» y -7 

. - . • tion. on, the- first page. • • ‘ . - • ' ' . . r r 

-.p^rfotn ;; - pi ,-ro •: p- y>ny 

, (5) -Classified maps; and photomaps will be appropriately marked under 
J:\ -ijoddfiup .rsii^ah-. p.p*- .;7ft 

. • , , uie sea. re. ^ . ... . . . , 

*** 1’ * rrf Tt. .* 1 ’il P'X f i ' rrr o/.J-t . 'rt - !. Pj-J-xV^ n"t:- liD/C'*' : v- . <■', .V IT C >0^ f ^ 

' 6. Additional marking of ■ classified documents issued' to authorized civilians . — " 

l {pi''‘|rv Ty •(-)•»<» r"r?0"»"^ ! * ip*# . V.'tjl v t. I ;; -A.- I rf *f(j 

Documents • containing 'Classified military' inf ormation? furnished persons .other 

-•jej'v ofi 1 ♦ I V/ - *J f ' : J > t.i Pil ,? r h'i >i' r u '* i a- ' ; t .i . • *. : • • 

than' those v of 'the military and naval services and their civilian employees will. 

K ii^Or/V'i v*i 't vt , i l 1 !*'. iVfp'if'T 

in addition to being marked secret, confidential', or 'restricted, .bear .the following 

ttvst’namu j'wtRfv ■ i-w-ati-ix* . v-w • r.- t.7U!^-» w . «• 

notation:, • ^ . . 

I'DlIi ” c* r Tr *7 y J'’ T * •I’t'Vy. O’l/T'jfr * v* ' ■ ft,' jr*—< : p-l 

‘ ' •• ” This’ document contains ’information 1 affecting the national' defense'-of' 

-f • - i YW r *tCl* y»if«o .Vt'TW* !?'U 07 ¥11" / iy. ’ 7,, ^ rf i- .'• . *-'j 

V the United -States, within the meaning of the" Espionage Act, ’50 U.'. S.' C.,„ 
•tom >vi.x a> "17. <s;b't'fo:a .p&;iu u-f vvr-vyr, -u Jt?r - v,- . a^anra.fd 

31 and 32. Its transmission or the revelation of .its contents m . any, 

.manner .to. an, unauthorized person is prohibited by law. ..... , 

• ( d 1 1 « V b> nvrw* M BU! "1 -i7!iBSrT rflUiU J-Ctj, o . .' i:- tutlhuu -ro >1 it 



. 1-Su: Transmission 'of n .classified,dqpurnents.7 T j-av .Secrpt ,dqciimentp. s , ! .- } 

fc-tfr v-fid.) jBffiween tflfif&VgrQfi, -the-, sam^h^dii^ita^ters ,or , j station.— At -head 5 , 

-cifeanf'.i” v* "fflarters commanded ty,-{ait^inijbi<yijbr qualified , to make, .the-secretj 
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193 /rt/ .toco rifSiclassification’cth'efcomma’n'dingi oificer.iwilL'pfovide'for the security 
- - ' ofoinferofflee tfahsmissiori of ',secret ; .'documeritsicil : v 

.•'..v(2) Between ’posts, camps, or stations.-^AYithinathebUnitedsStates.'and ' 
sfuuiiirrooBiPnHf'itstpossessions'secret documentSAwilbbeiitransmitte'd by'an oificer- 
■'.t& (l&ituti ' t 7f?messengef.(on courier when;practicable,fiotherwiseiby. United States 
OflB fiaqdS.-i'Afiregisteredi maii: ; *JS5hent an-rofiicer.-bdurierlftis'O'hbti available, such- 
Xfsi?oa. B&frnU ijdocumentsimay.'be.fransportedvtofand'ifronia-foreign' countries and - 
•; Sc^tnt&yt :;theiEliilippind!<ConiindnwealthubytiStafenDepaftment rotary lock 
sd Hiwr jsainy.p6ncbcMSf!ifeitber&fflcer7cdurier/rior (diplomaticipOUGli fti'available,' • 
-uiicif! jarioy n sthetsresponsiblei officeci may-tentrustf secretedocuments to reliable 
-jlno imol a:.!!3 i.citizensi;of>-the:-.United'i State's, -suchf/as 'officerstor^bificials of other ' 
Yiw yd b&nnqo goyernmentalrdepartmentSEbramasters.-ofivessels'of United States- 1 
registryiL J-If 'no>unduekflelay;Aviliaresult r ,d commanding officers of 
a^Oftt iqivsy ,fports:iofvem-barkati6nC,will\entfust Vsecreti, documents <tci) the coin-' . 
buiioqgacoj od manding aofficer .nof troopsiiontanof Army - transport for- delivery. 
etii ui m&a y,M6 fibiie - of i the i foregoing;' mean's. ;of ! transportation are availahle, ’ 
.11 n&nrifn9bcqrpsjirea-3COihmand'ers:and[Coinmanding(:officersiof exempted sta- 
y.nii- yd 6r)iiiiet|pns are^authorizedotortbansmit'Asecref-.'tdocument'saby^ registered ‘ 
ni jaioq Ynn oJmailiin5a'.United'.jStates\:searposfcqfflce,' provideduthey.rdd:notfpass 
xi3i530l n i!snO7.t-brp.ugh]'anyj'forbign7P0sfcalrxsystemi!orythafiiofcfhe:d!hilipEiherCo'm'-'- . 

inonj^ealthdijy -jyliJU <tt> baft-n'o'vfii ■ 

5'jasbciiq(3).T.©'eP. ( ?rMi0>t-fe r i^ } ls?? J 'ts.8\ o .d.iXTExcepti.when'ip'ersonallyi'deliveredlby 
Jim ten coU'>i,afi&orizediopersqnnel,b secret JdocumeDtsbtransmitted-iffrorn-ioone 
-jbcfii it- h' i ;i. iPejsoni;tq ;anotherjWill:.be -inclosed: inxan'-inneriand 'anlouterrcovef. • 
nn 'dcUXni ■I.'-'jpft?yP5ffl r itten-. matte^in.xtheidocument-j.w-illjbeaprotected: byi adcov.er 
sheet, or by a method of folding, from direct contact hwith>;the 
4cm •4tn«n»90b bedavsealedow-rapperl orffen- 

velope addressed in the usual way but plainly markedhsecrefaso 
.fcinbmriBob bi/idbatjtliennptajtipn yviUiibeiseenTwhenfithe !outeb-co,ver( is removed , 
i,i jqoqf a and>)wUlicqntain ; arreqelp.tidormiwhichawilh identify the addressor,,, 
/. • : c ,, addressee, and the .docuinentuaiThef outer cover will be sealed: 
•idirfliSiit ff-v»33 and^addresseddn;:tbe'.ordinary7-mannercmthi:ho).ndtatibri to lndi-7 
: • x cate itsfsecret classificatipn.nrioujv-i n aiccnl oj £.:■ : V. 

’ s ' -'(4) Action upon receipt of ’secret. .nMtt.ereOh baiait do'n»» ’\e Voff’-oiS' .d \ 
inr.C®,)i -Priprefo [Opening- a-j sealed; package pri-.enveiope^dontaining, 

. .£>&*. coH«r-i:imcsecret-idocumentsj‘the\seals andowfappersciwill be. carefully.. 



aitt to -Tt-_j'be.f reported ;dmpaediatelyjitb,--the4sstiihg,'autiipfity, who ,w.ili 
“ . ' . “ . ' initiate an investlgatlbhhwithquttdelay.dfjeii ’ I' .. 

i(.6)xfTkgainnerpCoyer, maf^edtts^r^'v^ateKo^e’d only by the’ . 
lo'iijq.ertl -iftiirir t«ri <P.ers.?nfjtOv;Whqm, addressed jrbrbbyKpersonnel specifically. 
J'qitnnlihtirv- ..{if d«vdesignated-’ by.chimi .'nThetqrecdipfcfbrm: .will be dated' and 
.Muif/uigb'-. ,4’Wni A*«;signed{and.^ -immediately returned’jto.fhe sefidef-i&tThejnner . 
,^nomn 7 ':i.t ,aaupd e^lGOYer? willj-b.ekdestrbyedgbyiburningjiifvfhei'subjecttm'atter’ 

‘ | IJ ' I ' 6i the inclosure "lias beenvinqcontabtfitherewitbrniyub- ba« 
h-3jB.i'-ibij(v5 i^frgmrMsfipn^y 

*. 7* , . - A „■ li 11 ,"1 nl- f{ i .‘.K . Il'i 1 1 . l.r. ,, ,3 il T..' 



wiil'be securely wrapped arid placed in 1 the custody ‘of an officer 
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UJhiWW srfi "of other j than" itherpilotgxiiWhenathe tflighfeiisctdibeiinade over water 
> the 'document wilRalso be (weighted! a ifliwsi. hr!' to 

bnP-kGpnfidentialjdommeMs 7 l~ : rMl\^ -dv ,*«<»!»' ^ »v«t'ca (£) 

-•miffio. f< s( 1;)I BfiWeenr.offloesli posts-vfianips} orrstations.^iQoa&dentmi documents 
. lv)%tdi y.ima-yv/berrtransmitted-.ibypany'iauthorizedb messenger, insured ex- 

i'-m c-hterinvapressjiioruregistered^mail touany point- ihrthe.iPnited States and 
hen sohtaum aitS’‘P.QSSesatbns;'providedytbey/doiDotjpassithrongb')a foreign postal 
stool ’i'JaJi i 3ansystemrandt-are\carfiedyinj(Shipsrof aUnitediStates registry. 
.erdalis r i(-2)n'^regaiiaf.i<WI(j|ono<r(m.mi8«ipw'.?5tAasconfidential ; .>.document will be 
OMlalht of a Joepreparedvfor) transmission; imtHefsaihe imannerJ/as a secret doeu- 
va'ii; t-lcl)iU-'mentjexcept I that^he I !in'neacover;wdlUcdntain*aireceipt form only 
'•j'HCJ jwhenv.the’isenderjideems»it’'.necessafy !andiiniay/;be: opened by any 
if- ,uvjKk» ; ■h-respohsibleijpersdhvauthbfizedrby; the ^dresse&Ki 

nat (3)i-2?raa^is'«wn;)'6yi;airwoft.'4^onfidentialvddcuments, except those 
•W’ib!'. 70 ? f’.usedt/by AirijGorps ipersonnel .‘duringSMight/hwilU be transported 
.sMrtlcvn <m ibyJmilitar.y.taircrafte'or; bydregisteredfair mail only when in the 
-aia iAdfiuy'sc*: 5 opinion’eof iitheiiresponsibleeofficeri-the'<emergency > demands it. 
biy.c^Restrictedndocuments:-— Restrictedildocuinehts'rimayt.'be transmitted by any 
(authorizedi messengertjbr/byjjbrdihary/^mail^.expresMi'or^freightuto any point in 
•the" UnitedhStatesiahdiitS! l !possessi 6 nsi>ipro'vided( 1 (:hey''do; not' pass' through a foreign 
postal system and are carried on ships of United Statesh'registry! 

\'d 19-'ifRbutine{corr'esponaenee?'.re^'eipts;han'd ; 'fep6rts.— itoutihd'cbrrespondence, 
freceipts^oitreturnsjr.andirep'OBtbfbf possession »itralisferrdi- i 'destruction need not 
bevchissifledoif !feferen(^;therMub;tolfclassinedfor4regustefed f 'dbcuments is made 

■byrfilet number, bdrj ^olft|&i^i^l^|3^^^todi^ofi^iaihiS34)jfect matter or 
iclassiflcation.tuob invil tidbit it !io' boillaui li'ijt'io , 191,13 

-fi<20:( Storage/ofr'classifled! dcicumeAt's.^ia^iorojte -gf ’classified documents not 
registeredfioHimn xImixkj S'ad tyvr hioaboxlf ai hw¥ii‘h>i !*j.oK'/ 
bovorn-rx (-lU'Sec'retean’d confidentiaUdocuments, other! "than" registered documents, 
,108897 hba odt \wilRbel a room that is 

Iwfowa ad Hivt ikept- lodkedowhentnotiinOusesG Urn odt 

“ib'-ii of x(>2)'iiRest-ricted( .dofeum'ents\wiU ; »Be r stored ( ahd'handled !, ih ! such a manner 
as to insure' a reasonablb^d'egree r of security.!! sii.v 
6 . Storage of registered' iqiS'-KA uottufc. ft) 

S n i/if tif no(l )xRegistered documents wilP be storedTh the r mqst secure space avail- . 
(jlhfloiixa c-i 111 able, V-prefef ably, tbexequivaltot'bf'-a'-thfee-combination safe, 
-is-iiast \( 2 ') iOnlyHcbnamissionedifofficefs^warraht boffl'cer^and specially trusted 
flr.v oHsf ydf , enlisted* meh9 , and<civilian3fempl0yeeslwill l bbe permitted to have 
iiiy <-;wr ,v}tioaccessutbrthe‘;cbntainers ! ibf<registered>fdO'cuments or the combina- 

tions.orlkeysitliereto-oifarifa&v/ii 'rru etr.rJirri 

adf yrt v(3) Safesi contaihingiregiste'redrd'ocumehts will 'habitually be kept locked 
Isnwith^thetfulUcombination wheneyerftheyr'afe not under the direct- 
hnii hofBfJ s-1 supervisibnt'o'fra; person officially enfruSted'Wvith the combination. 
wcidCvyptograpTiic 'doCTcmcTOte-^So’".^ tables, alphabets, 

and(keys}-.willvnot-':bgikept3ihi tthe^ame<‘ebntainerllas' the ,f cbde books, documents, 
and deviceslto/whicliftheyi apply.i.'j'id -,iii 1 ’ sati&opitV otfi lo 
XddhfBailuHnspection.-^Atkevery headqVarter§ian| inspection''- will "bei made each 
day dmmediatel-yibef ore ‘thefclose'fbf'BuSiiiesshtotiihSufei-thaP all-'' secret and con- 
fldent-ial'.documehts' a'nd'cryptographicidevices i 'have'beeh»pfoperly put away, 
issifto an to’"cSbi-jao stO-’cl toiffii Jura VRii cm od-iJi-// 

10 E _- r 8 S _-oabt«f 
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J’lc.’ 'NcG-wWO/uhl boV/mld.-— -In3taetieal rbpcratibns, iHCtual'or,' simulated; r, the -.com- 
manding officer of the unit concerned is responsible that all documents, are given 
th'e7-maxirnum + security* possible; under i.the'- circumstances. mNbYsecretrdocument 
will be taken into the front lines. .c-ti* tmita vwu a haagla-:': c*[ f'Vr- 1: 

^ ’21 . nReturnvof ^secret and- confidential • docunientsir—Upom. changejof-'- station 
or -separation' from the- military Sser,' vice, aif officer Willi return; -to> the. source 
from which received, or otherwise properly account for,-, alldsecretaandjconft- 

'dentiaitdocuments which have heen -issued -toj him., .fieaw. cicipwsu .TC-. 

lli22.hiDestrubtibnaofb classified; documents.— a.nSecret xandy confidentigludom- 
rnenis:^ rm two-. v4a.-^5C fun; Ob om>’. ao r>bs>w cn-nd io- ,-ojcy 

; . . . (l) When competent authorityr 'directsotheicdestrflct-iono'bf qsecretrior 

c j : MO.- -ip/i r.ij confidential . documents, ■'-they will .be buriuMl ,in- the >presencej.of'ian 
- ‘ officer, who will submit a certificate of destruction to ;tbe,--bead- 

'iscfm vsi .iSrb-h>|^quarters icohcemedii If- the’documents.-ar.e xegisteredtJhe certifi- 
'V. . ' v '. ca te will be sent to--r-the7officerrdiiw^g0^u.4estructtonv who 

Sfii • cEitiino ' b.!.wilhfor.wardvit ;to the' officer of record'indicatedj in^thei registered 
-al- ,oiSS piifli-r (document. - ! |» wOu ;;co. f nr-lBoiap^ . 

Sf^’.tiStll.ZJ'tPrelimihafy .drafts, -carbon- sheets;-*, plates, ystenciis, stenographic 
v - ; .efri.? .notesr aridjworto.sheets 'containingisecret ornponfldential data will 

■ .be destroyed-sby -jthei-.personsxesponsible.'rfor 'theirasProdhction 

So, -5 e.nrleO 7.0 immediatelyx after ‘theyffiayecserved.rtheiripaiposeibr will’ be given 
-.-A.-r'vrf, .y-T'the sameAClassificationsand.ijSafeguardedjdnjjt-beosame manner as 
-n>j3 7,,. yi'chuthei'matefiali produced- from7them.'s,xn>';b fXJibla'roU. (2) ., 

b. Restricted docermeirts.— Restricted- ^documentS'Will.ibe-idestrpyed in any con- 
'•yehientlway (Which iwiliifender ithem. useless.-, -innoli irahvitpi a wrwilW .b 

■r.ri IL'&V'- .1 i -frtec v'l .ti'tiVi pt.cbant -j. 4 10v oidcro^xu - ", 
■W)m~vr':'W 07 fr. ft'Cnsw .--. I mii .bim-l Bi','-# U goihxi 

-rob; vil^uju'r. H'UinP.ri ‘;i?f Of Cl )£iiI3lto 

k Stc ^i^c ra |8 ph 
•e<ty • Sifum f*. » f iw id. ira^ajrr) 5-c itcaWtr-' n ,;c.Hbn*'nd o-w-rsai 3 -^ ■ 

* •• ■ . .f* . . • Ji'>r^^n _h(»rt_hn+oi »25 



r jiui-Lij. 



s'TTlT-/ 'Uuif'T.i 1 



-25 

26 

27 

28 



Eevisod edition.i 

’Notification t-.oftchange .pfgc^ajslflcation 

X^e , M?f^ n 1 1 .c^? or -f 

Report of tpnsfer % y ^7 TOjBnciJ _Sb jslaiiifib 

Prescribed forms_rl‘ — — ----- — ' ________ — 

.a™. enjifr r )i- - ,1 i-'-v.h :- # i (a^uuipo '* bOT.-l^ras-* xt ttQ-m&Hi if /»_.* 

23. Authority to designate.— Officers authorized to ongmate^nd issue secret 

or^conficiential. 'documents. wUl ^designate ‘as r repisfered^uch' t secret_ and g>nfi- 

" dental 'documenfs 5 : issued,. Vein raaitbey; ,'^em 

^fenal"defenkd’- 

. , 24., Additional hu^^^gj^-rliAilfflWo^nto 

'We. title, page, ,'or inside frpnt.cpy,er { of,a re^te^.jdTO^entq^. o^intfri^r 
-^ow Ue re^ec-nWba% s%rtJ^tte I( c^e of^r*ord 4o WMcb. returns ; ^ll (j be 

made, mnd instructions 

mateldisposa^' If this is' not practicable, the required data will accompany the 

,‘^if l/yto**!. ■y^rburt nOr.TfiVI ' .a . 

. 16. 'Ail .references j to, registered do^ente^.wmiannual.or^^^er^^^ 

ordinary reports of d&truction^oVjui^assified ^^te ? <w^^onden^;^l 
be by short title only , and such reports or correspondence’ need mot- be classified. 
Any correspondence or paper which refers to a registered document by a title 
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other 'IhAdvtlie-Shbrt ttifle"1must »have thei.same.jclaissiflcatioiivas ’the'i-registered , 
document.?" 'r-umouA : ij -j.-.-J'; 'ttftw.yoi!*: 't.tUriUuCJ thus »>dj m -ttuFm «irff>oO!« 
i c 25 He visedVedftionr,SA' new. tori revised, edition' <o£*an old-registered ^document 
should be assigned a new short- title. ' ,:li su* ;,ja? uolui i.i Birr 

«026.- Notifieation f iof Jchaiige_:o&classificatibn.^Whensthe:; classification, .of a 
registered! do’cumeriti isf.'chariged;* the 'office nof '{record: will notify,. all>/ offices ;tp 
which fit'ffias' been Issued! .,a\ovoz il-Vp i-Bj obivj rjftbj mv licldff m-o'D : 

27. Inventory and report of ,p6sses"si6n j .^a::: Custodians; will keep. aicomplete 
inventory '-of'Jall' registered' dbcumentsiexcept, those,.listed i inr.c. : belo.w;eahd;.will 
make, or have made, 1 on June -30 and December -31 of each year, an accurate 
hetufiD therefor to'ithe -proper. ofBce.'bf record:!!.',. fftiV-pno-i. o' 7/ i‘} •• 

(jb8;aXn!'making‘ai s'emiahriiiai-.repbrt 'ofipossessionrthenfollowing. details will be 
observedi; td -oSJ-jSlteaS j’. Hi t cdv* 

-Ci tJ 0 ’> ec'(l)b-Each: iteffiDwillube-physically inspeetedrand; 'its. register number 
Cli-ff t e’o?iDn"ir'chec&edy against- the ‘inventory) iuou.'ori. i>r.? " 

h: , i9ifd§3(2)d Ati Kea'dquarters'>‘_havingAfwo. t *of ,:mofe7:commis'sioned officers the 
custodian and one other -disinterested officerL'.will make the in- 
cidiih‘j;puMa ,iventory ,ahdiboth'! will sigriithe report. -.If theiheadquarters has 
i't '■/ 't >v.u J. •.iih-.only,’: one commissi6nedi'officer,mthe ; . report, williso state. 
i^,c.t;Nb ; semiannual- report of possession iwillibe'made:ofTV''.:b mi ... 
no. i- bd (4), TfainingV'editibhs)'of r - codetbooks*-' cipher, ;'alphabetsj or keys, or of 
(<!. ,t:uia jit juii:nonfegis'teredTciphertdevicescaccountedofor,;as ordinary property. 

(2) Registered documents! which havef.beem.placeddn-'Custody or stor- 
-nua £.1 ft' v ''agb -frirtihistoneal? purposes': ,ra.. .;-v a *. IG/ A .5 

d. Whenever a registered document,' .is. found r. which Jis^nbthchargedj toifthe 
finder, a reasonable effort will be made to determine the office to which it per- 
tains. If this is not found, the document' will be forwarded through military 
channels to the issuing tju(;ho^ty.,^r^^p|^tJ^ii..^ , , 

jl(li 28i. Report of transfer.— 'When a registered T ddcument is transferred from 
.one 'person to another, a certificate of transfer in triplicate will be made. The 
■certiflcate. containl'mcan ackhowledCTent.oif 'receipt' by 'the'reeeiVing, officer, jvvjft 

«be dated and signed by the. transferring officer — i; imw-vS 

6.- Immediately -upon-completion of the' transfer^ ,’the"origihal"of- <: th'e , '‘transfer 
^'certificate wiirbe forwarded •direct 1 to the office n of~'origini' J 
tiflcate' of~transf er w ill i6e'rete ine8»b y 'CT<^S'~t lierotec ^~cbn c^^^ rfl t'^iq» 
c. Wheneyer a 4 registered document is removed. from its proper place of^cus- 
tody and'issued toanother person, 'the ^mistbffi^^^n.'.r^ifire a 'written "receipt. 
^ rt l 29. 'Prescribed ormsi'-^a! ' War c ' J^^artmen't ^ Form.' ‘No;' £ 3!2^ ( Iteiebrd f Card^- 
'Registered Documents 'and ! devices') ‘ will' be’ used'-for recording ll ail 'temporary 
transactions. involving. an individual' registered document. , 

--'A ’ 'lo 1 > ‘ ;j'y , -Vy > f . • \ f ajffv <? T/,* -»* ‘if* *?♦ r*.. — •»* — — f .» • » v , A rj 

„ 6. War Department Form No. 33 (Record ‘Card— Registered Document's and 

J fV? jt.'i *) ' ") * ''‘ S 'T ( ' > if •of* *t>». iff - * <i» H i.' \ 

Devices— Station), will be used by each officer making a consolidated record 'of 

I'v't 'f’vu, ii-Nu.7 .'•»'■ (SH-.-i u > .s h},'? turn — .--..v -,-a u.:a 

all transactions ^concerning ^registered documents. ’ It serves as a check to 

prevent the undiscovered loss of 1 the' individual card;' War' Department'' Form 

<*i. cia.B.'i unr rs+au ruiXimw uut eminorn-e- mu '■*. <J-,i V .{-■• oufth emirr. 
No. 32. • " . ■ ',«• ' ; . . 

t "’i' T O ' ** 1 ' "l r 

rc. War .Department- Form No. 34 .(Semiannual or "Transfer Report of Re'gis- 

dw?,! '91iS-£; VO ^TiiT' SCMii Ot r«w U- 0 . 

,tered Documents or Devices) 1 will be used m transferring registered documents 

in mm :-bi i'.' murarn'mi.' . - 1 :"J-'L.u *io .upijmvjFsb i:> V'Cninio 

and in .reporting the semiannual inventory thereof. - r, . , . x ■■ 

.ii-juiV aja «u ,i.-}nru.?« •.yLi-Wi.n.-'C?* 1 ' 1 '. ■ -u, ,-vmqe i uMua out .-jk-v e r t».t t-.ar« ,;tl sd 

:ii>D a x*S luummiC'I* b oj i'vstf?’ djMa * r s q.ir to d uoutimc:* wnA 



.112 







r 



u 



m 


Lil 


yr 


y 



SAFEG.UARDI-N.GkMILI-T'ARYil'NEORMA-TION'l 



AE, 380^5 .' 

30 - 33 : 



isJ (; ■ t. 

■vij TOiHtf, 



I vug- r.-ioi.SECTioN -IY }nd»* uvAal 

■ Ki.v , :u al .• .,'iG V9:;: 

SEC.URiTY. . 



bill 

Authbri'zatidn ,; of cryptographic ''-systeins--'.. 



j>f : t uj» 
! U£-i ! '* J . 

. 7 " • Paragraph^ 

LL-ti : -'-i d-itr -..moj- <<*.•.■ _-c. -m 

Pers'orial,-'use' ; of '-authorized, codes "forbidden ■_ ill - , 3 it 

1 Personnel authorized to perform cryptographic duties 1 _ _ ^ aJ _-l -~~-L c-A _ 1 32 

-Cryptographic .security . offlceri__ _-_._.- r _r_- : . , 33 

. . Sourcel'Jo’f '"danger to cryptographic security- ---—--.--“—-—---'r-r. 34. 

ResponiibiiitV ? ’for classification b¥‘inessagy_i;Lt?-2-l_'iil-2i r A'ji_i2_^jl--_j^L‘I‘'i-l__ilj *35 

Drafting;* messages- -_i A_’^ l -JJb;ji'_'I_*J,’-36 1 

•iSelecaoni.of-cryptogr.aphic systemUi^.-: • '-t87- 

Paraphrasing- messages 1 — r_ 38, 

Method of handling outgoing secret messages-- .'.3U' 

Method-of '-handling incbming'Secret'mSssages-'~i-_ ; l < -_'A-l-- , J_r f-j _ ''40 

' Method iof 'handling. ’dufgoing'tand ih'cbmiriglcohfldentiallme.ssage's'L'f J-L-X’lLt jh.j'ii. 4l'» 

Method, of handling restricted messages-. ,42j 

Confirmation. copies.of .cryptographed. messages iprohibitedi , - , — t ,43 

Disposition or destruction of registered cryptographic material— z 44 

.- ■ :. ■ ~ --:.i •w.-'ia«s 

.r^p.jnAuthprmation^of ^.cryptographic • systems. jp-AJl , codes, ^ciphers,, andicipher 
devices intended for use in the -.OTSWrizeAr.onij; 'byithev 

' l^a^De i^.fM ^Pt,ifFern'forcesiinV.tlie.ifield:ii^- f tijnfiiof-vy^;Vtliis^apthority>iyyill.'-be 
:■ delegated to the commanding general; GHQ, arid may be ' delegated to tbeater-i 
■ commanders,, and . to^^o.versea r departmentr commanders ; f or Tf special , juse 3 j within 
their departments. • " ■ ' J - ' ',r : )--ps^i'r.i' to 

J31. yi Perspnal ^^.^..M^o^ed t ^d^(fw^de^f^^%’ i u^efr.^^-aja^hori'^ed 
; code, cipher system;., .or ^cipher^.deyipe. for... cr^.pto^aphiiig : '^r^onalimessages,[isx 

ij' ; u cbotTir,.!'- iV' ju;: ly ccu.-a a S» nohobte^cri?' 

'132: • Personnel authorized to perform cryptographic duties.-^. Sec •ret i ?nesi i 1 

' W^i^5?’*)^?^P^ p ?j ng A^jfti6S®5 r #^g£ai>hirigj S pf ,,®essages 3; classifled---as 
. ^^r\^e r ^rest,,i^p^ryMpnT,o|;a 3 coimD^4on^ 

<^cgr. 9 - 7 Itj'ig.-gr^erablei^mt this-class, ofjiwu'rk heMone by^commissionedt officers,) 




.' : sb. Confidential messages. 
", . -(i) 



;!!'! lumuxiiD mciv.o 



V'b.'i'j' / 

's.pf divisions / 



(1) At all headquarters m time of peace and'at headquarters, of 

- and larger units in time of war, the cryptographmg-and decrypto- 
ffi’P?? Wlf teASQtJWrto, YC. 



■ graphing of confidential messages will v be /performed by the per- 

') '4<v ' Y Ar:*i'U i T? <r T A r »; « t'rair ■pr'tOir* • f! ‘-T^r.- ■ *• , 

- 1 ^sonnel^as prescribed for secret 'messages. I * 

1 , /( 2 x)* il 1 ' li ea^qiia? ter s of ‘unils^small^r^tfian a division^ time of -war, 
' ' ‘ • messages classified as ’ c(m'fi‘cl y eniiai 9 wili M be 1 cfyptograpbed or de- 

p r.v f»l f i ^A;r:»br.n/r<yr5 1 1 ji» ~f r*^.f-^im«^v.v r it^ r * \ / (Ty) ~ 

cryptographed by personnel of the cryptographic section of the 

message center. nA ^ " £ 

os *»“..* i-no. - f? n:, 






^cV^R'^iriefed'mess^es\~^t -ail'ff^d^arters“‘ in' tiinJ'bl! peace, 



. ire 

messages classi- 



• fled -as irestxi'cted will- be, cryptographed' or.,deeryptographed\by,ipers6nnel3whb.se 
i'dut'iesi* normally, require) theiperformaricerof, this^work. .floDhoi'* 

• '433.',;.Cryptograp,hip:, security, lOfficer.-r^o.'oAti’eachifheadqriafters maintaining. ai; 

• message {center .;th'ere,,iwill- be a’ ’ cryptographic 'Security ( officer,' uwhob ordinarily,! 

will! be thei'officer, in. chargei ofi the .rmessagerpenter; rHeywill >be" .theh'custbdianj 
of, icryptographic material -.andTwill be responsible for: all 'measures necessary', ton 
insure«cr-y;ptographicysecurity;r;ir sd Ifi-,7 coMuiuup .uii .tnlimlmt Janux 

afeilf Ithe cryptograpbicnsecurit-y iofficeRibeUevesi.thatrihfview, of.'his 'knowledge,: 
of other messages on the same or like! subject,'! ahmessage: hast be'ericincorrectlyi 

13x 
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classified, or if he believes that the '/regulations' governing’ the drafting and 
classifying of the message, have been violated, ( he.^viR request the originator to 
make the necessary’chan^Min tie* jnessage' of in its^classifieation. If the orig- 
inator ’does not comply with the request of tJhe^cry^tpgraphic, security^offieer,. 1 
the matter .will .be referred bo. the commanding; offieerbof , thea headquarters . con-; 

cerned for- final -decision. tinrh s-itqvu; ttr.t-o '''■oiri/.r, ,&*.7oii is.; l-znoraM 

n ''c. Cryptographic-duties- at- any station* where'there isrnb" ’regularly : *consMutea' 
message center' will be performed by the ioriginatoj of .the, message, o^,by a( perr, 
sonnel" especially. , designated, by'... the . .conimanding.,offieer. When ^cryptographic! 
work is- thus performed,- the files of literal plain-text ‘ihessages'and of cryptograms* 
must* be kept-in differentiates.- r~r; 

,J54rS6urees of danger T:6'cryptbgraphih..security.pf : B^fa i r .the^most^prolifiC; 
sources .of danger. ,to_ .cryptographic .secimfcxn'arise: fromyviolations lofrprinciples; 
governing- the - folio wing : — i --- » — IwiaJvJ .->i ' c-.i-n.i.j V. ft, ujhH 

!5! a. Tlie-physical -security "of . p teclini5:§l‘ parapfie'i^Iii? plMtii^g'HSi'' th r e tl cfyptfe 
kb ... ari- 'qi-nircw i'' v ;av. it -,;»i v..-u ,'tt 

graphic system. . . - - 

t*trfrrf|n,ViO n vd> {Hno- , , f - V" i ll i i m ./"V-- 1 1 ,1 cbyrnTY,*HG In SVuq it-l . i n* J ^ l li i v -I - - ‘ - 



pliih'gpy pea «ft'c <.u'J odr b.Rsv’.oK'b 

(XThe /'handling,' and ’filing' 'of'dlterall ‘paraphrase, '/'and 'cryptographic’ ^Versions'* 



graphing?/ 1 
u¥,hThe i 'ha 
of messages. 



• ib t'Plii 



b'e; 1 The'-pr epar ation-’ o&finformatibn! bb^ies'-’tihd’^fps^i^l^h&s^iu which' the con- 



a 5 messaged *>» — . jm.j v ..** ^ u a v*« vj 

i • 35i Responsibility'for •classificatio'n*'of /messages.— a’hWi thin -the limitations 5 
prescribed' in'-’para'graptt'llft' 1 the lor iginator ''of f i£l message' 1 is l 'feifofi^il)ie'lCof , ''ft8‘ 
clas^ca^oh;- : tnil^ ,f sj^!ihl'' •&ii8t;rttehons' > '|6yeWiiny ' -pj^cuteP-cases ‘ have'-'befeiP 
received froifi'high'er authority. ^H^ih'^al^tVSpSfisibie'^or the' proper 'marking* 
of , the t 'message : Before'*fofwaf’diiig' i 'it fb¥ :( cfyptdgraphing'-arid transmission?^ 611 
ft. A message will invariably be classified and marked secret^ 6i'' confidential 
under, the .following circumstances:. ,\ . , -.'i'jt ,j 

fcuo'alwib iii ’-.ihii i'u bird ’>)£<»«{ Su eUiii nt 'i'.’iOu'. i-pLcoii hr if.' < XV* 

(1) When it contains- information which is secret „or confidential except 
■sr i / ivviS l;u j on.*, .»uw *♦* ‘nm i ui t-uiu iv, >>.i .. : ■» 

• when marked .SEND IN,CLEAR above, the 'Signature., of the sender. 

-J :ij i+Li I yi\ iV. JViitr • '•> .1 lli Vi tr Z.AIJ uOln/Jl"* .G ;'U1 If * 4' 

The originator -will place -the, words,, SEND, IN CLEAR on a mes- 

.!:• • ALlv iO ' JX-*. fJKlUVi'J-WJj mu', •: 

sage only.wbeii rapidity, of transmission ,is -of more importance 

,1 tfif iu -. nr j if, i, ■ • i •; o m> f wuitw . i . u ..t w .-'0 1- . -1 ,1'.- - - ill n- - - ,- 

; . than, the disclosure of -content; , ... M - 

-ojj V; i. ni.'i.’i •i. i-i on i io u'ii'i-’DH" ’■> oe «. 0 ,o --i.v, - v-. in 

. .(2) When it ..contains matter the transmission* of which, in . plain language 

O'; 70 ho' •!•»« Uillnr 'V>l;ll-J'» 'll • I -o unuunM- ..<) .. -.ilj.it 

• . . is prohibited by AR T05-25. •, • i, - ; . ,. |( . . 

. (3) When* there will be a saving in r time.or .in the,cost.,of . transmission. 

-<<■: '•/-.-g; oil, ;0 o*ji I i-l U:;:;.'l)i,j.i i« ,->0-. u '.jih - • 

n36{t?Dfafting. qfnessages. : fs-al<iRoiitinei reports gaikd?imessages Iwh ieli-- must ibe? 
'given a wide distribution, or. iwhose 5 contents; niay levehtuallyo'be , furnished 'vtheh 
press,! ornwhich contaiiwextractsaoriquotationsSf rom'ia.'.newsp'aper; ;magazihe,3or 
any '.other, idocument: lavailableiito ■.th'ei'publicil'iwilr be - prepared ‘ 'socasi'to .permitr 
their, transmission Jin/, jilain language, or -will 'be eiassified 'as'restricferi!!! Wh'env 
such'/matter is.jrelevant ito the coiitexti-of’ a'icohfidentialubr 'secret>imessage'.ando 
must be quoted verbatim, the quotation will be madeiin'-a.'separate. messagenind 
a;'r.estricted F.cddei orci.'ciph'er’riandif.thebcbnfidentialtTor-'lsecf etumessage 1 will -istate 
tha-t.-thecquotationoisi being-.-sentisepa-ratelyTlif to atfi,v> edl no vs'se. . :v. lodJo to 
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b'lft'.i Standardizaiaoii of rthe^cqnteM' ! aMbifofm' , of. r sublffd , o6uin , eS't^5S'*fi^i&-orders 
and /.operation instructions is necessary, ■•biit'^ r when-^fixe'd ri expressi6ns ' are re- 
peated in -a message constructioiij.jthe.j results;, arej*exceedingly.;dangerous jto 
g^^§rapb^S¥Stirife/5w? e ;n?te^ot^peg. )< phras^lo^i / ,ang.j^^q(orii% 1 ^ _exr 
P/iesaOT'^speciaEy^ at-ithe/ beginning; ,or ( s end, ,of ,, a^essageg^illnnotib^^used.- 
Examples, ; ./if v . G stereotyped,, beginnings-;, are ; ,j as £B follo.ws, rj^bRef erenee , -your, ’4 
‘JReurad,, ’’..‘‘Reference my,”, ’and ‘‘Reference-v-nNecessary referencesiwillbe placed, 

sd’.iainNisJi, to ‘-xos'.dtfl -cl 

a ^^o.r^nbtgim^ri^tpto ;; ^ ) sgnseF.y^. ) ^ t -d^t^jggonj]uiqti93k)9%4 PS?Jte 

ositdoms^vjill^be^ rejduced to .the^ minimum, dji avoid; 

repetition of -words. . -#! j> . ;r jiob id III"/, v^w-iap’ p.il 

lO^isT^fbKiginator ,of I ali!Classifi e dj..m e ssages I ,will'iiar a phrase sWh.;portions ( .as 

<’!■ R Iff f '.i y .id', 7 •jCii.; rd’ s ii‘io od) o.t bonu/ivi bm; oisoo 
Vi no t;(il') ^uffiessageTin fplainvlanguh'gfeyiUi a/l) wteab pais .89^s889ia yrtiogiuo 

. (2)' A message in th'e’sameedrfahbtherL'crvpIderatohic sVstemln.ibiit ntii io 



e. Punctuation words, such as stop, period,, and ; comma,;., will’ - be avoided 
... ... . .. .SilKlil niiras’f .lirm l ,113 ; w 

whenever the ^meaning is. clear vyithout them.; Punctuation marks should.be 
Tll'Umoa 11171 r»5.e[ U m*l'V< , fe«/ii:»J fftM fpiuw -W.imrjJt-i'.simiH'Jfj-HU. m >• 
spelled ',out 4 wben it is, essential that they.be transmitted in the liody; of ., the, 
Fiiosi: /pphu h t.a r/’iRi'i'vuo ti&ti'y&aai lfiioanh -io vusaa auua u tju »nfl oa 

rtf cA 7.LO. V-A™, . .eo®o nfiyiirinrjre'it ejU xo 

37. Selection of 'cryptographic system. — a. Subject to ,, modification as out- 
,oa a&'> no»aarui»,nrrQ' •■; , -;„tidu.i 7 r/iooy. ay >ii oj sioiur.Byn ni.iiitiut 

lined in- paragraph 33b, the classification secret, confidential, or. restricted given 

a ■ message -by its originator governs the cryptographic, ^system- to. be «used. f m 



U'>V. 'Marino erl j sjjr'tiairb xif_.b*j»ao‘j od JU.’/^^ua^rn 

o. b. Messages . dealing .with the same subject will normally be sent in the same 
vtio?> uooxTo on i nit r ? ^*cv> o-nfiyvoai ,ea r _ io. nanom ‘)ni<T 'n^qv'i > , on.! o« on 
cryptographic, system.. ^Only a higheroheadquarters concerned , is. authorized, to. 
j?»^ori..gxn ^ci «iiv/ it 0T;»rf7/ 5U«v.vj3^*» *mj. 2 o oi.u oi 

change the cryptographic system- employed.- a change .is authorized, ‘previous 
_ . .gno'JiUuy^i jfv^oi miw m jo 

messages .will not be referred to by .their reference .numbers:*/ , ^ v . 

ywQ?Jt?i !0 .Tiiio iinoicm -ovtttmtayjib rian-iroja^s^h mvj T'jm/rr^oicm. 1 ) A A, 
\c. .The mere acknowledgment, of a cryptographed message needTnot be classi- 

fied,and if .unclassified will not .be. cryptographed., • • , * kv t c 

oo, b*;'/, fioj^or oaT on.t,o> iwrnxeh .nan ’Joco 5 ^ 0 ^ 

, When the.- same ,clear-text message is transmitted^ to> several addressees,* it 
i?>,io sd tJr.7 /rpjimr) ,aiii yau* *tn uc 

will ‘.ordinarily be cryptographed but once, and sent to all addressees. If this 
.‘i2au , uinv,'p 1 r/^)3b j it ?imrr iiA . .gctomi*JTi9i t iet>at ini v/ p‘atrjr)j< »*>:>« 

is impossible because all .addressees do not have identical codes or ciphers, the 
v\np ljtjuysjon; uiv/ axi' vo ,«pv.o‘n^-.n oq’ tu;r 

text of each message which must be cryptographed m a. different system .will be 
VHj-uSfi nrji.fd -tuom.yji m ^xar nimg ecu ac» vfjoa 

carefully and differently paraphrased for each svstem before cryptographing. 
*i'a^us*4»v 8 out iijivf.ijusacftiio?) viefomo-r am$ enolm/oa 'jx> ipfjitex 

38. Paraphrasing ;messages. — If two or more messages present only .minor 
•.isttfw /ex ^ . 1 x 1 nilgai vj * vm jinu? .oncaaem, rxrutftnximu7.Tion.;ai aaw 
differences in wording, each will be. paraphrased differently to destroy crypto- 
mnr u -.v/ :»o xnMfn 

graphic similarities. , The resulting paraphrases will alter not only, the .word- 

mg and • length of original messages but r wnl be substantially^ different from L 
.xmr . 8'Ikuki u ,v i;'i .vii jiriip a'lnar-io lomo 10 noiinmiojui euj sot 

i f .'i byy'a'tayf} hon.xr.oijntoff 

. 39. Method of handling outgoing secret messages. — a. The ^originator will r 

v j;iu)i;Ain n.i -fni liro 

prepare and -number, all copies, of .secret .-messages, send the ,, origin al-.to ,the 

•fc^n«.tr<n.on -p t .*imcof7X nas pmo’SiJ no 'xv’sfbmoM .A* v 

message^. center, .and retain one copy for temporary file. t Other .carbon copies, 

all numbered and bearing the followmg notation, may be sent to, local, officers 
s : - /io • 7 ur- x v fU - n 1 h;'*/nJ.iox eu .oj. ‘mma^ow *un jHil&jiymux 

directlv concerned 1 - ** ^ 

?.ii feiisiJK ^9itl \Ihjf1A3teffiF'i'ofi' fliw Muilqb -to- Unfit):* fRlt-usBflitOb 

fm-tf' rn^ Thei-makingi oft .an exact copy (i of this'messages/isiforbiddemrrOnly.iSuch^ 
... o') extocts^asiareriabsolutely^necessary.w.ill bevmade^ndifmarkedill’secret.’.’,': 

1: ' .{• .■ .'■■■ t, • c.?iU‘i-ruvi : i,ijiiijj':F)i> 
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- r,v r : -;o®iiS> copSi^ill be/S.afegjiarde^.jyith-tUej greatesticare andiWiUfbe /returned 

* ’ -n '.<tP ,•*■* s< 5 W^E«t- H ' .wUaatl.nl^ijijao^oiro 

.-, Ail ■ ''S-A'Sht.h: i«i 

> . -*-b. -The 1 original .plain-tS^l^iiSy^s^^tiS^tfiS^m^Kige center ^fey" the v ^i 3 ginat'or 
■ wilB be^cryptograpMd^at- the 0 cryptdgraphl'e' ; see'ti6ii^ oif ‘ the* mfesMge'/' ^tCTp'irf 
•message 'centers^seWing^actical'units^onei'original 1 and^n^ ! &rbori^^-W ; tKe' 
.cx'yptograpKe'd ; ' message- wiUV-^' 5 Wde ,c SBl i '’the A)rigiflal r will' 'be' sent u tortile 
. .transmitting agency. In - the -zone of the- interior th'e^htimtfer* of Copies 'to*^- 
-. matie •of'-th§t‘^ri^W^apU^ , *M^^e , 'wiU r lfe'<det;efmlned ! *B^ u %e'''conimandfiig 
officer /of- the' headquarter s , 'cdn r cerned ( .-''' AllviworK’: sheets hsed’iin' ci^tographing 1 
... the message will be immediately destroyed by burning. ..d.'.o-.v i.o coiiHoqo', 
;8re.rTheIprigiMb/cbpyi , 6f' t the^liferMlplain r :tesS 1 wii'P lxe"marked 1 '^^ > i»He£yef 
.code and returned to the originator who will place it in Kis : ^ecret' fiie ) for 
outgoing messages and destroy the retainedgcqpjh by .burning;-., Only one copy 
of the Uterayt^v^illcibe ,ffl^atttlie.>pi^giii4t'OS;S. iOjHcer ui vr,iv«*sa£ A (i) 
d. Then transmittingj (agency; willitsendj the ;.cryptographed; ( message, retaining 

at least one copy in. its file of outgoing messages for final disposition - in 
iMhhgrn nij !iW/, .XKXfH/o-) Aims .im^ea M(ij 8 m n-nn .hi St "if Egaciamun .•* 
accordance with local regulations. / ... , . . ,, , 

&i f&izut iKiiiSt .urMt trob sr ^oiitKiot .“in g-.'tonoA'n 

, e. In tactical operations 1 when time permits, v secret messages will normally 
,8rt? t< i ivjfvfi ?>rfJ 7ff_oosim»BBtt f« .vein jn/tr luautm* g< }ir.t‘>tlw.ji,a.mu&& 
•be carried by a staff officer or special messenger operating as a direct agent 

of the transmitting office.' They may be transmitted by' electrical or, 'other 
-Tnf; kit ■aotpyiitOiW.Sit ioarovi .rt — .nmirv-i o£«TiK»torffv5a xa nwxvisu .vfj 
means available to the message center when rihe .time of ..transmission can be, 
n i 7 ir in "'auahiv.mo ,iww «o»iy>B»-''s>«l , >.oMt .d*«* mi-mgriit? r!f iWOu 

reduced thereby. •• • • h-A* ••• . ■ ••:.•*■> : • . • ■ / . .. , 

ntign'-ri/t isi 14? iwn.,?idqtri»btf»wi 9 ctfl saw® tofimpirzo. an yd wny-.Mt a 

40 . Method of nandling'incoming. secret messages.— a. An, incoming secret 

Of 1 '*' V*»0 

message will be copied, in 'duplicate by. the receiving operator ; tbe original! will 
mu:?, ed!+ x*i yu-m *rt nm jMa.w onusa sru o.iw y f f»i£';u .0 

go to the cryptographic section of .the , message center ana the carbon copy 
‘ J > T -;*■ hr ■: 7W j>on ie:;;ro.‘> ev^if.nohJv'Mf a 7 tfio- 

to the mes. of. the, receiving station. or message center; ’where it will be disposed 
ru 7 i>} 7 M<i H xyMtn-i j- yj.. ,novoi qmo miefrl w *vt aStwiD 

of in accordance with local regulations. $ r * * /%**■:• - • * • ‘ 

, . , * vcj oi v f .‘ v>u ’{fry Wir^ta 

5 . A cryptographer will decryptograph the*, message, making only one rr copy 
of the decryptograph ed literal, plain text, which will- be marked Received ,111^ 

* ■ . , T- , , ' wz JI‘W :n. n f hod 

f secret code and delivered ,to A ’ the addressee; The* cryptographed version will.be 

retained m the files .of the, message center, .where -it will be . disposed of„in 
a;ur it wsyjAiP'^amj }ii; oy Am* mk? . ovno md t+c . i/raojiTo, | l r;/ 

accordance with local. regulations. . All work sheets used m decryptographing. 
MV;' 10 c;??*on <m:a 30a oh hnap' , .oi*:pf> »ui ^ '*kcuu ki 

will he destroyed by- burning. The- cryptographic section will not retain any 
**• .TO»V‘Wi>i-^>.T /f, ••• // 7 

copy of the plain text m ats .files. Thesplacing. on the message blank of*. any 
moiaTr: non t -mu yinfau-i:/-) 

marks or notations even remotely connected, with- the cryptographic system.. or 
witii*. vjm> savvey iitetmf&m ^tn-, x*-- 

' steps m decryptograplnng„the .message, such, as underlining key words, indi? 
-iwnyno (fi.'Viim'i ».a- «; ’> ?*•>>« ib 

eating groupingscorrespondmg to, lengths of columns of .key, etc., is forbidden, 
-mow orit ff'tfa h-r: mmi purpmu’h our nmuji'xg 

c. .The addressee may .makeiand^circulatea limited number, of .carbon, copies. 
jTtO-w i U- SX \ urnklrfitr'i -:M ■ mv* ;uyu ‘W-^Srsi ri; .10 hj.miin ivTV ^ 

for the information of other officers directly concerned. Such copies will hear 

■ 1 .tojuo n *no 

the notation.and.be destroyed as indicated in ?) , above.. , Only ,one copy-. of .the 
,51.17/ sfiinmasssy-dH'.*: vw» i 41593 .^swayno wilting* Vo ao&'sc^i- ,«.r> 
literal text of. tbe message will be kept m the. addressee’s office., 
efi!, o> .-ini «mk* AtKSimjar aw^-Ao *u«»o -3 !«•? -yuiry 5. »>u« ssw«-nti 

41 . Metnod of handling' outgoing and incoming confidential messages. — 
,A«t£«J9 gOtaJJUjjSiiliJ ,,.Oily..VX'Mpl>ll# W 'X!X>.-’W<4 .IJ-M ei Mr;; r ••• «8 

At.- administrative ' headquarters .having fixed message centers .-. — Whenever 
BlOifVo r>-j iric^.JO.y.jsyx .flOimVui ^fu?royj>t-Sii.i nm; OC". 

•practicable, the procedure to be followed in' the- transmission of : messages „m- 

(■confidential codes or ciphers' will be substantially 'the same as that* prescribed 
.fdrr.thos'e'XtransmittM'ifffsecreti'bodei'or ciphfer.l iTh'ey %ili;' however, ,; be' marked 
andc'handledbin-accordancehwitb .pf dvisionsJbfJthese J regulations ‘governing con- 
fidential .(documents. ■■ iv '< 
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-fyiQIn’taicrticafi operations? simulated- or^actual.-^All messages. ‘hot, ^classified/ 
as secret^will'be regarded as confidential but need not b'ev'sd t marked, WThe:, 
procedure’ to be 'followed is prescribe’diin ‘Basic :Fieldi;Manual;^VolumfeIV, and 
iri votber Vilertineht regulations’ 'andllinstructionsv issued; by. proper authority;; 
Thefpdlicy'regarding’transmissiontof'messageslis.asifollows: n '_•. ^ .;u.'. :o 

T . ;in". time, of .'emergency; all. radio, messages ..except those, noted below’ 
^sire' ' tiransmhted^ih' cryptographic ’'form'/ W;hen"the ffitt(t^-,sitnatton"is 1 
such that time cahnot r be. spared for crypt^apt^K-^'IWli&i' 
formation n to ’be "transmitted;, .if ’ intercepted by M the v enemy; cannot be 

to offleeh J 6 r tiis'diithorfeed yepresfntatiVe^may^ord^ 

-ui !*:$■■ ^’mfessage -'iii' pliaih ’ ii^age V ; Vra^iQ' stiti 8 i 1 i 'sa?ving a iils ’'fi&ap 

eiis 'A ;%* ^ 5 , i‘ ,x 

.n-jlln’iir./fpr. v.. ric;c;i : itutirjtiuh :k.d n , ctulo 

I;4S. Method- of>,handling restricted messa^s.-r;^e 2 pr 9 ^dai^ 
in, the bandling ( of messages ta.vestricted^codes ^nd-ciphers.^wiUj.be substantially^ 
thejsamegas that prescribed; for those in coiffidenrial.e.ode t ;or .cipher, excegt. that, 
thej number - of icopiesj-need* not be. .limited! nor- needt;they^be.'.numb ered .) ^ 
7 j 43 ’.ijConfirniation .copies ,of .cryptographed^message^ 
ing by any. means whatsoever of confirmation 

ccfdeipr (Cipher, is, strictly prohibited.;, s&y£ t sxii-iwiCitii' '.o’ .uoiifcjaiaamO ' .&> 
a,44-::-Disposition or destruction ^pf- 

Wheniey®'*arf»erfon-who^i^:beOT : 4^€5d 1 r^,st^^s^|p^or i ^^fldenti^L l god^, } 
ciphers,- cipher'.-, devices,- or- 'documents ; '.has, no ^further need 

tojc report.^at : fact,!to,,th3^g^irf3^i^a|j^g^;..jg}tog^g s c agBj 

ofathejfield; forces i te^e 1 -signa^<^^ i .gj^ s ®/.p ! ^- K {,,. B ylfilfrun 4u hi tuw’hcr 

be, subject jto, los_s-.\pr cpmpMmise, lt all . documents ^d; s t^la®ns..,of^esKi|^ 
will be. destroyed , by burning, ,apd 5 the cipher^ macMnes, or 1 de^iees J| ^lll..be ) 

4^ttfi?^'f^X0S!ab^PX.r r ^»afe{-i t i- ■■''jti&sZix* hua hhiu 'xoti' eaoiiaiivi-J.' 

_ r p. 0 'V^hen i -^cr-yptpgraphic. ! . documents' ,jor t devices-, have ^become-, nnseryicealjle i . 

repljaceaent , wUl,,bV made^tp^the. issuing, 

authority.'?Jhur,j'. ";rrri -jd: tv -hC *.':■•/ .v.vhoi ,jj, iHSiai.Uiiai 'V-f-Ao'X 
• : r • -.SBCi'HON;,;^. j ■» hi-h . ’jiit ‘ip, ,«/Ro Sld7i'oipjt>‘‘ 

i;* *.', ; .,--- frtiKtaae'.o.'. MATERIBij 'i otii io Abii'nTSiiiLuoo nl 

. . ,., Parasra S 

. Or ,; fectassifl& , Uoi£™iA 25 i?^§-;-==“-r-^f ! ^r a,i ^r"v--; • 46 

'■ vi : i i - rmo t - 1 Tier ’fophnipn?.' fin formation J Ziil i!L r l Jill — 47 






Responsibility^ T;PfeKGovernment\tcontractorss^^_^-ij^^a^ T -^i r >^ bd 

^ »Sl a ' u? 3 fie A «* " 7 ~ i”j~r ~ 7 “• " Tu r J“’T ri: An:" “i “ ~fo III u ^lo T }Iu r( - 

Release of, Information -or sale%f'WlteHa-jJ-i;^A i J2‘£^-SiyJ34-AttiV-ills-r3-i---- . 56 

* ^5 ^4 r respon- 

->&« ifilfv ?i. “ft X&b jo so w. •woi.u' 'iftX-jiwnjg,- 

sible for.; a ■ researcb.,prp ject or for the design, JeveIopment, ; test, . or production 

oivprocurement,; of an -article of. materiel, >or . a co&cponisiit thereof, shail^deter- 

i'minfe' that- the ^maintenance, ^of any, degree :of secrecy,' regarding, them' is suffi- 

WfHSiJftR? ^iiduwau .ioilomoa,; 'das Tnoumoquio-j ,• . jUp./iirwi samtfKgiM 
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’• suggestion -or .rrequesiiofj tlie .company tending to preserve, ,, secrecy. i if;iat any- 
time conditions at any plant, or any 7 actioiv_of •.auicompanyjor-jitsoemployees, 
jeopardize'l'tlie security of classified, /matter ;pertaining w to the, War^E)epartment 
or^viblatei the: .provisions’ .of .the r:Espi onage; !"Act,.Hhe - Army^representative or 
' inspectorAwill.'fe(iuest.'thei.contractor/;tOi:take,,prgmpt remedial action'.;. If ade- 
quate precautionary measures are not taken immediately, i, 'he., will, report 
promptly. -toithef chief, :of : the;afm;<6r- service concerned t and,,' if « the .situation 
requires,' to the commanilingi general; of the corpSfarea;in..whieh-the,--item is in 
p'rbcess.'of. manufacture. ;ii v.d i.A ' itv ,k.i.*ui»> oiit ti 

- ■ bux When'IArmy. and, Navy, /inspectors .are on, duty, at- the same .plant, -’.the Army 
inspectorbwill, coordinate- all, security measures, with the, Navy r inspector in-order 
to avoid conflicting. demandsi,Upon> contractors, r.jy-.v o .....j 
u 5 iJ:'-iResponsibility;dof , Government ■ contractors.Tva.i A". private ' individual, 
firm7 or- corporation .whicK.iehters'iinto a. .contract; torengage .in , technical' work 
for itheVWar -Department .'becomes; responsible. -in matterSowithinvhiSf or tits con- 
trol for ithe'.tsafeguardingtof-faU secret, ^.confidential, fpr iresMcted’;. matters that 
’ iha.yj Bel disclosed , or r that ..may the' developedjin connection therewith:- r ; ; ;A-£Clause 

• to 'this effect-swiil be'.includedKihi.suchpancontracfc.jbutsdtsj omissionr U wili not 
release thereon tractor, from 1 ’hi sofesponsibilityi under pthe Espionage Act. 

' ..-b.'-CohtractOrsnafevresponsibl'eothat.’ialbg classified! projectsiraflqttedpto.-.subcon- 
tractorsvdfc agentsdare :fullyiprotected>;by -,a';Similar .agreement 5 ;-;' ,v<- s ‘ 

Whenever tforcanyofeasoniia ..contTaet-tagreement; Or.qsubcontracttrhas been 
madeiavliich: doesihot'- include; arsecUrityiticlause’.butilaternis: found; to ..involve 
secret , - A confidential, ion restricted rmatter,\;the.[ supply, arm -.or - seryiceu concerned 
•- -will, take'titiieUnecessaryristepS'tioTinsureuthat.Rthe .project -.or work is properly 
classified'* and- that! the! 'contractor; a'gentvjor- > subcontractor, ..is informed; of the 
classification' and' ’of , h is respori sibi lity, in : the , matter.', . -go-j-jiai 

.'*<541 tTestsd'of-n'blassifieda niatefiel'.ViTests of ’ Classified, materiel -..willJi be ade- 

• quatelyJsafe^afdedC'byrallfJrespohsible-ioflicefs.o; artj itjrrnoij soc-.qil 

i 55 .'-- Publlc displayr bferclassifiedi materiel.— a. . Commanding,-, officers , are re- 
sp r onsible ;: that'lallvclassified';parts, r :-components,'.ror,featureslof:;materiel,-;are prop 
erly safeguarded .fduring'.maneuversildf ills;.; parades, 'f ceremonies,, 'assemblages, 
demonstrations,! ofjexhibitionsiopenitotiheygenefalipublic.U^-j'if.'i :, *2 
’ 6.-i( 1)1 ’Photograph srof .equipment : whlle jin^prdcessvofojdevelopmentjiop those 

revealing processes of manufacture-are prohibited unless 'authorized 
by the chief of sup55ly''arrh'or 7 service < boneei , nVd:'' ^ After''an , article of 
-ah; snibu'equlpmenfihas.beeritiss'uedgto cbmbat>units,rrelease oftph'otographs.is 
SrmEU-ra^p^efmisslble. lunlessrspeeifieally, .prohibited djyqtheMnstructions issued) 
lieJ.v jo ?TjtKefewith'.u."u bot-vrif 'ft.' Jim.-tW) of K-s’tivqrtbr;; ;,;-ou 

ni s'(2)i r Kequestshfbr r.permission atov. take X/ph'otographs iAfsclassified -materiel,' 
xfet »3 -d-U i'prbjects’ordpro'cessesfqf manufaeture'iwiil'belfeferred'-to the: War De-.- 
- . • . -fparfm'eht". r thi'bugh, t 'the --proper o chief J o'fo supplyharm’.ror, r service.'- -rlfj 
-s'/qT' VU-Xauthority^ isigraiited, , itJwill.betwith ,the:m‘nderstahdingi that '.thebre- 
-8jiies‘*?qfWsulting 'photographs' vwilb be: submitted oto 'the',War~Departmentrfori 
snuf’p.l, of sreviewqjriorito'J release; ailc* U 3 w ^rp..?<;v’SltirqoCI at. .7 ad’s So -.avid 

~P£& egtJto rii'ircd. rf.t id ai«lci»j.-<o SoShwafe 

56 . Release of information- or sale of .-materiel.— A. Domestic sale, divulging 

. * 1 v'fri r 'l (T« r.-.rf+ fj t ')*r r * r? f7pf I *.^7 c — * - tn-\ 

information in connection 'with' "negotiations' for r foreign sale,' foreign sale,' and' 
•«4>nar f:T C'-yivi . j;<V> rr/qtu.H- ni •ip.X>- 1 )i;:h- *K l , r -rr' '1 . 

foreign manufacture of items, of Army and Navy materiel and equipment are not 

n* ao-l rLMi-iri ry>m ro-H nrrrf sdi err" •■I'.riii.'., 

permitted .unless the. .War , and -..Navy Departments are agreed 'that' military 

«nt! ii ..vud-tii ■ :sa to;- li -w, tea aioMflus B*’ iviTi zs* ; fatP-obn 

secrecy is not compromised thereby. -t u^u 
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9ixbjrZ$tenmUanal$tfn^Uniarmsz2££te 4a*n gjifaieB’ jjaDctiuriiueirn Jsirvu: 

(1) The : State Department administers; Hntefnationalti.traffie:.iiin:;arms 
■to ,IxiDnehj,tJ 03 - andumilitafyf}materieILcoming.f,withini.the‘iscope(iof>the!Regula- 

tions,.Go.verning;the- International '.Traffic in'iArms,t Ammunitions, 
-HGiifii .'.eicao^cahdiflmplementsJofiWanlan'd OtheriMunitiohs-)ofiiWar.(S) . 
-fUTeqooa ;(-2)hThet StateiDepartment'-willunot .'.release! fbr.vforeijpi'.lsale any item 
•hoictfi! elnrniJ !;cpming;:, within fthe scope of ’these :reiulati6hsii.until ■ the War and 
f'Oiebl’xroj - <nn "•Navy ’fDepartments - . haver stated 'cthat -fhereittisEnb^objection to 
n> arts ItiiC: releaselionegrounds? 'of ise'cf,ecy^affecting.:the') national- defense. 

.rjpltite/. ui sd-.piw •;<,?. bijrA ..ouiTioa ' ; . • • 

io esvtii!tn330'.q&T’’*ivitii'- 'j?; - ,^;;,SfcTipN,y.I ^ fotlbgrt.-jM. ’(€} ■ 

-fl-dkiitiee v;, i w.'.viic.n ylioiWnq 

i ClasSflcation > £..®l!i O'ji.U'i" .;u:£,oi jni j'v.yyrmj io .-’.’■ntoiq .Sioitnra Paragraph 



m .,y^sq psatUrn „ 

''bu'thofity''fuf' f a('tmis'si6'rihA^q.r;X'A;'A;;i f if 2^-. r _;r,7Q hbb;:Tj ; ;:15 . g 

3Ecspcm'sibility,.,df commanding ,'olScer, Ai’my.': rep resell tativc,/.''or.inspec:U)r'5 ;__.. J 5P 

*;P. e ?P 0 Uslbility of ) ' 1 GoyernmenqcCpntractors-;=-i;-;^_^i,_-p;ri_2.-'l'_-_s;^gli.i5: . CO . 

57. Classification. — 'a. ' Foreign nationals . — For the - : pufpb'seU o'f ' these regula- 
-Tidns^rfofeigfffnatiohals. include-^- < -£ n hi 1 v.tt&zzzxzyn Ho •^tiUaisuocxsc.S .So 
io ji;am(i;jl(Repfesentativesp 'officials;' or' employe'es !r 'o'f 

-li'.Ifdnleo i;n ! ihg''an r qflicia r l!lstatus. r ei *: Ji, v i^rrent to ftvtji.i.'eBSTqs;’, ymA o<!t 
p,niblu^(.2) v /lAlli ‘other forbigh’-nat-iOnals and citizens 1 -'of- 'the' 'United^Stiites repre- 
edi zaXiuu siusentihg'a-rfdfei^ r gbvernmeht;’ firm, !i or eorpofationy-* fi.-lAliphn o;!t . 
-S'l ipJIJmted ‘St'a.te^~citizens.—AW ; citiz&is of- -the'-linited' Stales notUihciu'd’edbin 



a above. - ■ ;•> 

o.' ' l 58. > Au'tKority for admissi'on.- 



: r "' rs i* ..'w - -lie;; ijili fri/U'i ii.1mi2m~P.nt . 1 ; u;p- 
-o.-' General'— Corr esporidence’ » aA'dOcommuriica- 



or commercial- ^manufacturing .'establishments' 1 ' and^experimental 
laboratories engaged on classified t’work' bKi’prOjects^bnly on 
J89i.^ttenf authority <bf' 'the' Assistant' Chief ''bf' ! Staif/ c G-2; ? War De- 
partment. General Staff. 1 'JPTh'eif ■’•applications %iilib'e made Through 

the appropriate diplomatic' , ifepresentative'» and : .‘{wili3I include', the 

foilowing'inf6rmatibn r : ’"i Sit ! 40 : .-iJ • aiiuTa ini ','(!>) ' ' 

Ho 03bc,i'v/0(«f JK3i;;(.te)JjName in''-fuli:>'-:"i tf-.lltit V. ui .iif:itiu3ih:6ii iO tfr ; 

•TSnB'.SHty ‘Official ,title r 'brTpbsitibh‘.q eih f.4i* siO 

(a) Name'bf-'prunt^rfprants to whicli admission ^ 'is 4 - desired, 
-aordfm 1.' *‘ioJ >iv'(d)'CDate-of visit^br' , dates-between ; which' ^ : v‘isits f afe ; desired. 
auoUslTtw ffcua e(.e.),ipufp'ose"'of- visit. ' JoV/ or'; lo'tVird W pox.'uyna irroi’iiwl 
■h (2) Priori to' authorizing^ a^visit'-tol a^War-Depaftment'^orOcbmiM^ 

1 i - t r ''''>j'ix*orna'nufacfurihg.establishmentiengaged''.i& : classified"'wbfk'’'bfi proj- 
£/iU! ,-'rs£:'.'-Tg:ti'-'-bctsf: ( thS-'Assistant' Ghief bP i Staff-,3Gr 1 2£iWar‘Department-£G'eneral 
-andT .ylrtftAhstaffvf-will' -secure the ■ recommendatiorisi of - r ithe Navy’Depart'mefft 
-tolcb Jthv S' n t ! >aiid' tlieOchief : off theCsupply 1 Arm-'or; s’ertice ‘concerned. ,U '.i 
c. United States citiiens .— Subject to* 

•'Or tbeTcontract6r?hDhited^tates : tttizehXyexcep't li th'Ose' il represdiiting (('’foreign 
governineiit? firnf.npricorpo'ratioii; may 'b'^ admitted, -to- Watr'jDepartment'bti'cOin- 
eat \,d fnniq sfli in i '0 'irr ::-<nu uirs <•,' tiPT U> 

oTfi.n t.j .c.-jiho aid :. > 'IP ’r .. ji . - pit lin.A'-io' ioi-Aq-hd 

TiBiSKtr 9&1 ci Eli bocaio'iui viicy.trosrj! ;} ois:r c’Tisq <jMhv.oqp.31 
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jnerclal manufacturing establishments engaged,; on classified work -.on projects 
;under;' ; the,f6ilowfngiicbnditions:ri-i3i;V' , '.hc.nj J ir.vj Jj. - ..ilk o.f < (j > 

■ .unipfi (l.)j Casual (Visitors.- may /.beaadmitted iprovidedhhbi .secret; confidential, or 
.viuObrnrmA restricted workibrjprojectds.showmor, diseussed.snoii 

(2) ,7KepresentatiVest.bfi'btherlTJhitedv'States (Government! agencies, manu- 
yr, ch.rfacturersyor. their,frepresehfatives;iengiheers;/arid inventors cooperat- 

■ him v. tiiMngianaiWariuPepartment, work*. and .cliavingi a /legitimate interest 
oj iuiii‘Wi,d,> dhereimmay :bej showm-such. worksuori.-projects ;as are considered 
■' /jimaK-o Imiolhecessary ’’ahd'fdesirable: By theiresponsible /chief .-of supply arm or 

’ service. Authority for admission will be in writing. 

(3) Accredited reporters, 'photographers, and other representatives of 
• publicity agencies may ( bp; admitted to manufacturing establish- 

’ 'mentk engaged on work"' for the' War Department provided classified 
tliyii&i,'- , matters, projects, or •processes of manufacture are not shown .or 
' 'as ’ 1 .7 , ^Sen SSrw lttrttie Si‘.'' ~ye v^i tems, 1»fi6ix« raph&'AM-mdttonHctares 
' cj resulting, (from dheivisit.jmust-.-be ,submitted-.-ito;the Assistant.; Chief 

•• <»* ' ■ - of -jgtaff ,- -G-2 r -War -'Department General ' Staff, -for relea’se 1 -’ prior 

-ithuj'-'i - '.'cit to, publication.it .V-S'V'O'lnd 4.ys**W,v ; • ••’C- *'% 

59. Responsibility of -commanding ’officer,. Armyjrepresentatiye,:<qr ■ insp.ec- 
,SPjqmaj$lng 9ffi%^o$(-a,i.-p^jit^Xl>B.an#a^ring. ; estebllsbment or 
the Army representative of inspector at a' commercial, imanufacturing establish- 
.ment all matters; regarding 

the admission ofjyisitors. JO If, dn-his; opinion, -.'thejSituation at L the,. time makes the 
' j admission; of a visitoi; inadvisable, he iSjemRpw.ered.-to. Eostpqnevthe visit, and re- 
quest instructions from the office which authorized it. .ni ' a 

-aol&c ipheijcommand-ingj.qfflcer! or. Army,' representative will make: a t report to ./the 
■ ( Assistant {Chief Sta'If;dGr*2,-,, War ^Department, (.General Staff;;, through-nthe 

. appropriate chief of supply arm or service,' giving the follov^g 1 4i^qrniaMqn..cbn- 
]^^^gyto^igne^j^ ( ,v^ti'^<A^i4^<^t%ep^gedxin^la^0ed’r>pi;ojects: 

-anfltna tlonalit y.; v • **0 

•;*0 ytpiC^ljAuth'ority for r t.he yisit,v.| s f! in> 'fe?.«ny 3 Riivonyiodi:! 

4n * 4 m\( 3 )^Matt^^^yftoij^jt^.^slto^ shpw,edf .the, greatest {interest. 

' brunoi) JncicriRnr 

odi ddaCS'li Expressed bbiectAbf.theayisit.j-iaciyii, fd. 4 riq,v.,tq iI -Ml' 

(6) . Inspector’s estimate of the real object ofj ; the;visit-,7q;ib> 

(7) General estimate of ability, intelligence; and.ytechnical knowledge of 

the visitor and bis proficiencyi-in^the English /language. 
jj 6 -jt8.)i;A,brie_fdist:pf .'o> 

6p i ; E P^sponsibj:lityv ! jpf 7 Governments contractors,- Contractors or subcon- 
tractors engaged in work, for the War Department mustrplace such restrictions 
)S&-d^nb 1 P v blu el its X (pf-fP,ersons-/empIoyed!-or; entering -their* plants or* offices as 
_j«sill giye;adequate : ^urilybt9,e»ee^:<co^d^j^.>p^ ; ^Mctc^lrmatters in their 
jppssessipn.-. ' ;i In x <yieyv : , of-, the. -wide; differences; in organization, ; arrangement, and 
jBk^ip&itiSUkejIip of jindiyidualj;plantsr'np- specific , rules jare . practicable. There- 
fore, local conditions a_t-th(^plant-an(T ffbg.A-laffiificatipnrpf [the,project will deter- 
-mine flie:aecuidty-<meaBggesito,-Jbe|adopted. . > -be f.: d-d — -.an-tU'n wtWtiZ : jf.d .*) 

■ (n*iP-rc>Efie fonbwingvgeneralipi'p.cedtirean^regard.-to.fyisitbrs^t-iestablishments ;or 
lplantS)engaged;rinj;classified projects- for the- War .Department 7 sj prescribed.: ^ 

, (1) Visitors will be accompanied during their stay at the plant by the 

' '' inspector or Army representative, a member of his office, or some 

■ • ‘ responsible person who is specifically informed as to the necessary 

.22 
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4 -• .JUlimitationsforarestrictipnSi. tfie^iSCPpei.ofntlieTivisit, and the infor- 

*’ ’ ’ di5(.mati6h',which:!mayibe-;furnished:L->/i-.i'j;..(iju'(. 

■ -■> .-i* ‘(2).KUnless-.specificallyi authorizedibyitheiauthoritiesimentioned in para- 
' '.mci8*grapht;58,J visitors will,.no,t(.be:fallow.ed(rin any. ishop, ‘laboratory, 

draftingCrpom.iror.rsectiom of; a <,plant:r where* secret, confidential, 
.n'orafestrictedamatdriet is located ionowhere Iclassified work is in 
.untprbgress, mor.cwiU'they. hey.permittedidoatakevphotographs. 
c. (1) War DepartmehticdntractofS;Wilh:submitsitb thejcontracting officer 
'.l i- • at’dhe'endfofieachrmqnth, aiidjuponithe completion of the work or 
project,- a-l-reporttiof; .all visitors,' whophavers gained information 
*• .li’oV \7';concerning,’the' classified >vork’ orjjpi.ojects.in-.These reports will 
, include .the-ifollowing.. information . :/ 1 i‘m r l Icvidd 
Irdaclhiat <i(h) Namef official position, ;,and nationalit-ydidT. 

.pfmtlRiro! -i;.-(;6), (Address: >*• ,- -.araareja -t m ... • 

aOJBt^Tic-sdS soi r -’(c): Anthprityifor-T-visitli .id'. ' ! 7a>,jC-.9»ftijr!»2f5 ,(3> ;• 

onS ald-ih(2t)ii-The/ cohtractihgpdfficerifWill-jspbmit Jthe.frep.ortsutp/jthe Assistant 
YAdilira B an ir,Ghief;.of ’Staff,.) G- t 2,> War Department; GeneralyStaff, through the 
tuWXlM o.'if.N appropriate. , chief ,of nsupply <arm.ior r serytce. -n aip win r .*, • 

-aisuo 'Jill r c-tis d,*:.> :j -.t •'* b’tfi ”,noit^nr’j?9a' •- * 

.... . , Section- ^ lir< y t f ^ . ... . {. , 

79\*o oil* A-'^r ,vr v.r-i^-’cv^s . ■>$:<:. .<••*: u' 

o 7 jAIRSPACE reservations, .reserved .areas AND ’'RESTRICTED 

Sfrwtu.tu \a Kiwi f:;, ‘ 1} * S , v , f*“‘ t ' ^ *• 

efttes to hrri'?:?? AitQt. &VZr~i')![yiC -: w v 

_ . , ... r - ' .. Paragraph 

^ ^irspaco^reserva t?on s_ 11^7 _ I _ L ^ r _ Li. J. 1 61 

•^ResTricted^ a r e as 1 - iPSJz III-- _ fllil _ i!. i G ^ '22 L 1 ! i i*i r ^C7 '• > 62 

^ . I . J 7 r: t£ r '' ‘ '1 ' ViV'’ T /i ) j - 1 ‘<v r **5:A r- • * ,.* * ~ •• • » 

R1 Ai’vcnnoo ■rnooi’TTd +1 nn e Art dvjVon/i/j/j i'/iOAtoi/ifi'/iM o i „ 4 - .,1 ! ~ 



Ground/ portions^of 1 ' Fort' Hoyle and °Edgewood' "Arsenal Military 
Reservations, and portions of Bush 'River, . Gjinpowder .River, 
and Chesapeake Bay^ali in 'the State' of Maryland— is prohibited 
or restricted by Executive., O.rder Np;, 79S5; October 8, 1938. 

t-r-aT fexeaSons of public.safetjf,, 1 civil aircraft is L forbidden. by t Execu- 

-it:oj, em io u(T/.v*J>a. •«* JswFVtiksz unuoln. <« riwwiV .« 

^„t} v ®»0rfi6r No.. 7138, August 12, .1935, . to, operate' oyer f the fol- 
■3070 ^niyii mc-u iTcis fni uc-cormt.oo A (-(lavrar.. KfoiiloiM ,ui>wpB ip Vr«w 
- lowing reservations or areas except .by special permission of the 
•QmiA. lion rc *.>m i.:i«* ju«-u. ,uHani> *■ vreq fup snawrio io 

War Department or the Navy Department: .. 

.. , ... .... ..Picatinny Arsenal, Dover, New Jersey.’ 1 '' * 0/ ^ 
9i£t 1° 92onl iiitcj Ag.’ij'o ajujiwyt v.it-i ’in — .n ■jjdaGvlsd'j /.}. 

-•. Savanna Ordnance Depot, Savanna, Illinois. ., , • 

avm friRlU xfa lOA- nu/im o OiMltW cn.U/Ti’.vynO'; orc’rnoinr n.U. frwtavf 
J, . >r , . • ■; .Nansemond Ordnance Depot, Portsmouth, ..Virginia. . 

^sicJ^i.oujr mu pa cis; mtar. 7<>orT 2-? voiciai cr 

Winjvftrp firfTnflnp^ nnllnrv IVciw Mavipc-. j 



Z -y“ 7 • - Fbrt-Hancockr-'Saridy Hook “New ^ ’Jersey. , 

..... . . Fort Saulsbury, aoout d miles east of Milford, Delaware.. ., 

. r . t ovt .Pickens,. western portion 4 of. Santa Rosa .i^iand'/ Pensacola 

, , . Fort Barry, near Point, Bonita Lighthouse, 'San Erancisco Bay, 

sdiii.r) lacof.ai M. -h')/;*n mnjui 'iSkai RjiL-nc.*!' 

tfaawesr^ranf D 
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Jioini •-! b i;au NavaD Ammunition, Depot, -'HinghamioMassaeliusetts. 

' . • < * * -Naval- Amnuinition>Depot-,t‘Fort'(Lafayet'te, /New, (York. 

-mfi.j cl l)£iu-'ui:;Namli'Ammuniti6hvDepoti-jDakei Denmark,!- New; /Jersey. 

.iJouNaval Aininuhitiom'bepot,ISt.' 'Julians' Creek'pWirginia. 
.InttaohuiiOa & NavaL'Ammunition Depot, UHawthornepNevada.-u 
ai *» Jlvow bsaNaval Ammunitibhi Depot; Marei island;'- California. 

.adqcSv ;J(NavallAmmunitidn'ebepot,vPuget' ! . Sound, .Washington. 
v/u'JSu Gciiuns'.t.Naval' Miiiew-Depotii Ydrktown,-;Wirginia.-'j •iu'v? (0 .j 
to ;ho.f crt 1<» iNaval TorpedoiStatiom Newport;) (Rhode Island- u 
norliUuio.Ini SsiNaval'-'-Torpedo Station-; Eeyport;nWashington.,>',,i 
IIAvr cJiOtpi SirNavaftOrdnancef Riant, -Baldwin; /Long, Island;* .New York. 

Naval Fuel Depot-, : lSanrDiego,dCalifdrnia-: iibultni ' 

1 That v .parti : d£^the'>AieutlahoIsiaiids;oMasl£a, with their territorial 
■ waters, lying west of the 167th meridian, (west longitude. 

(3) Executive Order No.- 8251; September 12;ol939, declares the airspace 
JflntalBfcA edj aboveit-heVCanal iZonepincluding-fthe-ttefritorial- watersl.within the 
3 £lt rigSjO'iiij .'threh-mileimarinetboundaryiat eacibendvof thetGabal as a military 
■ airspace i-reservationjf'itoY.beHknowhvas -the /(Canal Zone Military 
*> Reservation,” 'and sets ‘forth the' regulations governing the opera- 
‘ ' tiori of private aircraft' therein 1 . y ' ' 

' • (4)„;By r Executive, Order No, ,5281, .February ■ .17, ,1930, ,Jhe airspace r over 

, Oei .'VI f. of ‘the’ declared' closecTports by Executive 
' . ■ Order ; No. 1613, September 23, 1912, was reserved and set aside 

,r ’ ' for' governmental purposes as a , prohibited .area ..within^ which 
Lit *7 *aui3bo Hlfea *fi >~nayyi^fe!ex;gept ft by,'; special 
“ "authority of the United States.Navy Department: .*» 

- - -■ . v - 1 Tortuga s, Florida., VV(V? h,,. v ,. •„ , OT U 

rn'^-i •Rirnj *•«:'' V, -m’-T <i) . . 

5 * •* ’. • Guantanamo .Naval Station,. Cuba. r ' n 

VRtjiliiS IrujiV-4, ,v '- hmi " i-i s u.o.noi .rnujo-r.- 

■ ■ Pearl Harbor, Hawaii. , ■ . lrl _ , 

,‘,9Y-d . . VflbWT'.:' pi! -Viy.i.v Slt-.i 70 Well MHJ »f>3 

,7'“--. * * .'Kisha, 'Aleutian Islands. ,. ’ ... . , , r , Y 

^Regal^dphs of the Terri- 

''&Ty >J ot ijawaii,' prohibits private ’'■'Mr'cpmm^al aircraft' .from flying over 
*or crossing any 1 pSrf of 1 Diamond Head .aW "Oje fortifications. of Fort Kame- 
hameha and Fort Weaver.,, ... ... ^ ., Jtn5| .,..,. 4 

c. Philippine Commonwealth.— Flying t>y any Aircraft other than those of the 
United States. and a’ ( distance .of six miles from 

the perime?er‘ f 6f Corregidor ^slanli^Fraiie' ^ Island, CAraSaOj island, and .Caballo 
Islknd, Manila* Bay," and^Subic ! W Island' of ‘Luzon/ Jand within two miles of 
the ,! penmeter of^ 'iOa^t^-Eeninsulff^ Manila* Bay^''is , '.prohibited by Section 80, 
: Air Gommerce^Regulaftons, the Gbveriimehf'‘of ,tlie( (Philippine Islands, dated 

^October 1’5, 1935. ui< , . - . -,v; 

: ‘ ^Msponsihility of commanding ‘yjjicers.— T%-'companto officer of a mili- 
tary reservation, . ,post( camp, v station, or , ^institoiibn , over _ jyhich an airspace 
' reservation has been established is. responsible .for .the. ^surveillance of the 
’(les^ated^a|rspa^ah^for.,promp^^pqrt 1 t^ r '.The..^d3u1^i^ General, through 
■military . channels,' ' Vw"m^^''iii^%!'^er^"' ^ - 

.uOJctxiM .. .WS. ,H1*> • I-,:’., If-y, in.u < ■ 
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r -^2, (^stricted.j ajreas: — a.i-Designatipn.^Ehe ,icommanding.i:officer-. of a&post, 



ordinary; entrances;,or;apprpachesttorSuch)areas .with “a- sign, reading fas follows : 

imhvi tri-r-ffi 7xi cii$ "dj to roic qool* •,-? >; «/r 



hj:WA-RNIIJGitE lift r. 

-. <» -J? .11 -no 17/ (2) 



( i'J,..UFHhvi-V VOulO . *10 ' 0-J*vJ if’ ■'i-BES'TRICTED'" AEUA r ' l ~ '.*, ' ’ ' ' ^ 

.,7-ai n.ilf'ni dlrw', boriynnoi mi vi ; <; ",s - * - -Hi a* '•'ii-.bl iGr/up-pr - 

-...3Iti : is -unlawful written per- 

1 inti" -hi ■ fr:T**-t. to S -At ...-TirtrriiSl* ('Area, .Building, letc.pWr lmp 

mission-|.of , ‘m Mioif .r-.rln-’ So .rrpirnhs 

(Authority.)"".' ■'* '. • " ’ a ! Ajl-j .5! i £■ J ri vi 1 * " ' *' ‘ ' 

. : -6. Procedure in case ofi violation. - - . . 1 ... „ V. A - f . -i r r ' i, 

abuepi/nv-i ■n'-’ , niRitaW' ; r^iwatiom-..t)OSt. cainr 



b 7 ? military flaw," who' enters' ‘a .restricted area.., or, buiidingr to. -.be 
3 «iO'HbA>Nni*4 , 'li^AL^ a /^^K!o 0 >HjT»Va*bnhd‘'i'nierroBntea hv nrbner..au- 



■ - - ,'Sfa i-jJO 

. . : 4 .! , .sketchj picture, ; .drawing,^ majj, or graphic, , jepresentati^ m^nis 

. >. ’.possession. Otherwise ”the^ '‘.offender .will ^be‘\deliyered 

*'piu t iihnece¥sary delay to ’the / nearest ‘United; .States- marshal .with a 



,-ic v ^/_tary ^iaw ^a^s x 'entered such J a restricted- area or buirdihg/ .custody 

. ^ /<i ^nt i ;i7l '!*6f 1 Vh f §' inlliyi^ tieem effected, offi- 

. *5’<i r, nrnrnntiv ! • f nr wH ( f rV ’ ifi ^ writing to the .nearest United 



£f?F'*S- report ■wilr 'Se ( niade' through military chariheis^tb^the corps area 

_.'H. 1 i. H . v. .. .. .. ..1 , . i ’ T.') i.’.'.i, I....' . r /• i , - i l .. 1 1 ; 1 ...... 



but;} xua'Sn saion on has ,n, »f. - nr rsw>. /»• “ 

'' - ' 1 '/ Section VIII ' .' ?tl r ‘ Ur 

»dU'.itru r - 70 til i*,7 bs!v oi ' .7. - -uV on / do crn-i-io vb„ , 

Jdublyvvi; ; :;»,'pEt!^%MO^»p^Si;W'iV-A®^> haVrca bd uhr 

•vni'-ir- cm. . it e . Irt IfiW e-,*0077 77 l-uif 7 jwV.Liria- j 7 . ^ sbr ,i[i;;Uy,b'o ' r >uilPS ra .l, r . a P& 

rr’.vr , ■ ' :fT r .i i; i-.J : - 07 ' 7? ' 3 V"* ' 7 7.’ i 07,3,17/ 3 -y.p 

Kail •moveiiientsY-^2-in_j'A-r_'i_triE — -- — T -- ; . — -- — — — r-TITr — ; — h , 



5 in any .public place and will .’view with suspicion any person . asking, questions 
f about military subjects or discussing such topics where there , is even remote 
. possibility that the information may reach the enemy. 
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,J‘C.gAU personslfeoniieetedAwithstfie-iriiU'tary^sefTicp-whT^+onfii^r*- 1 ^' 0- <sr> 



: r d;i;ff 0 i (.l«)-ThV — • • ‘ s ot-'sueKCmovemei'fs?!^^ 

...a..l.c± (^^^^ain.egi ofiorganizationsf-^ports-' 6 i;einb'ai'katidn/ ! ' 6 r'*ship'-to'b'e 

used in troop movements, or the date of departure arrival or 
embarkation will not’ betfriscfosed. P *’ 

(2) When ‘it is iec^^^dYjtse^iatives or other civilians of 
, approaching departure, persons connected with the military 
•i£!3 RW.-SX7 jWwn »<* convey apj dnfprmationdn.regard, to rail-, routing 
Iffobable. . time.: iSnd 1 .date' of departure 

porfcr of 

*“ - 
an oversea 

for ;p^» S ^ P J!^^en. ’ Baggage 

8P*Wm aWSf»tkffioh^Sffe^' .officer, of the . port.. 

to the port. 



^^« f rom the piers 
Cameras within 

-rftat oi fo^- .Qr overs^ag.^ ' V ' ' ' ' ., 

-fiio ^rnbrmampv members of 'families, -relatives or nf 

Should ^nd there they 

fi'j-n ajioo oty 1 ?)? _whom they, -were seen 

__ ... *0 k, *10 ■ 

w%S«bSra^^ 



ing ^names-or-destingtions.of L orgauizations,* nanies'.of ■vessels'.^aw'^iiTAi 1 ^^ 

^^Sy^.^pySS^t^^u.d.^nM^resii'takenjtgjaspjajiottaeki-i'datestff-'aFrirai 1 ^^ 

Biioirurm ^CTotii nocTiij yun coiaiQtirn iftfoy /{j-, bf . ft uaflr’oUiin.t'vns id 
eio'Hsa^ hs/o r« o»d) <W9i;w, ^.iuol rfu*;...^tl;Lvr>»5 50 a.+ iutdm: /•>-':•'/ v, in 
; . . •. -. . . .,V??no oifi dsnsu ’jaas ofb^atf - jdiiv^orr. 
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-inj:uil .irooui ,tift(u .tupij ojSbiction'IXu 3i;,;;i:;-r,n}oftl. .dr^p'Rodix 
• • fc *j“»iit.itnw:> •tKui , f , v/ rf»a«s5s'* inuoii.M ! uu'ipbn atiu •s'vr-jtuRi'i'C ,Ju?trs 
r „ r n ,,EXTI^(^S :: -FRp!\l;.PER i Tir®^Tl)iIA^S ;r i^r) ; jiyBG;^IiATipNSj fr . i , 

•;:'..ii?fc d ..rtfii'V iirn i;ryp- *tit uui.'iwr * tl/rnff rr 'to .it o}, .ho.fi'iim ..i<>n 

• f . • ■ • ' - * . • .. ■ ... ■ , Paragraph 

Miiitary. reservations, ^ unlawful? enVryJli-L^rL^J _ z ^ 6$’ 
Thes 'Espionage /Act; £op_ id ± 1 L'J _ _ - ** _ ti i _ £1* _'_ lll'ld _ J-ftl ji> ,69, 

Thej Air t rAc ti^ ” tvt i^i^r -f- ~ —v -, t~ r--^ -r~ -~^r~ ^ r- i 70, 

Protection of diplomatic., codes- - ; : . 71 

41 .'. ui.' i';i^. .U' min' *.*w . .v?mu ... vi > 4 u • *^111 M-iP* f J «ru i.'.'it'j ,vvju'.wu yi«. ,ii • 

Wire, or radio communication-'-- J _T_i ---- ----- ----- 72 

iiaws'.’and regulations ^ governing^ r interriati6nal traffic 5 ^in” -arfrislV- — -73 
Photographs;- Tetc.vjifl military, «and ; naval defense s I‘_ iri.'-- iIiri.L'’-r^'L !! ‘Juip'iLl ** 1 J'.j t7 4' 

V'fn-';-' ‘.M.WT X'JVi'fV-iph 70 _^gj0;i7iecfs 4 ^Io)h J?.ol j-x! fn\io 

•68.. Military reservations, unlawful entry. — Whoever, snail ,go upon any mili- 
,<t. tii ‘*.0 .Ttar/f 0 . 7.1 «r.M *rort / r /u t> >?. no/ 

tary^ reservation, army post, .fort, .or arsenal, or any. purpose^prohibited. by law: 

or* military Tegulation made in' pursuance' of law,' or ‘whoever sliall reenter, or be 

found ■ within ^'any . such reservation, post, .fort, or. arsenal, .after- having ,'beeh 
-nr-* >n<?c •:«)»•. v h\--. <>vo,vcv.Tiv.^.. •’\h<:;vxs‘v t a .u- . 

removed 1 therefrom or ordered not to reenter by any onicer or person m . command 
k u>. v.7i?ra s «d.r oj . iiwu ‘iv. j *■, t«. v-a, Mvci^i >j P itw *vp>o 
or charge thereof/, shall be fined not more than five hundred, dollars,, or im* 

prisoned not. more than six months or both. Sec. 40 . act. March //, 1909 (35 

Sta£ •* r. 

f'%9! * THe* • Espionage^ct.— a. Unlawfully obtaining or • 'permitting '* to 6e o b-' 



pose of obtaining .information respecting , the national . defense with intent or 

reason to r believe dhatdhe information to be obtained is. to be .used .to^the injury 

of .the United States, or to the advantage of, any foreign nation,, goes .upon, 

enters, ..flies over,-; or otherwise' .obtains information concerning any vessel, air- 
♦ :mr* *ivVt .i/orza'j,- y«; .tiiiuuu^o-- . ‘ '.no a \ifVAVsm rPiif •/*’ ru’.^wi 

craft,, work of, defense, navy yard, naval station, .submarine base, coaling station, 

fort, battery, ..torpedo station/' dockyard, canal, railroad, .arsenal,. camp,- factory, 
:7«* hvu itnpi ’utw/ . /o. nVii »;r v ’io'!^ ' '/) « rd 

mine,. telegraph, telephone, wireless,, or, signal station, building, -.office, or other 
*»«r.n tfi *iZ\ . .1 « # ‘i«» J ;p; wv V v- * ; 1 f.^u V’lH s - f t- vox vet .0 

place connected , with the national defense, : owned or .constructed,, or. m , progress 

of construction bydhe United States or under the control of the; United States, .or 
iron.;;, aiwC^t^pd \u v u - 7jti mo .*u '*/*:.-• mm- 01^. . ;«> yW 

of any.. of its officers,. or agents, . or r withm the exclusive -jurisdiction -of -the 

United States, or . any place m which any vessel, , aircraft, . arms, munitions,. ‘or 

other materials or instruments for use in time of war are being made, .prepared, 

repaired, or stored, under any contract or agreement with, the United States, .or 

-m.> f fT y r n?.{. >ryy Ti> (,t ■•trii- u/ •; ' *«'*. .i.trou ;viO’.*'> Y.xauuiXi .m m /n** 

with any ^person :on .behalf* ot the United States, .or: otherwise on .behalf ..of 

r. '1 01' Cl * ''OY ■■'■.'} •< t-'f'/rx '*<» ,lt. i \t •; n vwtfj . V«* K».f . i •> I •• , - 

the 'United States,, or any , prohibited, place within the meaning of section six 
pMirT’rr *'**r$&*' fp J O f /f ' j J.it*5rj£ ft -J VJpv T OUtl li X* ..'T’/SiO, 

of . this^title * of ,(b) whoever for the purpose aforesaid, and with, like intent or 
vd *n> r.*;mot> A v<: fr k," t« .i mvuj m/uu 

reason . to, .believe, ..copies, takes, makes,, or obtains, or attempts, .or induces or 
: />V% .. / -%i u 1 ^ 5 a V -\.)A ,1 //y x. a .v&u . 0 />a;y; v-jt^ xidru «?r>m j<ri yvs 

aids another, to copy, take, make, or obtain, any^sketchj^photograph.-pnotographic 

negative, ; -blue. print, plan, map,, model, instrument, ‘appliance^ document,' writing^ 

or note of anything connected with, the nationals defense :or/(c); whoever,, for 
:■-) 9 'iOni 'iO on nrc «ito . firry; . 0 yj'i^.W ^ 1 • m'Cjcy : /.♦ r • 

the. purpose . aforesaid, receives or ob tarns, or agrees or attempts or induces or 

crU ao ik|Ci> an.? jp . T9*vn chj OT t .;c»« kjj:. '^*o W ;n-f* j-t./ 

aids another to receive or. obtain from any person, , or from any, ^source whati 
.ora. m i&iHWvT anpi-v-^r* iJi*; -u.m' C • V mionfic > 

ever, any document, .writing,; code book, signal .book,' sketch, photograph, photo- 

graphic -negative, blue print, plan, map, model,, instrument, t appliance, or note, 

of ' anything connected with the, national defense,, knowing .or. having reason to 

believe, at the time -he . receives or obtains, on agrees or attempts or induces, or 

?\t 'tnrtrap HOjniK Daifav oin, ‘io.vvf»i U;i f v ^.*t i- rc/ic .* w/5 ^ av.mm . n.ii.: .*; <>• 

aids another /to -receive .or obtain it, that it- has been or. will; be obtained, taken, 

U.V!/ ,(4. 3W'., ^ * .f. IV .• 1 :^ MI 

made or: disposed of by any perspn;contrary Tto^the^provisions^of ^this title or 

(d) wboever: lawfully or .uniaVfully having ''possesslon : “of, access’ ' to, control 

over, -or being -intrusted, with any - document, writing, code book,., signal, book, 
.usd Aosc-ei/a mo dvsuuJ of emurcT/ 9) u nm * urn’ e;u mo 7 /wiui ta ouv/ n;;q .1 u. 
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sketch, photograph, photographic negative, ubiue print, plan, map, model', 'instru- 
ment, 'appliance/ or. note relating to the- national' defense, willfully communicates 
or 'transmits ! l br- attempts <to; s comihttnicate : ' or ^trans^ 

t0 r ^ ve it; <>r willfully ' retains the same and fails to deliver 
^od^ mand.^t o the o fficer' or mqtioyag of thd,.United-,States .entitled ;.to receive 
it;; or...(e),awhoever, ..being. intrusted. .with.. or .having.lawful.possessionTor.icontror 
of any- ; documeht,— writing, - code -book, - signal--book, -sketch; photograph, photo*' 
St^ p ~S'?^^ v ®4"^l?^Pr i ^^"P 1 an,Titop;'ni<W^rnOte,'§^'i^OTnuktfpn, i '!rfefating"):o5 
t h . e ?^^fi©i'tfe^gfirgro'S>neglig&^^^itst,the .j^inej to ; .be removed 

from, its .proper-place -of .custody-or delivered itoianyone in .'.violation -of, .'liis.trust/ 

%£? WAP??™’ be punished by a. fine.oflnot 

more than. .$10,000 ‘ or t>v v lmnrisonfrTenf fm* ri nf 'fhm-o 5 n **£*&•*'£, 



seb.^181. <- or ^vvr ‘-ni 

' tiMml-Xii) Who- 

* -^c^r ..yi|^„ipt. e nt"Or reason ^t^^elieve ; jdiat .'it J ^is^ to* bV^used„ ! to^ the " injury ot 

i t^ e - states advantage Jof ’a 'foreign 'nation, ’communi 

. delivers, or transmits, .or' 'attempts .to, .oCaiik.^ com- 

. '“o n ^ a tv!- - 'faction 

naval force within a foreign eountiyf whether recognized 
°o ' 9t>iW\aiiy' r ep'f^eiita^ 

“oqti’ b00 £< s ke.t?h, ^ho^graph,' ‘photographic nega- 

_Mue;print, planf map, . modei; note,' instrument^ 

r r a e ? _ s ^ a W jite j punished hy * impri'smiment^foV. not • 

^hoeVlF shair vioiate^the provisions' 
*,'# . tWs^ctiori. in time; bfJfeVshali; be' punished by, death' 

aiid n CB): 'whoever, ' in 'time 
- tbte - communicated to ' the enemy, shall' 

?$«$? ncl »??’• ..S^r^njoidnJ?^ ’’ot* attempt tp'elicit duV information 

, numbers, description^ condition; "or ' disposition of 

* 'of?tSS tJni'teS States'! 
S e f £§?£ to - the'pians ' or 'OOnduct, ‘or ’ supposed plans! 'or ' conduct'/ of ! any 

-?^®Pbct" to'jany /works' ormeasmesuUei- 
t??ehi;^or _oj' i^nnected ^^t^t.^t^J^^'d^for ' tlie;fortifl<aWn‘'of ''defuse 'o? 

might be useful to the' enemy, shall "he nnnished'"hv- Hontv. a* 



. soy/srQrsg , ;‘'k .' ; i; ' * jb ’ 

I® ^provfeiohsjof sections two orT’three bf'tml' title,' ’aiidone or' ihoie of 

^,^*4 C the 
... '^uc? t ,conspii|ic^ shall 'be punished. Jas. in'skid , sections provided in 'tile 

• ,«<£ ^S&ft % the object of 

P^.tsK^ as pro\fibe& fa section' tmfty^sevenpf 'the 
A'ct/to codify, /revise, ‘and* amend 'the DenafVaws of th'S 1 



nineteen hfundred ‘ and* 1 nin$! ,7 £ea ; TV^ 
fw$at.\19) f5^}^'dfsi^?L^iW^Pee?iSM V '"' Woosw- 

* 0 Vj Pi Ctt »1 /» i ' t’.'a. ...i, , * a ‘. fj *frN ■/, f ' ' “* r ■ • T ''/'•;cr vf—.’ <1 . S 

any person who he knbw^r 'hhs ’i^SOTm'Ble'grbuhias to heliere' or suspect, '^as 
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.committed, r&iiis'i about, to commit, an off ehse.: under ' thiStltitl^'sliall ibe .'punished 
iby;>at-fine^ or by^ifiipHsOnmeht 'forrnot'f morel than ‘two 

fyeafs/rdr-bothlo'i'Sec.' 5, ’Title '-I-, 1 act June 15, • i93*fz(f40- '8fat ”S19) '■F5O'SU}'S'J'0J35 , Ju 
so e£'DeMgnatioh-'of .proKibite’d places by proclajMdWo'M.-^-The' Presidenti in’* time 
of war or in case of national’’ emergency, may proclamation "designate t.any 
'place 5, other i than' > those-" se’t forth' • "in- 1 subsection'- ( : a’) "'of section V one*Herebf .■ in 
.which-- anything for-'-the lu'se Of the' 'Army' -or! -Navy-f-is ibeing-preparedi-ortcon- 
dtfucted or ’stOfedtas* a" prohibited, place for the purposesbof 'this^title :’'P L rovi(led, 
,That i: he, "shall • ‘determine; that ^ " information." with; respect'-'tfiefeto'K would -be 
iprej'udiciah-tcvfhetnationahdefense. • Sec:- 6, '{Title I, act v JuHevl5pl91{/ (JfO'.Stat. 

ai9p}$o u;>Bfc?56sW. u&m6?<toc?tm.4 •' •«**> • v"p •>*_ ,v.oi'myn m . 

i- 'hf?''' Places J r subject"to\'!pr6vvsi'ops^of- • this ? title :— Thei provisions*', of this- > title 



hinder* this 'titled when committed".' upoii the high-'-’seasior ^elsewhere '.within :the 
ladmiraityi and 'maritime'* jurisdiction 'of '-the .'Uriited^Statesiand'.'oiitside^thetterri- 
it'ofial limits ! thereof ish'all,. be punishable hereunder. eeSec:i8i>iTitle: P,:act.^ June 
,15\ mV'(WSfatf^m>i'5p'Vt SuCjSttyy-a ;"p *>. Sfi •; ••' <n 

; ff: , Jurisdickonybfy''boubts : viaHial yandymilitarjj: cowmissiows.T^-Nothiiig.qcou- 
'tained ih?"this'-titlb> shall ..'be'deemed-'. to"limit'.thei.jurisdictiom of. .the. (general 
'cour'ts-maftalp'l military scOmmissions;./oi;;- i naval , 'J , cour.ts-marti , al'bunder5, sections 
'thirteen • hundred/ atfd fprtynwbp.thirteenrhundfed'iahd 'fortylthree, 'and*, sixteen 
■•hundred‘'aiidi'twen'{y-four.!of'the Revised.iStatutes as jamendedotiSe'd;.!?;! Title,!, 
•^4t^ l i5H91T^J^mt!ip»19^l'50 iU*&''GA-88. r.'d .ijn.tv.crl, m ,.m 1+r.ahim. t ^ 
«• >ihi juHsdictibn'-'ot tcpuris* of, '-Canal; 1 Zone • and : Philippine 'Islands ( of A offenses: i on 



^ iSerfpetetive' districtsj'.andicopcurrent'-.jurisdic- 



i'as. defined bisection 'thiffy-sevbm 'of* th'eS'APt entitled :‘‘An rActytoficodifyji revise, 
•'and : ameiid ! *th v e- : penal daws tpf' the* United -* States, ’t'approvedwMarch* fourth, 
nineteen hundred and nine, and the provisions'*.of< saidisection; for* the purpose 
; of : '-this 'Act, u are r .hereby;' : extend'ed' f61',theiBhilippine/Islaudsj;and; tov.theAOanal 
‘Zone.- 'i-in su'ch'Jcasfesffth'e 1 district attorneys! ofathePPhnipp'inedlslandst'and .of 

f the' : 'Canal Zone f sh'aluMvefthPpowers r! aHd : .'performithe''duti'esrp^rovided?in!:this 
! Act fbr-United'fStates'attorneysf^fSec.'. 2&T4tle:XMI,;actllIune 15, \ '1917,(40 Stat. 
''ZS'iytr-SOlU^ST CV sk TO cot'fbuo ^:aT-VVj?V'trig'.vo;W'rir-o y'-’ui 

~ lr 70? The Air^iCoips^'Act.— * 1 - : ' i l Nr '^*'' , ‘noOaliens 4mployMbbyA'a'icpntrafetor‘.for 
furnishing. 'or'coiistruVtingiaircf aft, for- aircraftfpaftspor. aeronautical accessories 
%'or'the K United*.' States shalP*be -permitted 'tos;haveVaccessisto>the:-.plans;or speci- 
fications or.-the work under construction or to participate in .the' 'contract trials 
■witllbii't 3 the' written consent >''befOreha'nd;!ofothepSecre'taryr of nthe . •department 

u.\Si.<On8io. (i)\; 

•M: : iy'i929^sec?2ffm - f >^ r £ ^1. '«*' '"tuitc:, ; Ms ant.V ;r‘i do '•' 

!>' yiP'Protectibif'bftaipfomati'ci'codes.'^That'Jwho'ever.rby .Virtue; of- his employ- 

'ment'by the';UnitedlSt'ates; l "shallvob'tain‘from’.''another:iof, .shall:;havei.custody; of 
'bF^ccessito^orlsKall^have'had/custody^of 7or;access; : to, any ;officiiil;*diplomatic 
'code' or' any matter prepare'b'iii' any suchccode,- or- whiehppurportsiito.rhave’bee'n 
fpreparedhimi anyifisuchbicodep and'S'shalli willfully;; -withouto’authorizationc'or 
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:cpmpetent^autii0rij7^p9bi^);oc *funrish- , toj another, any . suchgcode/or matter, 
-or 'any jmal^jitwhlphiwa'S; obtained;- while in^the^process of- transmission between 
any^foreignjgoyernment-jandvitsxdiplomatiermissionjin.' the United 'States, H shall 
!be;.finedhnoti'morejithan/,.$i0,006j--.or ^imprisoned -not; more -than- ; ten- years, > or 
^^,tar^rjn^/lO.,vl93Sj^JiS y jf, 0,1.1. - f-; v-, to 
;ti 72. / ?Wir,ei;orr-radio. communmationgj-^i.ftI7 nauthorized: publication-, ov.- use-fit 
■comniunications— No;personvreceiyingr ; qr -assisting in-receiving, jor .transmitting, 
,.or,Sassistingf in transmitting;!;anytinterstate,\or, foreign communication 'by wire 
of radio? shalk-.divulge , or. publish-nthe r,esistenee i: ' contents,; substance, purport, 
•.effectJY'or meaning :.ther eof ,, exceptvthrough author izedrphanmels.. of ; transmission 
or reception, to any person other thani the? addressee?, his- agent, v orj attorney, 
-or? toa arpersom employed;? of vau.thorizedttonforwar^.such/jcoinmunication' to* its 
-destination;-? or'.rtOuproperiraccopntingii.orji.distributihgf officers- of^thez-yarious 
-communieaUngj-.eenters'ioyerbjWhich'rthe, communication may. he- passed^.- or- ;to 
-the .master tof-rarship -under, whom -he; is.rserying;:,or in- response atoaaqsiffipena 
-issued.' byAa; courtaof competent! rj urisdictionVi-'or.-joq -.demandupjLiPther .lawful 
’authority ftarid-.Jno", person .not ibeing authorized by the: sender,: shall -intercept 
any communication . and divulge or . publish. ' s the', existence;-. contents, substance, 
-purport, s i;effeet,-/or;‘ineaning- of -suchyintercepte^jcommunication.'. to - aiiy, -person ; 
fand'no person notibeing'ehtitled, -thereto; shalh-re.ceiyei.or. assist-incr.eceiying-any 
(interstater6r!'foreifen'5communicationiby.;wdre?or 5 ira.dipvand;iiso v the: 1 same..or l any 
-information .therein- contained: forihis iowntjb;eneflt-:oi;i-for the benefit; of; another 
-hotll entitled -Vthefeto:;o'and : tno - person i-having -receiyed-,-?such '-intercepted ; .com- 
munication; or having become ■'acqitaintedbwithetheiicpntents.'vsubstanceo.pur,- 
-port;o effect; :or. r meaning‘ of lthehsamo?;or,yany. parte thereof, ^knowing, that such 
/information -wasqsbAdbtainedi . shalf.-diyulge. or, ppjt>)i^i.the.rexist<^ce,^nt^^ 
•.substance, ''.purportv. effectj'ior'. meaning -,of the^samer.or, any. -part-, thereof, ,or -use 
-the samel orranyr-inf 6rmatioriTtherein;-.contained;for f his ; own>benefit. or -for j the 
, ibenefith'of another .n'dti entitled-; theretoriyihrorided.pThat ;this £ section , shall- not 
apply'totthe- receiving,? divulging, f-publishing, or-.utilizing.-'the rcpntentsjof-,, any 
. radio communication (broadcast,f.or,ptransmitted^hy. amateurs or/Others,, for, the 
-use rof thexgenerah public, ",ort relating ftp shipsjin ,?dis£ress s ,^Aet* June. : 19, 1934 
*)(;48lStat.:U10S) ;t4VlU:'SiiCi 6j)5?z x-tfrw<: r.rti hue .auhi bn;; fijKlq*!/-* nt do.iin 
F i- rbDGen'eral pe5mKy.r7rAnycpersoii'Who-:ml]funyj(andekapw i lngly- ! doesjor;Ca.uses 
torfsuffefs.’-tblbendpnei'-anyj-act,'. mattpr;i,or ithjng.b in-pthjs^.-Actriprohibited^jOr 

■'declafed 1 it6,'be'unlawfid, r iorftwhoawillfidlyi.;and, knowiug]yi7ornits fl or? fails? tOj-So 
-'any act, -matter, '.owithing. inV.thishActyr.equiredj.to Hhej;done,typr,.yyillfully and 
knowingly causes or. suffers such omission or failure, shall , y uponj conviction. 
’-thereofp'be.-punishedF forfsuch offense,- for/'-which- noipenajty 0 (other than a ,-for- 
i-feiture.)aisFprovided-herein?jhy<njiine 1 .of. 

-inent for r axt'eripf6fonotymore^thanotwo>: ; years, ! jor(}both.'r Act /June *19, -1934 {4§ 
ajSf&fc 1100.y.yJflAU. iS. ‘OrfOliz no of -:o noli ’irriaao - z-.hnt out *, : o 
Ja'731 :;Laws -ando regulations j ; g oy.erning.;- internation al , traffic. in; ; arms^a. 
\Speciali provision, s'lin •Regard-. to^mUitar^seerets. ^Under jthei provisions - ofj-Jgarf 
V of the Laws and Regulations Administered by the Department of :State v \Gov- 
-erning. International Traffic dniArms;jAmmunittpn,-anjirImplements f of -War; and 
''OthhrtMunitiohsfoff-WarrrlGSS.mthejSecretary [of; State -wilh-notrissue syUcense 
'.author izingcthe;..exportation3.of(i any s arms, ^ammunition, ft or rimplemepts- of , war 
J considered-by itheiSecretary of- Warjor. by, the; Secretary.; of -the ,Nayyj as. instru- 
'-mentsor.fappliancesdncludediamong the articles coyeyedjbyythose, terms. as x used 
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tin this-act,- ifjtiu/ their- opinipinjjtheys-involyeomilitar-y 'secrets r,of {interest to'jthe 
national defense. The articles which .may-be, so, considerediiarei those, falling 
within one of the following categories * s 

i Articles, the yyhplejpr.any.featuresiof which, have, been "or- are jbeing 
■rodfjrtv? ,-:ojjde.veloped;;or; 1 manufactured;by u orjiforptheioTCar, Department or-i-the 
norm h'.'fjhaffNavxa.'Departoent oy,;iwithjfhehparticipation> ofeeitherijofg.those 
-shut cnuirmPepartments ;,- andc-u iiii'Uv/ nicrlwselo fc aesa dpiil otff iwo ao 
"d Rcd-(2-).vj4^el^ t t®eiiwhiile.- J fiF any featuresjof; which’ have, -beenrusedcorl are 
being used by the War Department or the/Navyo-Department'Or 
which either Department has; icon traeted to’-prqcure.-u.s-svil, ioA 

6. Included among articles developed by or for theAWarSDepaftmerit 1 or the 

Navy Department are those which have been contracted for by either depart- 
“ * :aA/.- vo XHA'-Maqaci am- «> j-aruio x<2 

ment, or. which have, been developed in accordance with Army or Navy specifica- 
tions ahd’ J submittea to either department for evaluation for procurement. 

•c: Prospective exporters of arms, ammunition, and implements ^pf , i( war 
should, before applying for a license to authorize the exportation^ of^ang. article 
falling within the above categories which may possibly involve military secrets 

'VOVV'Ul 

of interest to the national defense, communicate with .the Secretary of State 
. - , , . ’ . .‘.KO.K24* imvv, ... 

in advance of the proposed shipment m order that he may be m a position to 

ascertain for the prospective exporter whether or not military secrets are, in 

fact, involved therein. 

74. Photographs, etc., of military and naval defenses. — That, whenever, in 
the interests of national defense, the President shall define certain vital mili- 
tary and naval installations or equipment as requiring protection against the 
general dissemination of information relative thereto, it shall be unlawful to 
make any photograph, sketch, picture, drawing, map, or graphical representa- 
tion of such vital military and naval installations or equipment without first 
obtaining permission of the commanding officer of the military or naval post, 
camp, or station concerned, or higher authority, and promptly submitting the 
product obtained to such commanding officer or higher authority for censorship 
or such other action as he may deem necessary. Any person found guilty of a 
violation of this section shall upon conviction be punished by a fine of not more 
than $1,000 or by imprisonment for not more than one year, or by both such fine 
and imprisonment. 

Sec. 2. — Any person who uses or permits or procures the use of an aircraft 
for the purpose of making a photograph, sketch, picture, drawing, map, or 
graphical representation of vital military or naval installations or equipment, 
in violation of the preceding section, shall be liable to the penalty therein 
provided. • 

Seo. 3. — On and after thirty days from the date upon which the President 
defines any vital military or naval installation or equipment as being within 
the category contemplated under the first section of this Act, it shall be unlaw- 
ful for any person to reproduce, publish, sell, or give away any photograph, 
sketch, picture, drawing, map, or graphical representation of the vital military 
or naval installations or equipment) so defined, without first obtaining permis- 
sion of the commanding officer of the military or naval post, camp, or station 
concerned, or higher authority, unlessilsuch photograph, sketch, picture, draw- 
ing, map, or graphical representation has clearly indicated thereon that it has 
been censored by the proper military or naval authority. Any person found 

ocf! : bSr; tc 1 H3t' ti »3V03 ‘e. M 
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-a f Wldlatibn' of "this - 'section V shall :< iiponV conviction '• bei piiriish'eci ■ 'a r s 
, ;prbviSed’ iritthe:flfst^sfectibri' at th'isYAc£-.dtx'uw •; ?•;. j m ', * f \ *./ ■ v-J 

' ••• *'• ‘ 1 . . uj'r i*> «*; •. JijBJyx , 

Si.:Sec! MTfe'ProvisibrisIioiE ^is&Atfe-ilialliiiexteiid^to Qdl .Tferirttori^; posses-' 
‘sions,' andLi places^ sfibJ^r^thevjiifilmetion^afAthe aUiuted' States, whether 
. fcon'tiguous i thereto orj’riot;'‘and .offenses. under this'BAct: when * cohimitted upon 
or over the high seas or elsewhere within the /adtoiralty .and: maritime juris- 
.dictidni’of r the;dJnite'di States and- outside the 'territorial'’ limits ttiiereo'f 'shall' be 
■’Puhishable’ji'ereunder.siii' tu' ' rs .j\' VuVi"'.-* u lUfr.d ■■■ 

Act January -12, si938 '> ’ . 
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srC.t^T " ' -a;’ 'VrJcet iv; r 'Zv;c:> 5,-51 t?i)77 jL;'j.£'95^T7 fiOUsviacui ux'ii 

' ■ .:.gr*5*!0&*.':v tiAW© 2 . /if* :>on ,9?o x^o^cj 

i-n; ■ Documen tsT_ii!2 L ! t _L i\! l! it - -AA. _t?i _ ir J_ liAJ'l i* 0 y?_ _•$? j_- 1 1-7—22 
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.J"_VI. Visitors J_ ' 

-W-d WII^Aii%pace r, reserva4ibnsy.-reser'ved •‘area^ and' restricted i areas'i-'^61ik52 
,-:X cCWHI. .'Troop- -movements- 'in* wartMS-l^^^ 

: IX. Extrac4s^fr6W-pe7flnbntdaws ; and 1 re^{iati6ris^_L^^ J iJ^^I^:* :r 6S^75 
-Sfiwi-: ■zt'J MOlxSfn: Wasamsirt :~r & to-* r ,.'t cdiw.i-n,:;-,. a^-Vi .1 
?juo£*-i3El So •£<,}..’ Tit; .“.I vi;:'. £ca . i'Cv^amvcs &oJr. , ’o99*icon uo hssia 
.' 5. ». A-i^tyi'C 2- coiSECTioNi.il 0,fl Ai&r ifSMK.j z ct :!!!:/' 

-sis; s/lT-KiA^-U .»•• 

i^.ns ; r. SG.v oo iol ; Itn So coif^or.-b r -i -.Jaortv 

EesponsibHity>>G-'0G.J.lGGc;siti- , i?tEooIlS-Li-J , i_IS\:S>-J , JId-A^J r £teQ_^TLj'_ J '-Ji_-i4>C02 
Right to r possess classified military information __*i — J 

Dissemination of classified y military, information.:. — ;_~_j._ — -_ .*i-_ \ 4. 

Requests for military information 5 

One ■ classifica t iori j only- L _~P_ lAM.'I ' f ~:rr ^ t 9l ~ 'Zt.tl 'itJt irL -~J *£' '6 

Overclassification — -1^ -~I*i -iCst - -SQ.J1 j — .•! iL»j JL'-ft** ^7' 

Secret; matter^-__^' r - - — . - 1 _ .tl- _-_-_i^:_ _ v ___ _/_ .1 I — ^ V t -h- 4 r.- 4 ;-^.— 8 

Confidential matter- — 1 — — .*_. : — - Tj -.~ r ,-0 

Restricted m atterJ _ _ _ ^ Tr - - r- -^- ~ r r “ f ~ \ 10 

Classifi^tion^of"inf ormatlon from 'Other governmental 'agencies- -1-4. ii. 'Jtjt *' 11 

Testimony before Corigressi^-fl-i ‘1*J! Jl^l_ i\ l Su iCL £L _ J5_ ±L i -IjJnw 12 
Legislation^ per:tainjng*, to the W%t-S5R% r tjmpn U-? ^ — JL : _ _ ^ h i _‘ e _-^_ _ 1 3 • 

Loss, or subjection to compromise — ^__= — _ - • m .14 

ftxn ’-»v. i ;■/ :o.i -ii •• . '4.1 •»uriv.uji tt i niiliiw s*jivv_i uu-q-ii^rui-j *•> ju >ju.*fO 

Reproduction of classified matter - _ . _ _ _ _ ________ — __ — ____________________ _ 15 

’ Cancelation or change of •classification t Ji?- IfJ r 11 * l r 6 
Ucfn jv ': • •/&'.*! 4 : Hi s.Vj \ 

‘ ir ‘D'efinitions.^-To. facilitate an .understanding of .these, regulations, -the fol r 

structures desighed'tb' be. supported byrtlie'air,' either by buoyance'or by dynamic 
opHbR'- 0; ’ .BiiW'cja * J VJ4'.OUOJ li- .7TJ*t^e- ,JG.. Y.t.u-.j; .• . is,*’:., rii;_ 

;j ,-c N . "i O-I. " H Lit'.:/ i, ,.'J .1 .jAt^Vlddo - ■ j' ; .CyGHit i. . > 

6. Airspace reservation.— An airspace reservation. is the airspace located above 

an area ou the surface of the land or water, designated and set apart by, Exec- 
utive order f of the President or by .a . State, s Commonwealth, or. Territory, over, 
which' tile^fligKt'of ..-aircraft' is. pidhihited 'or restrict the purpose of national 
'defense "dr for dtiier ’goveriiiA^ltofcpur&oiseaV ' 

- * c. Classified Military Hnformatiofy^Ci assified- military information .includes 
all information concerning documentsrcryptog'rapliic .devices, 'deyeiopment-proj- 
^t^an^mal4rt^y<^ , ^idied' < a]s l sewet^confidential', 'or restricted, as ’ well .as. '.the 
items ''themselvesr ‘ 9 Air 'Sflier'^iilli^ry.' 

projects, and materiel are regarded'as unciassifleA ' ’" v '. ui MX *~. K " * J "'-‘ " 

is , IX.Z 0 - • -5 -i-ie-./ .■-•.ii lo !.• i\;n- : a;o cwa, ..*.> 

» - » •• n ''•if rif'T, *“<'‘'.^4. « rfr lnr^.i r ,»■- \r» f. ; V*V' • .» ' 

♦This^amphlet^upersedes AR 3S0-5 l ,^June' lOj* 1939, including’ section I, Circular No. 6, sec- 
tion III, Circular No. 80, section II, Circular No. 108, Circular No. 121, and section IV, Circular 
No. 133, War Department, 1940, and section Ip Circular No. 78, War Department, 1941. 
320925°— 41 1 
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d. CftJptopmpliicXmaferMl.—Cryptogmphic material) imHudesJalDldScuments 
and.*-dexiees)iemployed 9 :iap,clianging plain-language messages into?.unintelligibte 
form by means of codes and ciphers. 

1 e. Cr«i)?o^agM o*'f @^t^. 7 fCra^d^apHic?v / ge^MlMl i lsr/ttmQ^aSgh‘^of signal 
communication which deals with the provision of technically sound cryptographic 
systems,, .their proper use, and their careful safeguarding, 
b rf-f Document .—' The term j ‘document’ includes pri_ntcd,_mimeograi)hed 1 xtyped“ : 
photostated, and written matter of all .kinds ; maps, , _photqmaps;r and aerial 
phonographs and mosaics ; drawings, sketches,^notes„>.and^bIneprlnts. tor photo- 
static copies thereof ; photographs _and_ photographic^egatiyes 53 engineering 
data;; correspondence^ and plans relating to research _and_ deyelppmenbjprojeets ; 
and , all other similar matter. oSls^c, /b-w-v . 

ys^^jEwgimceKm^jdato.yr^'be; termjflengineering^dataiV^conipraseSjjdrayyings, blue- 
prints, photostats, ph^tographs^ mathemajical calculations,- >;formulas, , processes, 
andvall similar items that^canpbe, reduced (tojdogumentaryj-form^^xa ,Y\ 

h. Foreign government.—' The term “foreign government” includes any recog- 
nized or nonrecognized government and any faction or body of insurgents 
within a country with which the UnitedrStates is at peace. 

i. Materiel. — The term “materiel” ^cpmprises military arms, armament, equip- 
ment, and supplies of all classes, botli'complete and in process of development 

f{f| [ 

and “construction, models that show features in whole or _in_ part, ^designs; 
mock-ups, jigs, fixtures, . and dies, and all. other- components .or. .accessories* of 
military equipment.- -- - uni u. uncial viitiilha bcftiaaiilc "sbcksoq oi 1 r r: i .i 

1 j. -Mock-up.— Amock-up-is -a'modei’, "'usually 1 full-size b an f d , ’^nVb®^d*1of' J 'iSJ 

expensive material, made. for the purpose__pf__study.ing_the_constructipUpand use 
of an..article of materiel, or. mechanical, device notiusaia uJair/O 

2 k.-Parap hrasing. — itoaplu^kig^s-dhe-changiug-cd-'the" word^Tder' -or words 
^n44-he^length“of'a"me^sage~without“changin'g-t-hemieaning“'§LWJ^ ( ^ 1 ^;'§ i ^^ 
a ?■ Photomap — X pfioto^p ( ^yfei^P5^u^q^^ap 1aa^^m6 e^c.».<»mi)bsitei 
or single .vertical .used .in place..of.or.to.supplement-a.map:T 8 at 0 ^aj^»<OwBf«^‘S* 
"tm.- -Registered ■ document. — A- -registered 1 T d 6 cum'ent i&'^i^^t^OT >, fcdnfi&^ntfiii 
rlocument or cryptographic device which' is assignedfa regiker.^umiiePfbr^ise 
in accounting tothe .office of_ record at iieriqdic ;inter.ya]s. - io fl . ;ar>t{9 , 0 noiiriasnaD 

n. Reserved area . — A reserved area is an area bn .the. surface of .the land, or 
-to\ • i't. vsri'i to f..ii\ur.’« - '<;Dui', <ia 01 utu t-> a r 'px-v;.* cp * wipiju. .1 

water designated and set apart by Executive order of the . President for pur r 

. ‘ : U3JJU4J > ‘-■‘i ii ftUlxOl i<i 

poses of national defense, admittance ,to .which is either prohibited, or restricted. 
*;o kAiiv'd) . , Ufi iuw va \y.jt. .o , 

0 . Short title . — A short title is a designation applied to. a .registered document 
Slfrr/<fr h -r ri vs^ntcroj/fi *jri 7 , 9 riJi 9 /.rip, *n** 7.n oj j j -* i i j ^ *j u j v ij i» <s 

for purposes of security J and brevity, it consists of figures, letters, words, , or 

combinations thereof, and.-aa abbreviated designation of the office of. origin 

^th 6 dt >- gMi^ v w tr ii&orfea^nL'i^iive M io ‘classification .for ’ 1 content”' of 'the 

3SJ iJ “f T 

■r> r u •.'■'.■j'HriaT ;>o a vii •« put m .7.3010 avdrr 

p. United States.— The term ‘‘United States” as used m this Act includes .the 

Jv '"•>-!*!« to o=>n.vi'r« r,rH- >:ot nsanrurv, ,10 u jne p.OT! A'AAiTynr, ,to juAm.;uu unxiiv.' 
Canal Zone and all territory and waters, continental or insular, subject to, the 
. . cFi’i: 1 -t 1 1 ten m "T*> CO" Bull! imV MSuo 

jurisdiction of the United., States... See. 1, Title XIII, act. .June, 15, 1917 (AO 
cfiUyPo® 1 V-'pLnifVicgi'v, ".mSsjuu ton’, -is 01 u .5 

Stat. 231) 50 U. S. C. 40; M..L. 1939, sec. 2187. ' . „ ... rr 

-i<v';' T mmeK>' lye 1 ) .>; v oi7e.u, uoir.u-mi.'n j-ju’mjuoob Mnnauam noixcan dai lln 

q. Visitor . — As used in these .regulations a visitor, is -any, person .admitted, to 

U"V7 ;;r. >3-)".>Y.-A , ,m l H> i* !U;OO..ST X JI ..■ ij.ju umj. J'-t 

a Government or commercial .manufacturing. establishment .engaged in classified 

-!n< •• -'.‘ (iorqU'-U:!,. .i!VL;iu:r cuir msinm vjnjo 11 A ‘?isJViur*tnji!.i --uumi 

work-or project for the War Department except— , „ 

.... , . .ou'iwaama'/ ea iiSiiTC";! sin IcvmJam mm .aiO;j t .oiq 

(1) A person employed on the work or project, 'or 

.(2) A person, directly and. officially .concerned with.the.work rom, project. 

•iaiasric* tnrirs. to A.T .tiV. isism'D ,fOI .cH yrMso. -0 .iT ccltisr ,08 FiZ vstociiO .Y.X fli)!:? 
,r&rx £.•*? m*rs<t?-X is? ,S? ,cK f •tostiOgl coilooo bas ,0M. r qoSt mV/ .*5£i .oX 

t fi-— ' "3£«iOSg 
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f,62.u Responsibility.-Affi. TThe ‘safeguarding of I'ciassified-m llltary -information -is 
the responsibility of .air. militaryErpersonrieli'.^Sr) civilian tFemployeesu of irithet JVar j ' 
Department, andtjof the :managementjrand demployeeso of oalL •commercial') firms 
ungagedein/jclassifiedriworkAorUprSjectso foruthe iWar ^Department-*,' Classified S 3 > 
mifitaryainformation willubei.discussedfpnlyi f with:imilitafyi orl'clviliamiiiersonnel a *- 
having a legitimate interest therein. ' • • ^ 

, - -ft, iCommandingf officers;; administrative, officersyrand procurement agencies , are / 3 
responsjblej that'xmilitary.upersonnel,-; civilian- employeesvofe; the! War • Department; **£ ** 
andjjthe .managementeand.'employeesfof; commercial •firmstiengagedrinvclassified < Ti 
projects or, developments for the.;Warj)Departmento'arefifamUiar>(with>the.<per* 
.tinentipi-pyisions) qfitheseir.egulations; .ri'Vt'.'-'.siln.-'mAIi ijo.'d;, m C.-nn'-'i .C ^ > 
j,j3i Right fito possess .classified militaryiinformatiqnsj-ffii'-Noicperson inothe ^ 1 
military serviceiioritemployed -by -it-iisoentitled-lto-. classifiedfmilitaryilnf 6 fma.tidri ^ > 
solely^ by w .ylrtue ^ off this commission'cortjofficial(ipdsi.tioii4gSuchTiinfofmationiiW'ill i 0 
ber^entrustedv.only ;to;ithqse:*,who; : need> itlinrthef performancenofietheir; official fc^r 
duties and to . insure teamwork andnefficientclnsfructionjjpfifpefsoniielir^propef ^ ® 
planning, or proper maintenance of lequipment* iV«vvV; •.%*&** V i-'h’.K. A . .'A ,fl ^ S 
b. Photographs of- classified-features of military equipmentior of other, classi- a 9 
fiedj;items / ®llj(hq[mad i e.'by ;membersj.ofij.the!.mifitaryi;servicei.or t ibyfcivilian em- 
ployees.ipf theaWar,FDepartmentionly). when'fnecessaryiiin'!thei, conduct’ of their 
official dutles 1 and-ifyna.de;.vvill'notibe’developed oriprintedtj.n;commercial estab- « 

lishments or retained in their personal possession. .otfinintAiaiw — : J. 

4. Dissemination of classified”. militaryf^informationteonWheh (classified 
miiitaTyijinfqrmatipn is. disseminated 1 qinder. stlie; iprovisions of' these regulations 
tp,persons ; npt subjecUtp{;m.Uitary .law^-they- willvbe'-iiiformed that -it affects the 
national defense of the.'Unite.d Statesnwithinjthefmeaninglof the Espionage Act 
andjthatjits, transmission.jtp auunauthorized persons is iprohibi ted.) St*. oJLko- 1 1 0 



erfi- Pf ^articles /I) y tinMa^^pW’wmwi.^The 'inclusion of classified 

military Information fin airy.mrticle^published by-.a member' of the Army of the 
United^taTes^is fprohibitjecl ■unlessLspecifically/authprizeffi-.by the War Depart- 
ment: )£I For, additional information' relative! to 1. publication ;of articles see AR 

of I"»b. r : r -'‘n;;Lba . 

lrPn f QX a hf^S u ^ s iP3^iSfz9lP. s ^tfie^mUitaryiinfgrmation.—'Either public or private , 
discussion of. classified- military ; infprmatipn by,n members ,}pf the military ger-^T. 
)xteej,with .or. inythe^presence; of: unauthorized iperso,nnel>isi(Strictly, forbidden. 

5. Requests for^niilitary inf prmatipm—a-r;'RequestS’ from iprivate individuals 
.or,, firms -for classifiedpmiliffiryi ir^rmatipn 4 .wiUi(be' referr,ed ,;through(.'channels 
"t^the corps area commanderiiprtchief.-of^the arm ioriser.vicencpncerned, who, if 
un^ble J ,tpy,make^.reply ! ;pr if another-- agency , , is;,interested„cwill (refer, -(the, ‘ matter 
bj The^AdjutentgGeaer^for mppropriatei apt-ionr'jgK, ofij ;!o ~;d 3.0 -d 

^hgRequesJ^.for.-jmilitaryj information by ;foreign -tnatipnals/x including i.fepre-. 
sentatiyesj^if .foreign, governments, j^uch ; as. militaryp-and;'air ;atta‘ch6syiTwillt be 
referre^jto, the -Military, InteUigence- biy-isionj^War Department rGenefaUStaffi 

f or mccessary^actipn. p,2 ;o, rt -r~, Ia?e r sr; , A; imir.anmtacp qrli ; • <'.!«' ci'an 

e. Applications for . information or records compiled, and furnished - at.Ithe 
request-pf.^thej.War.-Departmenf-.ffor <itsAuse>inithe,Fassurance3bff adequate, pro- 
yisiom for the^ mohilizatipnf of rmateriel rand rindustrialo organizations I essential 
to ;.^artime. needs £ wiU be.,refejred to the. U nderoSecretaryiof xWar for necessary 
.action. G The ;0 seryice x .LOfj t anyi'processgp.iv;subpena;;for,othe '.-production of '.'any 
such^ record will .be rep^rte.dgimmediately^by.thecperspniiOiiuwBoni it is;served 
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ito^tae^TJnitedjStatesxattorney-'foB theSdlsW^^^eh-.flieU^icermmade/ 
aria; at 'the 'same timexairectXtdthe^Undei-Secretary.'of War. <o -Jlmd 
P fi6 ." One.' .classification, ordy.'-Ai ddcumehtKorSarticleoof matdnel. . will'. tootle 
assigned^ more'itKanr one of , 'the r three'; dasslflcatioris^ecrefr-' con0entmlporjre- 
UrictedK buf:'should- thisihappem through, error'theOmbre restrictive'telasstflca- 
. . . . aitvr. -I* jgti-otxd oimnmrpi b smvxu 

9 ' 7 Overclassification'.^-Document3 or'. matdriehrrequi ring ■ classification - under 
theipro visions . of these!, regulations. wilUlbei asslgned^the'deast ^restrictive rclassi’- 
j ficationi consistent .withotlie iproperjsafeguarding' ofi:the':informatlonror. materiel 

concerned; ; 1 ■ Gverelassificatioh twill abeffa'v oided.d i ' rA dnne^jl9K‘t / ' - v ' 

! 8. Secret matter.. — a.. When, classified aec^efr^Documehtspcry'pto'grapKic-die- 

cvicesit- developmentCiprojectsTi'or-i art-iclesHof JmatdrieP tvill^be 'classified and, 
if- 'practicable, “imarkedo'secre'f' when disclosure of Itheeinfprmation or features 

I contained.i.-ithereintoniightsoendangef j'hational) : 'seeurity, ' cause --serious •mjury 

I - toi the, InterestVoraprestige of;the)nation dr-.any' governmental activity ;< or j would 

beiof:'greatoadvantage;t6''a' foreign: nation* m .t.v.rrtp •.« 1 K 

6. Examples of items, classified' mrsecr.et. ** -- 0 " 1 *' " . " 

(l)I.War plahs.-'ai'i YC \ ?•'< swr-ftisriM)*- “ ‘ J ..- 

-tar. (i''(2)'bDocumentslvrelatinglf6athei:desig'nTaAd develdpm'enti'Of'lneW“materiel. 

•; v> -.•irniand' .'containing.! information 7 of 'thebtypeidescribed » in'- a above.' Y—i 
.(i-l-o (3!)>-.eodesp ciphers, f land' cryptographic' ’devices^ used- to‘* transmit 'Secret 
| " . information. - .no!.:: b-*! , • -<i M "’f 

i bait;; •*-•■'«) 'eertain.-militafytmapskndpliotomapsloarr.'.o *c ncu„n-u-- .fe. ~ 

W'idrh.:-'!. '■•((E)! In' 'the'? continental i> United-’-States, 7 ) tliose'.1'illuStfatingi f _and 
I ■< 3 - .. a' > ii'dentified ’'With/a?-vvar"p!’an,xdndndihg.‘ ) l6cal-i defense ’ plans, 

! . j-f. Gift defense project's/ or ‘any phase thereof.'-^ r '^ 

I ’ ■ - ( &') :’In; 'oversea:." possessions’ tand- foreign •'territory * occupied by 

j ' <*• :of' '.the forces - of' the 'United /States,' ‘-.those ■iliustfatirig ; , ;an 

! 9d ) So - rdl '"approved -war' planjUincludingnioeal rdeferise-'-plans, -defense 

! -Ysb-U ’•(»"■’ 'a'l '.projects/ ’ or' » any-ipliasel thereof' ; 'those 1 , showing 0 ( the layout 

JXA <503 •A'vijtc ioof' ’"permanent'll defense - 1 , works'’- and naval 1 •'bases 1 ' and- /-the 
i ‘ . ’ adjacent terrain vital to their defense;' and 'those 1 that^serve 

9 * cv t., , :.;v -Kitriirfix-deftiateftr,' && J *^^nent 

-^Kiyici ’it'-i '^defense' works andbnavaicbases^n^ -bow^H-i a®. 

.t A(5)t'Iiriofmati0ndconcerning ■items^of''matdfiel :r and 7 nietho&s^of ^sSembly 

tA.u’AYm/ ^classifled'<tdstifi^i^''n»y'' 1 a~cbi^8f*^ran ; '^^Bervice9" 

e'rtru’.:. (6)cfPhotbgraphs; ; photbsfats.ndia'gramsj! orVmod - els r, 'bf any secret 1 aoqu- 
! ■/ .,Jp; ment-'or.'essential part 6f'S&ret' , mat'dfia^': i '";^ ' J 

•• c‘ <■ Autmrityi.lo ; classify : as" secret .^Matters^fnay" be,"classified-as 1 secret - only 
by or by authority of .the Secretary! of-WSr^Ufe ■Pnder’'Secrefafy of War; an 
AssistanfeiSecretary.-ofi.War ;r,the'Chief of ^taffipW 
1 of- the-WariDepartmentiGenerai: Staff ; k chief-rofJarmy'Tervicej or-thri- National 

’ Jh Guard ''Bureau ;:::a .'general -.officer, officer' 1 'of a- 'depot; ' post, 

camp &e~ station.; 1 the commandant of a general ’or. special: service -.school jvor a 
. C ^-military;vattacS^. :u;> iielir.: o , ™ 

■ . c;:d : 'DisspMndtionyopisecret'.matier .— The ■ , disse2iination , -bf-;seCTefe matter will 

beiheld- to. the-.'.absolutelimi'nimum.' '•Inforination“ashfo' the ! contents or^wherej 
abouts of -.secret’. matter, nwill-be 'disclosed only -to’Wse -persons -whose duties 
require such r.knowledge.tcIt rlst-exclusiVeiy'fbr'ttbe'-'offim -the person 

to-.whoni it isi'divulged r; or"‘issued, '-who ’'wili' be' : fespbhsiblet^pr its^safe 'custody 
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and. : ! security.Vj'Its'i:'inviolabiiity,ois--theS:dutyia'nd.,Tesponsibility'v.of;' all, \ persons 
Haidngiknowledgeithereofn.no : matterjhow/ibbtained.U<v fy; eeno-Aii. so’ 'lOfUiw ii/\ir 
-*.i9/nConfidentialofeniatter;jV«- When.:jClds8ifted;,)aso\o6hftdentiul.r^I).ocnmentB, 
cryptographic; devices,a'development'jiprojectSj':andoarticlesbof jimaterieir.fwillt be 
classifiednand.’dif. practicable, o..marked. con^de«iiaf .wheny.disclosiirer of; the irinfon- 
mation’tfcontaineduithereiiipralthough'iinot iendaiigeringjithe. -nationaM security, 
might;:be pre judicialnto <the interest ordprestiger ofitlie djn'ited> Statesd.-argovern- 
■mentaliactivity; or-anlindividual,' 6r-.be wf cadvantage-toia/ f oreigninationli . .01 
ExdmplessdfUtems:classified>dsicoiifide>itidl:i:’i fifo -ib fafjsti oiu'f i* , r>-S - 
-iito To(l-)r Regulationsigoverning: joint; action,of. theOArmycand-ctheVNav/y.'-iq, it 
“.'Vij-:ia;(2ijyiDoeument8; relatingut'o AheYdesign- and; development' of- nOwo matSriel 
, ' and containing information: of Ghehtype. .des'cribed^ ^ ini'a <abo.ve:j biiJ 

1 (3j- Codes, 'ciphers, and cryptographic^ devices; used , to '.transmits :co'nfiden- 
, ", r tial information, fnic. uoi'iy^irtdorfl i:o sircq niniisy (!)' 

b3iriyr!!(:4-)//Cer'taini)military jinapsiand-.phqtqmaps.gi jii a wr einai. ,u 30 tl (i< ) 

, ^ ' ; o (®)nln iithei:eontinentab JJnitednStates.'vjthoseiiShowing lay-out of 

the permanent defense works andmavalibases andithendjacent 
-iiiuannij terfairir vital'ftto'Abeir^defense.bund'/'thoset 'that'iserye to' fix 
' definitely the location of any element./of ^permanent ’defends 
works 'andfnaval};basesSi.excepti;that-iwhen ;the-iComplete map 
of a defense area consists of,;more-'than<one;sbeeti only those 
-»6Vn^fH9i> bnu aofisheets- .showing.'t>defen'se:x!-.elementsqirieed '’be-;- classified as 
d-i'ri dqidv' ^aUdfa<icdiifldettti(il:-j »oiq i<> HoiUonz ,twl11ack;cc(» 

J('S)li.duf[ 0 ,v;ersen''jpossessipns- andi-foreign /territoryfioccupied ,by the 
■ '' forces'; of< theirUnited;: States, qthosernotu.classifiea as \ secret, 
So, Sno-yri n'ntvTbriislmwing,Vlayr6uf'hof<rmilitaryirandi'>nayal,rradioj stations,' air 
'jin ; ?btn<wfirin .H-iyrbases; airdromes,' ^i'air depots,) supplyobases, arsenals, proving 
h.Jiy jiiirii)) ^£toqnj'gfouflds;ior..ahy,<area^yitai.tq“'defense.iq--:f) 

^RJ.^i^nic^i infonnallori-,' suebrasr, research', of 'processes of manufacture 
. . bawhichVmaynb'eliaxdistinct'military. assetiandvnotiia matter of general 

orti yd H9iqt;knoTS'ledge,T9andiiotheihtechnicalj items iofethe type] /described in.a 
•oio'rfi{ linn p,<aboveiri'-vc.7soqq.; Ifa ,"9inl3 ^oiixdi c’ii iq 

iqV 'oid('6)ri Photographs', ‘iriphotbsta-tsrj'diagrams/obrojinodelsixpf ,,any confidential 
1' document or essential part of confidential materiel.. . . 

-irooii |('.7i)'i<3ertainr.repqrts',Fqrders, ,OEimstr'uctions»pertainiiig to- individuals, such 
as those relating. toiinvestigations;i.speciahassignments, and others. 
(8) Information and records 'compiledvatothe reqriestiofotKef'War.'iDepart- 
-dosi ( > 7 :mentrifoteitsbuseiTinitheiassurahce o of': adequate) proyislont'for/the 
Ij £ i.aof,E 3 inici 0 f,mobillzationr. 0 f i materiel^aiidj industrial. organizations; essehtiaio.to 
.- wartime needs. See sec.. 5a, added to act June 3, 1916, by seofn5\ 

;seo. 

vl.ioa itfc? fti&Ssma he V- rsltalisfewy-d*' ed* r-.ita ■eh'O'no'io.'i 

flowrag (9)j>Infqrmation'lwhich .-will /-indicate' the -strengths -oft garrisOns.bin voyer- 
bolifialwu Icsea., departments and > .pqssessio.ns,v,and'> the' -Atlantic (base's, qor;: inf orir 
mation-indicating.<'the'compbsit-iqn!)of ( unitS;/or<the' total) quantity- ;of. 
-i il /-. ec iopo^specific, -itemsiiof -equipment; pertainingiither,etq,oiexcept3.that . mail 
yiuega Ijdn-jaddresses-iwillvincludeuorganizational designations.-; ! rlo.) no'J; rm£' 
ZCcjrAutJioritpi ^qifptossifp.f.os-.icqiiftdqa.fiqL-i^Doc.umentSi-ndevelopment "projects; 
materiel, or technical information .nsay- be classified as ooti/tdeg&'eriqbjn-any^com- 
missioned officer. 
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riud/iDissemihationwofuicmMentialxmatter.i— Confidential x/military.v information 
will neither be discussed with nor'discIosed' fo.uiJautiiorizedipersons.-^Theicon- 
,tentSL'or^whereabou'tsio£i:eonfldential documents, cryptographic: devices; '.of„mat£- 



riellwillfb'e'idiscldsed'vorily’-Aoilhose . persons; ihuthe -GiiJ&Enaafesi-serwce;'; whose v 

duties t requires thatrtiieyivhave such, .knowledge i>and.;,toi' such; other '.persons, of i 

especial 1 , trust; who must ibe ‘•informed. IcThosejitobwhom' -confidential (information 
•in' entrusted i:of . disclosedcarei responsible fornitsi safeocust'odyu'and security; 

10. Restricted! matter. -r-^a.i.Whebi classified as.\re'stricted.-i-^A document, ^cryp- 
tographic device, 'development project, . or, article of !mati6riel.will';be.'classified and, 
if practicable, Cmarkedi-restriofed _,wheh;infor mation.'containedithereirii istfor offi- 
cial, use' only, or; when >its jdiscl6suretshould.be limited.for reasons' of •administra- 
tive privacy oridenied' the general ;public.: ;;.':i,:ai^:u; -jiuUi n.ifoa hr.. 

-i. bii Examples' of Htems^classifi£<l)'as J restricted:;Tj her. ■A«(fi l i» .h^noD [i.) 

(1) Certain parts of mobilization plans and regulations.; Isii • 

(2) Documents relating.^to' the't.designcandadeveloprnentiofi-hewi-'materiel 
ji.'cYi,; scontaininguhformation.ofithe type described :in id,', above. 

hi • 'ii,B(3) :Pfocuremeht-plahs;' irmfob tii->u‘ii,i »-;«< ofil 

xfl (ij (.4) : Codes; ciphers;.' and' cryptographic 'devices' used' to transmit restricted 

ocneiab in _r. information. s uxors 'tan la siutiiAol aill ’.'.Is dr. •’..•> 

<p*j i / •')i(5)iiCertain frainingiand -.teehnieal.regulatioris: - : : 

Y(6)> Certain Army! extension courses, ».y» swiWtob j; i ■ 
up L :i.(T):iCertain tdocumentsiiregardingoengineeririg principles and design de- 
tails, composition, method of processing, or assembling, which are 
*;i»l ‘td beiiiLvitalvtorthejfunctioning.or useiof-'an- artieleoUmateriel. _ 

Ar\ . in (8) 6ei4a^?^flitarycmaps^a-Bd-’phot'omap^ '«xi>^.- e6£s-«\euC. 

•lit; ,:a;oi;r;,:: ((d); tin lthe.,cdntinental JiUnited > States, ; J those r -showing lay-out of 
ggj7iw q .fmilitary.tand, naval' radio 'Stations, air bases, airdromes, air 

depots,, supply, bases, ^arsenals, and r the adjacent terrain vital 
' •iirianlrrrusm ‘in ;v.,- tojtheif.- defense, including pho'tographs T not! otherwise classi- 
fy )u ‘)"4 So isttna: ;,fied;whichfare not 'suitable !for ; public’, release ;!'and 
■u ni b'idliy<3{ b ),rlm oversea ;.poss'essiohsiarid’ifoi'eigiii.territory, occupied by the 
* forces of the United States, all topographic-maps and photo- 

lniiifs.)h,mo vrtu S(graphs;,not jotherwisc-classifiedowhichiiareinottsuitable for 
ioipublic release. ;!. 2.; W;-i ~ a >;.«.< ** w i'.om jam. 

il-j •;« ,a.'('9)b 'Photographs;; photostats,- diagrams, ,or - models'' of : any j restricted docu- 
.KiOii o Brut ament; orjessehtiaLpartrof; restricted 'matCrieliVi vx 

-j iRCftC(10)//All'iinformati6n relatlve'itotwarcreser.ves.-L .a .ulh.-a *2«J i j, 

. do. ■’Authorityito classify; asb:esfncted.^Documents;j development, projects, tech- 
•nicalrdata,' and! ma'terieli may j be!) classified-dasl restricted' by 'ariy.i commissioned 
‘ officer. \»JS . ,5; "i.'wb m- bV .... ■.*»;» •>'3K 

,‘>d. Dissemination 'derestricted matter:— The information' contained in restricted 

documents and the essential characteristics of restricted mat&iel will riot be 

communicated', to : the jpublicior -to) therpres's.Lbut .inay/be Jgiveno'to’-anyx person 

■kriowni'tosbe in the; sCf.vicej6f”the^;Uriited 'States aridMoipersons^of undoubted 

loyalty and discretion 'who* are cooperatingiiniGovernment;w6rk. :: ‘.n: f j 

JirlT. 1 Glassification 5 of.iinformationl froiri'i'other governmental-agencies.— Iri- 



the controllingragency.oo a); buhl x. i > . 1 vast njirjjui-omi I'.‘j'nrf',.d 'A .JM* law/ 
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fio:l : 2.-fcITestimony >hef ore -.Congress.-^a. IWhenvia?- person 1 . 'ini the '-military, service 
appearsl.before a, committee,iof:iCohgressrandcis:(callediupohntoigivef.testimpny 
whichi-hei'knowsctdrbe'lconfidentialc or ‘restriCtedfrihejiwill respectfullyirequest 
■that; his.istatementsfb'ei takennino executive', ''session.' only-land ihot- rappearbinnthe 
record of hearings, the Congressional Record, or' other documentiopenctocpublic 
inspection;iti;xiiiiii xo /tola; huaii) •.'•!' ex xf ti niv't haoxixrx*xiai'; Ifjnoiiil’i.ve ’fo-1 .1 

b. When, called upon 'to give 'testimony 'whichoheiknows to'hbeisecr'et,. unless 
■he! hashprevioiisly! been authorized 1 : by'"the' Secretary.rofd'War t6>'givefsuch .festi- 
-mo'riyr'he will respect-fully-'state that he'.ismot authofized'-toidiscloseTh'e'infofma'- 
:tlon de'sifed;ja'ndr will: iriform'the'/appropriate.inember'iof .Corigress-that 1 a' written 
-request 'for.' the specific information Oshbuld- be transmitted .to : :the''Secfetary ;of 
iWarjc Testimony ‘of a secret, nature, when authorized by the Secretary, of 'War, 
will be given only in executiveIsessiohi.uridert l the''c6nditi6ns,cited''in' «' above, 
vne; W'ith'jregardifojpoliciesr'and' factstwhichjthe 'public 'interest 'does) not require 
!to be;'kept secretv,:confident : ial;'bf restricted, •xsee'AR'600-10;. .f’l'i'id'J *•(»• t.. ■:• • 

13. Legislation pertaining to the War Department.— a. Recommendations 
to the War Department for legislation.'- WilK : be classified as secret, confidential, 
or restricted until released by the Secretary of War. Prior to such release, no 
information as to any legislative r 'recommendation will be revealed to any indi- 
'viduai'mr association not under War Department j control- except^ as inay.^be 

.required 'by’ la wr " ; . .. •H.ouaJw; n- xrtMwoIo lx i'-r\ aa'il 1 

• b.’.The nature :and' content . of reports ; of ithe! War i-Departmentnon.. bills > referred 

•to it by committees- of Congress will- not be disdoseactdlih’di'Mto 

.. .. _ _ . . . ... t» I .; ittoi'-hiina hnu )«, lo J rni.'jh 

outside the War Department. •■' -ummo* J,» ttuiinrid 

— 14.’ Loss' or subjection to compromise. — Any person in the miiitary service or 
in its employ who may have'kn‘ow'ledge' : 6f fth'edoss^su^^^ 

^ r- , j . i.,- — I'XV:' ■ 1 J, 1 J.j w.l f "i JJ . 1 1 ,'ir-i f.l i,V'i ]1 ' It; 1 -HTinr t 



bfdpisecretidr^cbn’fidential do'cumeht or"afticie' of materiel will promptly report 
't MtPf fi^rt-t6' , tbe'‘c6sl»difini of -itl^etdbcim , efii''dr ? , TlJ&‘pnS»eif commanding 



ireport'lwith- 



'of Ithe applicable 'provisions r 6fct-hese r regulatidns. rr 'd.of * 3 b ncxi e'.it , 
sdb.aThe eoitoandSnts : bf-'the?^y&^d3s^<^ ; sS^ce'''sdifl®l^'are responsible 
that the printing or reproductiori'plants'of l tlieifTrespectjve ! :Cbmmands release no 
.classified! information 'to personnel* or ; a*^cl^^:fi^^t : itl^a > ' ! Uiei^t6. i\) ; 

sx ! cTChiefsi of 3ar-mstan'd .'services 'are 'resporisibietthat-'s'er vice [magazines or jour-' 
;nals published'iurider'dheirBsup'er-visibn,' coniply ' witbc the'^provisions of these 
Regulations relative tdJsecurity'of . classified 'militafyTinfiSmation'. i' 7 . . , 

d. Information- contained in classifiedidocmherits'ihW'be'treferred to in other 
'documents ;whichiaTemnclassified' br'marke'd''wiih; a lowef: classification 5, only by, 
iorfcby,iauthbrity:of-,i.anJofflcer t qualifiedf-to h classifyias'(se<»'ef'. , c r -See -paragraph 8c. 

e. Whenever- correspondence, documents, drawings, prints, Q photographs, or 
•mbdelsi pertaining 'toisecret, 'confidential,-: on restricted' materiel "disclose -informa- 
tion regarding engineering principles, design details, composition, methods of 
-processing or-'of assembly i; which rare .vitar.fto'' the', nianufacture, '^functioning, 
•or! use of ;ithejmateriel,i they' l wilI:'bei'appropfiately'classifiedI | iidr3-T'. 1 ■ looomw-'I' 
.llif. ClericalranduteChnicaldwork; on.;secret !; and confidentiai l 'matter3wilirbe'- per- 
formed only by trustworthy personnel. 
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aAgtiPreparaiionofi press-releases 'based on-codedemes. jaflieS.^Offlcersiauttioflssed 
to'.prepare mformation.'toi.'be'madelpublic twUl .constan ly,. bear. in mindcthat <such. 
;taat6riel\inayrbe -of great^value 1 . to '• the enemy.nsighalMntelligencei service: kln- 
•formatiomreceiyed brjsentiinicryptographed'jmessages -will! be!, paraphrased prior 
•tpcreleasetto the;,public5 lodio s'j .kiuo-ifi Jrroiar.nytwy cat agcU'Wi ib.ftv. :•..*, 

' ’ft., 'For additional instructions relative to the discussion of milita'ryp.political, 
(diplomatic, . anddcl.assifled- subjectS/iseer4'R.>^00!T^OO.';' c l t <■■:*<• ; •'(».•"» iwi'/f .«* 

,,i :;16. ;Cancelation or', change;, of -classificatiph.-^q.. .The - authority! making! the 
prigmaV..classificationu , or,nhigher,:authprity,'jmay cancel, orschange the elassifica- 
jtion. of a-, document by! writing, or,:Stamplngioyer"the;-mark' at -the., top' .of : the first 
pageS ! ‘.Aa^^^'tiGn'CAueeled?oiuchuugedY:0>^«^iC>^-'tv'J_^-S^r-.- _;’’! or,i“Classifi- 
# / A, ,cation.fcanceled'.or- changed .lauthority.Jof,”.: adding 

the datejmid^theaattaats;pf- the, officer. making the, change, rj • ;r> t/C'rl'j <zi IV .'.* 
t'ef' 1 ' i ccii6o'Thej.authprity'.'making.fhe.,original7 classification, or. higher authority may 
r cancel or change the- (classification -*,of ' , matdriel /by. ^appropriate, letters! of 
jinstructipn.';inc.<r;; — .i.-tecnl'MC-iOi vAY 1 ' eJi oi t'J.c/d . ■oiW.'YriiA l>i 

,'u 1 ." nuVfitco Aymui. iT.iibieala c<S gctio n a .1 Itai y ’ v’7 ir ar'icijaci. tuY/ 'Jilt ot 
«:i: ,;?£9i9T >1 ' oi upi/1 .suV,* %'■ •v.itrs-.y:-''. 'li ;>c ’■'•,!■; i n.t; f v V*rs v 

* l.cjt yfiU ul i of^UT*);; 111,7 .-V'/wt ■ )* 'ion o .. 77’ ,(-■') 1 

Paragraph 



7 fg -tivr.i ."t •!*{,' ■'’’(T h i 'fi'i'" 3»>r il 1 ’ 1 t; £ * . 

Marking of classified documents — : : __1J — — ___ 

Transmission of classified documents .jiij/l-YcLr Li* r * 18 

•B'out-ine 1 ; correspondence, j 'receipts/. ;?ancT r ep or t s - li i’l'-lo _ if-'- Itl'l Jl j II "J 1L: rj. 1 ! _ 19 

Storage . .of-/Classified^docum > ents_ - j__ _i__ _ 1. 1 _ _ _ _ _ _z.„ „ ^ - -- - - -20 

Return' of secret and ■ confidential documents ,, 21- 

Destruction of classified documents J - - 1 22 

*•;», ‘ *iti cl r -‘ n:- *-n'.-o^' r ' « '"> — * 

Marking, ofYclassified, documents . — Manner o£ 'wMrMng. n x».i 

tl^jPJassified books .or phamplilets,, the pages of ywhich- / are .permanently 
■ ‘^ff fcf TiViTO5 > Plainly and conspicuously 

o J t :> i> h-yjn or.^sta: mped .secret^ c anfidwtial, or. restricted on -.the coyer, 
:: fi%ann>So ytitlejpageyhnd^rgt.page. v ,a. u,r.' :>i i ■■ '..iiU’laiwi' 

( 2) Classified communications^, and,.;pther ; -.material , not . permanently.,, and 
-•ai“q otll £iii?. e 9Kfelyit?asten_edj jtogether,. .except 2 as. indicated-, in. , (3) , -r,(.4) ,r.and 
tureTOlitf o:f 1 ('?)/ fe§ioW>!jWS.^’™ark,ed)°r, stamped, with- tbe appropriate classi- 
fication at tbe top and * bottom . .of . .each -page! . c-Thej marking at ; the 

ucci-ic—v 01 r/Jopj^iU.bejSO/ placed, thatTtryrantnpt'.be'hidden.from.iVieTC whenithe 
oc K-’rwi'» clipped.pr;stapled together. ‘to jo o. • >■-’ 

(3) .Glassifiedj photographic. .negatives, drawings, or tracings will; carry. i a 
-loot vo ^iiii.leggnd^ofviaie proper, classification ^ini such position jthatfit will, be 
ceonl jo wu.rgprpducedi onfall copies-made therefrom,, ..Photographs, made from 

nega,ti,yej.nqtusq' inscribediwill be marked at the top; and on the back 
•iWi’o ai of .bVltkathefpropermla^ificatiqnulfr'uifu ;i? i, Y imou i- 'f.i.<v;nluT. .b 
-j) .- L ( 4)., Contracts, for, ; the ■ manufactureidf) classified' materiel .will.be .plainly 
d, p.j j and;iconspicuouslyrmavked,UiiQt '.'typed, .witbytbe proper classification 
no .'juVj.rfi'tij-iiSttftfie ..first pager, r' i7 fj , uipmi.-Aib .eon-’ s.«'»w ■:-.•/=, >' : i .o’ 

-jiiiwoSi(5);.'iGlassjfied .maps andiphotomaps' iwillfibeoappropriately marked'. ‘under 
ai'i ' efiri1io.il .thej scale. oj liioob af-h/.h yj':v-c!'.; ; - a.:luv!.:VJ , i 

j,6,,,4d#tio}mJ ! mor7cm(/.,of'CZas8i^ed documents dssued-.lto authorized civilians — 
Documents containingitclassified-f-military^: information-; furnished 'personsvother 
.than-thqse/ofjthe, military,, axid. navalvseryices. ahdvtheir! civilian employees will, 

' ’ • ’ ’ - • .iaurrowToc 'jiurcijji OYi v.'itc 
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sini addition ito'.being mdrk'edrsecnet;x 6 nftdentialf\ 0 Ti restricted’, Ibeaf tbe following 
-ndtationftuu; JuLuic'!' "i y« w mortvi ol no^ug ... 

^d&imen5„^nta^ r ii^orif»ttbn affecting'-tBe national defense of the 
'UmtM^States^wlth'in tlie"mbanihg cif , tHe' , Espidnalg'e' ,1 Acti *50*4X1- S. C., .31 and 32, 
asmmendedit lltsatfansmission on;the ;reyelation( of) its' contents in any manner to 
an unauthorized person' is prohibited.byrlawAi^pr, ([} ucrf ; 

t^c:> 8 pecidl l mark'in!p pfr'ii^ft"Ubm^^sP^^'aScred documents^wilifshow the 



d 3 riijt '{VpiBetweffiVqtfc&s '*'6ftylie' rf So5»e* 'lieUdqudrt'ers^br ^station .— At head- 
*' Ti*:v>- TiU)!quaft'ers’;'c6mman'ded' by >'an--Uiithbfit : y^qualified'l : to imake the secret 
•I'.i.iPo :>r. 'mi ^lassificallibn! tfie l; c6mmaiiding' r officef -will : provi'de7for tbe security 
oi at i interoffice tfarismissi'on ’of -secret 3 dbcumehtsJ!* W' 

(2)' r ‘Between ’post’s,'' camps } 1 'or' stutioji’s.— Within^h'e^United States and 
; ■ . . . its possessions secret documents will be^'tran'M’itted'iby^an^qflicef- 

messenger or ■courief^when •practicable', i'pth'erw i ise : by- United , States 
li.v? )aff ^ officer^oiwier^fis.mnot 1 -available, .such 

,7. owu-s .lA' ,( fabcuments , .inayVbevtransiKirted < 't6 , i^ foreign countries and 

fiiLi; r ,the, u Pbiiippine'.'C6rnmbnwealth 3 'bybS'fate.'..'Department rotary lock 

ii'fisT.Y h d-'pouch.'^aif ‘heitli’erlofficer-courier .hofi'diplbinatic pouch is available, 
EOliii'l . -i .-lin the 'responsible ■ officer may 'entrusfJisecret "documents to reliable 
. . ,, . citizens of . the United States, .such,.; as dfficefs rf or officials of other 

r?n r r.ii"' )$.! governniental Tlepaftmehts iqf ''masters '’of-'-yessels' of -United States 
(SO's’ttp out fegisfryl^IilfAno'^ufidue delay i will ‘•result,' commanding officers of 
Sd .lusrtrr ::r ports’- '-of 3 embarkation :.wi}l‘< efifi^t3'lecfet«3oSuments to the comr 
manding officer of troops ofifan Atmy transport'for delivery. If none 
•'-’i.f vJ T bf'the , f6reg6ing:.'’meahs^of/tfarispbrtatioii 1 'are\available; corps area 
+3. commanders 1 and< commanding’ .oificefs^bf iexempted'stations are au- 
li j.dv; v/ao mthorized -to .transmit 'secret d'o'cumehts’byi registered' mail in a United 
•('iJfpiiwr.'i i yiStates'Jseahpost' office, ipfovidedithey IdOinotfpassi.thfough any foreign 
postal system or thafof'the'.philippine’Gbmmonwealth'.! 
fry ir j..(.3i)'’ Preparation 'icritrarismission.— Exce'pt' v when '.personally ‘'’delivered by 
-Him id b-ji’iauthorized xiersonn’el/lsecretvdocuments (transmitted from one person 
w.Jri!. ;o ; pjj ito anotherUwilli be! inclosed- -inban’ inneriand'ani outeptcover. Type- 
written'.fmafter/lntthK.document - wilDbetprotectedfibjSfa cover sheet, 
’<UC -'<f b-'llior'byia method:of i fqldingjlfrbm'difec't''Contact,with the inner 'cover. 
"1 Snhiti \'UU The.* inner, cover, wilkbeia sealed-) wrapper mr 'envelqpevaddressed' in 
is ihw.'d* a4he usualfwayibutiplainly marked’ sew’efbsdi'that'-the'fnotaiion will 
be -seen\ when 'the-outerjcovef fis (removed land .will, 'coritalm;a « receipt 
, , Jiw,.'/’ '■(•.' AsYform-.i which- .w ; ili"identify^the;' .addressqr, r '’4he'5 ’addressee;^ ■/(and- 7 the 
'wi 'document!) The 1 onter (.cover ■ will) bevisealedo and i addressed ':iri 'the 
••)«»}'«* at ; ,!!vordinary,manner:with r nd : notation to indicateiitsssecref classification. 
•urijuiK {4) I'Actionlupoti receipt- of. secret- matterM Sltlt luods to xxIuKra 9lt- T* 
(o) Prior to opening a sealed package or envelope . (containing 
Sou u’.i'. nunooh S» ’iX’i secret',‘documerits,'-the:iseals'jand Iwrappers Iwiil"bei.c , are'fully 
inspected to determine whether there has been any Ytainper- 
,:4n9nujuof> Soacfc : -rfing.'.’.:If any'.evidence."of)tampefihgais'.noted?'.tfie facts will 
8{ fmii ffiou'i g ni fhe‘; reported'ammediatelyntodtheiissuing authority, who. will 
initiate an investigationxwithout: .delay:; i ;i.i Jqe-t 
t-maiLC. 0 fiOK-i -j; ; :. :.d t)';c r A’Ut'l *:;} .Uivv (&) 

le V'dr.p&Sii'v: n yitssin oi ftw. 
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pulwolfoi orit ('fr).AThehihnert coverhinarkedoseeref/ willKbei openeddonlyjjbysthe 
person to whom addressed or by personnel specificallyudesig- 

... . nated by .him... The receipt form .will be dated and signed 

:»if < Vit fj i-.JoiOi) iiii'.OM c-fJJ au.1a.iii. mil: * uinii... • lu'/'iuii'ju... <\i.< 

h i iu". CP. ft .’.land im m ediatelyj,returneditoJ:he_sender. 

o t.'ij'irzr T'Gii :'J & ’be. destroyed' by. burning ifi.the subject, matterlof thelinelosure 
. . ' has been in contact R therewit'h ! i^' ;:t! I tion r jq iBshodiinsasT on 

pri; ,vt$J^)(SS^ t !WtfS0ff>b' except ,|thpsej.used,by 

Air Corps 

. or 3 hy..i?esistered,alr-inail [Only-unde r, .excepti onal-, circumstances .when 
il' jA-~ ..in.the opinion- ;of, ^me t of the^authprities.desi^atedjineparagraph Sc 
Sdia.. ifc* oiii .jyithe emergencvpdemands , it. , When .tr ansm ittediby-, military aircraft 
' i»; -.a .,-ii they,,y?ill be secprelyf, wrapped ,and..placed in^thejCustody of an officer' 
other than..the i p|iot.;. w When Jthg ,flight k qf. ttejmilltorR, aircraft is to 
; t , y it) ;. j ibei.made.iover^water.^thei.document^will, a ( lso. 0 be ..weighted.; o t 
docunw «%• jUrr ^souraub j^ry.A r<iohv,< to Cl 
,, (,!■);, ,hetween.fiMm>:P?li s > tfOOTps, \qr^statiqns— , i0 
lilni.i; ' -ndi.r!h.(«)i^eept: l ss J fe^c§y^itt.t(^)-:b^ 0 w.TConfldenti a l^d< > eum e nts.will 
Bun > jixtnaoo aqthoyjz^d^^ssepge^. r insared express, 

ib -t rruio’i ! min 1 ‘iftr, ^registered v nmil [ to,- anyjt .point ginijithe^-United States and 
.eriJmiijvji pI t-onoi -itsnpossessions, 'proyided;.they.ido)n.ot ‘pass/ithrough a foreign 
cMnl/mt oi f | i.-.ppstsl.T.sy§t§i|iHajid -gift carried. in> . ships, .,of>;:IJnited States • 

aodl-i Id eL.fc.ao registry. do, rg ,K-:t""t bclbdj out to wcsuib 
; Confidential;., documents!, pertaining h to -.military intelligence 

h- ovoDiiio niiihma/.'Way bentransmitted [by prdinary (i mail .whemtin the opinion 
. ,j» 0 j Ht on '. ' Pt..the;cf qrwardi.ngiOfficer npiiseripusi.cqnsefluences would be 
II .yiavii'ih nentailed.-.by their, loss.!, , ..om. >* -i >•>::> -.a'J. :.'.o: 

,,,(. 2 .)! A'.confide.utialvdocument will be pre- 
-rrs not! .iOoijpai'ed-jfor.;t.ransmission> in.jthe,. same, manner. las- a;,secret document 
h'dLdJ r. at liexcept; that. thetinner., cover .win cqntain;a> receipt-rform only when 
ir (l :.yn»'t t.i.'E! ;'the.senderrdeems. it .necessary,. aud,may..be(Openedibyiany responsible 
person,, authorizediibyrthe-iaddressee..i -m I np-or* 

7 rt ho 7 ‘($)r TrammisHmiiJ)M-aiKci:afX—Gonfidenti(il- documents;-* except those used 
niWi-.-q sot mbyilAdri.Corps'cpersonnelcduringiffli'ght.owill' be.vtransported by mili- 
-.'>ivT .i97oatMj5f.-aircraftrtOrjibyj registered 'airx mail ionlyiLwben (in the opinion 
.•.‘■•'via *10700 pof other- responsible, .‘officer-fitheiiemergency^demandsi it./ 

.i cc Restricted’' documents:— Restrictedildocuments imayl be transmitted by any 
authorized, .messenger, -or •ibyo.ordihary.-mailpiexpress, . or > freight >tcT any point in 
•the UniteduStates..and); its>- .possessions, provided? they /donnot rpass through a 
.foreign .postal,, system 'and iarehcarriedi'.oni'shipsr.of (.United States-, registry, 
aif 19.-,.E.o,utine:correspondence;!'feceipts,?and'-repof,ts.^4IloutinejCdrresponclence, 
■receipts;? or? returns," and'-reports o v fi possessions transfer, orcdestruction need not 
.he i classifiedi ifi.referehce:;tlierein» .to Lclassified"er,7registered-idociiments is made 
by file number or short title only, .vwitir.no indication .of 'the.usubject > matter 
;ori.classificatiofr. • i,_i oa>i:i*n«> !.:ivn »i suhi-%,0 oj v> Tl (»> 
vd80« Storage.’of .-classified idocumentsa^ra; \8tonage'i of; classified documents not 
registeredxa nsott ksH •)- .li snidm-oJ* «*> i v >t‘ -V^’ 

ip-,, ,., (.Ti) ..Secret’iandcconfidentialt documents, mother thanrregistered documents, 
Sllw -•»! v , cl .wilhibe stdredlinritheimpst-'isecureifilesiavailabl'e in a room that is 
kept locked;Iwhemnotvini,use:;:iJ-;()7 r ’t u:i jisititl 
• (2) Restricted' documents will be stored and handled in such a manner 

as to insure a reasonable degree of security. 

•j?Q K -Xb---“E2<KJVK 
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6. Storage of registered documents. ski’-Xi."?- > 

r ■ (1) Registered documents will be stored/in the most secure space avail- 
able, preferably < fie‘WtS^l®t ,I <3 v i ,T ^^®^ ,nblnati0,1 > sale/ ' 

Only commissioned officers, warrant -officers, and^pe(^aUy t ^sted 
|'V T~; '■ enlisted ' men and -di dfl^ ’^floyeey^ w^Vlje 

S *"T access to -the ■ containers Lof . registered, documents .or ether combina* 
02 , f. ,-tlons-or keys thereto. * r ' 

3 : i*.' r (3)~ Safes containing registered'documents ,I wiil'’hTbitualf^-be , &pYlqcked 
""'with "the ‘full^ ^ combination whenever. the y are not dnderj the r! dirgct 
*• ' supervision of a 1 person officially entrusted with^ the combination. 

dl- Daily inspection.^-A-f every headquarters .an inspection will be made each 
d'df'i^medVatel'ylefo^The .close^bfbaSin^s^o 

fid^iSal- J docum«n^ u anS* cryptographic . devices, have ^b'een properly put away^ ; ^ 
trie maSmum security possible under ’ffie^umstenrea o No ? seo^it document 

ill Tin r\c< * , - 



will be taken into the front lines. 



v;-” %irif^aaJiiliTr~'i!L tiuw nett Boiqi'-u:.'!- oJ fo-’n-rieiA-x r. k u 

‘^21. Return of secret and confidential documents .-^Upon .chMge of stafaon 



^tiaijocumente ^ch ^ is^d to him « 

221 Destruction of classified documents. — a. Secret and confidential mcu-^ 

Secret' 'or. c'on- 

• fidential documents, • they .will, be burned, in the .presence, of an 
.. h.- ■; ^"^^ffice'r.^who ’jsHlT.' h^Sd- 

ql *^>&«> . ,ll, quarters J concerned', '"if' ffie° 

: ' cate will be sent to the. officer directing trie 1 ' destruction, . who 

oiplqqt' yfi ^‘^iu^forwar'd'^r' 'to* tiie^b^acl'SS'r§t!ord t^ ^Sdl&^^ , in If tlie 0 registered 
'iiiv I -if.-'WclS ': o .■•* Jvi>.:i 'ir.Mlj «jjuon*ri*vtt htncwaivn a« «» rTUt 

'^^V^i^y'p^imta'a^draftsI &ktS%'^ee?sf'plfi^, , stefccUK!si^b<«rai>liiic iiote's; 

and work sheets containing, secret or confidential data will be de- 
id P-Tf -af. " J, yteoy© l ^' r t^^sOT : r^on'slSle f fSr f their production immediately 
1 after they have seryed their, purpose or v will 'be given the same 
■mbtiii/ft .2 '"ciassificati'oS and.'safemiarded in the 1 same 'manner ak'the' material 

. produced from them. • ■ .... 

o,T* , <j?nrnr .nr. ,0 T ,r< rnr/Hii itZz l7BC'00''.‘»d (>.) 

0 6. Restricted ageuments .— Restricted documents will^be destroyed in any con- 
venient way^wliicli will render' Them useless. ' 4 > "*• ’ 

tmrih’-.iii'-.W oil'. ' .ffittir. -,rir csu. J-’." .dA n . .>tvs 

0 ejti-.isv.- -) •'•Offdc.tici.aic, <50tti*£iu..* ." • • 

:■ _,-c chiKhtd Iff 77 . v>; .So iJiHiw. ter0itcBT£';c.oiG. .u 

■i-» iy- .ar.' i W ■i.cfir.n. , .-{iv4' . -j--> 'i(t sr^rho-.Fhir'': 'id 1 r ) 

VmnMij. -i-L'-nffi-’o re-.zoi h 2 iii‘. r o«A ;.i>iveh -.teiiqb firisJ.-. ir/iT-on 

"’iu- V'Ahi'-J ..'i.'h-rjl.;- otter! d-dilT/ isUnaum /bft (‘ij 

... .. , , 7> r-r'iKi B.c'-ieirM *«ot c:j»< • 

n ,;i <.tt! in'- til d-)' dvr h'T-oi .; bvioVfiryi fi levoiwif/r > 

-r- ii 'iJ-.hiv, of eCo £. .hTOdoB r ; .s' ffiw.r: .,iv >:ic rm r- .yJv-H 
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Section I’Hteui'torA) u A 

-ii-»7<2 fcjfiar cimA.. .iAOht Arit ni ostar* so 1U>> £.i.r9i.i-i-'t,l» ’ i vioiiigoA <>) ' . 

.oli.-i ncbi.a'd/iioo- ..hirin' , , / 

| Ti vtlb? K*m bun .kN.'IlfiiO' TnS-.'x'iW .biooKo fcdno/Vflcirno:/ vfJ agra 5o 

Authority to designate — A- ; — — --.W- ----„• — — - rr,f ' •- M 

mmoSA 24 

Rev^X^tiinSU-SiCW^L-S^ 25 

Notification of change of classification ! — — 1 -ogg-ir .26 

*5I'??t?7r f . a ?? d , 'll 

Report of’transfer: r.-r7.Tr,”Tt".'7;7 — - "> 

Prescribed- 1 29 

1 23. ' 4 Au^orS;y to'd^gua^^ originate -and issue secret 

or confidential documents., will designate as registered such secret and confi- 
dential documents issued! by them as they.- deem ^necepsary^ in the mterest ( of 
national defense. Only documents of exceptional i^ip^an^j^^'r&t^terfid. 

[24.; Additional marking,— a. In^.addition to the marking^e^et or confiden c 
twl? the Xiiie page W inside fron^^cover^ot a7e^ikteredydocument will ordiimriiy 
show the register number,, short _ title, office_.of recordjo., which returns ^will c be 
made, ' and’ instructions coverihg.;the'retufns ,'for , its accounting^ 
mate'' disposal. If .this is not practicable, the required, data, jnllt.aeepmpany, the 

iuenr-'-jd- t', i*o.? «.. i _r-:.i-V' a.- ' 1.1 .• t.i-.'i ■>. j.-.-.i ’.io'i i S 3 initt .. ... > 11 

registered document on a separate sheet. . , .... } ^ ^ p^.., rt[j - ,j- ?v 

7i All references to, registered documents in' semiannual or transfer’ .reports, 
ordinary; reports of destruction, or unclassified documents or correspondence will 
be J by short title only, and such r%fe^>£'.«^CT^TOjn^npg‘he^ not be classified, 
Any correspondence or paper which, refers; to a, registered .document by a, title 
other than the short title must have the same classification as the, registered 

-* 'CA \ fvC.'j i . 1 ’ I-’ M — .Bit fi9julifUC. > it 'vu. — 1 --.2 .v, 

document. ' t 

25. Revised edition.— A new^or reyised. .edition of, an, old.registered document 
should be assigned a new _short title, . 

All.. 1 *./. m 1 A*' 1 Whnn Ilia ala ccifiaji Han 11 C n 



-m.-b \ i.d-: oi h. 



make, or, have made. jOn June } 30 f and. December .accurate 

retnirn 'tiierefor, to 3 the„prope'r' offleebjf record.. ... “. . •... „ 

6. In making, a semiannual report of possession .the, following details will be 

r 7 , ■ . ■ ‘i 1 , m ... , t di'tyur) -..'i,::,; itu »rU' iv rin m - -aw r>. i. t 

dbserve^ . . caoA'- r 'WAjif{‘'i 'V 1 -?.* . 

- (I) Each., item will be^physically, inspected , and .its -register number 

. ■ checked against the inventory. r^rrho’aj 

(2) At headquarters having . two or- more commissioned*. officers the 

Vi ft' ' •-•‘1 j •>,! > » IY-? *.J’ ‘ :~J b- /.t!-’, ’ i£.*/» '“”.i • V. .O • l» il.'- wcJ ' >V 

^ " 4 ‘custodian "and one -.othe^disin^ r wjill^^ake^. the >inj 

■ ventory, and both will'^si^lhe 'report.' ™ If the" headquarters has 
. . . only ;one commissioned oflicer, the report will so state. 

•c. No. semiannual report of possession will be made of — 

(1) Training editions of code books, cipher alphabets, or keys, or of 

• . nonregistered cipher devices accounted for as ordinary property. 

(2) Registered documents which have been placed in custody or stor- 

age for historical purposes.- 

d. Whenever a registered document is found which is not charged to the 
finder, a reasonable, effort will -be made to determine the office to which it per- 
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talns.T ' If this; isrinofe found; ftheiidocument v wilh be forwarded through military, 
channels to the issuing authority for.,dispqsition'. ci i.iutrii* oid.rr/^olv ; 7 ‘> ,-fj ->i 
rc28::/Report- of When ai registered' documenteisvtransferred. from 
Oneopersonrfo.aanotherjfa 'certificate ofetransfer/in (triplicate wilkbe .made.l'.The 
certificate, -.’containing.; an' ackn owledgmeu t-of receipt ,by >the receiving'officer, will 
be dated' andcsigned by ethe , transferring, officer. •■.,T:cd' , ?r5 fit "JP ruU A’i!' 1 ? 

B. Immediately, (jUpon -.'completion :of the, transfef; jthe(original'.of the{transferi , 
certificate will be. forwarded direct to the office, of origin.-. >A copy,'.- of \ the) cer- 
tificate."of;.transfeE 3 wilb i be; retained’iby eactaof thei' officers';coricerned. ( it 
-o.Ci ^Whenever ia ! registered: document , 'is (removed; from? its ;.proper ;i>lace. of cus : 
tody-jand; issuedtito; another person-,);the custodian' will, require fa - .written receipt. 

* 1 29. Prescribed (forms.— a. War, ’-DepartmentrForm ' No., !-32:;:(Record' Card- 

Registered, 'Documents' • or Devices 1 )' a wilh be 1 nisedt for : recordingn all. temporary 
transactions; involving an! individualoregistered document'^ .^jjna.a.r. . 

o.dB. ’iWarj'Departmentt 'Eorm.' No'., 33> (Record.' Card— jRe'gisteredt'Documents or 
Devices — iStation) will be used by each officer making , 1 ac consolidated, record of 
alU';transactions /concerning'' registered r.’d 6 curnehts?A:'rlt:'.ser.ves;. as; 'la';, check to 
preyenfi'>the,';uhdisc'overed 'lossTofo.thei'indiv'idual) card-, ‘War 7 Depar'tnient Form 
No. 32. . ; 3 <tft ;'>,o;'TAWtc'/i'V 1 cd:F^tlr.',r,;’ -'.Tpayio;; t-'rij-:;t 

1 'iiic.t'War; DepartmenthFofmS'No.,34' ('SemiarinualUo’r''Transfer:Report'i'of>Regis- 

fe'red,"Documents.orr©eyi'ces) 5 'will!be':used':in transferring.’registered documents 
andxinurepofting tfier semiannualdn ventory, '.thereof. . ’.’Oii:’ Hi .roofi'-t : T‘ :-.rr 
Uiwm xMuBBSim Ite .to? xtKi’irf. . 17 . {o'lfdopi .•"hi'V/i’.'Ut,, y , 

. . ... ... ..Section IV-, .7.)KP" z) .i>W<?r.TA.!' . •;.;<> . 1 ; 

b':d>9lwc:r! *hi' •!<; 7 / 9 fy nit.ts.'li 'soToiJo : 1 vv'jD> viDd.ot?, ohI(i,‘r»yqt((’:,»'.' « fit XT .d 
vita .'T’o'aii ■ nood ri.yil r,a,CDI7XQCRAI’III.C { SECU.RIT A';; ^ 1 r ^ lTT: -■ 

fm .(}£t w. !, iw.(» «iToi*5 r ^9T .edl ls:f» -Esvitfbd .sd •; • 

Authorization of.cryptographic > -I- -J W-.. ..30 

Personal use. of authorized- codes forbidden : 31 

Personnel- ‘autiiorized 1 ’to 1 perforin cryptographic duties?_ [ -_ £ l"'lY'_ iiIXt ! 1_ *il 'if ■ 32 

Grypto'gfaphiC'' secuVity-'IofHcerTO-ii^tJtTjfi^ILXTLfltiiLlijTJlLPTPAlC'T.lijlLrpiri’j .’33 
Sources oft danger, to -cryptographic, sccu ri ty m'l'an -'Nf ----t Ja'i'i'L'iL'a- JI l-ir a ,34 

Responsibility for classification of messages ...".j-.t-i r 35 

Drafting inessagesl.L.i: : — ! — L_ 1 _J_ A_i_’T_L_ 36 

Paraphfa'singl‘messaVes'LiT : i"l‘il'I , IT-'Yi_'fd_iUJfi7{?5"2T_OTl_Il f _I_7t;ta_.b _q J CLL3L 38 

Method' of: handlingrc’uf going secret 'inessagesaagvLg. :.,_g j.ggh are La gT.-'nL f idg' 2 l.-'a ■■ 39 

Method jOf^handling ,incoming..secret;messages__ 4 nwa_ vy - -4 r r - 1 n , _ _ _ __ _w, .,,40 

Method of handling outgoing and incoming 'confidential messages--- / l._.— ---T — _ — .1 ' '41 
Method of. handling restricted mes sages --'- ‘X.’LtT.ITT . \ ' ' '42 

GoKfirmation'cppies'pflcry'ptograpHed’Inessag’esl’pToliibTte'dA-"- JIT CIUai._4.T_ r lIlT'Tgi~ i'-43 

Disposition or, destruction oferegistered cryptographic. j material;no,N..i'„rg-_.'_'a„la__'a'_;i; 44 

: "Oi'POfioT: ufi pn.l.Tg: ' 

„ 30. Authorization of cryptographic systems.— All codes, ciphers, „ and- cipher 
devices intended for -use in the military service will; be authorized- r< qnly,,by, „the 
' < 2o t /Y ?A / War=-Departmeirt.,-; For forces in the. .field-, in time, of rWar,* this .authority will 
be delegated to the commanding general,, GH(^,j,and^,may be .jJelegated . to 
» theater commanders .arid to, .oversea department ' commanderSafor . special use 

within - their departments.^ ■ ■ ( v . ,. 

■ 31.. Personal,use'^of authorized .codes forbidden,— .The, use. of' any Authorized 
code, cipher "system,' or cipher device for cryptographirig personal messages'. is 

Ridden, fi’ oink; -D .PohnJ-.H^U ’ ’— | 

32. r Personnel authorized, to perform cryptographic .duties.^— a. No author- 1 

ized* cryptographic system will be employed by any person who is ,not thoroughly 

^ii'UA vXU'lXiti JwOJi; i. 
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familiar withftfie provisions of ttiese regulati6ns>'and>;alP''instructiong 5 pertaining 
to the cryptographic system to be'employed.m Sbttraal *«U o. 

m<bfX /SecrettemesisapesK^The'^cryptogf aphing rand ' decryptb'graphingi'of-. messages 
classified ;; as os'ecret wilt ibe’i performed only -undef}'4herdireetosupermsidn'!ofi;.a 
commissioned officer: "Wot; r tfie*!specific. T qualifications’ J of J personnel nwh 6) may 5be 
permitted actually to perform secret; cryptographic 'work', reference’ ^should be 
made:to'lettefiinstru‘cfions oil tbis:subject'issuedffiy thenWar Department.'imil m 
■ ic: Confidential message's:*) io twifi' - a •? oi l-rri!!* Wc.A ad I!".’.' st.cndiJvio 
(1) Atiall-'headquartersdn timeidf peacerand;at).Ke"adquafters'!6fidivisidris 

* • * ' - , /».» • » r. — ~ .-.Y’ll >/l /S/. nTTTpf 



.MliV-'?'. '"CJ - * . * 

— baif i 'mu:ras prescribed forisecret-m'essages. a iw7 .!> — .ai'i-roTc tta .6'- 

rOji..r.i.(,2)i Atiallafieadquartersbof iunitsCsmalierjthan a< divisionuinCtime' of 'wap 
/ messages’ ' classified ^asycmfidentialAwllli be: cryptographedhorude-’ 

-yi ainomnoocryptographed-by^C'persbnnell of-: the: cryptographic : section:’ of -the 
iti'invtot ha message ;.center:li:.':/d noi-io douv i<» 'A »'i «.J iiiv t nci r.i •.!»•« »»’•! 

'otdi'Besfncfedimmafl'es.S-Atsaliiheadqua'rters-.lnrtimelof'peace.'-messages-.classb 
lied asireatdcfediSvili. be gryptographed.oridecryptographed'fbyi.person'nebiwhose 
l duties normally require the performance of this work. .Sit .o>T 

■Hi 33 ;j Cryptographic , security, cofficer.^ft: At .eachYheadquarte^maintaining 
aj message centeri. : therei\vill; be-.-a cryptographic .security, oflfcer.iiwhoi ordinarily 
will be the officer in charge, of i the- messageiicenter,;:* He, will bei.thegcustodian 
of cryptographic material and will be responsible for all measures necessary 
to insure cryptographic security. Y I .fo rii^U 

6 . If the cryptographic security officer believes that, in view of his knowledge 
; of other, messages on ttJe^WSr'5li»^sfi6jec^a'4SS^ge has been incorrectly 
cfafesified, or if he believes 'that the regulations governing the drafting ^and 
classifying of the message haveHbem-viote^|^ r w^r^^^e^6r^gto*or^6 
make' the' necessary change ’ih;.the,, message) , or,, 

originator idqes not' comply^with '.the. request.'of .the.cryptographic -security-offieer; 

the matter- -will- be ref erred- to the commanding) officer ;.o&i the <headquarters:>'cbiii 

- . . . • 3m >/. •**!*! r» r Jt> *:'*> 

cerned' for final decision.' ■ - " " ' " . __ ,, o T ,'j 

’CrypTographic “chitlesi 'St- l&y'Stttijm;^ 
tiited inesiage’ center "wUf.be performed; jiy„ the .originator .of^the^message.or.-.by 
•jKirsoimel-' especially -designated.. by -the ^commanding officers lAyhentfcryptographic 

work is thus-performed, the files of diteral-plain t^in&^^'an'd'Bfcn^t^lf^ 
. la LUU 3 U 1 A-::., «;'««? iJiHuYri/nr) -pniaiOM,! Dii'i iosmo siUUwiiu 10 om.m. 
must Be" kept in differentjocked containers. _ s0 ., ?nilbnarf 3 o fcGitJiM 

34. “Sources: of danger. to. cryptographic. tSecurity.^By, .fa r L the j: mqst ;i prolific 
sources- of- danger-to-cryp'tographic' security arisetfrom, violations) of- principles 
governing the following: ‘ 1 ..... - .r .„ a 

v> s aP Th'e' fi physical '''security;" of ^^'tecfinira^pMaphernalia 11 ^ 'Rertainihg'' to"; the 
‘..itt vd f i r.-- . 1 . i gfgjUf n ' x'i, Uiv *yi;:Uhiu. eu; nt 3 ■■■ u»i ho 1 ; - -■ 'o.-r 

5 ^°‘(M9tiil^of%&li^rtiiiis, ! ca& l e^-ams, ‘and telegrams a'iid their Sassifij 
‘ ): c. 'The^-selectib^^W ^tlie 1 s^ifl<*' <J ^ypi'oi^aphii* sy s^em^m^ n the^ actual 

yt„ Wi ’■»C i'i-* VOl 901 v‘8 j iO j-j-OO 

of messages. ao^'A 'a\ 

e. The .inclusion, of, the literal -plain text • of cryptograph^ messages''.in doc- 

lumbnts f&tltci assiSeil apd ipress releases 

ria utomui ion -,i ,v.: . v no.cjii -fun -jd 09-41001119 oil iiiv/ uvjm j.oug: 1^,0 :u yi i L 3 ii 

without paraphrasing. 
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r If.jThe selection ;of-:a' meansoof ..transmission andothe methods used -in .sending 
a message. , . ,V4i.'.uw 

t «',The:.--fdregbing/ sources oof rdanger iare-rcovered/ ini detail :in«_othen paragraphs 
of-ithese regulations. I h: ot In-.-t, bun S’l'ii) Mu) £ftii,y,*<£«,r£L> 0 ;u-.,;i:i!bio L’i r i: 
-.d , 35;jiResponsibility,.for,!classifi'cation'i6f messages.— i«. Withinithedimitations 
prescfibed3‘inbparagr'aph:i 416i ; the ^originator, uofi- a> • message . :1s -responsible , , that / 
theliclassificationrfgiven'ito itr conformSiitoy.thej-.defihitionngiYeinJinjiparagraphs 
8, 9, knd .iO.'- He, is also responsible for the proper marking pfethejimessage i 
befdrelforwardin'gMt-ifor,.:cryptographingoahdYtfansmission.g'-;.£3imi , q.rA*!4 .ite 
b. A message wiil.Sinva-riably. be, classified ,andimarked -;se.ore#g'C'qw/?de»tiaZ,i:or : 
restricted— -I *uii vjno nkuttlqirimi -i:l Jiislodhw ioxrti- iJ id .1 'p? 

,:v4e‘ioi((l)triWhehbit ; 'rcbritainsi infofmationiiJfVhich:.is- secret, .oRiconfidential .except 
fill of e9-.-~when ma-rkedrSENI) INi QLEAEi as , indicated.) in .-paragraph 416(2). j 
(2) When it contains matter the transmission of which in plain language / 
is prohibited by iAEi.105f25.tfi 'll- -)v,«uip‘.o *1 J‘i .nii,>jr J- U, ■ y 
36. Drafting' 1 messages.'-?-Ta.:®outine' -reports -and ■•messages 3 iwh'ich( must be^X^ 
given9ai.wide 'distribution^ or, iwho'se 1 contents havebbeeneor may., eventually be 
furnished the press, or which contain extracts or quotatiohs-from .a newspaper,: ^ 

magazine, or any.fotherCdbcument' -available to dheipublic, 1 ' will'. chef prepared so , .*y 
as to permit their.stransmission'dn . plain', -language -iorJxHllh be.Yclassified as C 
restricted. fcM/ ftu'iasanoo in. oi i«r- cd 3v«zw g u-.-Y'i.'bu.itqf u-.dXf A J 
‘iv6piStan4ardizationlofitKeccbntent,'ahd;form-’ofJsuchiclo'cum'ents,as';fiel'd;oraers 
and'Yoperatiouh'ihstractioW/dspneceskiry.iibut-wbenafixed'iexpr'essionsiiare fret Y 
pea ted iu a message the results are exceedingly- idangei-dus'ltoi-cryptogi'aphie set" ? . 
cilrity: Ii 'Hericd')stefe6typed) ; phf.a'seblogy -andf’set .formuofi expressionViespecially ^ O 
at the beginning or end of a message, will ’not be used. Examples'tbffistereb : 
typed c l3eginmh# r afe-%s"-f611dws>Y!‘R'efei'ence your;” 'i‘Eeuradr^‘-‘Referehce -my,” 
etc. ''Ne'cessdfy references, rwill 1 be-fplaced iri-'the -body 1 of^-th'e ’-message.- i 
• K, 'o'.i'Wdfds'’h'ot'' J iniportant ; -:to‘Ythe'' sense will be - ! omitted.' 'i'Gohjun'ctiohs'-' and J> 

prEqwfellidnSf Wui’*bS'--reduc6d- to'«tMStoirilintlffi; 'ahd't^efy''dffbrt' 'wllIi-BehlfioKdfe -ft 6 
avoid repetition' of words. :i3'.-LY'. v- ::' , e 1 ^ ", -‘W ib a 

Theforigihator-.of all classified messages,-, will .paraphrase/such; portions .'as f 

.'afe^quoted’from— hh.i (Jn i'„ ; Hlrr yin.rosou gI-Jnh^.dr! •nn e;, idaaalka , 5 

sd2 (i3‘ r i';gieSsage’' in gibin' iangiiagel 2 7. /.^nTafiliv/ i!n/ f ;i-duo 3 

( 2) A message in the same or another cryptographic 'system. " • • 

bd ibv;(3-)i>A ; h‘ewspapef, ''-magazine, bfor'iddctimeht'-availablehtd'' 'the -public; WA 
e. Punctuation words, such as stop, period, and -Comma','.- willAbe : avoided (^-j 
whenever’ thel ’meaning' is-'-’cletfr ' withbuP'-theihs > Punctua’tioh -'mkrks'dihoiild 
be spelled' 6ut' >c when^ : it is’ essential ^ '-'that 'they' 'ibei-trahsmitted'-tinkthe.-' b'odyh'of 



the message. ' 



"(mi JM.-0 -'ti> erf i?,t>U‘i;;l S'uiv’iea wdii'.-j sgie^ooi 



3 %7/^Selectio'n of- Cryptographic' syVtem;'^. ; Subject-it6 r: mddifica , t ! ion' as'-'6ut- 
Une'd ( 4n'- paragraph 336;- the- cla'ssificatioh'osecret,’ ( c6»i^den:i!ia?, r '- or restricted: given 
a 1 -m r essage 3 b ! y 'its originator 'governs i-t-he cryptbgraphic^systemCto'' 'Be 'tise'ddn 
crVptograpfii'ng'the messaged l C 15 Li ‘f .1, «m--. 

6. In order to prevent the cryptographing of iSewficoL Subject matter ‘by 'means 



sequent 



previous messages by ~medr xl ref&’eiice^ , ii^mbers will '6e- avoided.' 
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' ? '.cA.Theu'irierei acknowledgment; of ii-,a ticryptographed a me'ssageii-.need c cot Abe 
classified. 1 .s rzsru.t r. 

. Eijd.'i When* the' same iclear-textomessage.-iis -.transmitted .'tbiseyeralvaddressees, 
t> I it will ordinarily be crjdographed but' once and sent to all. addressees: clfdthis 
/ is .impossiblebbecause' aU-addresseestdoA.not:ali’avesidenticalf r c6'des^(pr;:cipEers, 
* the’ j text: qf-ieach .messagev.whieh • mustibeveryptographedpin'- audifterehtAsystem 

will-/ • be (carefully i -. :and > (.differently c paraphrased >. foriaeach lasystemu^before 
cryptograpliing.' -mqoiq odl toS etdiaapa.fSi c In ni at* ,<•' btra P A 

38. Paraphrasingtmessages;'=4-d>nToiparaphrase a' message: is‘to;rewfitejit r sd 
thatfi'tPmeaning'-is .the sameilmtiits, phraseology is (differerit.fi /. 7 ; .. ,-j 

6. In paraphrasing, it is riot sufficient to paraphrase' only the beginning i/or 
ending 'of ithe ri message ;i-;thie (entire! riiessa'geawill-i bexlsubjectedrxtoVthefprocess. 
, (fc. sVParaphrasing rieonsistsMri' 4 applying! all vtKe'Lfollowing .processes to the 
message': iil.vhj ni iiA.i ./ iu oolaaimiiun-ii r ;ih z'lUrza smfc.fcro A riatiY/. (Pi 
(1) Changing the sequence of the”iparagraphs:d n xiio: It.vj <d 
Oil j'iff.(;2)tf.Ghangmg; the. {sequencer of -.the I sentences-, in/reach- paragraph! ,,. r j 
- c.:j wb (3)i: Shifting ■thevpositions of , the. subject, -(predicate,' ^.v:and ^modifiers vin 
..fp-iiri'/wn reach/ sentence.. ’Jsn.*- i-.AArf 10 .taewj’c-ii 

on .J)p-i.(4)\\(3hangirig from.active ,to passive voice or; yice-.versa.y;,-m .jam 

a.<j l,,oi.( 5 jjjSubstituting. .synonyms. orcequivalentrjexpressions. 

d. When paraphrasing must be resorted to in connection with .-messages 
haying iidenticai tor I {nearlyri'ideritical*;plainj.text , 1 .effortAwillrffie made "to,, change 
the lengths, of the /paraphrased' version ,so. .that, the {Cryptograms, will-, npb ( resemble 
eachiother, even ;in, Ithat ..respect.-;: u. ; ;- - -< 

vf.e.i Arparaphrasei of, a< message,will -be accorded, the. same classification as;the 
original^ message. i •<; ' e ; ; jchi n Jo ,;:n o ;■ run.'--; ! -j.fj J < 

a 1 ,<39. {MethodYOf "handling outgoing.isecret messages.— n.rThe origiuatori will 
\ prepare,;;and;. number /(.all copiesjof ;secr.et[,-messages, e send,the. original^to .the 
J message,:center, iand;retainione copy for temporary -:file.|. ; . Other ^caibomycopies, 
\ all /numbered' and /bearing -jthe (following . notation, » may be sent; to, local , .officers 
directly concerned: ... xm-.-a: j 0 ' ar/Aiicry, Moti, 

) t .The •makirigC'of. 'an'hexact /copy '"of /this .’message- i'Sj forbidden. ■ Only such 
, extents as are absolutely necessary will be made and marked-,- “secret.”. Tills 
I copy will be safeguarded with the greatest., .care, and will. b.e, returned, to the 
, originator without delay. ' •-'-■*• ><t 1 • 

,'iC'Tr'Z”. A/yy <;sx(jV>ap 70 C:.Y'i «<.} Ci V'.l-TPQ'l-. \ ( . ' 

All srichi/copies ,will:-;be.' .carefully, aqcopn ted tC &>r^byi -th %,orji ginato r ^and^will be 
> destroyeduwhen;- returned /; yn. .vY/uv ’ : ' uvr,::'U. 

; !&.'uThej.priginalo plaintext copy ysent/.tp -the -message center., by the originator 
wilh.be.: cryptographed-at ;j the‘j,cr^tographic .section of the. .message, center,.* In 
message centers serving tactical units one copy only of the cryptographed 
message,- willcbe.imadejandfitjtwni. be ;Sent L tOj;the.,transmitting ageucy.^In-.the 
zone of /the, interiqr 1 the ; inumber.; pf J . i cppies/to,, I be J made/of fhe cryptographed 
message <will/ be,, determined.,; by tl the commanding ..officer ; of the -.headquarters 
concerned. All work sheets used in cfyptographing the message t n w.Ul be 
immediately^ de^trpyed/by jburning.; p. gn-i/.t'nipoiq^ia ci v i: ‘,r ic o; -ieb-io 1 . •; ’fi. 
bio. , (Except in ..-tacticaifunits the r originaI cop^ of, the -literal plain text will be 
marked -SENT.j.,(date) ^ and-.returaed ,to ^the origjnator w;hq. will place, ,it, in his 
secret’,ffie.,fqr outgping t; niessageSr,and ; , destroy^the ,retatoed copy-.by burning. 
In tactical; units-, the, plain-text .copy- will be filed y at,the message .center,; Only- 
one copy of the r Uteral text will be-filed at„the originator’s qffice.’^,, s9B " 
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‘ !i d. The transmitting%^ricy r will '^ifd the 1 cryptographed •message, retaining at 
least-one copy in^its 1 file of outgoing’messages forffinal disposition in accordance 
! withdocaF-re^lations:-A L ’'^ li;a; '"*• - ,r - v **.&'•* ■'+ ■■ VI sv iHr.H 

e. Iri-'tacticaluperatioris wheri -timd permits, ''secret messages %ill normally be 
•carried by 'a-St'aff r dfficer'or'%pecial , %essen^r'upe'fatffrg f a's a r direct' agent' of 
the'- tfansmitting’office.- :| Messages^ sri handled v^-ndr&iaUy'lhdt'be'ci^fpt^aphed^ 
■Secret messa'ges'”’may' f b"e transmitteduby' ; 'eiectfical*br other 'means 'available 
■to 1 ' thb 'message 1 'center! when-" the -t’ime" : 6 f- trarisriiissibnbcari. be .reduced (thereby. 
-bi40." -Method 1 of bfiaridlirigi iricoinirig' secret. messagesY/r-d . 1 Ari incomirig secret 
'‘riiessage wilt be copied* ; in /fiuplicatef-by : the' if eceivirig* riper ator ;«tbe' ; original^ will 
go to the cryptographic section ‘of ,f the message '. 1 cerite’r> 'and r -’thei carbon-copy 
to "the ‘files 'of tM/receivirig(^Uob' , br;message' ceritef, ; ! , where it^wiir be^ disposed 
•of 'in -accbfdancetwitffi local regulations; -V l J-~: ' :w ! cfi.jr V'"'_ - -;.>7' , i. , od'.'' 
w'b.b AncryptbgrapherJ-wills'decfyptbgraph' the -messager irialiing 'orily'.'one' copy 
%'f > the idecryptogf aphed.litefai'.plai'n'ttext; which .- (will be 'marked SECRET ' arid 
delivered to the addressee. The -cryptographed' Versiohi.will ^ betifetairiedvin'.the 
-files : of the -message ' center,' where! it .' < will be^ disposed ' r of ;iri ; -accordance’ with 
llocal reguiations.SJ'CAU'.worklsheetS’used'-'inbdecryptographing .will <be ('destroyed 
iby 'burning:' .The • crjqptbgraphicnsection; will not retain -any. copy iof'-thevplain 
text in its files. The placmg'on-.dhebmessage'.blankYof-mny imarks'ori-notations 
/even remo’tely-.connectedr with -the; cryptographic’system .'qri stepsvin -decry, pto- 
graphing f/thei'inessage; -sueh ras sunderliningukey - word# .indicating! groupings 
corresponding to lengths of columns of key, etc., is forbidden. 

c. The addressee may make and^cifculafe a limited number of literal copies 
for the information of other officers .directly concerned. These carbon copies 
will all be numbered and bear the following'n'otation : . 

jtfqf/V, ; u ri •* * . r 

iR-The making of an-exact copy-of -this message -is-forbidden. {-Only such extracts 
! a's are absolutely- necessary; will be made and-marked SECRETN^This-copy will be 
safeguarded with- the greatest -care^and will -be returned: to 

■without -delay.- - - - -• -*<•- r\ iuh - moil flc'U:--.;-.-.' h- a .3*. .w> • ; 

Oi - . . .. h-'.' ‘0 ' c ; • 

All such. information copies.will.be carefully^ accounted for.iby the addressee;:and 
wiU-be destroyed when returned.. Only one.copy of theiliteral- text of theimessage 
fwilkbe kept in the addressee’s office : 1 " >imi ?'* 

j 5 4ir'Method of handling- outgoirig’arid'incomin^ confidehtial .niessages.^a. 
rAt administrative, headquarters . having, fixed messujfe.Hceaters.p-Whenever^prac- 
fticable,-the procedure to be followed- in the’ handlirig ? bf-:-messagesi'iif r cohfideritial ' 
.codes or, 0 ph^ ( i^;.^.<^bstwtial|K-tb% same-asdhahpre^rlbedjforYthose trans- 
imitted iniSety-etrCodejOi^cipher.^ They, ,wiU; ffiqjyeyer,^ <bji,markedi-and. safeguarded 
.in ; -,acqprgw^^tbij'-p^yl^oii%' t of .these p,pegnlations; ; gqyernmg L , a cqnfidential 
.documents.;^ pnh;/ *y.-i v.-js-oa:- #0 wi sadf s< ‘si 

4 j-&. .In tactical operations, sfii rd ianJvu.Tt d vltr-eP. 

(1) All messages not classified as secret will be regarded jas^ confidential 
jo sill j.butx need nqtjbejpq jmarked.^ThejpEOiiedure do be;-follo.wed: is;pre- 
,tej} .toai-.-xtoiS^J^rto .FM : 24f|l, ( and/dba other pertinent ? reguljitions and/jmstsuc- 
Ifid b pKl'wn- A tionjS;(issued : 'by x proper- authority;-!: All a radip,, messages: -except-.i those 
-st r .B3um {.noted. in -(-2)t belowrwill;be..tfansmitted f in;,cryptpgraphieifoi'mr Qf r\ 

at «>riv/-(2):',Mben ;,the : tactical .situationiis such .jthat ./time cannot-.;bej;spared,,for 
cryptographing, and when the infonnatipn 1 , J toiibeRtransmitted,/iif 
Jo alnidO ,o-intereepted',by theienemy, gannotj.tejactedcupon inatimectojirfluence 
-qoiaveb Bun the/Situatipnijin iques.tion.ija.i coinmandinggofficer/ orvhis authorized 
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jf; vii'tajnr representative .ma^g^erjj^j^ra^^^ijim.jOfr^iu^sage jn, plain 
mr^r-VM itlanguagfSpby, a^a^^sJayjm E seiwfe^jyg ■headquarters i ^r J command. 

Such written .messages will be marked SENDS, JN; OL^AR .OTerr the 
■■i’Oir.if!; si^at^rer.ofjsth^r.jomma^e&WfbiSjauJ^q^^^repr^^^i^e? ■> 
42; .Method;, of .-handling.;, restricted-, (messages.T^The^prqcedure. to be-fol- 
low.ed. inj thej handling ofirmessages ;ii»;reBtricted«code8.~and.>dT>h ^r^^ ^l»iaiil^ 
stantially ; the same, as thatiprascrit^-.for, ; )tho^^n^co|^d ; ential%c^e<{Qr cipher;, 
except! that ,the number -pf-copies need nqt.be jtimitedinoiy necd.dhcwjbe.'numbered. 
is-43.- Coiiiirmatipn.,cop.ies^pf-cryp.tqg'raphed r _messa^es [prohibited, —The .send- 
ing- by-iany mieansjwhatsoevm^pf LCpnfirmation;Copiesrpf : the .plain textiP.f- messages 





&irtLui^~ 

CiM<r 



Whenever a person who has been issued.- registered secret; ©^confidential codes, 

ciphers, ^cipher deyices; or^documents perta$nh^-Qiare£pe;haS(.np.^urjl^r>need. ; for 

.themTiheXwill report ; that fact ..to 'the .Chief r Signal-. Qfflcerp;orrtotthe;ease;ofjthe 

fleldforceiin;time:pf.w.arito the signal:officer,--<3EIQ:,; otti of ‘U»b 

jit.b.' When, itj.-has: becomenhighlynprbbabletthat' cryptographic; material will' be 

subject'ito : lossior compromise; callbdocuinentsrfand; translations jof [messages; will 

be. destroyed by. burning, band the cipher, rmachines-or^devicescwill bei.destroyed 

;beyond usefor repair, 'anddf possible,- ;,.beyona.fecognitidn;i<? m'T .«?•;; sii rti hr,i. 

-o 'ay Wh'eateryptographic documents-o.r:deYices>Kavefyecomemnser.viceable through 

■:lpng:,use;; request'.'f or their. replaeemehti willube ;mad'e;to. thetissuingi'authority. -j 

• .aaSftidnoJ ::t ..uJs ,”«d Jo siunylon tto ■stIJSiio. 1 v j'oftuor--' -.ov 

;--;: ; cs 'Admits lint) rail a o/uci --jAia ea^^syithc o , .'*T’ .a 

i'i'roj rswiveo ~ ■' e;’? I 3sMr«s , »«<:-> nnAurr’iCrd •. <i 'jc-i 

siuirexvi obi u ,! :'d hoc fts-.. jdmutx od Uiw 

Paragraph 

•AuthorityfiAp; 45 

/J^otiflcation ;ofi,classifl_cation';pr |4<5 

Eesponsibil.ity.for i safeguardjngf|tcchnical;,dnfqrmation--J#o'aui3-id±-tI-tV---^!^i-'-)147 

Classification of information from commercial firms — . ..t,;- !; J 48 

Dissemination of classified technical information 1 __ — — --- 40 

ilrivdta'tlonsMor. bids and'^ontracfsuafiE_’£L‘lG5iy!h_£!il_jriwj i e^uv>. rtrjAcrjvr.vurjflca ”50 
^pnsultatiphs':with_4resp.qhsible!nanufacturers~ri..C. — .4avr^yiw-£t>44E-i4?^no«i=^s4-ni51 ' 
Responsibility. of Army representatives or inspectors.. 

Eesnonsibility of, Government contractors. 1 - ll— — 1.!.' 53 

'PuBlictdisplaylof-classifieabmStfifiellU.iCirjP.ni-bihi.i'nM'iM'Pclh^i.baitnnV.jvPiCri' 555 
rEeleaspj^.mformation presale 

->■- 45; sAtftt^rity v t ! 6 T cl&iSi^ 1 - s Wfi®^<^1tB(|f^^^ : .i&P4KB , !bF88l51e§9i^iSS- 
Jsible 'fori a' researclDpruject- dr 'f or ■'the 1 'design; deveiopiiientpHest.-nf-productldh 
Jor ^procurement- of J 'an‘ article^-dfitmater-i^i, of a^domponeny thereof, c shall : 'deter- 
mine that the maintenance of any degree of secrecy regarding them' tie 1 s'ufli- 
cientiy important to the nationalB'defense^hV-wiiyelassify iCasaVecfet.'cwt^- 
itientiavrdi orestketedS^ ad «iw Savuo-V?,s boSiR&Bin ion ?,rs atjar IJ A \1) 

-oi46.i Sfotiflc'a’tioii of dlassification^orirecrassificatidh.— Whenever the chief of 
-hfiifafiui'-’ofi sef¥icecin>'JcParge'' 1 ofe ■a 9£ reseh'rchhprbiect,h'design')‘ ) development, test, 
t<jf ^production of AaophitLof [ materiel)dr ^cdmiWnent : thereof ' ; shall°determine that 
the Ma'tenelAsKdurddfemaihf-classifiedAafterhissue^df) that % ! change or canceia- 
Tion>of ^classification is^desired, hhe^wiilhnbtifyhiThdaWdjufant 1 General] ) who in 
iturhswilpinf of m * alii concerned.' oi ui a<3 :.jA;r hsn piumi; »s r^ivtfr ri r 
«'jr47,.diB,espdhhibiiityAjfor>3safeguafdMg , technical’ mformationP^-n. Chiefs of 
iarmst'and sefvices"engagediin'AtHe ; preparation ; idf pians.UfeBdarcH) and develop- 



v 

( » 




linen t, ; work,i or ; ;new } r design, rtest^ production;; procurement, storage, t (, lor mse of 
-cIassiflea- , --mat)driel^arefCrespohsible f of'tKe f pro'miilgatidn ’of /sucfi v a'dditionM^in- 
structions as L may: be required for the safeguarding of information in the 

•j^nno-i O-'.X.iv i.oitenwms o.'li.r.oim ,e:, ;.-i Uinv/I,’’«:,-J i in JO .,i jit A - hi 

j^^,»^toDhsI^ente, t mb^to^^shop^;<^,^my v .i^ts,undgr.,th^]rv]nr^di^tion. 

•/,- b.ijAOlfjsecretn- confidential, 'aoritrestricted.-modelsj'exhibitspidies.b machines,- and 

-bthfer , isimilar r sitemstfwlficH ; fare ;, to be dbaned; deased.^dr^giveif/tb^a'uommercial 

organization;wilI be properly, marked to indicate classification .wlien'practicable. 

If such markingns impracticable,, the commercial, organ ization will ; be ; specifically 

notified in t writing,iof pt-he ■classification'’; dfipsuclicitemsc and Doffi, the ipeftinent 

provisions’ of -the’iEspioriage'Act?. twm fb). fidipi'issi xoi'db'i i tnA ojj.'iuohp’S". 

*°4*8'.“ eiassi&catiorf ( of inf ofmation’' from*; commercial fimis.^In'fofnmVion^oi- 

tamedigHom ciyilian^inaniiiacturerS jcqncerningMprqprietar-y y processes i0 will^ be 

classified 'as confidential^ unless* otherwise authorized by the firinr concerned. ,.^^2 

49. Dissemination of classified technical 'inf ormation^felassified -’inf orma T ~ 

tion concerning technical' projects or y developments may ^ be imparted, only > to 
:n' •<.?«♦! v-y.rv '<’;.'.:< n ou5r f t i i vir; ii»> -ionoi i vhi S\ v->> 

persons ? m 0 the . military. ,and r nay al services oi u tbejUnited^StateSjjmcluding^c 

ppploye.es;,. who. have .a'>legitimate<interestatherei'n,jand‘:toj American; citizens; of 

known, loyalty and discretion wHp ,, bf 'nePessi'iyJmust'^be informed 9 Kcause ’ of 

Weif'CbWpefatibnWtii’e Wor^projiicC'or’ 'deyeiopm'rarfi'*.' iu * 0u l . - y 

En !lt T -’’hiS'i. dvyt'A ■«< i;.A wab/ ..'tfihKn&fl'O .Di-joa 

j ? g.O. Invitations for ^bxds^and, contracts;— a. ..Prior, ;to furnishing ^^.a prospective 

bidder or contractor .with :dra wings, ispecifications, or: other-pertinent- information 

concerning any project or projects of a secret,, confidential, or restricted nature, 
unu n/r,uji„.si i'j - jiJU’iJ’i »,%;ssn h.;- ■ . .• mij io uoiipati-r;) on i. .».> 

and annually thereafter so. long as, such documents, etc., are, m his custody, 

-mm ttzP&atSa •« u r-r >;«/■») <01 i-.iL.-d wiy jjuum. u-iba vmptyiSyiii vj® 

ft, frpnprni 1 spnreov n.QT’PAmpnt rpnrlinr*’ snhstftnhftn v fnllnwa will l-vc» dicrnorl 



«uln icpnsideration of,ithe.ireceipt ,of ;drawings0;specifications,; and, accompanying 
ihclosures.oinodels,, or materiel,, and information,. disclosed rorally,n concerning 

' -'.A.: — — ve'.i — -! t-CV, ,J ; . "C x 4 ... *- i*’.: C. ' ’ ‘ ■ 



to the undersigned subsequent to the clate;,of',tbis.agreement;iUie,;.follo.wingiterms 
are agreed to on behalf of the undersigned individual, firm, or corporation, and 
any andviall 'representatives, agents,- employees, -orJ:subhiSdefs'"br> subcontractors 
thereof ‘la; niu Jo v" Innn wit niftii?/ omoo b.i u .'icfds^pia can ninb tiuSJI 
1. The undersigned -will-neither-supplyinor disclose-any-informatioh-'regar'dihg 
the dra^ngs, specifications, and, acccmijjanying inclosures, or .models or majte- 
■f ial, 5 or' iffldMa‘tion ,r di'selb^d^rafly/ rSer red ,, F6"h®^in : io^any unSUtiiorized ! per- 
son;ffoEtincbrpora'te''inidtKer.‘projects3ipecial'Teatures5'of ifiesign idfrcoristruction 
peculiar to, such, drawings, -specifications, ’ and accompanyingtinclosuresy or models 



drawings, specifications, fand ra r ccompanying{ incidsures,b;orTimodels‘i-bf 'matbriel 
j^f|rre^^'.hOTehiapr 3 -j;p 8 engin^j'inganr4!piple^copsP§ltiop5:subass^n{>li^S’,sor 
assemblies which are, ,yital..tq r .the .functioning or, use. of the i .articie,.,witiiouLl : he 
^it^''con^nt''beiyre&Ari2[ of J the Secretary ‘of war/ JJ 4 ’ r ''"-' l;J3i,,va 

3a3aiXjjgt uMersign'ed'wili - ' not makS^or per'mit^b '^^adS r r^ro¥uction§''of.5aie 
drawin'gsjtospecificatibns;i andtcaccompariying.'oiniclosifress'orJofgitfieiimodelssdj; 
materiel, except as specifically,jauthorized cbyjitheppnteacting^qfflcer; o.r, his , duly 
authorized representative. ’, f X f , , reproduction . ,of . aiiy „ diaVyings,’!, specifications, 
aM J accompahying’ papers'; ''or 1 ^of^ ' J modeis ’or' mate^^is*iiut^<iriz6a; .t'li'^ under- 
signed? will ^promptly 1 ^bMt^tifi@/pirbddet) ? 6bfa^in'dd 1 l»'’tiig' , coniT > aetfng ! ^fflcer-' < 6f 
: hist dulyoaiithorized fepr'e'sentativejfoiii-censorshipj'ornsuch’Sother ’actiqh’iasche 
. may deem necessary. ‘ ' 
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9ature ri as t t a . which drawings, ,specificatkfns f and I ^ confidential .‘ or' .restricted 
iS}?^ %■> materiel -have' been issued to 

( ^C in '.<^ i aw^M i is‘-Siade* nnon®^^ p , rr !?v?irJ>id.is made and 

4he-undersigned j will'pronipt]y<retnrh. Of. 7t;he contract ' 

express,-, .such _drawings> : speeifications 'and b ’ re £rstered r maii;- or 1 iiy •’insured 
^^^^•• together -wia ^^^pi^^^ereof ^t<f th^^ Dyi ? g ®^ pPrs ’ 
eo^s ; .w er e ( r^eiv^.:;; tp ttea^^rom^mcfeaedoriginaJ 

r o)f alp persons : 'eh~Jagefrin thfeTe|fAtSn ^fcought to’ the atfeniaSn 

•including siibbiddei^-tand -.theirjemployees^thl'^ollo’ '^ tt er;kib ! m1h*4r-'ndt, 
Espionage Act ; Subparagraphs and “f following 'provisions of 1'awV ‘i' 

31; M L 1989 (40 

(52'Sta't/ 3)‘: ^ 



^K3S^.J82?aS^^^^^-^£»IS*SPJse8HSlS 

WMn»mn. 4)«tmT empl °’ ed 0,1 subcontracts,’ the 
the contractor’s 'and/ori S ubeontractor^'l^d;- - g V s “- *9- any .person not m 

I“‘ k, J^we- wit'll 

gc^Mc seericy' dgreem^t ! S ’ •^? li ^ t % 

w ’i 9 S S ?S^f«*.Wftrt»a!! ■ A -receipt., substantia n4 &'SH&2£ 



i p * ®eceiptj;iSnacknpwledge^'^of'*c' ic fr !.5I7.^^* f SL, t *» ’Um W ,- ; r ,,j 

cerssof .’arsenals s and depots ,and4ther .** - 1 ' -- ® ?S V f£H'iC°mmandmg ,offi- 
con tracts> areiiauthorizedv toKcdfiSfil t f with' 'Sli* m ' work ' i0n -' !Govei, nment 

representatives, inventors and otheS- ^ ^nnfacturers PiAheir 

p.ersons;pf<th e ;.cl a ssiflcationrof)the"pr 0 3 e cts .^orto'fahd^ilw^ , 

^ < . , 52. ot ^espohsiBilityi c)f''A r my,TeTire^^trft^H r ^ S ' '^ D< ^ ^^elopments. .'■*;• a’.':, ^ >'.’ 
senta’tives 'or f ihispei:tors o£ 4gi r <nVnniv 1,,,! " H ".»-'' : ! -^ny : repret 

"cjassMediiinfermationT.orrproj^c^^^e^ahds^f^th^ 18 ” 1 ^ 

representatives^, br . m*rfocinyi b '&ViY * ’ 3- . vc,,; ; .♦,., > ,j';.;.; • I -- 1 

responsibility/, and ^koracS'^meaa 5 J i i “i ^ d S s ?” p ? II 'f? a ' pt ? i ^ ‘as *t6"1fh’etf 

- • * ^-'U^ODau IXfJOj -^'/pq 
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suggestion or request of the company tending.; to-;preserye> secrecy.n;rlf - at any 
.time conditions iat. any;lplant,.r.or?anyicactipn .of • a company 'or 'its. employees, 
jeopardizerthe security) of ^classified 'matter, /pertaining to- the.jWar Department 
•orfnviolate; the...proyisions ^.of ithe.<Espionage,.Act;., the.'Armyi representative or 
inspector will request the .’contractor', ;to take-prompt remedial action. If ade- 
quate^precautionaryo;ineasures.' are;-, not.' taken;, immediately,". heiTwilD report 
promptly toj the -.'Chief .of-- the arm rorlseryice' concerned and,- if-ithe situation 
Requires, [tq. the cpmman.din^;generalt;qf the corps- area in. which; the item is in 
process^ Qfu’manufacfcure.-b'«;'l;j *.«*••.»'•; t>« '4", '■■. •„ <•«, ; -:t r n *»<;v . . 

c. When Army and Navy inspectors are on duty at the . same plant, the Army 
inspector will coordinate all security measures with the Navy inspector in order 
to avoid conflicting demands upon contractors. ... 

53. Kesponsibility of Government contractors. — a. A private individual, 
‘i?fmi Ii or £ corporation which enters into a contract to engage in technical.-work 
;for the War Department becomes. responsible in. matters., .within* his /oiY its.con- 
.trol.for -the safeguarding; of all ’secret, '’■’confidential; "or t restricted’ matters 'that 
•may- be disclosed or that- maybe developed iii c6nnectidn v th‘eremtb; p '‘A' clause 
^P.qthis-effec.tpwilp.be -included 'in- such .'a. cont.factr' but- Ats-'pmissionu will' not 
release the contractor from his responsibility under ;the Espionage-; Act.; iir'U 
yphj^Gontractprsj are. 'responsible' 'that. . all -.classified .projectsc allotted taisubcon- 
tractprs or agents are fully, protected by a .similar agreements ::-u 

er-P. iWhenever, -for.;;any; reason-iaiicontractr-agreementi ornsubcontfactifias been 
made which does..;no.t;;.include..a.(seciirityi-.clause’;but : "later. 'is 'found to involve 
gejcret, ^pniidential^-pr restricted’ ;matter, ;.th.e. supply '. arm 1 or service’- concerned 
.will. take, the . necessary steps to insure that the project or work is properly 
.classifiedeand^that-.thei.cpntractorjragent; or^subcontra'ctprols" informed of. .the 
classification -andvpf.'his- responsibility in .'the matter.' ili-.y s-Ji .'r, ot paiialwj e«c;l 

54. Tests of. classified materiel. — Tests of dassified.»inatdriel wjllAbe a'de- 
..quately. safeguarded;tby, 'all responsible . officers.- ) i -'u ’“'rva (A) 
.j^S.-^Public display- of ^classified materiel.— a.n Commandingu officers are re- 
.sppnsible is thatjall’ classified 1 parts,';comppneii.ts;rorifeaturesi.of .materiel are prop- 
■erly; , safeguarded during ; maneuvers; r; drills,. ; parades, b ceremonies,)- assemblages, 

, demonstrations, ; ; pr exhibitions open. to; the general pnblig., r-*..t . 

*niB:-»(4)i Ehotographs_:;pf ’equipment ijybile -in'jprocess'; of: development or those 

revealing processes of manufacture are prohibitedYunless authorized 
, • ■• . by the chief of supply arm or service, concerned/ After an article of 

•./.;• , equipment has been issued; tp .'combat -units;; release of photographs is 

A.itlata • '" v -Permissible .unless (Specifically., -prohibited > byr-the'. instructions issued 
.'j.-j'ib.j'-; o. ;,■ therewith; '• ;M-,’ i, > '.&} . 

, ..; (2) Bequests for permission to takejphptqgraphscqf; classified materiel, 
1 .5: - c'ff '.i PE9i^ft§>,t°f.'P?5- ee f^ s °l manufacture^ill - be referred (to^theiWar De- 
j UI -, •,,,, : ;/partment , through. the-prpper : .chief^of supplyuarm- or service. If 
■r •h_-author^y-.isTg r anted,;,it ■will^be^withitheaunderstanding that the re- 

f.-T-iun: splttRS /j*otogrgphs-,\?iU.^ 3 rabmitted n tp j.theiWari.pepartment for 

... /, , reviewrpripr,.tm release.) mi! .'...•'.“iVi'-x.en! jer~ • 

t , 5&, Beleasejof . information or sale; of materiel;,— q, ; -Domestic, sale, p divulging 
mformation jin connection^ with^ negotia{ipnsjfg5;fpreigii;isa.le, .^foreign ;,sale/iand 
foreign manufacture- of itenis-of Army and 7 _Navyi materiel; and equipment; are. not 
pMmitted 0 unless . th&.War andqNayy, Departments .are., agreed’rthat-, military 
secrecy is not compromised thereby. ; Bnuliinnoo snlwollol s ill ■tohivj 
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fritef*n(itionaT traffiC'Aiv 'artii3iS}Ve>ii i.* v..-': ; ir <v > Go- ?*>•>(., w v Aoii.AAv.G.i 
, v The State /Department- administers: international traffiejin Farms: -aiid 

. " ' f ' “tiHtaryi materiel coming 'within theiscop'Aof :thei:RegulationsFGb'v- 

' 1 '', • ’ '• ei- ning<,the dnternatibnaltiTraffic. : in''Arms, Ammunitions/ dndftlmple- 

■ .• * i^' /mentsiofiWar and'.Other Munitions ofi'WarJJ' jRw;m JUw' loliisur.rii 

h ; • •• (2) " The ' State . < Department! will >not : i^ease^for 1 c£o'rgi^--^e^any3itm 
• ■••• "./coming, within -The; scope^of.. these regulation's <iihtiIlitBe WarUand 

• iu r ;1 ‘ • ; -Navy. Departmentsuhave Stated' thatmthere-'is* no' objection^ 
■ ; . the release on grounds of secrecy, affecting rthelnational'' defense'. 

m« .viG’jfr t $ i r-irxt. vjnh-^-a i \;vr,5I him vonA 11 »d'Y .•» 

■ .'.V. ;.i <; <Xi S&ijlv Hr siimUrrov) iliv> • Il ,; v . ; .,;mi 

*?“'* W -9J$W'cD to - -HUdr moc-asH .80 

Giassiflcatibh__i ruoU-Si £•>'■-:• . im| • i*f 

-Authority *o&4dih’l^6nJ_JiyiOo_itf_9WLd£ffll .^7 

.Regpousjbdity of,cpmman.ding officer, ^Army^^^ 

Responsibility,, of, .Governraeut.. contractors. • ■■ ■ ■ . ’ w ~ * 

I 1 . 1 5 ^ ,l ''®l assi fic ati °ni— ar'Ii'orei^re', ^ofjoaals.^Fdr.'itheVpurpose ''of'i these sieguld- 

■ tions foreign; nationals: ’include-^- /, , A J.il wJwrf.-tw »,& oanolsa 

‘ l ' u - :; - ,J (1) Representatives, ; officials, .tor /empl'oyees'of • a foreign igovernmenf-liavlng 

flU OlficIfll-*StfltuS.*i.'i' ,'v. ft .■ tiT y'^'* jjj *rQ 

-■ *<v* h .(2) All other, ’-.foreign hationalsian'd 'citizens 'of' the.UiiitedtStates<'repre- 
i ' ; seating a foreign governmentj-fif-m, tor-corporation,'" doiihv •.h/utt 

6. United. 'States citizens:-— All citizens: of tlie lUnitea Stages ; not ! includednn 
a. above. . -dr tpD t: '.u odi ">1 hi- Win 

I/ 58, Authority for admission^: Geweral^eorrespondehce^arid'coffirSiini^- 
rons relating to visits will be' routed direct between ttli'e' vdrioiis'offices 'concerned' 

•; 0 : Foreign nationals.' -i sfiic-A'i Jo >.* 

(1) Foreign nationals (see' par.’ 57®).. will’- beladmitted ; ttd"G6vefhment : -'df 
• v* v> n fs'i riJlcommerciar. mahufactunng establisbmentsW'fe^imeMaPlajjora- 

■i,ov ^ .Adories eng a •fi^••^n••eIa*ffiea^tw6fk•?Sr^pl^tet•6h^won'‘Wl«^%U 

V : • thority,-;.pfrithei r Assistan't‘'vGhief-Fdf^Staff,d'.<^2,' Wfir r “Depaftmeift 
General .Staff.! ITlieir.., applications ; win'’ , be'‘-made f >'throiigh> 1 dhe 

J ’ 'Appropriate dipiomaticlrepresentative' and 'will rl ihclude ; tMe following 

hi-i'ciM > information' :-n( Gi:: • 1. , (i i-idJUi-tv-ri ° 

10 ‘.r'iu . Name to full; m.- *16 iidt '.v,?, ca to .mid, mil >4,1 

■ ,;o',o.lrr (•6)AOfficiahjt'itletdripositiori;3.’i ^i ac-aI veil ix—mtprio-i 

. .... ? 1. ■ (ci), Nahie^ of, .plant nor., plapts-’to which '- aciihissidh is desired. 

■. , ■ Dat ® 9 f vis R or dates between which" visits' 'are desired 

.-v j'-.i.t.-., m.,iii(e)> Eurpose.'fof ivisit.';Jht yJ n..K lim-i.Mi -«*5 ■u*Jtmy*ti (?;) 

; J m (‘2)’''Pribr to'J’authdrizingryif' .visitiit'o r .a? WarS'Department 'br- commercial 
~ manufacturing estabiishmeht' J engaged’sin ''classified I wdrk or proj- 

N, ,,„D :ects,athpi:AssistantnGhiefd 0 f f'Staff.'Gr^^^War ''Edpartiheiit General 

n. .gtaff;t^Udsecure-> tbdPrecommeii^tion%^P^ie Wary ! Department 

an d the chief of the supply arm or^service' concerned ' ' 

^5^t<?toe.' rfpp^V^.d£- tbe^iBmanffilug oflicer 

or,- the. contractor, ADnitedn-iStatesicitizens’, Irexceptt'tbose'-fepfeseriting ’a ''foreign 

.governmenV&anp or^orporationlvMy'be admitted £ f6' ! War Department' or'conf- 
merciah manufacturing.Vestablishmehts ' ehgagedP r 6n classified work 0 or “projects 
under the following conditions : .%< 5 ‘n sdJ iiv_t!U'.,.r;ciou ton k! voirioei 
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-mcq n(l | ) :Gasual.-ivisitors,may be admitted provided, no ’Secret, confidential, or 
.•ymlkiiodnf ^restricted work-or'project isishown or'discusse'd. i,- ;,/■/; 

,fM}aoh('2)i: Representatives of ...other -United States, Government agencies, manu- 
ttf. i*«. vt'io/? ifacturers,. or, their .representatives, '.engineers; and. inventors cooperat- 
.vdming. ;inijWar • Department: ^work'.sandllhaving a /legitimate interest 
‘isoi'lo ntdioj. thereinfmay, -beii shown/, such> jworks,<or ; projects Fasvare considered 
fi’iov/ o dt ‘io neeessaryr.and’desirable:.by.fthe.;x',esponsible'chief of tsupply arm or 
noitBimoIni .service-yrAuthority/foriadmission Willbe in writing.- 'a> 

Hi',,' at (3)'jAccr.edited. reporters;” photographers ; [ andt. other, ■■■ ‘representatives of 
publicity agencies :inayi be ;'admitted-'to l manufacturing establish- 
ments engaged on .work- for the; War Department'provided classified 
■ matters, projects, or processes of manufacture 'are not shown or 
discussed with them. News items; photographs, and motion pictures 
JantfdeaA ml resulting tfrom- -the ;visit. ■. must , be/submitted/tOi, the Assistant Chief 
ad} tipuouiii of tj Staff;; .Gr-2, Wart Department General iiStaff,; for release prior 
to publication;-.--,:-.; • (. enc ../.Irfi*:)* in. (s. 

59. Responsibility of, commanding officer, Army representative, or inspec- 
tor. — a.- The commanding officer of 'a-imilitary manufacturing establishment or 
the Army representative or inspector at a commercial manufacturing establish- 

JTT'T'’ I ' T • X' ’ r. TJ ,', y ■ - c ‘ ,/(>., - • | ■ , , , , - 

ment is the local representative of; the War Department in- all' matters regarding 

f the admission of visitors. If, in his 'opinion, the situation at the time makes the 

jaldmission of a visitor inadvisable, he is empowered to postpone .the .visit and re- 

•quest instructions from,, the office which authorized it. b iivl'. t .«• 

. v b.,The commanding officer or Army representative will make a report to, the 

Assistant Chief of Staff, G-2, .War.. Department . General Staff, through the 

^appropriate, chief of , supply arm or service,- .giving the following information con- 
pD')n .... ■ *&*■,. r„;n w , .x ;*r ,Z r - ;u» io Li «x; 

cermng. foreigners, who visit establishments engaged in. classified projects: 

j .r> ti ..«r ; nurj*iiu. J 

- , . 7 (1), Name, official position, and nationality. 

iuii> J *-?,' 10 auojrioti nx2ii - 

^.(2) Authority for the -visit. ... ... <7 

*10 b03i»(uj0». ^i.J’ 111 iiO;r7.3U. > 

(3) v C Matters m .which- the visitors showed the,greatest interest. 

(4) 1 General nature of questions asked. „ v 

. n (5). Expressed, object of. the visit. .. ^„ rrt - . . . 

,(6) .Inspector’s estimate^of the real object of the visit. 

: r • (7) General estimate of ability, ’.intelligence, and technical ..knowledge of 

the visitor and his proficiency in the English language. 

„ - (8) -.A brief list of what was, shown and 'e^pldined!'"^ 1 .^;' / 

■60.-, Responsibility ' of ' ‘Government 'coiitractors.'^f/. 'Contractors or - subcon- 

1 :.."t bm/HA'.-.ii'-/- 

tractors engaged lu.work for.the War Department must-place such restrictions 

,, i «n»cr*wv xnfj ,'-v ■ ,-n',',ij/ vv u.fy - - ,v • * ■ 

on -the^movements ( of ^ persons, employed or entering theu? plants or offices as 

will give adequate security to secret, confidential,' or' restricted' matters in their 
■ .irWflnktt 

possession. In view., of,. the. wide differences in organization, arrangement, and 
. . ..^ytv-iiou. .PtniliD; •«.) vi.-.s ...a-'iiy •u.oiju .vmasiffErj jn.A. ® ’ 

physical make-up, of individual plants, no specific rules are practicable. There- 

, lO-iarntri .,,ui:. A .: *ii;-vv‘» j;ji, ,.i !■ ,ST. -A, ' ,1*. . • 

fore, local conditions at the plant and . the classification of the. project will deter- 
mine the, security measures to.be adopted. . -i'- 

• 6.- The following -general procedure m regard to visitors ^establishments or 
, plants engaged in classified projects for.the War Department is prescribed: 

(1) visitors -will be, accompanied .during,. their stay, at the plant by the 
, , ... ...inspector or Army, representative, amueinber of his office, or some 

. responsible person, who, is specifically, informed as to the necessary 

W-AA '.sfc&YLtiiBu. J-.o J ..mrovi ttaWuML . , 

. - ... limitations or restrictions, the scope of the visit, and the information 

.ya widiaeia *feuu». Tmnfiaamiu -.- ’ 

which may be furnished. 



REF ID: A4127207 



' 60—6 1 '.SAFEGUARDiNGf MILITARY! INFORMATION 

- ■ ,!i):.('2)MJnless'.specifically>;authorizea ./by. th'e ’authorities'-mentionedlin para- 
graph .58,? visitors : wilin' not ibe’.iallowedi;in' lanyi'ish'op, laboratory, 
-w.it* .-'r'l'. .drafting. iroom) orirsectionlof plant- where"; secret, i'"co"nfldential, 
•ttrRap: •srufof, restrieted>,matdfieTtf^Roeated'!orhwhere, classified work is in 

Jnv. 9 4 /I et ri progress, . nor .'willi.they -be <permitted;.tbi take? photographs. 

1 (T) War^Department icontraetorsowilPtsubmit to/the ''Contracting officer 
•to oar /Jao.nat'. the'.\ehd:ofi'each!'inbnth,'t'anddtiponotKe'.'conipletion‘. • of the ' work 
of project,? ai report' of- ialh’.visitors>wlio Shave .'gained information 
So .'vri'TtiJf? ^Goncernhi'gothe.iclassifiediiwbrk'i or /projects.! These' 'reports will 
-T.:ilo'hh ■ ?; : vanclucie.'-thet followingrinformation'C.jir.-V'’ i ' 

i ■;.' , r. o(.o)ifNam'e;,.officialVposi'tiori5: and' nationality;? KfcTO* 
r: uvrid" i':f r(’b) .vAddress.U'cr io a;:::-„soor'3 ro 

;:.iJto>rc (®;)s Author ityi-for.-visiU .modi d;hr 

.1-7! 10 ~ 02') ’.-The cdhtrac’tiriginofficef-dwillr.stibmits the /reports lito ithe Assistant 
\t". k - o'k’caj? Chief vofi'StaffiOCbS, iWaid'Bepaftment General?: Staff; through the 
appropriate chief of supply arm or service/ lib’, ;;j el 
-j'-C'-'i'i ;■> x ovUs'iii-- 7 vir/A //sslffc ' •a.'d&a&htv.r.;} - its .Go 

•;.i ,’,'o ndr- saba...-:vhi.TO<h Y'SEcragNgVTT *>«*>:•'.« ptilhi/nr^/oa adT .is — .so* 

i sbi«uii*!«.v fl-in i- o-ulfcSii&rrowft tj»:i cdi 

AIRSPACE RESERVATIONS,,, RESERVED. AREAS, AND RESTRICTED^ 

'L 'Oii .V/* :y;;, : , >. U. i i 12 k I' VSU i Gipv > i* -,. i l J .0 V . i&L USJUk j.u^XJa 

cfij i.i'rAni scjR ?-L 1 ;. a., ; * ;i* odl .u^-SjVAia lb ,'il AifiLlf Ti iio i-.chcAs on! 

... Paragraph 



Restricted areas 

<J ’ 6 £•■ Airspace Reservations 1 .— «. Airspace' reserwtidrts iiver 1 triiutafy ' i nstaZ lo- 

^0 -m'( i)‘ a Por u reasons "'of ’ national 1 ' 3 defense,' 1 , /flying'^over^terd'eei/' 1 Proving 
portions' 'of; Port' Hoyle 1 'arid .' Edgewood ' AVsenai 3 Military 
Reservations, and 1 * portions of 1 Rush* Riyer, 1 ' Gunpowder River, and 

• ’ * -p pry p* t , f •••("; I 

Chesapeake Bay— all in^the State" of "Maryland-^is prohibited or 
' J 're‘stricted'By''Executiv^,‘Order||No. ^TPSS^Octblier 1 8^'l938.^ \ 

N (2) For reasons of public "s&etj£ ktR''aWraft;‘js ^orbiddejEf by'Execu- 
. live Order No. 7138, AugusVl2' 1935, '.to operate" bver'theifollowing 

, ^reservations or areas , r exeept .,by. special permission .or tbe War 
'i- ' ;> Ai-n - =r^»rrv?n|JVh:Ji'/. .vri'j-.u. -i • •-(.«; 

Department ,or the Navy Department: 

' Picatinny. Arsenal,' Dover, New Jersey. 

„ • ■ ffiStuum:*; :-y» rv/sv,-; tint V>nd A ( 8 ) 

, Savanna Ordnance Depot, .Savanna, Illinois _ __ 

' .‘'‘^ansemq£a'7)l^^^ fc 2^^'^i^r^bnti(, Virginia!^'"’ * 
— - Wingate" Ordtiance' Depot, J J 

f»5D«< ’Oamp .Stanley Ordnance' Reservation, Leon "Sp'Hngsf Texas. r '° 

Ro'R r.i <^d| ^ari^^rle^ V B ^ « w 

-ior/'S,^ 

‘"'"Port Pickens," western 'portion ‘of 'Santa 'Rosa 1 island,' 'Pensacola 
;? t x-IuMk-xlt-Vki ■ ..t bar scaup ofl ' to •*> i-wi .sna 

Bay, Florida. • . r+ . /t 

. Fort .Barry, near. Point" 3 Bonita 'Lighthouse,’' San Francisco 'Bay, 
to 'A./iNp"? at fit,-; ,?•: aiab.*; =.•<« a.-p oa'f .v. 

- . „r, , California^ r J --i.rr-f-t 

.... ... "Oanby‘,';near‘'Cape L Disappoihtm'entAighthbuse/.Washingtbnr' 

" Fort’ Casey“near' Admiralty ^‘Hea'd Lighthouse,^ Washington. 

' "~ 1 Naval Ampffuait|pff ,"D^»ti'.iEHn^lSm,f Massachusetts. 
..Naval^Aminunition' Depot, Fo^p&^yett^'^e^'/Xprk. 

~ ' "Na val 1 'Ammunitkiii ' Depot, ' Lfike" Dehmarkj New^jersey. 

■ ... * . Astir.u-lirt as* 'turn: daidvi 
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Naval Ammunition Depot, 4 IStTiJuliens Creek, Virginia. 

Naval Ammunition Depot, Hawthorne, Nevada. . 

Naval Ammunition -Depot', ' Mare' Island, California. 

. -.Naval Ammimition, Depot, Puget. .Soundj^Washpgton.^.,,,; 4 

nohi-iw Virginia. b 

Naval Torpedo Station, Newport,. Rhode Island v . 4 ,V- '«■ 

"*'• Naval Torpedo Station, Keyport,, Washington.- v ., 

' " ’ Naval -Ordnance Plant, Baldwin;i’Long Island;-New. York: , w ... 

♦Un /NavateEuel Depot,: ;San Diego, nGalifpfniaw.u^ro % £ til 

'vVThatipart of ,the?Aleutian- Islands,?. Alaska, with! their territorial 
M < ' waters; rlying iwest' ofethe T67th ( meridiah, west 'longitude. 

-pn 7 n;( 3 )oExecutive'' Order! Nor '8251 ji-Septe'mb'er 12vl939, ,declares. the ^lrspace 
3 + ,;•> nti ' Pb 7r> abovei thei.Oahal 1 =Zorie; ; including -the. .territorial^ .waters withm the 

b 3 ^<c4 .i 3 ; ihile?inarineS boundary ’at; eachaend;of „the;Canalras a nd lit, ay 

s-r'to'.' dot airspacei-resefyationjito > ber -known' as. the. -Canal/Zoiie -Milita y 
ViiiO . rioitiReseryatibn,” ahd'.sets.forth tlietregulationsigoyermngithe operation 
at vfip'j -iiaof'iprivateJaircfaftFtherei'n'. pit Um 9tli 

SdTto iW'jicBy -'Executive. Orderr No.'';5281,' FebfuaryblT, :1930,rtheI.air S pace over 

tamsltixt •xi-'f.each r.ofethe [following! harbors,', declared icloseffipoyts by Execu iv 

' ' •' order No. 1613, September.i23,.ilP12, ?wasireserved:.and: set- aside for 
vTnllim ol igovMenteL.pnrpos'esIiasIra' prohibiteffaarea owithin .which civil 
stii do •{boiaiaircra'ftl Fare notrautBorizedi to navigate, exceptj.by -.special authoi ty 

!j;- 7 ;ofdthecUniteduStatesnNavyr.Department:vOii iw; "-'If-o . 

v.V-G-d:. potato Tortugas^rElorida.' ? <»t spit;™ r i fnb'jr; ; ,5 y^forj. 

-be bmt HOfli exGreat jHarbbr;iCulehfa;: J1 Hr* 5o 1 'iotov e .',:su:o ; /?: 

... , .Guantanamo Naval Station, Guba-.nU.y odi '1°.-' 1 l> - ■ 

no-ia gnrne* edtE^rihHarb'orr;Hawaii.f’f.rr- oi| 9,'mct -ni iii;d tu'+sn O,., ... 

YlkodJifA i ivk* . Guamlh ■ 0 ().; i-R c * .b-prrxtl e*w,<tm ' • 

tnopitjoa ifsloSubici.Bay;;RhilippiheiIslands.i'«i a aofltoal Hn» M.. 

.Kiska, Aleutian Islands. , AUoF.'xdc ^ 

6. Territory of. Hawaii^ Section 3, Air Commerce Regulations of the Tejr - 
tory of Hawaii, prohibits private 1 and -commercial aircraft from flying ove . 
crossing^wiy part of piginoild Kame ' 

lunlted.: States! and "Phiiippine .Governments .within j a. distarice 
r t he perimeter- -of-Gorregidor Island, Fraile Island, Carabao- Island-, and ; Ca 
SlloHslandrManila-.Bay; and Subic Bayrlsland-of-Luzonr and l within 2 miles 
of the' perimeter of Cavltb 'Penmsula/ Manila 'Bay, is prohib ted by section .90, 

'fi t ,r K r r 15" 1935 TiA'.ii'iax 10 uow-iOuio w flb.i mo/a hut u- m ■a-.l ■ m j 

■ta¥^ : bb^f^'tion , , I p6st,' , campV , stati&n', ff oriInstallatioh'- ! dvef%bich-afltairspace‘re&- 

ervation 6 has-been esteblisbed te 

■nated'Taifspace'anflifdFprompbfeport^tbfrh'e-Adjiit^n^General, torough m ^ 

chanhels, 1 'of- any iUegaPfligb'^tbefeih.- a^-9vo a *; • - j- -IV 

62. -Restricted' are^Sl^gi'^ibrif^ a 1 -post, 

'camp, 'station, o ofT-installationiis Srespon'siBl^ for- th'e designation -and pioper 
’safeluafding r ‘'6f Testfiet^ arefe.Mflf local’Jcbndltibris 'dictate, tlhe will maik all 
ordinary entrances or approaches toWafeas with^^feadingTas foliows: 
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,:!:x ) .;ft>\fr,TtSFi£RN'IN6 nniil r vi'fsi : !'- I *•7.-/1 ; 

• ■ v BBSngC^. A^^iiiprtjigBt A. . *-•. . 

It is unlawful ‘to WTltten P er ' 

. . . . /' cfjal -ofcc/K: v.^r-^4. ,<*':?’ •& ♦UV^-T. JR-ynJrt t .. . • . 

"dssion «***. IfiTftJ? - . - • 

6. Prooeiure'in.case ofiviolationlrmin^:-^^ qcffBt&tp Ir- nZ 

(1) The commanding!! officer, ; of ^military i reservation, post, camp, 
Khnti.'ot ^station,'/ orjCdristallatioM will ; caused any .ipersondThot subject to 

.'.p-Ki-A military ,Iaw>' whor'entersii;a' ; ;restrictea’:iarea'3(or building to be 

0 . ,r ;l r r,Q detained, .Svafnecl ofdhis. Tights, 1 .^ au- 

1, di f‘thorityir,iIf J it'is a r fifstioffenseand'tBefeiisTho3etidence of deliberate 

vtr,«f.'.A .?*' - int'entj'Jthe .offender ‘may ’ be' warned-;again?tirepetitioffi and released 

' V j;, ■>:!!’,: a, lipon the surrender of;- any! unlawfulrphotographr 'sketch, picture, 

»»oH;mi|'i o drawing, ;map,ibrkgraphi‘c representation 'imffiis possession. Other- 
wise the offender will be delivered ^without-’ unnecessary delay to 
t,vo Tii the'. nearest .United t States.. marshal! witlra writtenrstatement of the 

; 'factspthe mamesrarid addressesiofdhe'wifnessesj-nn'd.'such pertinent 

7v ) • .■ exhiblts-asViriay, be, available;' dir . ,* ‘icfi-rO 

p.-pj ,;(2) .oWh'enian investigatibhireveals-.thab a< person' notnsubject to military 

- v -ti.i'law ha'sientered Isuch a restricted! area i.or ‘building,-; custody of the 

individual not having Abeem, effected) •-ItheYcommariding officer will 
promptly forward in writing to thei nearest '.United States distiict 
attorney a report of all the 'facts, ^including', the; names and ad- 
dresses of the witnesses; 

(3) A report will be made through. military, .channels .to! the corps area 
commander of each ease brought to the attention /of civil authority 
and' will include a brief of all the facts and 'copies-, of all pertinent 
communications. ..••»*! t i*-7 utiilftt.-. xA i/< 

-'51-'.!!' '•«!» j.'df,; -’0. eaaamiii. ’ • (’A A! i».-Ma33 .i vYuR V* Vv’*' 't • ■ •'* 

-.O -.ovo p.-U-u’.f'o: i ■rmvy.in ’•Mv&MW -yjH'r.r-; ddo-./m vx* 

ViV fir*.'. f-c->' 7 . hK.:rd;!/i n«i not Itfi 
. •' f ' TROOP MOVEMENTS IN WAR * -y b ,, L . 

' .Paragraph 

„.?■> t.,,r ;.«di -mvo'jt.rai*. in m/e TLM&Ei”: 63 

General--------^------- .-r. • -rr. -,r •ictovr,*, , i ’ : L . ;'j ILd'I _ fme MU t it?L _ £>ni i 11 64 

Rail.. movementsffi„_ji.ni-.0-M-!..; „. 6 5 

.Embarkatlonri:_ s .4--e«^-r--'-7Hrf:r.SA--r!^r J ----.Pr«r- r --.=--..*-^„^^^-. ‘ gg 

M o e n t . t o f, • vessels- - - Tr ^-^ - “ ~x~ "i>- f:7 Is - 

- 63. General. -r^..fThe<prpxisipnSj of pthis^section .apply^onl^.in time of .-^ar.jjy, 

'■ V 'officers and ffien will avoid talk or discussion of military matters whileMn 
.any .public .place. and;w:in ,yiew .with.suspicion , any, person, asking, questions.-abput 

miii ' ta'iw -siiWe<^<erf.ffis(^^k.sS^rf9tfcSjvg^p ! -1^ere J i^CT^.x^M>te < -Bpsstt>|]ffiy 

that the information, may., reach., the,enemy.- i?!W B ; i.-r'/rfdrko a.-mf ecd ftoiirvio 

t ..c.iiui^^rsons 

of proposed inland or oversea movements vof j;organizations, detachments,:.. or 
individuals are forbidden- .t0r.make5publ.iC ', the -.details, of^such mpyemppts. go - 

■ d^ (T)AThe--hames. : of organizations, ^ppr.ts , of a embarkation, : , o^,-;ship.? .t04.be 

1'.. ; : 7 , C ;m i iusedd in^ troop . movements, : (3 or ’rthe.'date of:. departure,- , r arriya},,i,or 
; ffoiio*. pr.embarkattqn, vyill-.not be-disclpsed.^ , iiivfj. •*.- a -m 1 rc.itaUrw> 
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«, w» « .. X 

to'rah'routingi pUabl&'time and 
convey any infoimat „ rrival at any station, names of ships, 

< . •v»:isP.‘f‘ date, of departure^ rom fr^tlriation fbi r br^aniMtibnsT''y .“V. 

. ports 'of-- embarkation, --or. — ar g responsible thaf 'their',' command? 
*e. in time ; of war-fcommanding ffind in,.the 
are instructed, in. Q? ■ - M format ion .concerning. troop movements:. - 

dangers. involved. m. leak ^ ma , M n g . < rfWs-or*b&gi^.:tyM^CT^^ 

i:t64.A.RaiI •.movements— The ^^rKing 01 hbsKip'ii,f Ridden. ,, Baggage 

for oversea. shipment, will be ad^ssed 0 ^' n '| s tabTislied; to' the port 

' f .r-Mny. • 

storage r 6 fficer? 0 ' I< t “ ' ! ; -f_ ..... 
0<f65.,?Emb''&Matiori: r ^A« e^iuded'fromythe 'piere 

nocd P(d )" i ! Ali !, p.ef sons tiiot ' on ^ official , - y ;a • 1 y ' ,'y ' 

bacatffiO'J .•fit - r at ! 1 ’ail^ time's:’ ‘ ® teimitteffito' take cameras within 

-mi 70 (g-r-'-afify 'M^pfiotographerejvin ^imittea ! ^ 

m. ■■ tfiC 'limits 'of 'the pier “ . u^pre. ar- 



rra -*? tifose 1 ’sailing ^ ^ ^ 

no W*i ^• i 9ay^6fyskilin|>; : %hoffid ^ wiiriie 

otwilF-be'’ofderedaway smnan. by 'with"' whom’ they' were 'seen 



,«< jrMbnemeiit •! ofiroops . R°r so. ■ Attention.' 'Troops' will .be 

"moveR '.under cover of • hoid'fis men. below 

^vedmiiMg H ^yligbt^ti}e comma _ at t'rafcli'ng a attention. . Signals 



bd r .ffags 'oYwMistles^shouid'bVliiptte^’to^^^ giv®? 1 concern- 

0^67? OveiSeasi— After ( wrlval 

3 a»’iu«m‘?es'' 6 r destinations; of organizations, B t&) of 'a rrival, de- 



-d ■m-r.t'fr'- {it *R‘ * ,**. v . . ...luv-RA ; o.yirni v - 
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-jRuGtmjc lo Pxt^fUvIr) y,tl,v -y -.v\Section;!IX? oi \i&Ztix>n ni U ic u'.'f '£} 

ntvr x/Ti.'jTf 'r^r /?r7t 'III .7 .*Vt V i t < >' i* 1 ' s ni 

: .EXTRACTS F.ROM . PERTINENT LAW S A NDj REGULATIONS 

hoc on in aim:;, -.fi ^abo.« Itu o. ju ° 

.et/faf-t V. F.3isn i. .imitate y,nn in ,lr>yht:; to moil awtjx:-*'!'; ->p ytef* Paragraph 

Military reseryations^nlawfai 6S 

The Espionage Act ' -S~ 'll’ - . T l _ . _ «<) 

Frote'etioniol : clifssiflfe'd>p&ris*and ’speeiflcaRonslt ' v t'j 

Protection of (iipIomatU:;eodes:.'.7tl.'iU^L.ri'i : A n _'e -.'ll. 

JBTrjjOg radio cpmmunlcation_ T _;-_j__^_^w_i_^i^i_ 7 .-g^___^t= £ ^s__-^_-_.._XL“'^__"iQ73 

Laws and regulations, governing, internaOoual\traflle’ in arms-11 I _ I L ---. 71 

Photographs,' 'etc., 'of J milifiry and J haVal l 'defenses-jrji I '^i‘i 1 j'ilJA^i-t?_ : ' 1 ii ' 75 
jior •,/.'? 5 k '(x-;T3 ft?" •■'•■' ut r i it -1\ : *>.? fit / irrimr.hia u.i7v?Fo ;ui 

•hr<® 8, m¥$ ftMT?-. reserya-tioiiSj.iAiiila^TOT ul e»try.— ^hoe^er.^shaU gp,-,uppn b any. mili- 
tary reservation, army post, fort, or. arsenal, for any purpose; prohibited , by 'law 
or military regulation made in pursuance ( of ,law,-or y wlioever ^shall reenter'or^be 
fpund ,,tyitliin ; -any. such, reseryation^gpst, -fort,., or .arsenal, " af ter 'having been 
removed therefrom dr ordered not to reenter by any officer^ per son in command 
or . charge„thereof,. shaU-^ be, fined not ; more, ,,than. five ’hundred ^dollars;; or im- 
prisoned not more than' six’ months, ,or„.both a -Sec. ^5^-aot, March 4 , 1909 (35 

/. <r,} 

•j % 69 ;[ . The, Espionage. Acfc-p^ Unlawfully^ obtaining _or^ vermAtting to be ob- 
tained, it^^rmatiq ^ . qlfecttotfmtig^,. ‘ nwhoever' for the pur- 

pose of . obtaining, information respecting "the, natip’nalr defeMev.with intent or 
reason, tp.'believe, that the information; .to be .obtained .is to be r used,to the injury 
pf, the tjnifedr^States,. or ; tp the, .advantage 7 ,of ...any foreign nation, . goes upon, 
enters, flies over, or , otherwise- obtains , information concerning;, any vessel, air- 
craft, ^Qtfe.i 5 f.d^?p^/jai 7 .^^ ; ^,Yal-^tioi^.TObmari 9 e~lbase, coaling-station, 
fort, t battery, .torped^ station,. ^dockyard, canal, railroad, arsenal, r camp,. .factory, 
mine , ' telegraph, Ijt^phjpe^yWj^eJ^^r signal , station, building,, office^ ,or .other 
place connected with the national defense, owned or constructed, or, -in progress 
pf,constr.uction r by ^.Uyi^ ( ^^9r,j^^r it the;<»ntepl 
of anjj,,6f.its o^cera'p^ageu^,^ ^isdj^tioi^of^.'Dnited 

inajtertafe gj. ij^ti^ent§ ft iqr a u|^..in. time of..Sfar. > a^ n ^tog*^d^,i>r^)ared,; re r 

hpjRracUp^ .agreement , wjith , the . United^tetes, .or 
'witli any' person ton . behalf, q£.the, f Unitedi,States,^or,otherwise..on behalf of ;the 
.hhiited,, States,. yor^.any.^.prohibitedj place_j , within the, meaning.qf, section,- six., of 
this title ; .pr.,(b),.whoe.verdfop, .the’piirpose aforesaid, and-wwith- like. intent'- or 
reason .to believe,, cojiies, : takes, 0 makes,. or obtains, or attempts, , or 0 inducesjor 
aids another to copy, take," make, or obtain, any sketch, photograph, photographic 
negative, blue- print, plan, map, model, Instrument, appliance, document, writing, 
or note of ; anything connected with' the national defense; or (c) whoever, for 
the purpose aforesaid, receives or obtains .or • agrees or attempts or induces or 
aids another to receive or obtain from, any -person, or from any source whatever, 
any document, writing, code book,' signal book, sketch, photograph, photographic 
negative,, blue print, plan,; map, model, instrument, appliance,- or note, of any : 
thing connected with the national defense, knowing or having reason to be- 
lieve, at the time he receives or obtains, or agrees or attempts or induces or aids 
another-- to receive , or obtain , it, that itrhas been or will be obtained, taken, 
made or disposed of by any person contrary to. the provisions of ' this title; or 
(d) whoever, lawfully or unlawfully having possession of, access to, control 
over, or being intrusted with any document, writing, code book, signal book, 
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sketch, ' photograph, 'Photos^ 1 ® 2£nsJ ' wlUfullyi communicates 

■ ubt' entitled ,to- receiw^t,. or wilfu Y knifed.. States! entitled! to. receive 

onideihand. td'tfie,ofBcer °. r ' em ^ with ^ o.r‘ having lawfullpossessioif prlcontrol 

itV-or ( e j whoever jlbemg^intrus ■ book> sketch, (photograph, '.photo-, 

of any document, wr .\ ting ’ ’ model, Vnote; dr;.infpfmation W relating.to 

graphic negative,rblue.prin ,1 > ** permits .theisametto-beuremoved 

the i Da tion^l ; ^eferi s e>^thr 0 ugh, .gross in; viblatidfi' of ."his trust; 

ffomiits' proper .place uf ^custody • shall be 'punished-h'y'.imprisonr 

• or ‘ to '•‘be -lc^tn stolen j .^abstracted,', or d^teoyed^sha gcret i on '., v the ' court; i be 

mentv for - not more' -than; 'ten F ®ai s W 'Stat. m)'A 

flned'hiot <mofe 'than ($10,000. m<> .(Sublioam 

50 W. c S.)C'SSi;M. Lvl989,,sec. U8^sec^,ao^ ^ ^ ^ ,, A ^ W . V (CAb 
U3, 76th Cong.).’ ■ national? defense:— (a) -'SVho- 

o:m e ,, t0 , b e "used ‘ to i the r.injur y.:.ofi 

ever,- with totent- hrl reason^ ^ nntihn}' communicates, 

th e c tJnited’‘tStaltes''fl 0 rf-to ithe:-a(^anta g A^^^ ^r.. j n ^ UGe g,_, aH Q^ er : - 1 to, icomt 
delivers, 7 or'tra^smits,HO».attempte f ^ ,g bfe rnmenhiror .to any! faction 

municate, deliver, For: a'ifL^i«ottntty,twhether;»<S)gniz^ 

or'part^orFmiUtaryor naval f « ic ^ hl “. it0 ., any representative, 'toffl.cer, mgent, 

. or. unrecognized by the United , States, ifidltect iy ( bany -do.cn- 

empl oy ee,d subject, »or citizen ,'thereo , ot o g faph, .photographic megar 

ment, ‘/writing,* code ib'ook;.' f^w^^entpfappliaiice;. oraiinf ormation 
tive',1 blue; print, ipten.-.maph'moe ^ t ■ , hed , m imprisonment forgot 

relating ; to: the'.natjonal -.d efens^ shall .yiqlateithe ..provisions 

more' than .twenty-years i.Rton d , .sh'alllbe' puniShedi.by.-death 

.of subsection (a) of this section in ttae>«'V. ^ and , (b ,). ^ho.e.ver, .in, time 
■or. byiimptisonment-vf or, not more than 1 _ c ' mmU n icat ed .to. ? ,the"enemy;, shall 
, of Gwar.utvith -intent (.that.. the:;same esball • . , to ; aicit m7 infprmati® 

. collect, srecpiSd; .publish;Lor*xcqm^u £ ,■ sc -q, .condition,-; oL dispositionipt 

withiTespect',to.‘.the mpy.e^at .n^J, :J^J :materIalsjo£; the United- States. 

, any of !itherarmed-.'fpr.ces, ships; - a ^ Q _ ; SU pp 0 ged 'plans; ;or .conduct; of; any 

pr Avith* respect fto ; the ^prkS;^r^mea_9ureSjjundeft 

.navahorimilitary-ioperatiop^ . ^ndedrfor ithe vfojtf^<|oAi»r 

taken if or j'or./cqnnect^ f^jH^v^elatlngF' to ,thea public,':defense, which 

any /place,', orcFany,’ other,! info - - ^nished'iby- death -.or; by 1 imprisonment 

might .Im^usefulito.-the 218);; 
for not more .tban-itbirty years: mfl-'f- 1 *- - T ^ 

50iPe>S. ^| £> .^ Qcoru ^o r ev. ( perspj0^conSRHS 

.Fid.hO or three of this titter and one or .more of 

to violate the provisions of sec . object of^tft«;«o9?Biracy>.''#sicteof.'^e 

such, persons rdppspany, afi tp - ,,be' punished as- in said:'sectipns.Erpvided^n^ : th| 

parties? totsuclijconspiracy , sha com lishment - 0 f ; ;which is vthejpbi^t -. of 

caseiof q the^doing) of- the: ; pl . ovid ed- ; conspiracies,'.tp ..commit .offpnses 
■suchhconspiracy.;:; Except i'.as.. .ah - & , p wided ' ^by.-sectipmtbirty-seYen^offtbe 

: under, this . title "shaRnbei punished, a M * \* f me y ited .states!. approyed 
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‘-•id. <HatfbbrMg : .or-uConcealyng ‘.violators : of.;daie::^3yho,everVhafbors;sor!,conceals: 
any: person: ’.whtfMfei (knows, -For- hasdreasohable /grounds* toe believe > orasuspect,- 
has: committed,- or-ls about-' to. icommitUJanjtoffensWi under? .thiSHtitle.-iShall} be 
punished'' byi imprisonment for '.mofetmore thahdten-jyears-jandomay, .inljthej dis- 
cretion of- the, court, (be'fin'ed'ndt more (than :$10,000.-.» ■Bee7'.5,:JPitle, I axact/Mme 
15, H9li: . ( bO/Stat:., 219Y;::50 ,W:,SP On 35/;r.sec.\12,-:OCf «MaKch>28;<,19tf t A'PuMicf 
No:443, 76th Gong:). d'VN;y .-food lr. ! '-'-h- .Food ohict ./mil'!-./ .iil-mpr-.j-i ■jrrij to 
•fie: i Designation of:<pr6hiMted),pldcesKby,cpr.oclama £ tiorf.'rP The President indtime 
of* ,war/.or an: case of-: natidnal^emergency-cmayi by; proclamation .designate! any, 
place others than .those! setoforth /in /subsection ,<1( a:),, of 1-section vonet. hereof : ( in 
1 which i anything . fort the.- use , of- the -Army, or. Navy, ,-is ,* being, t prepared eor c,con ; . 
strueted or .-stored as a: prohibited’ place, for ;the ..purposes- of ,this .title, u Provided; 
That" he \ shall determines; thatojinformation ,-jwith .frespecta thereto i)W,o,uldi;be. 
prejudicial! to The national defense. 1 .Sec.\6f;T,itlejI, ,act J 'June',15,\19i7c\ (40 JHafi 
219); 50 U:S. G. 36; M. L., 1939, sec: 2186.'‘ ' ' .{.\n-.M sU'W 

■f fUPldces~subject fonprO!^io««>; 0 /;\vfftis’A<i<le. 7 ^Thes,pr.oyislonsSs.of /this title 
shall (extend to ! all , ‘Territories,- possessions;; and} places s subjects) -to ;ther juris? 
diction 'of. .the United: States 'Iwhether/or, not; contiguous i thereto, tandpoffenses 
under .this 'title .when*/ committed! .upon ,the high>iseas-(Or,f;elsewhere iwithinrithe 
admiralty, and. maritime: jurisdiction; of: the -United -.States and. outside .the.yterr-i-, 
torial",limits-:thereof:;shalh be! punishable, here.under.v.- Sec::. 8, .‘'Title* I;<acttJuw 
15pl917r(40 Stati 219):;i50 .U:8..Ci.S7x ,eo.).-j'. Inilf-i ,.ii v,d h.-iim i.-toOiJ -m 
::g/.: Jurisdiction ' of i courts-martial and .military j.'comiMMSions.-^yNothingfilconj 
tained sin.; this: title .shall, be '.'deemed:,' to, (limit ithei jurisdictions of .the (general 
courts-martial,' military ..commissions,' of cnaval-ocourtSTinartial , undero'sections 
thirteen -hundred: and! forty-two! thirteen (hundred, arid , forty-three;, and '.sixteen 
hundred -and i twenty-four of the-Ttevisedv Statutes as amended, nSec. :7;c,Wttle>l-, 
act "June' 15pl917 (J,0.~Stat.v219).; 50 V..S. CC «&•'.;•<% si/i l.» (n) wdlw-.'T a-. 7a 
Jurisdiction of' courts of iCmial Zone' arid Philippine' I slandsr.ofl offenses on 
High seals.— 1 The Several' (courts' of 'first : instance.'in..the (Philippine , Islands varid 
the- -'district court!bf-!thet Canal-Zone* shidl'fhave'ujurisdicfioiVjof offenses, -under 
flUs^lAct'idommitted*! within vtheir"respective , "'districts,’-' and concurrent- r : jurisdic- 
tion: *with'i the* district^' courts;i of i-t-he'iUnitednStates: of .offensesiunder.-'this 'Act 
committed- mpon 'the''high!'seas;"andOof 'Conspiracies:- to 'commit such! offenses; 
as' defined by section Thirty fseven of^the-'Actl'entitled “An -Act'-to.codify,orevise; 
ahd' :? ameffd'-'the penatfUaws- of : tfie ^United' States-” -- approved'-OMarch-dfourth', 
nineteen 'hundfed’iand: nine, aMtthe”pfbvisibn'siiofiMidtsectidh', , £forjth'e> purpose 
of this Act', are 1 hereby-extended- -to' the'-PKilippineiTslands.Oanddtonthe Canal 
Zone:' In-'-such 'cases’- theU'dis'tricf- attorneys >of the»:Philippine- Islands- andiof 
the Canal Zone shall have the powers and'pefformTfie^dutiesUprbvided.iin'Tbis 
Aetrf6r->Un'ited: i States(attorneys:I i -Sec. '2f-Title 1X7 //,- act -'June '15‘,::1917;_t<;b<P>Stat. 
231) y-Wm'Si r C!-39:iH ■ In '#kxU vo-ov.} tUjLT.-t 'In enntiiwfij od) tds:Ut7 vf 
- 1 70.' The” Air - Corps 1 >‘ActI— •* : * ■> no’ 1 aliens* employed! by --a • 'contractor,! for 
furnishing' or' constx-ucting' aircraft-, or- dircrafti parts;: or -aeronautical accessories 
for -the iUnited’ States 'shall be .permitted-', to havekacces's to* the'"planstoi\>speci- 
fications or- -the^worh^undef Icdnstruetion'or td>participate' , in T the'.rcontract> trials 
without: the: wri ffenc/consent;. beforehand- :.'ofh tlie'rSecretary - of Jth'e -deparnient 
concerned, U Sec . W'4f), act'-JuTd®, d926i (W StaUUSO):; 10 imSSPO.xSlO * (?)»;. 
MxL.ti939'p'secjl9J#. ;j 5V/'-’ .'•■ .:**.'* 1 ::n fiailtHij.-; i±ni::nn ,ii; u-; 

,.-.1 ,‘d ,’3 ftv. MV& AoV.’ OM 
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•'i7-l. : Protection of classified'.plans’and speeifications;— (a-) -Nohllens, employed 
by a contractor in the performance '• of secret; .confidential, : or' restricted : Govern'-, 
merit 'contracts sliali'be: permitted td r have ; accessito the'-planSvor, (specifications, 
or- r the> wofktuhder such contracts, or to' participate in the contract trials,* unless, 
the written eonseht 'of '-.the 'head 1 of the 'Go'yernmeht department, iconcerned has* 
first. beenlbhtained, "and any -person who willfully violates'- qr through -negligence, 
perniitsdhe violation of the provisions of this subsection shall be fined not more' 
than $10,000 of 'imprisoned -not; more than *five years, or.both.x I<-i> b.-u- r 
-h (b;):oAriy Lalien ' who! obtains- employment ton secret,- confidential, r or rrestrieted- 
Government icontraets i -by-i willful misrepresentation of his : alien' status, or vwho 
makes i such willful' misrepresentation while seeking '-such' employment;', 'shall- be* 
fined -h'ot 1 ^mbre''*th'ah:$10;0fld’or imprisoried'hot more than five; years, or both, hi 
c r (c) v F6r.fMcpur-p0se ' , 'of this.-section, the' term ■ “person” , shall he construed' :to 
include . an ( individual; 'partnership, association;-) corporation, 'or '-other ''business 
enterpriseVOSec: llpdct'dunc-27$',' 19)0 (B ull. No:’'15\ r iW: '111/. .19)0) 

A':72; 1 Protection" ofrdiplomatic-'codes.— That vwhoever,., By. virtue'.’of hiS; employ- 

ment'.by'thelUnited' States, shall obtain from another or ; shall have'custo'dy of or, 
access Itp',':oryshall)ihave-.had '.custody.' of or accessctd; any oflicial- diplomatic code 
oriaiiyi matter. pfepafed;in, any‘-suehccode, prvWhich'pufports;td have 'been pre-: 
pafed .ih;anyl.'such code, -.and shall -willfuliy,' . without- authorization or..- competent 
authority, 'publishtorifu'rhish -to another: any sueh.eodejor, matter,! ori'any (matter, 
which was obtained while in the process of transmission between any'foreign 
government and 1 its diplomatic- mission, in the. United* States, , ('shall- be ifihed not 
mbreithaniiflO.OOOhrrimprisdnedlnot more than ten .years; or both .P Act June 10, 

198S~i(Jf8< Stat.112%).; 22:U.:'SrCi 135. ..-fi.- h U. ve 7i . .'A ytiil 

•• 73. Wire or radio communication. — a. Unauthorized, publication or use of 
cbmm«wicatio«s.'4-No;;pefs6ii-receiving?or'.assisting.in receiving, For, transmitting, 
or- assisting., ini transmitting;) any (intersta’tec.or. foreign; communications by wire 
or -radio' shhli* 'divulge: orYpublish* the existence, contents^ substance, purport, 
effect,-! of! meaning" thereof;- except; through authorized channels of." transmission 
brcreceptioh, -to^any -person, other ithan :the -addressee, his agent, ;or‘ attorney, or 
touai'person employedaor lauthorizedtto.-forward . such. communication; to its des- | || 

tination.'ior-oto proper): accounting.. or., distributing- officers of 'thenvarious com; J|j 

municating : centers , 'over . iwhich: the communication maya be .passed, :pr: to .the jjj 

master of. a ' ship I under- whom he .is serving, or. in responseifof arsubpena issued j j : 

byfaFcourfc.of -competent', jurisdiction, or.ro'n- deumndi.of other lawful! authority ; j j j 

an'd;ho:<personmot;being .authorized -by:: the sender shallaintercept any communi 7 ||. 

'cationland div.ulge! or,. publish .the J existence,-.contents;".substance;:purport, -.effect- !| , 

or 'meaningiofesuchjihtercepted communication , to. any'.person ;; and no 'person; not j ; J 

being entitled thereto shall receive or assist in receiving any interstate/or, -foreign j!; 

communicatiohTbyj-wirezor.'iradiovandluse -thej samelor. any .information-.therein j j 

cbntaihed''f6r;his.owh:benefit;6r:for the benefit ofcahpt-h'ermot entitled thereto.; and : 

noi personchavihgjjreceiyedusueh intercepted /communication .or 'having ibecome j 

acquairitednwith fhefebhtehtSj .. substance, '•jpurpor't, effect; or; meaning, of the same 
orjany,par.t thereof, ^ -.knowingAhaUsuch'informatipn'.was^so^obtained-, 'shall divulge j 

: orhpublishithefjexistence, -contents, -i substance,-;, purport, -(effect; or- meaning, ofcthe I j 

same 6r?anyipart,thereof; or^usetthe.isame.or any information Therein contained | 

for- hisi:Ownjbenefitj 1 or,--fpf 1 .the :beneflt;.of another -.notf.entitled thereto: Provided, ! 

Thatithisisection :shall. noha pplyuto theireceiving,,. divulging, publishing;, or utilizr ; * 

ingutheteontentsfbf! any. radio communicatiohi-.broadeast; or transmitted, by amar 
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feurs’-or/othefsifoKtheiuse'/ofAhe^enerab public;! or (relating) to, ships Int distress. 
Act 'June f 19; 1934: (4S.Stat;1103i) ; :47!{rf;:,B. C? 60S-. •;<*. slA A io;r.n-R<..rr: vd 

, -s :l?lQmemlsPenalty :-^Any persou''who.r.willfully,; and 'knowingly does; or, causes; 
. or jsuffersiitcf be>idbae> any ;aet,fjmatter;qqr % thing; jiniithis-jAct'prohlbt ted- ori.cter, 
clared r to l heiainlawfuhMor whoi'WiUfully.-.-and) knqwingly'Aqmitsror) fails/ito ,.dq 
any: a'ct;'imatter;t'or. dhihgldn' thislA’ct, -required: to*be donejrior^^illfullyf.and' 
knowingly' 1 causes iornsuffersisuch somissionchr.f failure; shall-j/upon (jeonyletiqm 
thereof, be punished for, -such, -offense;- for- whichvnoa penalty : (other, (than; a fog-; 
feiture)^ls-proyided:iierein,'byt'a’ fine (of tinqt-imqrerthani?^, 000 ; or;, by ^imprison- 
ment for a' J ’term-'of ;not"mbre,: thanutwo;(yearsf or7both;wrt4<?t\<?«®?:Jfe-,4^. (4& 

• sflKsr roiickos^lCT-.'ha. fcll'iv <©.:•, - i 

■ ,74. , ‘Laws- and regulations goYerningdnternationalitrafflcjsiniarniSi-jT^i ;Spgi 

• cial^provisions.inxegarJJo niUitary aecrets.^XJnder-ithe provisions 'pfiPart/ V of the 

LawsmridvRegulatiqns; Administered' by-the 'Department of State^Gpyerning Jnteri 
national Traffic: ihIArms,"3-mmumtion,;:ahd(!lmplementsiof iWar: andiOther;iMuni 3 
tioris.of War', 1938athe;Secretar.y,of:State-.will':nqt :, issuera;'’license[authorizing;the 
exportation ’ofnany. arms,- ammunition,- r, or /implements .qftwarjjconsjdere.dqbyjithe 
Secretary .o&JTaiv or 'by the Secretary of theiNavy‘:aS[instrumehts.:or<jappliances 
included 'among the articles, cdvefed-.by .those 'terms. as used.in this Act; if -in (their 
dpinion/nthey involve-'military.secrets.fof' interest? to the .-national '.-defense. I^T&e 
articles which: may! be so (considered are those fallihgtwithin-one -of jthe .following 
categories ;r ; -r’ rck ’kaam-;: ?- t - r t .TtC\t i-> o ,«,%,* .'oiilw 

_ j ; -1 -.Articles,, the - wholeyor any features'; :of (.which! have 'beenror lJ arecbeing 

i 1 ' developed ,or'manufactured;.by, or.jforAthe'.War-D'epaftment-'or, ,the 

Navy Department or with the "participation of;:'eitherVJof,;tkose 
-;o ^'Departments;;',-. ah'd:':v,5. ::a c*/iv7 .3?. 

•S'dtik(2i)rtArticles,' the;whole',.of'any':features: of which ;have-beem .used; or; are 
-cnibeing ‘.used; by.. r thei Warn ;Departhient;or,. r .the'fiNavyi Department- or 
-:-,or7'-\; -which ; eithernDepartm'ehti has, contracted^ tq:.;prb'eure.ffi; olSci io 

t -fofilncluded. among’ articles ^developed; byd6r'forzthd:-:War ,! Department. orj-tHe 
, Na vy:-©epartment;;are those ? which .-.have .been -.contracted' for byj.eithe'fqdepart- 
ment/or -which 1 have .beemdeveloped imaccordariee /.with Army: or Navy/specifica! 
tton§ and'j submitted to neither nDepartmentc for;.' evaluation -jfor procuremehtoit 
y e. 'Prospective ..'(exporters rof i;:arms,-:: ammunition/?, andvoimplements ilofeawar 
should, .rbefpfeiapplylngifgr-.a license?;to'-:autho'rize thelexportation iofrahy -article 
, falling.' withihtthe above categories) which mayi'.pbssibly.'.involyecmilitarycseerets 

■ of /'interest ’to: the -national 'defehsep <Mmmuniea'ten.with i.the JSecretaryatofi.State 
ihradvanee; of rthe 'proposed: shipment anvfifderjthat : <ffi'e'imayi be:. : in>:a> positionito 

. ascertain'.' for 1 the’ prospective .exporter:' whether; orrhoti-milita'ryssecretsi.'are,. in 
t'act;:involve'd 'therein;-7( : **(C .torr tA 1 ik-Ji., -ivt mst Ite/fe :'l3"s;ii A.’ !Pve 
.‘ ! 75vi Photographs, etc., "of 'military .andinavalydefensesi^a’.rtTha't.C'Whenever; 
intthe interestsi of :nationaWdefehse,i the:Presidentrshallidefine 'cefta.inlvital.'ihili? 
taryrandnriavaiVinstallati6ns^or..equipmentt':as- requiring'-proteetiondagainst; the 
generartdissemination. of 'information ■.relativ'edthereto?iitnshall.he7.uhlawful ’.to 
.make'iahydphbtograph.qsketchp' picture", drawing; .'ihap'vorn graphical represents; 
tion/pf; such'. vital military Tandrnava'l'fffis'tallationsqor .equipment:. without. -first 
'obtaining, permission’ , l of rthev'commahding:"offic'er.2of7the::mili'ta.ryior\,naval (post* 
campN'df. station' concerned, 1 ! oriliiglier. authority' .-anddpromptly. submitting the 
.pfo’ductcobtaihe'ddto.such'icommandihg/.'officerio'rffiigheivauthoVityifori'cens'orship 
orrsuch' o’thefnactioh as hetmayrdeeml'neceasaryjK AnyVpersoh'foundt'guilty.iof r a 
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.violation ofuthis section, shall upon'..convict.iombe’)ipunished:bya‘ fine" of-; not -more 
than $1,000 or by imprisonment for not more; than 6ne:.yeaf;,or by -bo th'i such’ fine 
.anddmprisqninenfc-'OYq Jncioam ,l:oct .w'Y't.hm ia*“" R> -i'l'u'.if;.: v.,;A (;i 
Seo. 2. Any person who.,-;uses'iqr.:permits,ori:pfocuresv;thenuse;rofoan'falrcraft 
.fqrfethe puipgs,era.ofAmakingtjaH'Photograph)ksketch;7jpicture,7idrawing;nmapi) or 
graphical ^representation, : of yitalt military or t naval installations! or, -equipm'ent; 
in violatiqhaofojthejipreceding.jsectipn.o shall' ‘.hef.:liablet to ; the,:.penalty> therein 
prqylded.m hatfrdidiiiaa -Mftr.no/f w yiololiimi uoi)nrrr:'>-; s-mq-iia '(' A «, •) 
01§Eg.38? ©P) andx after, .thirty,. days fr.omdth'e} datehupontowhich.lthe -President 
defines any vital military or naval installation or equipment /as ffieihgCwithin 
the category contemplated under, -.the- first, •section'/of,. ithis ,Act;iit'shall, ^be.uhlaw- 
ful for any person to reproduce, p.ublishifrselljcfir j givey awayi any-,, photograph, 
sketch, -picture, j.drawing,' map, Rorigraphicalrr.epresentatioh.fof -.thexvital. military 
or nayal. installations ..or (I equipmentj so-.defined,B without vfirsti obtaining pevihis! 
sion of the commanding officer of thecmilitaryror naval! post.i'camp; -or station 
concernedrror higher.* .authority,;, unlesscsuch? photograph, 7, sketch;-, picture, '/draw- 
ing, ) ( map,j.or, (graphical representation jhas clearlyi.-indicated^ th'ereon.rthat 'it. has 
b^n 3 ,censpred-r,bj;^t-heT. proper 7 military) or,;nnayah;authoi'ity-.: r Anyipersoncf o’und 
guiltyr-ipf .a^iffiolaUqny-,qf j vtiii'8 sectionl;, shall jiponnponylctiomibeir, punished- as 
projvidedjnjthe-firstr.section^qf this Actinn-q'v.'b X-jfdf&itia \ton cva dif-i 

an -*di 10 pnArtsySi sdi So odJ*ht - 

Seo. 5. The provisions, of this -Act shall, s extend -to -all • Territories," posses- 

sions’ and' places subject . fo, the- jurisdiction ,of - f the .United . States,,, -.whether 
contiguous thereto, or not and ^offenses; under, this^Act-, when^committed .upon 
or over the high, seas, or, elsewhere, 'within, ,the., admiralty, and maritime , -juris- 
rliction of the United States„and,.outside T the .territorial limits .thereof- .shall .be, 

70 v+KCdinr. sdi -i-ffiiw Hm: V,:.a jD-I.. /-n.-U 
ecf) 'io -r.-.-H-m;;! ' m -rJif !-> 

WHEREAS section. 1, of the act of January, 12,. 1938„52 Stafe, 3, . provides : ... ,» 

0^# *1 x* i , ?’I Jl * Y*> c* j i’ . 1 1 'jf-t 1 it 1 1 : ■ m*> l’^ f’ji ■' » - 1 > ' j - * ,• » ** * - jj * A -’ - - 

'“That, -whenever; in. the,, interests' of, national defense,, the. President shall de- 
fine certain vital military and naval installations or equipment as, requiring .pro- 
tection against the general dissemination of informaHqnirelativ,e- thereto, tit shall 
be unlawful to make any photograph, sketch,. picture,, drawing, , y map, ( or. graphical 
representation of such vital military and naval' installations or equipment ‘-mthcrat 
first obtainingpermiss?on 'of the commanding officer of the military or naval post, 
(:amp;-' , or^ station' concerned, or higher authority,' and promptly submitting the 
product obtained to such commanding officer or higher authori ty,_for' censorship 
or such other action as he may deem necessary. Any personjfqund guilty of a 
violation of this section shall upon convi»ai^^_^j^jial' % By a,finie of not more 
than $1,000 or by imprisonment for not mofe , than''ohe year,' or by both such fine 
and imprisonment.” 

NOW, THEREFORE, by virtue of the authority vested in me by the fore- 
going statutory provisions, and in effectuation of the purposes of the said act 
of January 12, 1938, I hereby define the following as vital military and naval 
installations or equipment requiring protection against the general dissemina- 
tion of information relative thereto : / 

1. All military or naval installations and equipment which are now classified, 
designated, and marked under the authority or at the direction of the Secretary 
of War or the Secretary of the Navy as “secret,” “confidential,” or “restricted,” 
and all military or naval - installations --and ;- equipment which may hereafter 
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be so classified,' designated, t and, (marked ‘ with" the ’approval* or at r 'tfie direction 
ofithe , President', 'and 'located withim:;^ ♦fsfi " .f 5v_ 1 Ha'rt^ •*' T<i 70 red) 

( a) Any; military or naval reservation, post, arsenal, proving igrdund;i'range', 

mine :field,vcampr fort", 'yard; station, district, ‘or r area.‘ ff 7 / ‘R -*rA .11 ajjU... 

a 1 (?>’)" Any_;fdefenslv 1 e'/sea' , area''heretofpre''or.'ihereafter established 'and existing 
under' authorityitofi section 44 of' the United ’’States Criminal 'Code, 'as r amefiddd 
by. the, actlofifMarch 4? ■1917,')39.7Stat.')1194r('(:UuS.:C.^title018!dsec;( 96)'/ ' totv at 
, (c) Any airspace reservation heretofore' or hereafter established arid *'exisf- 

• ingfunder autho'ri tyyof 'section: 4 of ItherAir CommercelActi'of 1926 ('44’ State 570, 
U.,;S.' C:,:title 49, -sec.';17.4i).: r ■oiUd r r.l'’'d 'n-f\n vyi.'ifir: •{ >c ex, nob 

■ '' r '( , S)r Any;, 'naval* harbor .closed' to! foreign) vessels'am UA'dqm'Jtnoo vwttrttt) odJ 
^Cete'Any area; required. for fleet' 1 purposes./ r.vr-.o'.q'j’ at n w-terr t.hb act ini 
T7.(f..)';iAny + *commercial'> establishment, 'erigagedK'in'Gtfi'e /developmehttobr mamf 
facture of;, military;' dr /naval' ' , .arm^‘munitloW‘^uipiifent , / ,1 desigiis}i s'hips?- ‘or 
. vessels for the. United' States Army 'or ’Navy; *”> W.Pio m' r v'r:t ;c;:r> vd* ?o 
- T '‘2rAU , .militaryi or' navalTaircfaft, ,weaponsr'ammuriiti'6ri; 'vehicles', ships? vessels’, 
instruments, : engiries^mariufacturirig machinery,' ' tools,'' devices,' Ror-hafiy 0 other 
equipment" whatsoever, (in'.the 'possession pf»'th‘e* Army; or r Navy//6r r in''tHe >; course 
of experimentation, ‘"development; ; manufacture; or "delivery- ’for '‘the Army’-or 
Navy, which are now classified, designated, a rid 'marked ' under '- tiie' 1 'authority 
or at' the direction of the Secretary of* War or the Secretary" of the Navy as 
“secret,”.' • ‘‘confidential;” °or ^‘restricted 1 ,’’ and f aii* such ' .articles; materials', 1 '^ or 
equipment' which 'iriay hereafter Be' so 'classified; designated, and marfied’ '.with' 
the appfovaiWr‘ > at'the F direction* of'the President.' ,n •’ " 

“ '3. rj !All“ official military ‘or nSval' ’boBksf 'parn^hiets, - documents,.’ rei^rts, M rnap^ 
ch*aks; , ’piaris? f clesigais,' model's, 7 dVawiri^" phbtographs,' contracts, ' M qV '‘speciHca" 
tions, which are now marked under the authority or at 'the ‘direction of 1 r tKe 

f\- ,».(/, 1 j v, •> \ * ^ 1 »»i 

Secretary of War or the Secretary of the Navy as; “secret,” “confidential,” .or 
“restricted, and' all 'such" articles or ‘'equipment which” f riiay iSereafter / be'^so 
marked with’ tlieapnroval or at the* direction of ’the’ President.' E.O. No. 8381, 
March ’22” 19 i t 6 M ™ HdoiKtltetanl fB-rmc b:<« TWMbii Irtiy niaiiso cu‘£ 

jo ; ■ tA.ii'G'Vsib iF ! (5/- , f-4i)' , T ! i , -'- , -’ 0 '' il i io nohaninw«Ui. -,i'i tidier'.'. adMosl 

, 7 a 1 -y 'r’vcf src 7 '-. ' .-vr Mr. .LAdife ,dqc'rroK.ri.j -jii i' oum.t oi )rtyr<dfiff 3d 

1 firm iurtm-i "'li v ta to norJtl.mriotqst 

/. '•or if. "n't -y, :.7l/V. - rlt to -im'iio mubfiBmrrioq on) >ferft 

•; ;/ viwffif yI“';'tvu< .')«« '.ythofJt/re isdrid to 

'to? -'(■• "'J ' 1 7 c todvhi 'xsoiKo btiitiiimi'ai dm?, oi omiiitido tacboiq 

$ 0 -yriA "..'( - vasort fan ;: 5 i/mr ed’as aoi.io,) lsriio linr-. 10 

a- A;,-; ia nohorir" > o«.«K ii -d:i psitaea aid) to uoltnioit 

; :nB d . if: M tnomn. /rni,,': v,’ 10 OOO.tij and) 

.. ".i;jorn:io,'.rira>l ban 

-'roS -odi vd :r. tTiCF™ -m :odtr !3 to smhi; -t;\ "UG 'T 3 ii r N»iT ,'. 70 A 
T-r^rj 3-J3 5-i> .A: .'.'ti'rj yq t lo P* Bali yo'iq 'fiOjOTCirt' yfiton 

'.f.. Vm-tiijnj j-.-to- '.,j; rcl. -ofloi' adJ duKcb v/.'.Tid 1 PS. Y-nmifi'; to 
. . -jfnjT.jPif' ■ -Tcmr'. <•.<;>• r.<rij‘,oV,iq y«l'n»'ijpvj to cqnil'.:i(£)aai 

:oJbv*di ■A'tio.T! iiotimriotiii t,T noli 

,-jjs; ..■>• 'a -- -■ i . -- 1 ; (Tf-liJ G jnewrrinpf) fcgs ruoit itiAipa;. I vrerr '' wiiidiii ilk ,i: 

i.tOjcT »»? "rii ,"c ! iv‘r'i r t e ‘it fie .-o •riciodl'in sui iriw: fire At'dar io'eb 
ctn|-r^o-i-> . 1 l! '. i-iro:- -v-Tu;*' ui. '.vAA. “'it in v. /O j •>;..• iiit to ti,'V in 

'- 1 V'/ron r.qijivi ' !i ; ,u.s:gove RN mThtph iNTiM 7 oKncE':,i 9! 1 i rv j:.') 'TO- tt'ii‘'i III; fattG 
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SAFEGUARDING MILITARY INFORMATION 



Changes'! 
No. 1 / 



WAR DEPARTMENT, 
Washington, November 5, 1942. 



AR 380-5, September 28, 1942, is changed as follows : 

19. Transmission of classified documents. — a. Secret documents. 



(5) Transmits ion^by aircraft . — Secret documents, except those used by 
Army Air Forces personnel during flight, will be transported by 
aircraft or by\registered air mail only under exceptional circum- 
stances when in\the opinion of one of the authorities designated 
in paragraph 3c the emergency demands it. When transmitted by 
military aircraft they will be securely wrapped and placed in the 



When the flight of the 



custody of an officer other than the pilot. 

military aircraft is to lie, made over water the document will also 
be weighted. 



[A. G. 312.11 (11—4—42). (C 1, Nov. 5, 1942.) 
By order of the Secretary of Wai/ : 



Official : 

J. A. ULIO, 

Major General, 

The Adjutant General. 

Distribution : 

A ; E. 



G. C. MARSHALL, 

Chief of Staff. 
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SAFEGUARDING MILITARY INFORMATION 



Changes'! WAR DEPARTMENT, 

No. 2 j Washington, December 14, 1942. 

AR 380-5, September 28, 1942, Is changed as follows : 

5. Restricted matter. 

******* 

6. Examples of items classified as restricted: 

* * * * * . * * 

(8) Certain military maps; certain photomaps and all aerial photographs. 

(а) In the continental United States, those showing lay-out of 

military and naval radio stations, air bases, airdromes, air 
depots, supply bases, arsenals, and the adjacent terrain 
vital to their defense,, including photographs not other- 
wise classified which are not suitable for public release; 
and 

(б) In oversea possessions and foreign territory occupied by the 

forces of the United States, all topographic maps and 
photographs not otherwise classified which are not suitable 
for public release. 

(c) All aerial photographs not classified secret or confidential. 
* * * * * * * • 

[A. G. 312.11 (12-1-42) .] (C 2, Dee. 14, 1942.) 

19. Transmission of classified documents. 

* *■'*' * * * * 

c. Restricted documents . — Restricted documents may be transmitted by any 
authorized messenger, or by ordinary mail, express, or freight to any point in 
the United States and its possessions, provided they are carried on vessels or 
aircraft of United States registry, allied registry, or such vessels or aircraft, 
although not of United- States or allied registry, which are controlled and 
operated by the United States and do not pass through a foreign postal system. 
Restricted documents will be transmitted to and from foreign countries either 
in vessels or aircraft of United States registry, allied registry, or such vessels 
or aircraft, although not of United States or. allied registry,, which are con- 
trolled and operated by the United States. 

[A. G. 312.11 (12-1-42).] (C 2, Dec. 14. 1942.) 



By order of the Secbetary of War : 



Official : 

J. A. ULIO, 

Major General, 

The Adjutant General. 

Distribution ; 

A; E. 



G. C. MARSHALL, 

Chief of Staff. 
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SAFEGUARDING MILITARY INFORMATION 

Changes'! " WAR DEPARTMENT, 

No. 3 J Washington, December 22, 1942. 

All 380 - 5 , September 28, 1942, is changed as follows : 

10. Cancelation or change of classification. — a. The authority making the 
original classification, or higher authority, may cancel or change the classifica- 
tion of a document by writing or stamping over the mark at the top of the first 
page, “Classification canceled or changed to , by authority of (officer author- 

ized to change), by (name and grade of officer making the change and the date 
thereof).” This paragraph will in no way be construed as a limitation upon 
paragraph 38. 

* * * * * * * 

[A. G. 312.11 (11-13-42).] (C 3, Dec. 22, 1942.) 

37. Drafting messages. 

* * - * * * * ' * 

• 6. Standardization of the content and form of such documents as field orders 

and operation instructions is necessary, but when fixed expressions are repeated 
in a message the results are exceedingly dangerous to cryptographic security. 
Hence stereotyped phraseology and set form of expression, especially at the be- 
ginning or end of a message, will not be used. Examples of stereotyped begin- 
ning are as follows: “Reference your,” “Reurad,” “Reference my,” etc. Neces- 
sary references will be placed in the body of the message. The use of words 
and phrases as “padding” at the- beginning and/or end of messages tends 
to produce stereotyped phraseology and is prohibited except as specifically 
prescribed by instruction for the use of certain cryptographic systems. 

$ * S * * * ' * * - 

[A. G. 312.11 (11-13-42).] (C 3, Dec. 22, 1942.) 

By order of the Secretary of War : 

G. C. MARSHALL, 

Chief of Staff. 

Official : 

,T. A. TJLIO, - 

Ma jor General, ' 

The Adjutant General. 

Distribution : 

A ; E. 
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' SAFEGUARDING MILITARY INFORMATION 

Changes'! WAR DEPARTMENT, 

No. 4 J Washington, January 1, 1043. 

AR 380-5, September 28, 1942, Is changed as follows : 

59. Authority for admission. 

* * * * $ * # 

c. United States citizens. — Subject to the approval of the commanding officer 
or the contractor, United States citizens, except those representing a foreign 
government, firm, or corporation, may be admitted to War Department or com- 
mercial manufacturing establishments engaged' on classified work or projects 
under the following conditions : 

* * * * * * A 

(3) Accredited reporters, photographers, and other representatives of 
publicity agencies may be admitted to manufacturing establish- 
ments engaged on work for the War Department, provided classified 
matter, projects, or processes of manufacture are not shown or 
discussed with them. News items, photographs, and motion pictures 
resulting from the visit must be submitted to the War Department 
Bureau of Public Relations for review prior to publication. 

[A G. 312.11 (12-17-42).] (C 4, Jan. 1, 1943.) 

By order of the Secretary of War : - 

G. C. MARSHALL, , - 
Chief of Staff. 

Official: , 

J. A. ULIO, 

Major General, 

The Adjutant General. 

Distribution : 

A; E. 
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SAFEGUARDING MILITARY INFORMATION 

Changes 1 . . . • , -WAR DEPARTMENT, 

No. 5 J . . Washington, January 23, 1943, 

AR 380-5, -September 28, 1942, iseh'anged as follows : • 

5754. Protection of shipments via commercial carriers within the United 
States or its possessions. — a. Selection of shipping method. — Disclosure of in- 
formation pertaining to classified materiel will be prevented during trans- 
portation by one of the following methods of shipment, to be determined 
by a commissioned officer of the service, force, or organization authorizing 
its movement 'qualified to make such classification,- by, a higher authority so 
qualified, or by a military attache. _ .' «. r . 

b. Protection as -.for documents.— It size and quantity permit, classified 
materiel may be handled in the same manner as provided for similarly 
classified documents in paragraph 19. In- cases where, materiel is of such 
size or quantity as to create suspicion of its character and entail additional 
risk when transported in the same manner as documents, another method 
will be used. , v 

c. Railway express service protected by carrier’s guards. — Secret or confi- 

dential shipments may be shipped via Railway Express Agency, Incor- 
porated, after advance arrangements have been made for carrier to guard 
materiel from the time it leaves the hands Df consignor until delivered to 
consignee. Notwithstanding the general prohibition of insurance on Gov- 
ernment shipments, any classified shipments may be shipped at their actual 
value and notation of such value made on the bills of lading. (See AR 
30—905, 30—950, and 55—155). The officer determining the method of ship- 
ment will certify to the officer issuing the bill of lading the valuation to be 
used. ■ 

d. Ordinary railway express service protected by military guards. — This 
method of shipment may be chosen for secret or confidential materiel as pro- 
vided in g above. In such case the principles of regulations governing 
guarding of freight shipments (see par. 8, AR 55—155) will be followed so 
far as appropriate for express service, with the definite exception that guards 
with express shipments will be furnished with transportation requests. The 
number of guards detailed to protect the shipment will be a minimum con- 
sistent with security requirements. 

e. Air express via commercial air lines protected by military guards.— The 
provisions of d above will govern generally. 

f. Rail freight service protected by military guards. — See paragraph 8, AR 
55-155. 

g. Ordinary motor truck freight protected by military guards. — The prin- 
ciples of paragraph 8, AR 55—155, will govern. Only one guard will be used 
for short runs unless more are necessary. 

h. Water freight service protected by military guards. — The principles of 
paragraph 8, AR 55—155, will govern. When vessels are used which have 

508311°— 43 ....... 
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arrangements for carrying passengers, transportation requests will be issued. 
When vessels are used which do not have arrangements for carrying public 
passengers, carriage free or'at a reasonable charge, with appropriate arrange- 
ments for meals, will be negotiated. 

i. Straight or mixed troop trains. — Classified materiel accompanying troops 
will be adequately guarded by organization.personnel. 

j. Guards. — Guards sufficiently arined will be provided in accordance with 

paragraph 8, AB 55—155. Neither carrier’s nor military guards will be used 
for the sole purpose of preventing disclosure of information of restricted 
materiel. Guarded- service may be used on any shipment when necessary to 
prevent physical sabotage. When possible, where (concealment of the arm 
is not' necessary, submachine guns, automatic rifles, or rifles should be 
provided in preference to pistols. • j . , ' . , • - 

• [A. G. 312.11. (1-19-43).] *'(C 5,' Jan. 23, 1943.) j - 

58. Classification. *• 



c. Canadian nationals will be considered as and accorded the same privi- 
leges as citizens of the United States with- respect to the matter of .visits to 
Government or commercial manufacturing establishments and experimental 
laboratories engaged on classified work or projects. J- . : 

[A. G. 312.11 (1-19-43).] (C 5, Jan. 23, 1943.) 

By order of the Secretary of War : 



Official : 

J. A. UCIO, 

. Major General, 

The Adjutant General. 

Distribution : - 
A; E. 



i- 



(G. C. MARSHALL, 

' Chief of Staff. 



! 
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Changes 1 
No. 8 



WAR DEPARTMENT, 
Washington, February 24, 1948. 



AR 380-45, September 28, 1942, is changed as follows : 

14. Requests for military information. — a. All requests from private Indi- 
viduals, firms, or corporations and Federal or State agencies or departments 
for classified military information (except those requests defined under b and c 
below) are governed by the provisions of AR 410—5. 

a * a a a * a 



[A. G. 312.11 (1-21-43).] (C 8, Feb. 24, 1943.) 
By oboes of the Secbetaby of Wab: 



Official? 

J. A. U 1,10, 

Major General, ■ 

The Adjutant General. 
Distribution : 

A; B. 



G. C. MARSHALL, 

Chief of Btaff. 



f 



\ 



2A-37691ABCB 





W^ = 

JOU - ■* 


A4127207 




c(> 


/<; 7*4/^ 


/ 3 3b' 






£ fa £»b*J** 






(■*3 






REF ID : A4127207 

AR 380-5 

C 8 



SAFEGUARDING MILITARY INFORMATION 

Changes 1 WAR DEPARTMENT, 

No. 9 J Washington, March 16, 1943. 

AR 380-6, September 28, 1942, Is changed as follows : 

12. Reproduction of classified matter. 

o. The Commanding General of the Army Ground Forces, the Commanding 
General of the Army Air Forces, and the Commanding General ot the Army 
Service Forces are responsible that service magazines or journals published 
under their supervision comply with the provisions of these regulations relative 
to security of classified military information, and will submit all material for 
such publications to the Bureau of Public Relations for review and action 
before release. 

• * • • • • • 

[A.G. 812.11 (2-17-43).] (C 9, Mar. 16, 1948.) 

By obdkb op the Secretary of Was : 

Q. a MARSHALL, 

Chief of Staff. M 

Official : 

J. A. CLIO, 

Major General, 

The Adjutant General. 

Distribution : 

A; E. 
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SAFEGUARDING MILITARY INFORMATION 

Changes 1 ' . WAR DEPARTMENT, 

No. 10 J Washington, April 20, 1943. 

AR 380-5, September 28, 1942, is changed as follows : 

60. Embarkation. 

* * * * * # * 

6. Movement of troops — At ports of embarkation troop movements will be 
made so far as practicable without attracting undue attention. Authority to 
use bands during embarkation, of troops is left to the discretion of port com- 
manders where, in their opinion, the playing of a band will not jeopardize 
the security of the movement. 

[A. G. 312.11 (3-13-43).] (C 10, Apr. 20, 1943.) 

G. C. MARSHALL, 

Chief of Staff. 

Official : n 

J. A. ULIO, 

Major General, 

The Adjutant General. 

Distbibution : 

A; E. , 
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SAFEGUARDING MILITARY INFORMATION 



Changes 1 WAR DEPARTMENT, 

No. 11 j Washington, 11 June 1943. 

AR 380-5, 28 September 1942, Is changed as follows : 

11. Loss or subjection to compromise. — Any person in the military service 
or in its employ who may have knowledge of the loss or subjection to compromise 
of a secret or confidential document or article of materiel will promptly report 
that fact to the custodian of the document or materiel. The proper commanding 
officer will notify the office responsible for its issue, by the fastest means 
available, of the loss or subjection to compromise of a secret or registered 
item, or confidential operational plans, codes, ciphers, and weapons or equip- 
ment of vital importance to current or future operations, and will then in the 
case of a secret or confidential item make a thorough investigation of the cir- 
cumstances, fix the responsibility, and send to The Adjutant General, through 
military channels, a report with his recommendation in the case. 

[A. G. 312.11 (21 Apr. 43).] (C 11, 11 June 43.) 



By obdeb of the Secbetaby of Was : 



Official: 

J. A. ULIO, 

Major General , 

The Adjutant General. 



G. O. MARSHALL, 

Chief of Staff. 



Distribution : 
A; E. 
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SAFEGUARDING MILITARY INFORMATION 

Changes 1 V WAR DEPARTMENT, 

No! 12 J \ - Washington 25, D, C., 26 June 1943 

AR 380-5, 28 SeWember 1942, is changed as follows : 

61. Responsibility of Government contractors. 

sis * 

c. Rescinded. 

[A. G. 312.11 (11 Jun> (C 12, 20 Jim 43.) 

By order of the Secretar War : 

G. C. MARSHALL, 

Chief of Staff. 

Official : " ’ 

•T. A. ULIO, 

Major General , 

- The Adjutant General. 

Distribution : 

A ; E. 
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Section I 

.eaaiv-jr-iS . i d-icico ''mat* v .'ijo : ' 

?.v. c ; v ia t R.yUur.*r}7 ! 

.CC..O "i m .cl* ooo*;'.’; ; i • 

Purpose 

Definitions ___. 

Secret matter^ -2 1 _ _'Pi -U-±- JTIi _ i l : i 

Confidential matter c 7 i 77. i ii*_ 1 1 _ ri 

Restricted -matter- -L r7 ^-^- r ~x~~: 

Classification of information from ,other^gbvernmental. agencies_. 

•' \ ‘J - J.’t U . • i J'd;. lx‘JJ tM J'.l A .1 .. .... r-. • • -_ 

One, classification _ only — — — _ 7 

Overclassification 1 '2 l 1 ! _ jri-L-L _ J.J 1 J1 iti } L-t?- _ Jiillt 21 2 ” '8 

Responsibility ’ : _t a r _ hi _1‘ Ja-j f—’T. _!:* JI l. _-aJ ^ 'J l’l-' ur *9 

Cancelation or change of classification j ‘ 10 

.Loss or subjection, to compromise 



,*Tt 



.7I[:i:LJ2_A2ld'74 

__^,6 

*« nu 



11 



Reproduction of classified matter- _ i . JiA'. _ _' A._ ‘ __1 1----- 12 

'Right 'to possess classified 'military ihfdrma'tidnV---li-l’i-^2_’_l'_l"_ L __- , j£:._'_ f lit‘' — V-S "‘13 

Requests for military information — — ! t* J 5X1 _ 1 ■ ^ . _■! _ i -1’4 

•Dissemination oft classified' military . in f o r m a t i 0 n_ 1 _ 4 15 
Testimony before Congress 16 

Legislation pertaining to War Department — _l_i -1 — A — . 17 

< . , fj.'t '.i. ; , , . 1 . *q .> .»•: i. .,v v /.t v.iO .f 

1. Purpose. — Military^ information, is of , varying; degrees . of jj value: ;ito,., for- 

eign governments and thereforer requires .the r exercise .of varying degreesriof pre - 
caution for its safety. 'For the purpose of providing the necessary variations, in 
safeguarding the .several types of critical injormati.on, ,the classifications outlined 
[in paragraphs .3,- 4, and; 5 have-beeni.established; .All military information’ docu- 
.ments, development projects, andimat^riel other than ; that, classified as above are 
regarded. as unclassified.. „■ u: ro :nv;i m.-. . .■ . i.i .»Lf, i 

2. Definitions —a: Aircrqft.r^The^teim “aircraft” .includes. aU' weight-carry- 

ing devices-, or structures designed, to be [supported by- the air, either/iby -buoyance 
or jby dynamic; action., . - ei . t ., 'fur'acr kir / .<;,•(,*•. . -.ifi-M 

2). .Air. Apace j reservation.— An, mr^spaceyre'servation-is.-the air space, .-located 
above an area on the surface of the land or water, designated and, set . apart 
by-Executiver.qrderjOfjtbe President'Or by;;a iState,-, Commonwealth; or- Tei;ritory, 

77 "7 r *, r> , ” i 1 *• •. % .1 ' j;’* •* *; i ; r >;> '* •*. i ^ ■ /..-I uc rll Ti"'!’'! 

♦This pamphlet supersedes AR 380-5, June 18, 1941, including section II, Circular No. 281; 
‘section -V, Cireular’No.'- 242; and section'll, Circular No^ 252,' War Department, 1941 ; .^section 
IV, Circular No. 35;' and .section I/Ciroular -No. ‘i09r‘ War- Department, 1942. ‘M <"'• 
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over ^hich-t-he; .flight of .aircraft is prohibited or restricted; for l®e. : purpose£pf 
nationaUdefens^prjfor other, governmental purposes, j r,-03E ,n:d 

c. classified, 'military information . — Classified military information includes 
all information-, concerning documents, ' cryptographic- .deviepsndeyelopment proj- 
ects, and'matdriel classified as secret, confidential, "or restricted, as well as the 



items themselves. All other military-information, documents, development proj- 
fe-lectsf arid materiel are regarded as unclassified. , „ . „ 

y , . d. Cryptographic material . — Cryptographic material includes all documents 
and .devices employed iff changing 'plain-language' messages into^unintelligible 

.form by means of “codes" arid ciphers. - 1 - ■■■•*' 4 ' 1 

i . - . .. . .» i. 

v .. e. Cryptographic security .— ^ Cryptographic security is that branch, of signal com- 
'munication' whicE'deals with 'the provision of technically sounll^eryptographic 
"systems' their prophr use, and' ttMr'jMrauysaf^ardlnjg;. 

f. J Document .— The 'term “document” includes printed, 'mimeographed, typed, 
^pho'stped,'~ahd"written matter 'of' all hinds ; ';mapsV'‘pimt^mapi,'' arid aerial 

'■'photographs" arid "mosaics;' drawings, sketches^ 'notes;' amj i ljlueprmfs,'' or photo- 
static copies thereof; photographs_and.. photographic negatives; engineering 
data; correspondence and plans relating to research and development projects; 
and all other similar matter. 1. won j.tij 

g. Engineering data .— The term ^‘engineering data” comprises drawings, blue- 
prints, photostats, photographs, mathematical calculations, formulas, processes, 

■'and' all 7 similar items that can be reduced to documentary form. 

, r h; Foreign' government:— The term' ^reign~governinentMnaQaes''aify'j recog- 
nized '"o r nonr ecbgnized " gioTei^jmt~'ana''a^ r fact ion ~b F~^F~oOnsurgentg 
.; within, a country with which the United. States. is-at.peace. - e in r,., 
r *•- -Materiel . — The term “materiel” comprises -military -arms; armament,' equip- 
.ment, and supplies of ail , ‘cla'sses, 1 -iff6tfi 3 complete ‘arid in ' process of deyelppment 
^and" construction, “inoM^^ or ' ih^.part^'^esigns, 

emock-ups,: jigs, .fixtures, and dies, and all other components _or.accessories.-of 

^military -equipment. - .'-'oit.:-' o ev r *-; - 1 to wr icWmt'J 

*t i Mock-up:— A. - mock-up- is -a- model,- usually~ r fM' 'size/.arid' 1 construc'ted' 7 of 
r mexpensiye_material, made for the purpose of .gtijdyi-ng t the • construction .and^use 
• of an article, of. materiel or mechanical.device. -„v k; . 

fc- Paraphrasing . — To paraphrase a message is to rewrite it so- that its ineanibg 
‘‘is the same but its phraseology is- different.- — , - • — ' 7 m ; . ' 

1 l. Photomap.—A phofomap is a reproduction of an ’aerial mosaic, composite, 

■ "oft single vertical ’used -in place'of or 7 to supplement 'a mapd-‘- — - T " r .1 

a i m: 1 Registered ' document.- —A' r egistered 7 ddcuirierit- is an Wpdrtant • secret, 'con- 
fidential; or restricted <dbcum'ehf-'‘o£ cryptographic device ■ which'- is - assigne'd’ a 



register number for use fin accounting* td the 1 office of -record’at periodic- intervals. 

Reserved : -area:— A ' reserved'' area is an area on -the surface of the dand 
'of water desigriatedrand set -apart' by ffiecuttvI'-'orderoBf the -Pfesiderit-f or 'pur- 
poses of national defense, admittance to which is either -prohibited’or -restricted. 
*'- o? Short title. — A 'short "title' *'is -a 'designation- applied- to""a- : -registered' docu- 
' men t-for purposes of* security arid brevity. 1 <-It r consists of figures; letters, words, 
or combinations thereof, and usually contains an abbreviated ‘ designation 7 of 
•the. office Of origin without 1 giving ariyhirifdrfriatibn' refative' to- classification* or 
'content of-' the document, .v* so h -I oi.'T "o f. v.e tai? <•■". ."oC r : 

7 - p. United States .— The terriU'TJnited '-States” as used in -these - regulations 
includes the Canal Zone and all territory and waters, .continental .or. insular, 
'subject to the jurisdiction l : ’of ''tlie'.'phited States. ’ 'Sgc..i, T.itie Xlli^act Junt) 
'15, 1917 (1,6 Slat. 251; 50J7< i Sj(^Jio.;:k^i:,.Jt93^ w. -io '.Vi 
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d'-'g.* Visitor.— ^AS' used' iri’these'regulMionS a 'visitor -is any 'persoff' admitted- to 
H Gbverriment of ctimm'grcial 1 mariufa'ctufing’ establishment engaged in'classified 
'work or'project fof'the'War Depaftmeht'except— ' ‘ 

'' ! -' l (l‘) v ^ pbrson' employed : ’on th‘e-w6r^ ; 'or project', ' or Yi r . >'•> i ■ 

(2) A person directly and officially concerned with the 7 work' or ’project; 

• '3.’ Secret iriattef:— o’: 'When 'classified secret. — Docuinerit's,- ’clypfographic 'de- 
‘vices,’ 'devSopment. 1 precis; or -articles' of inatdfiel wllTbe -Slassified- and, - if 
practicable^ marked' secret when - disclosure '’of the 'information • or r feaf;uf es ' con- 
tained ' therein - might - endanger ' riatibnai' security, 'cause .'serious irijury Tr to the 
interest or ’prestige’ of -the nation or -*ariy governmental activity; or would be of 
great advantage to a foreign 'nation-''- . • i •' t-. 

b. Examples of items classified as- secret': "" •*. ”• ■ : -'Vr V> • . -• j .1 



(1) War plans. 



/•wh rtf. s 



'•■' >t ‘'(*2)‘-'''b'o5Sments'-relsftlng to the' design^ Md^developm'ent’ rf 6f' hew matdrlel 
• , ” 0! ah'd 'ebritalnihg J inf6rmatiori r of the" type ."described' in 'a above, 
inu ’■'(gy'JGodes,' ciphersF'and cryptogfapliic; device's used to- ; traifemifl secret 
information.- • “ 1 *•' 

(4) Certain military maps and photomaps. ’ C '■ 7 

')di 'u '* f ^rif( < i)i, , ih' , the > contihehtaf United 1 States; thosb’ illustrating and identi- 
^ mru fled 7 with' 'a war p’lahF-ihcludihg*'lhcal"‘d§fense plans, defense 
’■> projects', ’ or<‘ahy^phase thereof. 1 

> -ikni (tiy-tn oversea -possessions ’an’d foreign 'territory occupied by the 
c.r.i i : ,'->U j:r-i -•• forces of' the United’ States, those illustrating an approved 
. o war 'plan, iricluding" 'local defense plans, defense projects, or 

w. us'iiwh ' any phase-thereof ; tfiose'showing-the lay-out of permanent de- 
fense works and naval bases and "the ’adjacent terrain vital 
i'.m. 7 -to'-their"' defense’; arid 1 - thos'e"'that- serve td fix) definitely the 
is- '" , d3idcatioh >l bf any' element ■of’ ! pefmahent- defense works and 
£*?• ;• k 7 naval' bases.'^ . ctlll . » *r< ’i 

;' ,; '' o r '(5) ’Information' coricerning items of "tnateriel and methods of assembly 
classified as 'secrei' by a chief of 'a' supply service. 

- (6) ' Photographs', r t photostats,'' diagrams, or models of any secret docu- 

1<" ; jOgjeri^'Qrresseritial'part of secret l matdrieh • 'X. 




Trbdp’movemeh'ts— see section Vlll. 51 ’’U.' - '■ •Jryv.-t.* 
iriUriub.(.gy ' l ihfofmatidri 9! wHich ”wiH T ihdicate 't’Ke r 'strerigtH'"df- 7 garrisons in over- 
sea depaftWents’ahd 'foreigh-.Tefritory "occupied by 'the forces of 
' ■ '•'the 'Unitea- r 'Stafes or' information' dridicatingUthe ‘ composition of 

> - ii'i •"uriit's l dr thefotal-quahtity of specific items’ df equipment pertaining 
-i'it-.Z'iil X’ P therefo; except' ! that' ! maiiing 7 adiifesses will ■ include organizational 
orlt • '' r, '-fldesigriati6ris. l, ‘ 2s» " ..-"Uf.. s-.v ri r - 7 .< i. 

<; * ^AutWSrft&t-io ItfasSffit -dti secret~-— Matters, may be'Classified ksisecret only by 
•or by 'authority of the Secretary of ■WarJ'the’Under Secretary of War, an Assistant 
SecreWry -of War, ,! the -Chief- of ' Staff, 1 the 5 'Commanding General of the Army 
Ground Forces, the Commanding General of the Army Air Forces; the Commanding 
General-of the' Services of' SiTpplyjdri Assistant Chief of Staff of ‘the War Depart- 
ment GeneraPStaS,' ttle- : cHiefs' T 6f the’suppiy-and-admihistrative services, a general 
"officer, • the” commanding- officer'-of a 'depoty 'post," camp,--.station, - 'of independent 
command,^ ^the' ! comma'ndarit 'of -a-gerierah or'special'sefvice- school' 1 the chief of a 
military mission, a military- attache, l ’or r a 'riiiUtafy ’observer. i'- - ’mpr-r 

d. Dissemination 1 of~secrWTndtte~r.—TYie dissemination' of -secret matter- will be 
held to the absolute minimum. Information as to the contents or -whereabouts of 
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secret;matter- ( will-;be, disclosed only to, those persons; whose duties .require such 
knowledge. • <It .is. exclusively for. -the official -.,use,- of * the .person. to : whom,,it) is 
divulged or issued, who will be responsible for : its (Safe custody anffi security.; Mts 
inviolability is the duty and responsibility. of- all persons. having, knowledge thereof, 
no matter-how obtained., „ ;• ^ 

. 1,4,.. .Confidential matter.-^»._^7i.e» j . classified . • confidential.^— Documents, 

cryptographic, -devices^-development ^projects, ,, and articles of ;r materiel, h will be 
classified, and, if practicable, marked confidential whendisclosure^of the.informa- 
-tion .contained therein, <although;not endangering the national -security, might- be 
prejudicial to .the interest or prestige of the, -United: States; a governmental actiyity, 
or an individual, or be of advantage to a foreign,nation. . , . t • ", a rr v . T1 , ,, 

l>. Examples of items classified as confidential : y • . . f> • • . v _ 

(1) Regulations governing joint action of the Army and'. the Navy. , 

Mil; (2) .Documents, relatingfjto the,,design and ^development .of. new, materiel 
.r.-.'odu and containing information of, the type;described in a, above. 

<953^. (3) Codes, ^ciphers, ; and cryptographic deyice^-used to transmitjconfidential 
information.. -.a:. . 

(4) Certain military maps and photpmaps,,,,.,. , -• j 

-itnohj 3. (.<*), iln thevcontinental; tJnited States,; those^hoyring ilay-out of the 

-jr -j.^r^permanent defense works and naval .bases and the adjacent 
terrain vital to-jtheir, defense, ^and,- those that serve to fix 
•.jf, )•. definitely, the;ilocation-, of any. element of- ; permanent defense 

br.on/-'. tu; v ii . works .and mayal (bases;; except that when the complete map 
v> Jc'jC . :i •>' of-.a defense area consists of more than one sheet, only those 
crt i‘ . umis., *•’. n sheetsjshojving^defense .elements need- be classified as con- 

i ; , i w ., ■vit t fidenfi(ll. , .. . | j ; fi i . . ; . ; v. 1 

f.'i \ : if'- ",>C6.X. In oversea- ■, possessions;, and,. foreign; territory occupied by the 
}j >3 r. j -(jie '(forces,'. of. .' i the; C United_States, those,; not,, ;classified as secret, 
showing lay-out of military -and; naval radio stations, air 
... r,.. ;s t, q-q-bases,- airdromes;, air c depots,; supply, bases, arsenals, proving 
* grounds;, ,0F f any area;vital to defense.,- s 

(5) Technical information, tsuch as research, of processes-;of;-manufacture 

which may be a .distinct military. asset ,and, not, a ^matter of general 
knowledge, and other technical items.of -the, type described in a above, 
-v ■ -(6)itI?botographs, photostats, ,, diagrams, ^ori^models,; .of^any; confidential 
..; ; A,:' document , or essential.part of .confidential materiel. , , 

,. . , (7 ; ), - Certain ;repor.ts, -orders, ,|or instructions pertaining, to individuals, such 
.!•>*/ ■< i: ; as f those relating to 7 inyes,tigatiqns,, special assignments, and others. 

!:i, ,j' (8) .•Information and records, compiled- jat K the request of the War Depart- 
ment for its use in the assurance of adequate, provision for the 
-mobilization'., of ! materiel ; and- industrial, organizations; essential, to 
wartime -nee.ds.- t See, sec. 5q,-,added-to act June 3, 1916, Jby sec. 5, 
vai'j/, act ’June 4,.19.20 tl W. $-- c - 'Wfy.tM- h> 1939,' -sec. 

sa if-'i 1 rsui i?aO 1925hs- •< At. ';ra.>, qar io ’"4> •: .-fit y .v.' i. i ja-rojO 

. :(9) : ' Shipments, of machine prepared and, .manually prepared monthly, per/ 
q-.i (• -.-qsonnel -rosters and .W;.D.,A.-G. O. .Form, No. 303, (Report of .Change) 
;s’y_& -for, organizations and individuals outside, theqcontinental, limitsqpf 
a ■ - , rjj n the • United , State.s. ; ; r , Rosters cand^reports; of ^change .included in ,any 

shipment. need.notdje .indiyiduaUyyclassified. fj ( ,, j,,t . .-.an-M-a 

n .; (IOiXjAH informationrrelative.sto^specific quantities of .war, reserves, • ., 

"a m r *.•.;}« tLI oi e:j , o icui 'Cnf J . • . •• ■ i Li w 
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■X’iC&Authority Itbilclassify'AasiTconfidential'.^Ddcmaents,' development 1 projects, 
matdrieljrbr,. technical 1 , information'. may be classified as confidential by ; any coin 1 
missioned o'fficeriir : 'Caa-i caa; srfi -oita x'.i e.'a riiU j- r ’■ . - -i i « 

d. .Dissemination of confidential matter. — Confidential military information will 
neither be.‘discussed t with’nor 'disclosed to unauthorized persons.aqThe contents 
or. whereabouts'-of-'confidential'do'cumentsV'cryptOgraphic devicesl'of<'materi'el will 
be ;disclosed f onlyntooithosei persons I inuthe-Military • Establishment • wh'ose- duties 
require.! thato they have "such’/kriowle'dge 'and to'.' sueb - other 'persons^ of - 'especial 
trust r whoii-must-ibeoinformed.t .'Those to whom - confidential! inf ormatioh ds- : en- 
trusted or disclosed are responsible' f On its safe 'custody -and ‘securityi '‘- *- 0'ai' , i‘ * 
ta-5. 'Restricted, matter. ’ When, classified'ds restricted.— 'A' document, ' ^crypto- 
graphic; device, development’ 'project, 1 or article of matdfiel -willibe'classifie'd andi 
if r practicable, “'marked restricted^ when -information contained' ’therein *'is'--f Or 
official liseionly, or when its'-discldsure shouid'be limited'for-'fedsons’of admihis- 
trative - privacy' or denied the^gen'eral public.''' ;■ a -y’.'i ' l > 1C%7 nol'aoTWfcd Y 1 '- 1 ' 
6. Examples of items classified as restricted: l-'-'v/a- at- a'Uiycl 

■.Hi; ; ~ : (lj Certain partsof mobilization plans and 'regulations: ioJr.’- A 

-f--J '• (2)' Documents (relating to 'the 'design land- development of 'new-matdriel 
containing information' of tlie type-describe'dlin'iftfabove. r -' ■ 's: 

u-,:-. '(3). 'Procurement-plans? , ico c+a-aai .i.V.-'' '- : :aa.'n<j . a 

-A:- vt (4 )' 'Codes, ciphers, i'and cryptographic devices used- ito transmit restricted 
i„>. Hhx 'information; 7a Vi ."ifi 'ic 'i.i.GD San 

(5) Certain. training-'and technical 1 regulation's.' ■ V-'- Sa.' n. '■> . r 

ga(6)aCerfain' ; .A.rmyie , xtension-courses/-' cz r n<te *::i -5:0 .'>£• 

u'. if; ••>/(7.):(.Gertaingdocumerits>rregarding. engineering' principes ,:r and 3 'design n 'de-'' 

. y , -fcitr ' litails.qcompositioh, '.(.methods of '.processing or '-assembling, 1 ‘-■'which are' 
-• ,•.* V •; > •.?«■ .‘.vital, to 'the' ifunctioning-or -use of .'an : article' of- materiel ;i ' ’ 

' (8)"- All military-'maps,' photomaps, ''andraerial ' photographs' in "the 1 posses- 
sion of the War Department or to be hereafter drafted, developed,’ 
Jr :.tir.bv reproduced.jfor the ‘Wari Departme'ntSiriathe continental 'United 
sn: inmttr'cf * Statestfr; in\ ; o.versea'»pbssesffions:'and’'foreign''terf'itofy-;bccupied : 'by 
"• the forces .of.thecUnited States riot 'classified -as secret 'or- confiden- 
.i,q • A- jsuxtiqh „ :ir. ; -c: '--A'f "df -j ,-af U-. ■.'* aoiJosi*'. •; b a: 

-oti -A 9). (Photographs, photostats, diagrams; .or models of- any'Yestricted docu- 
- mentior essential. part of restricted materiel.'-.- ■/ *1- tokj.':, l:‘ q-, • ■ 
a .(10), ; cStrength. returns for!ail;stationsiwithin the continental United 1 States/ 

\ c.ftAuthority .to .classify as bestrfcfed.f^Documents,.‘developmerit 'projects, ^tech- 
nical data, and materiel: mafy. be classified. -as -.restricted by.? any -commissioned- 
officer^ -• ~. .’ J ' ; -u” , s ’• fcJiu’,, 4 v.ss 

■ d. Dissemination of restricted mofter;^The;ihformation'contained -iri restricted’ 
documents and- the .essential .characteristics of -restricted^ matefieUina-y '-be given 
tq;any.persqnjknownito be in the serviceiof -thegUnited, States<arid>-to 'person’s 5 ’of.' 
undoubted loyalty: and diseretion..who-;are cooperating in Government'' work, "'but 
will not be. communicated to, the: public? or, to'-the-press' except sby'authof ized milib 
tarypublic relations^agencies.^ u.-;:' -r ‘.m * .; *;r. . : > C‘ ■ i nffif-lefy/n w’ 

,.„6. Classification of qinf ormation from .other? governmental. agenciesi^In- 
formation obtained from the Navy Department, iotherigoverniuentaljagency, or 
friendly foreign goyernment^will ; be,placed in. the. same relative, classification- as 
tiha t,.lit/y rl^ch.-it'is- caniedibyqtbe controlling agencyiio.'ii: .«.>? v-' ^pinEq-: -rb . : 

' AsJscrt ■';! HhiM orfC-iO'g ?. mf.uoasii^ «... fir*: viomi 
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iU 7. One classification, only.-^A'documentYbr?article\pf materiel wilhnbt’bems- 
signed-more :thanv.one of the. three* classi&csitio^Si^secrety-.coiiTidential'p'oi re- 
stricted, but if this happens through error the more restrictiver'classification 
Jttfjj . apply..-, • ,-2 ti.j-j; ’'icLitii o'. — . vr'Ai '«<•. •” 'k. 

f ; 8. , .Oyerclassiflcation.^-Documents .or , matfiriel requiring .^classification under 
the provisions -^of . -thesei regulations, will iberassignedithe; least" restrictive classb 
flc.ation..,cons.lstenti' with ..the proper safeguarding -of rthe information '.or matdriel 
concerned.; Overelassiflcation .will be avoided? since; it .causes unnecessary delay 
in the transmissionj of . messages and depreciates.: the-, impor tance '.of classified 
information in. the mindsi. of handling; personnel.-,, ?-;q‘! <•?.('.. •. I 1 ? •??. •••' .Tt 

9.. Besponsibility.— a.- \-The, safeguarding of, classified. military? information! is 
the responsibility ;;of • all , militaryiopersonnel; civilian, remployees of- the ISKar 
Department, . and of- the management and .-employees of. .all. commercial, firms 
engaged, in, classified, vvork or, projects for the War’Department. Classified mili- 
tary information' will be discussed/ : onlyj with military or civilian '.personnel 
having a legitimate interest therein.: >.o. .*? \-<>v' '• .4 

b. Commanding officers, ladministratiye officers, and .procurement agencies are 
responsible that _ military '-personnel, -civilian employees .of the Military Establish- 
ment, and the,, management and . employees of -.commercial -firms engaged in 
classified projects or developments for the War Department are, familiar with 
the pertinent .provisions-, of t-these regulations. ■ Clerical :and technical work 
on SECKET and CONFIDENTIAL matter, to the extent practicable, will be 
performed only by duly investigated-and-approved personnel.,:' .-.•<£■ > f d\ 

10. Cancelation or change of classification:— a-.j-The authority : making the 

original classification;, or higher-authority, -may cancel or change the classification 
of. a document; by. writing., or- stamping over ..the- mark at-the. top of the first page, 
“Classification; canceled or-.ehanged'.to-u--^_-_—_l-., by -authority, of. (officer author- 
ised to change),, .by . (name and -grade ^of officer mailing . the change and the date 
thereof)^ , %;>■ a) m Jnncri ii ..' -- 

- b. rThe authority, making; the, original-, .classification: or higher authority may 
cancel'-or change the. classification of matdriel by appropriate letters* of instruction. 

. c. TpPie case.of messages, which . have been .previously reryptographed no change 
in classification should be made unless the text has been carefully paraphrased. 

11. Lpss-ipr.-sribjection to. compromisei-V Any; person in' the military service 

or in its employ who may have- knowledge-of.-the-loss or subjection to compromise 
of 3 a-. secretcpr confidential document. -or. article of . materiel will promptly report 
that fact; to; the, custodian.of .the-.document or matdriel. The proper commanding 
officer, will -then, make a .thorough investigation of the circumstances, fix' the 
responsibility, and send to The Adjutant General, through military channels; a 
repprt-jyrith this, recommendation. in the-case. • >- ' i.-vi.'-.ii .o 

:i 12., Beprpduction,, of , classified-, matter.—®. .Agencies entrusted- '-with , the- 
printipg.^oro reproduction, .-storage, .and. issue of 'classified document's - will be 
informed?- of -the applicable ! provisions - of these regulations. The authority 
directing :the;-'preparation,-. printing,' ior' reproduction of classified documents will 
be responsible for the disposal of the notes, manuscripts, type; plates, stencils, 1 
negatives; and. wastage . incident thereto . in a manner which will- safeguard the 
secrecy^ of the; information.’being, reproduced. ' n- : n •- ■ ' • i-.n.'*',- 

6.- The,-.commandants:of . the general and’ special service schools are responsible 1 - 
that the printing or reproduction plan tsc'ofj their respective commands yelease’-no' 
classified information to personnel or agencies not entitled thereto. 




UiCUiThe'-Comma'nding -.General, of the Army; Ground Forces, the Commanding 
General of i the 'Army, Air Forces; and the Commanding General of ‘the: Sei vices; 
of -SupplycareTesponsible-that service magazines or journals published -under, their, 
supervision .’comply jvithf'the provisions! of these, regulations, relative', ti> security! 
oficlassified military information, and-, will (’submit- .alFmaterial for- such 'publica-. 
tions: to’ the-War DepartmentrManuscriptlBoafd.for reyiewiand • action before 
release. ,-.Tr r 3?-- /-d''-,' v; 

-•td.'iWhenever Tco'rrespondence,- documents, ‘ drawings;-' prints, • photographs, or 
models' pertaining' to 'secret, ^confidential; or restricted materiel disclose 'informa- 
tion (regarding •'engineering’ principles, i 'design details,' -composition, , methods of 

processing, or of assembly which are .vital 'to' theVma'nufacturep functioning,- or. 
use of the matdriel, they; will be 'appropriately. classified:, if, ; :lo y 
'.'‘e.vlnformati'on.contaihed.in' classified' documents', may, be 'referred ‘to ’.in.' other 
documents -whi<ffi'. are' -unclassified yoi - markedr.with- a; lower; classification- only byv 
or' by -authority of,, anfofficer qualified to'.classifycas secret.? ••’’ -'- 1 - ’ 1 “ ,: ’ r 
f. Preparation of press releases , based oh coded messages. Officers authorized 
to iprepare -information ito'be madetpublic will' constantl'yybear in- mind that 
such " m a ter ial jn a y 'he. of "great -value’, toithe- enemy' signal 'intelligence service.: 
InformatidhJ.received. orr.sent ini cryptographic 'messages will never. -.be- released' 
verba timrbut will: be carefully paraphrased befor'eirelease'to the .public..,, i 



diplomatic, and classified subjects, see AR .600-700. __ ■' 1 

■ ?13:»Bight .. to. possess.,classified : (military' inf ormation.-^-a./ No- person in .the 

military' service, or employed, by 'it is! entitledlto classified-military information 
solely by?virtue*’of -his, commission or' official '’position?'. Such' information will 
be Jentriisted'conly'.f 03 those, who ; need.. it in + the performance", of their official 
duties' and ; tot insure' ( teamwo’rk-' and. efficient'- instruction-rdf personnel, -proper 
planning- or.prop'er maintenance of equipment.” • a M'OjUh . .. , 

f 6. iPhbtograpbs' of ^.classified. features' of- military equipment. .or of other class!-' 
fled items will be made by members of the military service or by civilian: em- 
ployees of Ahe-War Department;.only- when necessary in -the’ conduct 'of their 
official duties and if made^wilLhot be .developed or printed' in, commercial. estab- 



lishments: 'or- retained in their, personal! possession... 

•iol4i.> Bequests ,!for (military. - information',-^®. Bequests : from' private' indi-: 
Viduals ' orx firms for .■ classified', military 'information : .will; be ,ref erred through 
channels -toy the' 1 Commanding .General -of'-the Army 'Ground, Forces, .the .Com-, 
manding (General of. the -Army Air. Forces, itheteommandmg.iGeneral. of,. the 
Services of Supply, the . Commanding General of the army or thevservice com-: 
mand'concerned; who,- if unable to make-reply,or if another, ageucyfisfinterested. 
will .refer , the' matter to The-Adjutant:General:for appropriate action:,-. \ i 1< oi 
6. Bequests for military information by foreign . -nationals,’, including .repre- 
sentatives of foreign governments, such as .^military and air attaches, will be 
referred to the Military Intelligence Division, War Department General. Staff, 

for necessary action. -j CC 

c. .Applications for information or records compiled and furnished at the 
request of the. War Department for its -use in the assurance .of 'Adequate ■ pro-' 
vision- for -the mobilization of maMriel. and- industrial organizations'^ essential 
•to wartime needs will be referred to the J ; ijridfer SecretJary^bf'War for'^ 
action- The service of any process or. subpena. ( fpr, the iproductipn. of, any,, such; 
record -will- be. reported immediately by. the. .person on , wiipm’it is. -served -toi-the. 
United States attorney for the district in which the service is made and, at. the 
same time, direct to the Under Secretary of War. 

7' 
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V '15. ■" ‘Dissemination .of classified military iiiformatioh.-r-aL.Except-!as-regards 
information i to be "released :tb r 'thei>press : by.! authorize!! ffiilitary.'public. relations; 
agencies'' <wh'en . classified: military inf ormation"is->dissemmated> under ..the 'provi- 
sions’ .of these iregulatiorisLto.. persons hot-subject’ to,. military .la w^ they wilbibe- 
informeduthat it affects i thecnatiohali defense of the ‘'United- States ’within- the. 
meanihg'of -the Espionage Act 'andith'at.its transmission- to an unauthorized person, 
is prohibited. See also paragraph 186. 

■y.%.'PuJ>lic(iH<m. of Mnticlesof.'tooks.—tPhe inclusion :of classified military, infor- 
matiori'in-any article hr book -published by 'a member, of .the <Army' of .the United 
States -di-Uy a- civilian' employee of the 5 Military; Establishment : is prohibited -unless' 
specifically -authorize'd-hy- the TWar Department; • FbRaddUtfonal.inforaation' -rela- 
tive to publication of articles,‘1see°AR-310^10,''600-10, : .and'600-700. vn.- v .;J 
■■•.o'. Oral discussions of classified-military-.information.— Either- public or private 
diseussionuof classified'.military'dhformation -by ’"members of the- Military Estab-. 
lishment with or in the presence or; hearing of-unauthorizedLpefsonnel ,is strictly 
forbidden.-. R-. orfit* - ,v ;«• >•.•«-. -. ,• «: ■ ,-. 

i'16. iTestimony ,before°.Congress;— a.rWheh- a-pei-son In -the military service 
appears beforeba- committee, of ■ Congress, and .is called, upon to give testimony 
which’ vbe-'linowsrtohbe ■confidentialCgr.-.'restrietedj he.- will ’respectfully request 
that hisestatemehts he- taken ■ in'iexecut-ive" session .only and hot-, appear in-. the 
recoriK of hearings, 'the‘CongressionaloEeco'id,’:or;-otlier- document- open- ..to, public 
inspection. , ?-"«> ?; K n'.-t * ►* ?•’ hn i ( ,h 

;.c6. When -called upon '.to' igive.testimonytwhichfhe; knows - to .be tsecret; '.unless 
he ’has. previously ibeeni'authomedfby'the Secretary of War to give ’ such \testbt 
mbnyphe will- respectfully.: state that-he, is not authorized ’to disclose, the inforu 
ihation desired,- and-- will'! inform' the appropriate, member- of 'Congress;. that *a' 
written r"equest..fgr5the'speciliciihformation ’should, be .transmitted to 'the Secre-, 
tary of War. Testimony of a secret, nature; when authorized -.by, the ‘Secretary 
of -War,-, -will be given only- in executive .session under.ithe' conditions cited in a 
above. yd jo *“> • ‘"i.j •>('&» «*••• .. I ct . , • •' ■.■■■ -.- : 

With! regard toipolicies and’ facts .which- the public interest" does , -not requirci 
to ; be kept secret, i confidential, or restricted, see.'AR 600-10..." ' ■-- ■ ; i 

17. Legislation pertaining.rto.-War Department. — a.. Recommendations-',' to 
the -War ’Department •forulegislation-' will' be. classified ’as' secret, confidential, 'or 
restrictedi'xmtil released -by -the Secretary’+ofcWar: 1 Prior '.to such, release, no 
infofmation .as'-to a'nyr-legislative recommendation yvilhbe revealed to any indi- 
vidual. or, /association! not. under -War 'Department; ‘control- except -as may- ‘be 
required by-law.' -re ;i v. < -'.it .«» -'-ce.* and,'; - .-.i:') m » it r. 

; 1 6>The nature., and content ;of- reports -of 'the War' Department on- bills referred 
to it by committees-:6f- Congress7will' : noti be' disclosed to 'individuals' or agencies 
outside the War. Department ;'" •<;’■ . ..)A- i-rctRi'.- 

•Mf v .irti'C./ni; pc', irb,v_ •->. i* >«r,_ . mw'u.VKNr j I -v 
iW.! .»■ Jitv.'.t:-.-; j.-'iiinu ouK.-rg-'i-.uii - . - -ti-.- 
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Marking nof, classified .-.documents .-A, ■ _cL_c T -c- .- ■ - . , X8 

TransmissioUj .of. ^classified documents '-r y, , , 19 

Routine, correspondence, receipts, ,an<] reports-- 20 

Storage of 1 classified docuinenfsi4_--f-----J------ - ' , ‘ 21* 

Return v 6f j secret 1 'and 'confidential* documents3_l'l’_l'e-_l.'i'Li; -clc 1 Ac i 1 -J_ ‘ 22 

Destruction/of classified .'documentsc^'-eipj^l-u^i-^L-Aclc— Aiw-fiy - 23' 

tdl ju .**;:.'* m; m .5 'o’-VI-'i rt »? x;i to'- <■'%> f ■; . 'i.. , '• 
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'-it' pr g . W S f ei i documents.^. Manner .ofimarUng; 

■ (1 ;> r Classified -books Or pamphlets, . the> pages of which., are permanently 

• > L and s«;urely fastened- .together, iwillobe'- plainly land'-consmcuouslv 

:^;^ ) ^*^““^^ions ahdiotherFmateriaDnbtuperm^e^y and 

;: r •.ipaicate d .tto;-(. 8 ), d) S 

or[ ; q; ’ " - £ i C atioW ^ ^ withi appropriate classi- 

m - v ^ . fitvn f ! °P;“d' , bbttombof.Wh page.vcThe 'marking at the 
- - e l S ° P? aced 'that: H wiilnnof be. hidden, from* view when the 
r /ov r,, P?S . eS a f ecll P pea ' or stapled 'together; ar!t nf T 

: t , -.j photographic negatives, drawings, tor tracings . will carry a 

■ion it will bei 

r>, -f ( : f . CWieS - ma ^-a>er^foih. Photographs made from 

' ?wl es ' n ° so lnscrlbe d Will' be', marked at the.'topiand on the back 

. -. with the proper classification. • .Un-Ui-rj-iih • at? 

-ui.ru f ( ^ ? 0n l r ! CtS *° r tbe . manufacture'' of classified- matdrieh will belplainW 

be -^ropriateiy marked under 

r-’6. 'MditionalcmarUngiofi classified- 'documents issiiedjto authorized civilians 
Documents containing classified military ’informationi'funiished^persOT^othpr 
of the'military 'and naval services -and" their civilian; feinployees will 
ad,htion7 -to;Mng markedf«ewe(,'cod/?d^, on restricted, bear the following 



no'tation r :' 



Ui .v r- 



wsssswpsjsasa^ 

° f rse< * etl toc«mmt's.^Ml secret! dbcfiments'will 'show the 
-authority/ for the classification 'arid the 'date; affixed.’ : i v . 

J Tp®; C; H r , an *“ ifesi0 “' 0 ' f classifiedidobuments.— afSecretfdociments. 
ff , «.;4' }‘\JT e 7 °^ CeS same head( lVarter S br statfow.^At-headquarters com- 
7 a “ authori ^dualified.to-mak:erthe, S eriret,, classification, 
,C co ®riiandm g - officer' williproyide -forilthe (security/ of interoffice 

transmission ‘ ? of- secret documents/ -.c-.n -.4*- . <,j„» 

(2) Between posts, comps, or stoftons.-Within- > the -United-v'States and 
, f; ., - . _ tp^ppfsefsions. secret documents .wilKbei-transmitted-.by fan- offic»r- 
pru--.--' ’ m ®® s ® nger ’oi" courier' whenr.practieable, otherwise by)United States 

c'tT-b'i-’. v ; ^ster^fmail; /-umemnan • offcer*ourier.~4s;-4iot available, such 
^r- transported^ and, from foreign countries and 

f £ P1De Gommol! wealth.rby State, Department rotary lock 
V--V. ;r;r ch -' ,If neither officer-courier nonidiplomatic pouch is available 
"C ' the ; respo ° slble 'Officer 'maysentjrust'usecretiido’cuments to reliable 
■ <-m- - -o u-citizens.of.the United*. States,’ such'-asiofficers'-'or officials of other 
, v , depar ^ ments or masters- of vessels of United States 

/..;X .;;S ^! If ™ 0 ' un, a ™^eIayi-wUl.!re S ult,v«imniari^ officers of 

,port *; of embarkation -will- entrust 'seoretidocuments to the com- 

• mandln g officer .of troops on 'an SArmyi .'transport for delivery if 

. none of the foregoing means of "• tfanspbrtaWon , are available 
commanding generals of service commands and commanding 
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officers -i of - exempted .stations are- 'authorized . to ; transmit secret 

documents by registered .mail in. a -United- States sea, post office, 

I *«*«* ?** system or 

' _ ... that of the Philippine. Commonwealth.-,,-.-! 

' " ' (3) Preparation for transmission — Except when personally delivered by 

. f.. ^authoriaedt personnel,' secret ; documents ,transmitted>from^ne per- 
' f,So another .will .bex-todosed, in an inner and an- outer cover. 
leho.Typewritteu-matternin.the . document; will be, .protected by a cover 
,.1,'V sheet, 1 or by; a methods of., folding, , : fronr direct -contact with the 
' inner cover •• The inner- --cover will .be a sealed .wrapper or enve ope 

but . plainly . marked . secret » that th, 

- v - r . notation will , be, seen .when, 7 the outer cover, is-: removed- and will 
r- i a contain: a receipt, form .which,, will, identify the addresser the ad- 
' - ■ dressee - and. the' document.,, : She, outer, cover, will-be sealed and 

-addressed in the -ordinary: manners, with .no- notation to indicate 
its secret classification. ^ 

(4) Action i uponjreceipt , of; secret* matter,;^ ,u: • - • (-v 

, ., (a), -Prior, to-opening .a,, sealed:.. package -or. .envelope containing 
secret documents, the seals and wrappers; will- be carefully 

.. v pinspected do determine .whether; there has .been any/ tamper- 
ing if any evidence of tampering is -noted, ■ ithe facts will 
...... Sc -• be reported immediately, to . the. issuing. authority, /who will 

initiate a i -investigation-, without>delay..;,-.c'-T.,, amjfr.-m.-C 

- f ;V * rt ■ ■( 6 ) -.The: inner- coyer -marked secret .will -be opened 'only by the-pe.r- 
0 r! , i ,„. ; ,son.to whom addressed or .by personnel specifically .designate 

■ ‘‘ by him The receipt form will be dated and signed. -and-im- 

mediately returned to, the sender. ...The inner cover will be 

t:’.’;. V. ; destroyed^yli Wrning- ,if d:he jsubject; matter-,, of the m^losure 

' ' 'has been-in. contact- therewith.-,;-,-. .it, .aU r : - ■’//■ iu 

(5 ) Transmission by aircraf t^Secret’ documents^ except- MosejiseA 
...-i n; Army Air-, Forces personnel -during, flight, will be; transported ffiy.ai 

cra ft or by registered- air mail only under exceptional circumstances 

when inthe opinion-of one of. the.authorities designated, in paragraph 

.- v: S ’8c the'emergencydemands it -- When transmitted’ by., 

r'oij. '• crafhtheyiwill.be securely. wrapped and placed in the,custo y 

' . - , - V officer.-other .than the, pilot; When the-flight of the military aircraft 

is to be made over water-the -document will-also be -weighted. 

• Confidehtidldocumenis:’:;— Ssu'.W*- - > '' ,J h - - ' ' 

, (1) Between, offices, posts, w amps,, or stations.*,, 

- - Except as .indicatedilnatS).- below; -confidential jdocuments will 

V. - },, be transmitted- by an authorized /messenger; finsured express, 

■. 4;.,v, n.-iv- of. registered mail- torany.pOlnt inuthe/Umtedi.States and its 

V.,r ..-os possessions; prbvided.vthey._are carrier in ships of United 

' states registry and do not -pass through a -foreign postal sys- 

’. ,. .. -When confidential documents are/-to:be transported to 

and -from; foreign countries the means; described In a(2) above 
-;P . t 'will be, usedi».a! so ,-M -r.-,.p-v' ' 

r ifto (6) Confidential, documentsipertaining to military intelligence m y 
?, - eft o, -t!, he,transmitted,by:ordinar-y mail when in the .opinion of the 
..,.t - 'forwarding officer no serious .consequences .would be entailed 



3i ► '.“’‘I r'lqrwaraing 

-by 'their rloss, 

pni ■. ' u !' ':v .-J'-’f .. ii 
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r / si.-. (2) ' Preparation for transmission.— A confidential -document wiir.be pre- 
n-r,ii. .to 1 , -pared foritrahsmissiom in.theisame manner,: as ,a, secret! document 
U,ihr‘P.‘J : r except. that'.-theiinner cover -will contain a. receipt form .only /when 
■ the sender deems it necessary/and may .be'opened by any responsible 

•iw', '’".'--/'person authorized by the addresseeiS'-lh’.-'To . ai-bTsI&.c: ,y'i 

(3) Transmission -by aircraft. — Confidential documents, except those ;used 
n it, c by ’Army_;AirjFd'rces'ipefsorinel';:duririgrflight; yvill: be. transported by 
1 ?.b.'.-i7xft usmilitar-y:iaircraft:or r by registered;air;mailronly when>;in the opinion 
p ■l3:>'- r 4‘'c'jiof thelresponsible. officer 'the emergency 'demands iitodt- • 

-y.cn Restricted,', docunients-— Restricted! documents, may ebe .transmitted by any 
authorized“messeiiger, or. by brdiiiary 'mail;;'express, ; or freight toi any, point in the 
United States and its possessions, - provided' they are /carried om sbips of United 
Statesriregistry and) do not/pass.ithrbughva. for'eignrpbstalJ-systein. Restricted 
documents' will be: transmitted to and, from foreign countries: in. the) same manner 
as.secret documents. cifj "/ • ?:,h ..si?' 'r/_ : ?;■' cl 

Yf20;..Routine:'corresponderice,, receipt's, and reports:-irR'outineic’orrespondence, 
receipts, or returns, and .feportsrof'possession, ".transfer, .'or. destruction need not 
be'classified'if 'reference, therein :to classified) or 'registered documents', is ‘made by 
■file mumberrorbshoft title- only, with nob indicatiohi-df the' subject matter or 
classifications-./ ' vch •-.'•..ift aol- uKisno-;- . ' ■■■ -i.'ii / . • : 
un21. - Storage: of classified &ocuments.-~a'iyStorage’ of classified': documents not 
registered. "■ «th 'miAS -Jiff fi y- err- r '> 

(1) Secret and confidential documents, other Than .registered documents, 

7- - .will be stored- in - the most', secure -files -available :iii a' room , that is 

kept locked when not in use/ ' . -: -'i '.-i ."c.i . fill • ; R )’. , 

(2) Restricted documents will be stored and handled in such a manner as 

to insure a reasonable- degree of-seeurity. 

6. Storage of registered documents. ^ 

,j t (1) Registered documents will be stored in the most secure space available, 

preferably the equivalent of a three-combination, safe. , If a : . three; 

_ . combination safe is not available, then.the documents should be kept 
I'- - - constantly under armed guard.- ----- - - -'-"DE.'ii-vti’c: *:- roi-' -.P 
pX-- ' (2) Only commissioned officers, warrant ' officers, ’.arid; ] specially L fimsted 
. . "enlisted -men and civilian'employees.'wiil.be^permitted ,to have.access 
... . to the containers of. registered documents .or.the. combinations , or 

keys thereto. - prop :■ : ■ .j-s’-,; :-> o : -, y" 0 s : ■». 

(3) .Safes^containing.registered .documents wifi ,habitu,ally, T be kept, locked y’l- 

" ” ’ with the fuli com Wation. whenever, they, are, hot under, the, direct Vrk 

. ..supervision of a. person officially entrusted with.the combination. - + 
c. Cryptographic documents. — So far as practicable, cipher tables, ^alphabets, n: W 
and keys,.will,not.be.kept,in the, same .container ,3s, .the' code books, documents, -and w j 

.|?Q,,SECpT j jdocu , neqt, S U 1 I b j e tqken., forward of J 
.^“alipn^eomna^nd post.^ „. r: , . rj . ^ , lh - . Ai} . . W 

, x d. Daily ; .impep^on.^^t^ery., headquarters ( an in^pection^wilhbe^in'ade each^/.?^ - 
.day. immediately" before the a dose, of rbusiness .to, msure. .that a!l,secret • and .con- 
fidentiai dbcumehts and crtptograiphic.'d^o^.lui^ 'prog^rly-^tjaway. ,f> ' Jf 
Security, in /teid.— In -tactical operations,, -actual or^ simulated,, the. com- ^ 
manding.officer of .the unit, concerned is responsible.that.aH documents, are. given 
the maximum^ security^ possible, under the, circumstances. ,No secret, document 

> “ t »Oi.l lit: S ! ’. '• *a xt ■ 3 - * .''/W dl j ; n“ia 

will be taken into the frontlines. „ „ ^ r „ , 

f. Security aboard ship. — Where a ship’s strong -room is available, classified 
documents in transit will be stored therein. 
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-^)22r:.R r eturn.;io£: secretfandl confidentiali documents.:rfUpon-. change 'of 1 station 
to'separatiomfrom the military'senvice'.iatf officer, will- return to-ithe source from 
iwhieh i received; otootherwiseLproper ly - account-. forp- all. secret. rand confidential 
'documents whichrhave been->issued< to him. 1 . . ;! ."p~y»p f/vi 

23. Destruction of classifiedsdocuments.r-o. .Secret i and ^confidential docu- 
ments.^ > .it ir-y.—; , .■tf.ocrcr-r/b /j5i'j>3 r >it.n>:> — .i'-i-opn v.y koJos (?• 

y.! fca.1-.(T;,).nWhen.ic'ompetent'!aut'liority directsqtherdestructipn of secret or eonfi- 
'tot cdential documents;! .theyi.will be -burned .by.-ithe, custodian thereof in 
the. presence;of ^disinterested officer. j.Theccertiflcate -of destruction 
- 7 /to .'(ntthwiltobe signedrby Jbotb-. the custodian -and .the.iwitnessing officer.be- 
Hi Juice vforei submission: to -the officeradirecting, the destructioni'ilf- -the- docu- 
JbotiaTT S.i ;. r , rnents are: registered, ‘bthefcertificate; I .signed by the: custo'dianl'and 
Sstoixt-o-i Jhev’withessingn- officer, ;!will r r belt sent,.: to . the', officer .directing, hthfe 
Yrt'tf om'.? destruction;., who. will forward it: to the, ioffice iof- record, indicated 
in the registered document. If the headquarters has only one eomr 
oocrh i it."3i'missioned'iofficer,-5;the r report:<will-.'soestatei.,n.Exceptions'.'hefetoCmay 
fc-irt ..'ui.betauthorizedmnly by. the War-Department, hut! .nnmiM to ,-:l"da>r- 
oEr J ;(2)iiEreliminarypdrafts;.'carbdn, Sheets, plates, i.-stencilsystenographiei.notes, 
r> tsiiam Jjand- work sheets: containing secret, p'r-confiaehtiaDdata-.will'.be -de- 
stroyed by the person responsible for their production {immediately 
fast ’after.’ they, haveyserved^theirupurpose to..will--bd.7giyenxtbe same 

classification and safeguarded in the same manner as the material 
,31m r'.ft ..produced, from them. A- -p £f-{ j — 

aE 6 .. Restricted documents — Restricted documents .will be' destroyed in any con- 
venient way which will render them useless, t u •>•>.• ; « ..- ; 

etl VHSMB P. rblTO f f *K!" ’! ft/t r : • c:i rttcavc. to i'sl- , "1 

.•£lh)T3-.;S^0N.in,r f r„,, . - .'. ■ 

o, trrn ^ '* 

Authority J to • designate - - - - - - __ -4 _ _'l St 1 22 z ziLC 24 

Additional ’ ' mar kin z£lz C- 5 - <11*1 sAi£L?!LCm*_l*wi olzi r'Jjpji *>?? 



Additional ’ 'markiii g~LZ iLl! 

Revision or reproduction 

Notificationr, of ., change, of classification- 

Inventory and A report “of possess ion 11 I’ll... 

Reports of' transfer and destruction ill lllll 2±2 SL 1 _ 
Prescribed. J f o r ins ‘ £ in fl. l liLTii i r ll*. 1 . 






r 24. Authority^ designate.— | Officers_authorized to originate and. issue secret, 
Confidential, ' or’ Restricted ‘d^umeii®' : w.iU''|p^|nate as registered' such' secret, 
'(mnbdenitiai^aiiS' r^ricied , ‘dobimehts' issued’ By r 'tfi5m as' ’they deem necessarv in 
the interest of national defense. Only documents of exceptional importance will 



^ 25.^ Additional marking.— J In a ddi tion^to, the marking^secref, * confidential , 
or resiricfedPfhe title' page“or inside 1 iroiit’ ’cover of- a‘- regteti&ed ’ dwum^t' J win 
ordinarily show the register number,' short title, office qf'r^r‘d’t^wU<#'^eturiSs 
will’ be -made; ancTiustructions cov ,tbe/retufns¥or its" accounting and for’its 
uitimlatl disposah ' If this is tf no?'prachcable,’ thd'requir^ data“will !; accompan^ 
the regi'sTere'ffidpcument on a s^rat^sheetr‘ ,,?;, 'f^ rt ‘ 1 ’ i '’'® ‘ *’ h 

S •' A?U * r ef er eiic es c ; t o registered^documenis in :: semiannuar;or. transfer reports, 
^rdfii^'j^^rtsnoi-.'d^tnicboV or unclassified ' documen'ls' or f coinr^<}ndehW ; wlU 
Be by’s&drt t'itle only, 'and' such’’' reports 'or correspondence’’'^ ^hleed^ ^’not^ ^'be^classified'. 
Any correspondence or paper which refers to a" registered" document" by A 1 title 

U3HJS3Cb ,9ff!I3i..,V/.;>.I r; V|f- ; rKl i e — ■C./’fiS -c-n OSU .t 

bs'.oja e-J Ji r w ■.’A.’m'.'i ni .•5l;. ..'L' - :3oii 
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other -than’ the short’^title must-have -thel sameoclassification as .the'.’registered 
ddhument- n. ” r . o 'A ’ r - : ‘t (tm-1 •:<» 

(.26.' Revisiom or ' reproduction. -^a.y& new or’ revised edition of an mld-.regis- 
tered r ‘do’cumeht' may be' 'assigned a. new’short .’title,' but,: Where :this*is. undesirable, - 
the old short title followed by a symbol which will differentiate the new edition ■. 

ffom'thevold edition is permissible. Uy.ftr- T'. "?V 1 .'Z .iwq;! 

t'b.i Reproduction, of- a 1 ' registered 7 document: is forbidden except 'by authority of.-, 
the office of origin. . , "rmdt .0 ■ j- f ■ 

•{-: 37. -.Notification 'of' change ?of.* classification;— When the' classification' of;a 
registered document is changed; ‘the office of record will notify all. offices’ to which; 
it has been issued. _ . 

28. Inventory and report of possession.— d. Custodians will keep a complete 
inventory of all registered documents except those listed, in c below and will make, 
or have made, on June 30 and' December 31 of each year, an accurate return 

therefor^ to the proper office of record. 1 j.-A 

f;;6. In. making. a semiannual report of. possession, the; followingcdetails ..will bei 

observed:--- - - oi''. • . t. t 

(I) Each item will’be physically inspected’ and its'register^ntimber checked’^, 

I /agalnst-tfie Inventory.’ 7 'r.-’- i -. • * .i'hf'r A 

73 - .(2) ...At headquarters .having, two or- more. commissioned, officers - the cus-T 
.83 . , todian and -one- other -disinterested officer: will m’akej the^-inventory^ 

- and both’ will' sign .the report. If'the;.headq^ 

commissioned officer,“the report will so state.-. ; Dodr S. wi 
Wo. No semiannual.report of possession, will.be.'made of — r . •» : j.7 Id I./- i'sAl 

tv . ,(. 1 .) . Training editions of code -books,- cipher alphabets, ;or- keys, -or of homy ,? 

— - — registered' cipher’ .'devices^afccounted for' as 'ordinary property. *'.', ’ 

1 "(2) Registered documents which’ have been placed in custody or storage 

■M'hpij ; for historicaPp'urposes. •’ 

K ‘d\ Whenever a : -registered dbcumehCis found which is not charged to the folder, ;> 
a reasonable' effort will be made" to' determine the' office' to which it pertains. ‘If ■ 
this' is" n ; 6't :i found; the"dScument will 'be' forwarded through military channels to ’ 
the. issuing authority for disposition;':^' '' ’ ; ’y •*' •'•' ' " 7 ' 

^29. Reports '-'of' transfer and 'd'estni'etion'.^aV' When a- registered 'document 
isfransferre’d^fromE one person 7 to another, of if the custodian remains the ’same- 
but the organization’s designation changes, a certificate of transfer in triplicate' 

Will 'be’’ made.' -The certificate^ 7 cbhtaining an acknowledgment dY-receipt'by the 
receiving- officer,' will b'e dated' and 3 signed’ by -the transferring officer; * -' ’ 

' ■ 6. Immediateiy : upon com’pletlohi’of • the -transfer’,’ the original of the- transfer ’ 
certificate wilFb'e 1 forwarde'd i direct' to the- office of origin! A c6py‘'of- the 1 certifl 1 - 
cate^off ransfer will be r etaine’d by each off the officers concerne'd ! ' ' 1 177 ' 

c. Whenever- a'r egisi ef ed ‘document’ is removed from'its prbper place'- of custody^ 



property in.“AR : %5-i6520. i fhe : forms’descfihed ! i’n 'pAragfaph’ fr 30'-wili Jj be used to* 
lieu of shipping tickets, memorandum'' : fecffipt's,''sto^^^ ’ record |cards, !'etc. 7 to 
, '“e]’ The a issuiiig' Authority- nbiWally 'desigifates ,r when r registei'e ‘documents; wiU 
b’e 9 destroyed 'and npOT , 'si®'Mtiflaiion , ?^S®f^ I %6d^Wfe 'wfff'be-'clestr'byed 5 
asfhdi'cated-"in paragraph 23tond'feport of'desfructM fbiwarded-.-' . 

‘^Of'-Prescfibed^ forms;— a: 5 War Dep&tmentjGFor’ni 'N’o:‘ J '32 lT (ilec6f d ’Gard— 
Registered Documents" 7f “Devices) wili' be" 'used" ' for ^recording, 'all '"temporary 1 
transactions involving an individual registered document. 
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i;B...War :Department FormjNo. .33 (Record .Card— Registered; Documents or„, 
Devices — Station) will be used by each officer making a consolidated record. of ~ 
all', transactions concerning registered.! documents: It (serves/ as, a check/ to 
prevent the undiscovered loss' of the . individual card; War Department Form., 

I No. '32. . .. j i. oUi ,t : 

c. War Department Form No. 34 (Semiannual or, Transfer Report of Registered - 
Documents or Devices ): will be; used 1 in i transferring- registered, documents and in 
reporting the semiannual inventory thereof. ..*• ■ ,y; , , ,-j 

j rd. .Other forms; authorized! by separate, tranches .for -special purposes- such, as 

ji report; of destruction will be employed., where applicable. 1 . - 
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"■ ' ' CRYPTOGRAPH 16 ^ECIIRITY 

' i-'J , • 1 .' /; -. ..'Vi >■ '.v>. . .-. ; • , /• ., • ir-[ . 

Paragraph 

Authorization of cryptographic systems 31 

Restrictions on' use/of authorized co d es 2 U al _ „ T / i: /-_/ _ , - 1 ee i ei ,7 : u_ 32 

Personnel authorized to perform cryptographic duties _ . 33 , 

Cryptographic security officer ' 34 

Sources 'of danger ‘to cryptographic security—. 1 .::!'. 1 _ l‘_‘_ Jl'j'il __ I'll !_ II • 35 

Responsibility for classification of messages .-I’.ALL-— i‘l_ li-FPl-rf 36 

Drafting messages^ .Vr .:j:i 1 : 1 ._ j ; L. i'_ : : 37 

Selection ,pf .cryptographic , systenr,._--,-u,^._^-Ui r ^_ v ijj.^ 1 38 

Paraphrasing .messages _ .. „ . _ _ _ _ _L .1 _ _ 39 

Method'of handling' outgoing secret messages—.!.—. I. i... I’—. :i— : 40 

Method of handling incoming secret messages— L.-^.-!.. 1 .— A /PiLltl/O— 41 

Method of handling outgoing and incoming 1 confidential' messages-O— !__ '.-e. . ' .42 

Method'iof handling restricted messages;-; . 1 .^ 4 —/ : ij.j. . 43 

Confirmation copies. of eryptographed, messages. prohibited . ' — 44 

Disposition or destruction of registered ' cryptographic matri-iat— --———— 45 

.. .V'rv r-j ;. ‘-.‘j.'t'i . r:.‘ • 11 : ■ ... 

31. Authorization of cryptographic systems.— All .codes, ciphers, and cipher 
devices intended, for use, in -the .military service c ,will be. authorized only by the 
War Department.,, ; For. forces in the r fieffi,in;timejOf war, this authority may be. 
delegated, to theater, commanders (and,. to, oyersea £ department commanders, for • 
special use within their theaters or departments.- ,, i 

^ ,33. Restrictions on, use. of/ authorized-codes.--- a.~ The use of- any, authorized 
code, cipher system, or .cipher • device for cryptographing . personal - messages -is ■ 
forbidden. . * I( , . rn , r ., n- 

6 . Messages^ for .other < departments . of ithe 1 .Government , and , ■ for commercial 
firms engaged in .producing war materiel, under; Government contract may,, when, 
necessary,, be eryptographed, in .War Department, systems provided the, text .as 
supplied^ by .the other Government!. department or . firm- ,is paraphrased before; 
transmission without reference, tp r thej qrigina tor, and. also after (transmission if, 
delivery, is, made to.an^agency .other- than a .military establishment... y --- , .. 

33. Personnel .authorized to .perform., cryptographic duties.— a.. No-author- 
ized cryptographic .system, jwill-be /employed by, any person who -is not, thoroughly 
familiar with the, provisions, of .these, relations ,andaU instructions .pertaining, 
to the cryptographic system^to.jbe .employed., 0c ..-. - n 

> - 6 .: Secret .wessape*.— The r cryptographing and-,decryptographing' of -messages 

the- supervision of -a commissioned 
officer. For the ..specific qualifications', of ..personnel who , may be, .permitted. 
actually to f , perform (Secret cry tographic^work* reference should he made , to letter 
instructions on this-jSubject issued, by. the; War Department. ... ...... 
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Confidential messages^ ,;w; iui : . 1 ~r • • <*'«* 

( 1 ) At.alliheadquarters.'jof'-diyisionstand larger.- units..the>cryptographing-: 

. ,.s .: • ;-i and-f.decryptographingr, of^ ^.confidential .-messages ;-wiir be. performed 
•tm: ‘if. by personnel : as- prescribed- for secretjmessages. .. : »•-> -tj : . 

- . (2) At; all'.beadquarterS: of units -smaller Than a . division, messages classi- , 

•M ; ;fied:,as :,confidentialimi\l .be, cry.tographedi„or. .decryptographed by. 

- -A ?r> : r-'t personnel, of. the. v cryptographic; section , of -.the, message lCenter, , a u- 
id. Restricted [messages— Atvall- headquarters, messages classified< ; as restricted- 
will be eryptographed or decryptograxffied . by .personnel whose., duties normally j 
require the perfo.rmance_of, this .yvork. itr.-f Jw u- ; 
f 3,4. Cryptographic, security -tofficer.r^g. At; each headquarters .maintaining a. 
message ^center there will -be ; a - cryptographic!., security-, jofficer, .who ordinarily t 
willjbe. .the office/ in charge . of; -the message , (center. He- will ,be; - the ..custodian 
of cryptographic material and w,ill.-.be; ; responsible..,, for pallcmeasures necessary. 
tO;insure;cryptographic security. „. t : \U t ,u -r* /Ujv/ni tr «'■•-, -.,t 
6 . If the cryptographic security officer believes that, in view of his .knowledge . 
of other, -messages. .on the. same, orjlike subject-, ^aj message has been- incorrectly 
classified, or I? if-he .believes .that .the ;regulationS; gqvernings thei-drafting and 
classifyingf.qfrthe! message, ffiaye.r.beenj violated, he^will^request the ; originator to 
make the necessary change in the message-or- in'its •classification. : ilf the origi- 
nator does £ no.t -comply .with ;the request; of ; the cryptographic, security^ officer, the 
matter, will be, referred to ,the commanding .officer, of -the headquarters .concerned- 
for^final-,decision.-:.'.,--, -; n >„.r.-. t .,>• - ., r ;ot- . . •; ■; 

c. ^Cryptographic -rduttes at. any station. where, there is ,no regularly constb, 

tuted. message center^wili be; performed jby the originator- of the message or, by, 
personnel especially .designated by the commanding officer. When cryptographic, 
work-is thus performed,- the, files of literal plain text, messages and of cryptograms 
mu.s.tffie;kept : imdifferentdocked .containers. ^ 

.35, Sources, of danger, to .cryptographic; security. —In order .to insure cryptor, 
graphic security .the r follow.mg i prmciples must be, observed:, / ’ 

j; q.^Gryptograpbicr material will, be given the most, secure storage, available and 
will never be, t left .unattended except, when, deposited- in a (three-combination safe 
or its equivalent. See alsp.paragraph ^lcan-this.connection. : - A ... ; 

Lb.. Care must , be exercised in the- drafting of- messages, destined to be crypto- 
graphed. -The -originator of any? jdassifled -message-, is - responsible. for . strict com- 
pliance with the provisions of paragraph 37. i ■ 1 .rv. 

r c. .The - classification ■ of -.messages must veceive -careful; , consideration ; by the 
originator since overclassification and underclassification are. equally, to, be, 
avoided. When a message has been classified and sent,- all subsequent messages 
referring thereto, -must, bear , the. same, classification- if ;any reference .is- made to 
the original' [message, by c -subject or serial nuniber, except where the .originator 
underclassified the originalj^communication,, in ;whlchpcase„the . proper .higher 
classification will be used. ,-See-paragraphs 6 , to, 11, inclusive. 

d. .The., selection of . the -proper , cryptographic system ds a- resppnsibility-. of the, 

cryptographic, security- officer.. or the. custodian-, of. cryptographic materiab, where 
there, is no, -cryptographic ^security-, officer^ * > He > should-, be -governed -by . the pro - 1 
yisions..of. T paragraph, 38 . - ;V ; 5 -.c;,.-;; - ~,r r4l x •>.. 

e. If time and availability of personnel permit, tbe-cryptographed text of mes- 
sages should be checked prior to transmission. The check should determine that 
the instructions governing the system employed are carefully followed. Par- 
ticular care must be taken to assure that no plain text appears in the body of 
the message. 

±5 l 
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f. The handling and filing of both plain and cryptographed text should con- 
forin-fto 'the .procedure < described in'ipafagrkphs-40'to-44;';ihcl'usiye. 3- A - W/- 

r hpn’Paraphrasin'g.’is resorted:t6*as>a : protection',t6' r the cryptographic' system and 
will not be used in such*a mauiieri’a's topeririit’ loose' handling 'of classified mes- 
sages.' ■> Paraphrasing -is /employed 'only-/ .when -the' content of trie- classified mes- 
sage -’is-released'ito' the public'jpr' given a’wide 'distribution within the Army, or 

\ when it 'is' necessary to repeat in' a’ different -cryptographic system” or in a differ- 
eht-ikey. of the-'saine system; alitor portions of a 1 previously’ cryptographed mCs- 
sage;*'orThessage;sent-'in plain-language; *if. ' b -o fifin'* -a\ •<>••.; . . ."lv 

36. Responsibility for classification of ‘messages.—^.- Within the limita.-' 
tions prescribed in paragraph 426-'the' originator of a ; message- is.responsible that 
the 5 'classification given' to! it' conforms to' the definition -given fin paragraphs ’2,'- 3)-' 
and '4.1 ^He is' also responsible'for-t-he.lprpper marking of -the message before'for- 
wardingfit fbrUeryptographing'urid 1 transmission. : r • ..i-* ' > 

6. A message will invariably be classified and marked Secret,- confidential? or J 

restricted — '•>’ n vr nt Ji'Xi c.o\ ‘iLo -io : v.’vi/Ks »■ 

. (1-) ' When' it contains' information which' is secret 1 or 'Confidential except - 

/-when 1 marked-' SEND"- IN-CLEAR ' as ' iridieated'iri paragraph 426(2). 
•'* '-' ; *(2) .When it- eontains-matter -tire; transmission' ’of which- in- plain' language-' 
-/ /.« j.'S ::Iis prohibited' by -ART05-25. ' -‘*'1 :>i«5 ni ^ o*T ■ i 

37.-' ! Drafting 'message's.— ®;.- Routine ‘ reports- arid • messages ’which- • must * be ! 
given'-a- r wide , distribution'''- f 6r the-contents- of- which have been* or may eventually/ 
be furnished the press, or which contain extracts or quotations from-a newspaper, 
magazine;'- or-- any other document- 1 available* 4b 'The public,' will be ‘prepared so 
as - to> permit. 'their ‘ transmission : -in '.plain' language- or'-' will' be classified as* 
resimctedl(\X‘ > n; '.Vf‘ >. - i ;r : - nl r,-.. _vi ■ . , , 1 " S- i">r 

y' nift-y. Standardization 'of the"content‘ and' form' of such -documents as' field orders' 
/ and operation instructions is necessary, but when -fixed expressions' are -repeated 
in ! -a message' the results are exceedingly, dangerous ‘ to - cryptographic security. 
Hence stereotyped phraseology 'and' set form' of -'expression, especially at' the' 
beginning or'' end of ‘a’ message,' will -'not • be- used. • -Examples of -.stereo typed 
beginning- are as follows!' 1 ‘-Reference' your,” eReurad,”- “Reference- my;’- etc' 
S Necessary references will -be •'placedfin'the-body of- the message.' 1 :t 

' ; C;'Words no't- important’To r tlle" serise ' ! will be- omitted.' Conjunctions- 1 and 
prepositions will- be ■’•redu'ced tof-the “minimum, : * f 'and every 'effoit will be made to 
avoid repetition of words. .Va «* ;nv; ; .v i. •.-• •> v* ' .•*. • • 

The' , ofiginatof' ) bf‘all ) 'classified messages ' will paraphrase such portlons-‘a3 
yl are quoteii'-ffom— ; if. n-- T .•T‘v..:f r:L. ....> 

/ a-Ci" (1) -lA-message in-plain language./'' r; G ' 1 ■ *>;;■ --- ; •: 

c* ■ .,-(2)- 'A- 1 message iri'-the' same 1 or another cryptographic system. '*• > t 
voj h'/ '(- 3) ■ A 'newspaper, magazine, : or document 'available to the public. ' 1 ‘~ r ~ 
’ Lr e. Punctua'tion H words;'such 'as stop, -period; and'c'omma, 'will be avoided-when : > 
ever the meaning is clear' without tfieni: A Punctuation -marks’ should be- spelled' 
^■\ouV when'*it -is essential that they be- transmitted -in the' body of the message. 
‘ n; 38'; 'Selection of ''cryptographic' system.'— 4s. 1 Subject 1 ' to modification- "as ^out-’ 

■ lined iri- 3 paragrapH v 346,' the^IassificatioriNsecref, -confidential? or restricted 'given 
a message by its originator governs the cryptographic system -to 1 be used in 1 ' 
cfypto'graphirig' the'^essagep/^ A'-'wri ywx-jrx. Io v. : ■ -» 

i-n!) : -x. ■ -ii' bi-jona srt'T .i.oi-r-O'Hi mil of ■. "• •: - - hj ; 

> .h-r.y; r -)i vi. .,1-n > x:. - i -r-', - * 

io * nut at livl nissJti . a It-. It ‘r<vx:,:\ :u u-nxripl -.- ;'- 1 it . 
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"jsib: In order -to -prevent . the cryptographing of identical' sxCoioct matter by .means 
of-tdiffereirt codes 'and "Ciphers,'’ once, the message has been- cryptographed, tail' 
subsequent' messages "on the same subject- iwill normally -be .similarly, crypto- 
graphed. Only a higher headquarters concerned is authorized to change ;the 
cryptographic'system employed.! -If -a change is authorized, reference-Jo previous 
messages'by their ref erence/numb'ers will be- avoided.- /. ■ • : ■ •*' pc - n ♦»-.< 
c. The mere acknowledgment of a cryptographed message needmot be;classified. 

• •rdwWhen. the;saihe clear-text message -is -transmitted. to- severahaddressees,', it 

will.brdinarijy.’be-cryptographed-'but once and sent, to all addressees. • If this- is 
impossible because all ’addressees- do not have identical codes or ciphers, the' text 
of leach message -which must , be'. cryptographed in a different . system will . be 
carefully . and -/differently paraphrased for -each -system before'-. cryptograph ing.-, 
This paraphrasing is the responsibility, of the cryptographic -security .officer; who 
should furnish the originator /copies, of each of the paraphrased', versions; :*»•.•/ ; 
,•>39.. Paraphrasing' /inessagesiwHt.' In paraphrasing, it ’is not sufficient- to..para- 
phrase only the beginning or' ending of the message ; the entire .message will- be 
subjected to the process., r w*' ’ - , ” r ~ -■• r -■■•'-• ' 

' r '6. Paraphrasing consists in. applying all the following processes to the message; 
"d ' i -pT)-'. Changing the sequence of?the paragraphs.- -t 

.(2) Changing the sequence -of the sentences in each paragraph.'. . ■ : 

r (3) Shifting the positions of the: subject, predicate,- and. modifiers in. each 

• ... '"'sentence.;-' - -• ■ • • ... '' A ' ■ •■'; 1 

-;•• : " (4) Changing, from active ;to passive voice or vice.versa.' .-, *<• 

(5) Substituting synonyms onequivalent expressions. "c- . ; ' ' t.l 

s.-.- e.^When paraphrasing must-be resorted to in connection with messages having 
identical.or nearly identical plain text, effort-will be-made to change the lengths of 
the paraphrased version so that the cryptograms will not resemble each other even 
in that , respect. . ^ ... ... , 

; d! " A -paraphrase of a message .will -.be- accorded- the same” .classification as. the 
original. message, nr .- 1 :.s : . 3 - . A./ ; i 

i 40. Method of handling outgoing secret messages. — a. The procedure 
hereinafter described will.'be, followed at all headquarters, except the War Depart- 
ment in which the. procedure will be as determined by. the Chief of Staff. .!■■>• 
6. The originator will prepare and number all copies of secret messages, send 
-the original to-the:-message-.center, and -retain one copy -for temporary.: file. . Other 
carboncopies, all numbered and bearing the -following notation, may , be sent to 
local officers .directly concerned : . ; v - * ■ ' ; ■ ~- 

The niakirig of an 'exact* copy of this’message is forbidden. Only such extracts 
as are absolutely necessary will be made and marked secret. This copy will be 
safeguarded with the greatest care and will be returned to the. originator without 
delay. . ,>£*-. •». . ; . . ( •' . .- • , 

All such copies will be carefully accounted for by the originator . and will, be" 

destroyed when returned. 1 

,i c. (Hie: original plain-text copy sent to, the. message center by the originator will 
-be cryptographed at the cryptographic section of the message center. In message 
centers serving tactical units one copy .only of the cryptographed message will be 
-made and it will be sent to the. transmitting agency. v.In the zone of the interior 
the number of .copies to be made of the. cryptographed message will be determined 
-by the commanding officer of the. headquarters, concerned.- AH work sheets used 
.in .cryptographing the message .will be immediately, destroyed 'by -burning. 
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dP-The original copy of 'the literal- plain, textiwilkbe marked SENT (date) and 
returned to the, originator who will-place it in.his secret filefor outgoing messages 
and destroy the retained, copy by: burning.. -:Only one copy of the* literal'.', text 
will be filed in>the originator’s officer • j* ri: -i./.! •* i .1 ; AE/hv 

'e. The transmitting agency, will send the icfyptographed message, retainingat 
least one copy in its file of outgoing, messages .for-final disposition in accordance 
with local ^regulations. - - -fur-.v, z •>, ie s;;.. '• . . . . » • 

41. Method of handling incoming (secret messages.-r-a. The.procedure here- 
inafter described will be followed at ali headquarters, except theiWar Department 
in which the procedure will be as determined'.by.the Chief o'fStaff.,D-:.; .« : 

r (6.' An incoming.-secret message wilbvbe, copied in duplicate by the receiving 
operator the: original will go. to the) cryptographic section of. the -message: center- 
arid' the carbon copy to the files' of the receiving station or message center,- where 
it will be* disposed 'Of : in accordance -with local regulations,-? .. -,oj t : • .-. r i"; 
r C. A cryptographer will decryptograph the. message, making only one/copy/of 
/ the "decryptographed literal plain -text,) which : will ,be i marked SECRET-, and 

/ delivered to the addressee. The cryptographed version wilb.be retained in .the 

I files of) the message center;-where -it will be: disposed of in accordance with local 

i regulations. „ All work sheets used uni decryptographing will be. destroyed by 

| burning. The cryptograj)hic' section -will not retain any, copy of the plain) text in 

| its ' file's.' - The placing on the message blank- -of , any marks ,. or '.’notations even 

; remotely connected with the cryptographic system or steps in 'decryptographing 

\ the message, such as underlining keywords, -indicating, groupings' corresponding 

\ to lengths of columns of -key, ’etc.,' is: forbidden:-, u.; v . r*’,ya w , > 

\ "’ d. The . addressee may-make and circulate -’a limited number- of. literal. copies 
for the information of other officers 1 directly ) concerned. -.These. carbon.- copies 
■will all be numbered and' bear the 1 following) notation:- oie-tw I- — i . i< • id. 

.The making of an exact eopy.of this message is forbidden. Only such extracts 
'as are absolutelymecessary wili ; be*made°ahd marked ‘SECRET. This copy will, 

be safeguarded with the greatest care and will be returned to<_! i 

without -delay. - ._n; is'-:.... -c/i* a.,-.- ' .... .A. 

All such information copies will: be' carefully accounted.for by the:, addressee and 
will be destroyed when returned.' -Only ’one, copy of the, literal text of the message 
will' be kept in’- the addressee’s. office. nr »• .•*./.! • - v. " •~J". . 

t-j 42. Method ofi-handling outgoingdand-incoming- confidential ('messages. — 
•d: At administrative i headquarters having ' -fixed message ^center s :— Whenever 
practicable, the procedure to be followed in the handling of i messages in confi- 
dential codes .or ciphers, will, be substantially- . the same as that .prescribed for 
.those transmitted in secret code- or-cipher,.. except, .within the War Department.in 
which the /procedure will be as ■ determined by the Chief roU Staff. They .will, 
however, be marked and safeguarded- in accordance with provisions of • these 
regulations governing confidential. documents. , • :IA 

6. In tactical operations, simulated or actual. ' t, .- i 

<- (lj.-AlI messages not classified as' secret will* be regarded as confidential 
- . but 'need not be so marked. The procedure 'to , be followed is pre- 

C-, i!- scribed in FM 24-5,- and in- other- pertinent regulations -and instruc- 

tions- issued , by- proper authority. - All radio- messages except those 
. ,:-j. ■. noted -in (2) below, will be transmitted in cryptographic form. A 
t (2) When .the tactical situation is' such- that time -cannot ffie spared for 
.£<- cry.ptographing, ' andi-whent the ' information -to be transmitted, "if 
intercepted by the enemy, cannot be acted upon in time to influence 

is "■ - ” ' ' 
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the /situation in’ question, a commanding^ officer or his authorized 
representative may. order the transmission - of a message in plain 
>.i 4 . - ' . . language by a radio . station serving his headquarters or-command. 

, -• Such- written messages .will be marked SEND 'IN-CLEAR over- the 
z : 'signature of. the,commander or his authorized representative.-: 

43. Method of handling restricted messages.-r-The procedure to.be followed 
in- the handling, of messages. in restricted codes and ciphers will be. substantially 
the- same^as- that prescribed for those in confidential code or cipher,; except,, that 
the number of copies (need not be limited nor need they be numbered. : n.c". - 
' 44. 'Confirmation -copies of -cryptographed messages prohibited.— The send-^\ 
ing'by any means .whatsoever of confirmation copies of the plain text of messages J 
transmitted in code or cipher is strictly prohibited. .1 w..- - ■ A ■> 

s'. '45. Disposition or; destruction of . registered .-cryptographic., material.^-®. 
-Whenever a ; person-,who:has, been issued registered'secret or confidential codes, 
ciphers, cipher devices; or, documents: pertaining, thereto, has no further need for 
them, he will report that fact to the Chief Signal Officer or in .the case of the field 
force's i in time of war to the signal -officer of the headquarters (Charged? with, the 
issue of such documents. ■ c w-r- %■ 

;--J. 'When it has become highly probable; -that- cryptographic 'material .will; be 
subject to loss, or compromise, all documents and translations of messages will 
be destroyed by burning, and the cipher machines. or devices will, be destroyed 
:beyond, use or repair, -and if possible, beyond recognition. v'-.-r;;. / 

/ • c./When cryptographicffiocuments or devices haye become unserviceable through 
long use,: request for .theirsreplacement will be made to -the issuing authority. 

.. t----3 :-’r< -■ ■ •.'.'■'is ■-. ■ j ■ •- r -vi + ' • vc ” v.’ : A O ' .. ••• , 

., - r. Section y ., : . . r .. • r .^ r rlT 
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Classification.of information . from commercial -.flrmsl. _' — ----- — - 49 
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.Consultation's: with'responsible' manufacturers- J-A---!-----!- — 52 

Responsibility.' of, Army representatives or inspectors — A — __ — ‘ r 53 

Responsibility' -Of .-Government contractors- -!i 54 

.Tests'.’ of classified ' matdriel — f_ — !_-- — — — 55 

Public .dis < piay' i "bf classified, matdriel — — —!!-—!_- — --'—-r - ■ — — — 56 

Release" of information or 'sale of matdriel — -' — ' — • W 

V 46. Authority to -classify. — ^Whenever- the chief of a' supply /service responsi- 
ble; for a^e'search project 'or' for the 'design, development, t'est; ’of production or 
pfocuremehUo® an article of materiel .or a .component thereof "shaU, determine. 
that~the-maintenance of any degree of. secrecy regarding ? them is sufljciently 
important to the' national defense, he will classify it as: secret, confidential, or 
restricted.. . ... ' j; *. r 

7- 4T. Notification of classification or. reclassification.— -yPhchever the. chief of 
'a- shpply service in .charge of -a research project, . design, development, test, or 
production of a- unit of materiel or component thereof shall determine' that the 
materiel should' remain' classified after' issue br that a change or cancelation of 
classification 'is . desired, he will notify The Adjutant General, who in. turn will 
inform all concerned. 
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• 48." ’Responsibility for safeguarding ^technical "information.— a. Chiefs of 
supply services engaged- in the preparation of plans, research, and development 
work, ior -new design,- test,- production, procurement, storage, or- use of classified 
materiel are- responsible for the promulgation -of such additional . instructions as 
may be' required for the safeguarding of information in the offices, establishments, 

laboratories, 'shops, or Armyposts under their jurisdiction. • -■* 

• 6. All- secret, cohfidentiair or.- restricted models.-exhibits, -dies, machines, and 
other- -similar- items- which are -to- be loaned, leased, or given to a commercial 
organization will' be properly marked to indicate classification when practicable 
If sueh' marking is impracticable, the commercial organization will be specifically 
notified in writing-of the classification of such items and of the pertinent-provisions 
of the Espionage Act. :U , i..h':- ^ . c .... 

49. Classification of information from commercial firms.-Tnformation ob- 
tained from civilian manufacturers concerning proprietary:- processes will be 
classified as confidential unless otherwise authorized by the firm concerned. 

50. Dissemination of classified technical information.— Classified informa- 

tion concerning - technical r project's or -developments may be imparted mnly to 
persons in the military and naval services of the United States, including civilian 
employees, who have a legitimate - interest therein, and to American citizens, of 
known loyalty and discretion - who of necessity must be informed because of -their 
cooperation in the work, project, of ^development. ' ■ . • • 

51. Invitations for bids and contracts. — a. Prior to. furnishing a prospective 
bidder or contractor, with drawings, specifications, or-other. pertinent information 
concerning any project- or projects: of a -secret, confidential, or restricted nature 
and annually thereafter so long as such documents, etc., are in his custody a 
general secrecy agreement reading substantially as follows will be signed by the 
individual or by a responsible officer on behalf of the firm or corporation concerned : 

.In consideration of the receipt of drawings, specifications, and accompanying 
inclosures, models or matbriel, and information disclosed orally, concerning 
projects of a secret, confidential, or restricted nature, delivered to the undersigned 

Syi yi th £ f . t? 11 ®- agreement and listed on Exhibit A 

which is attached hereto and made a part hereof, or to be issued to ’the under- 
signed subsequent to the date of this Agreement, the' following terms are agreed 
.toby.or on behalf of the undersigned individual, firm, or corporation, and any^and 

representatives, agents, employees, or subbidders or subcontractors thereof - 
, , The undersigned will neither supply nor disclose- any information, regarding 
the diawmgs, specifications, and accompanying inclosures, or models or materiel 
or information disclosed orally, referred W herein to any unauthorized person or 
incorporate in other projects special features' of, design or construction peculiar 
to such drawings, specifications, and accompanying inclosures, or models or 
materiel, or information disclosed- orally. -- - - • - 

• 2. The undersigned will, not permit any alien, employed - or to be employed bv 
the undersigned or by any subbidder or subcontractor to have access to the draw 
ings, specifications, and accompanying inclosures, or models or materiel referred 
to heyem, or to engineering principles, composition, subassemblies, or assemblies 
which are vital to the functioning or use of the article or to the work under- anv 
contract Tor the production .thereof, or to the contract trials, without the -written 
consent beforehand of the Secretary of War. - - - 

3. The undersigned will not make or permit to be made reproductions of the 
drawings, specifications, and accompanying Inclosures or of the models or materiel - 
except as specifically authorized by the contracting- officer or his duly authorized 
representative. If reproduction of any drawings, specifications, and accompany- 
ing papers, or of models or materiel, is authorized, the undersigned will promntlv 
submit the product obtained to. the contracting officer or his duly authorized 
representative for censorship or such other action as he may deem necessary. 
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14. ilf. 'a- bid is not submitted' on" a projecf.ofia secret; confidential, or restricted-; 
nature.jas .to ; which; drawings, specifications, -jnd accompanying -Jpclosur.es, v and 
models or, materiel- have been, issued to the undersigned, or if a bid. is. made and 
not accepted, 'or 1 in case award is 'made, upon" the completion of. the contract the 
undersigned will 1 promptly return by hand, by -registered- mail; or by-dnsured* 
express, Such drawings, -specifications; -and accompanying- papers,- or; models -or 
materiel, together with all copies thereof, to the office from which , the.prigmal , 

copies were received. .. . . , .... • . ., , - t. . .... - { 

'■.51(a) .The undersigned agrees to bring 'or cause to be’ brought to the attention, 
of 4 alr persons' engaged in' the l pf epar a tion ‘of’ the -bid, 1 whether s'ubmitt'ed ,l bf ''not; t 
including subbidders and their employees, "the.following provisions;'of Taw: yr:, at 
..Espionage Act: Subparagraphs- (djcandleinSec.-yl, act June j!5,- 1917 ,(40 Stat. 
217) ; sec. l,.aet March 28, 1940 ,(54 Stat. 79; 50 U...S. 0. 31; M..L-, 193^, Supp. I,.. 

sec.. 2181).. *** ' ' ’ ’"'Z '• ‘ 

• Seci i, act January 12, 193'8'(52'Stat. '3; 50 U. Si C. ’45 ; M. h;; 1939, sec. '-2187a) 
and E.-’O. 8381, 'March 22, 1940; 5 F. E. 1147; 50 U:;-S.<0. i45 ; M.1L., 1939,:Supp.-I,t 
sec.'.-2187a..'. • ’hi- : • ■ f, -to 

^ Second War Powers Act; 1942,, sections 1402, 1403, . act March, 27, 1942 (Public, 
Law 507„77th Cong.). ’ . / /.' J '/ . ", J..V 

(6) ' If-' the successful bidder on : any project,’ the' undersigned 'agrees -also 'to- 
bring or cause to be brought to the attention of all persons engaged in the .per- i 
formance of 'theccon tract, including: persons employed on subcontracts, the provi- 
sions of the law enumerated in .(.a-) -abov.e. 

6. The. .undersigned' further agrees that no information in connection- with any- 
sVcret/confldehtialVor restricted project will -‘be given" to >any person'notiin the 
contractor’s or subcontractor’s' employ except, upon the: written consent: before-, 
hand. of the' contracting officer or his .duly ; authorized representative,,., ^ 

t‘%- The execution- hf "the general secrecy agreement .required in o; above- with, 
anytindividual, firm; dr corporation prior to the delivery. .of any. classified) milb! 
tary information, and the annual secrecy agreements "executed-. thereafter, a will.- 
constitute' authority for delivery ’to such’ individual, firm; or; 'corporation from 
time to time of other or additional classified information pertaining, to; any ■ secret^ 
confidential,- : or restricted project, without the necessity- ofqexecuting a specific 
se'crecy agreement' in ’each' case. vA‘ .receipt, substantially.': as i follows .Will-, (be, 
obtained when the ‘additional classified data are submitted rto rthoseawhoshave) 
entered into such agreement. v • i .-. t t.cjilj.iv ;,b 

’•’• Receipt is 1 acknowledged of _^_j___‘-'_____q___^a r -and it- is, recognized; that 

these'data-are'classifled and come Avi thin the purview;. of the. secrecy agreement 
signed by li------ — L'on . . ■■'.'! • -d 

’ '■52. .Consultations With responsible- manufacturers.— The commanding offi- 
cers of ; arsenals- and .’depots and otheiydfficers engaged in work, on Government 
contracts are authorized to consult with all interested manufacturers or their 
representatives; inventors, and other £ persons, concerning.’itechnical matters in 
which' they have a legitimate interest. They will, -however, inform all such 
persons of -the classification of the projects, works, and developments; 

;i 53. 1 )Respbnsibility - of Army representatives or. inspectors.vrh.i Army repre- 
sentatives or inspectors of the-supply service ;are . the Joeffiqrepresentatives of the 
War Department and will take the necessary measures tovinsure.. the safeguard- 
ing ‘of Classified information or project’s in’ -the: -hands: :of. The', contractors ordin 
prdcess’df manufacture'-in-their-plants. ’ . : r i/ilv-sa-i.-st, l' out 1; 

I'sjj.uArmy ‘representatives’ or ■ inspectors--:will:'advise-icontractors;ias.'To.'i:thcir 

responsibilities 'and the practical measures do be taken) -to' safeguard, secret, -.com 
fidential, and restricted matters and will act favorably, if. -practicable, ;.on any, 
suggestion or request of the company tending ’to, preserve -secrecy.-.-. If- at any 
time ‘ coriditions at: any plant, or any - action of ? a company or its; employees, 
jeopardizetihe security of- -classified matter pertaining- tor thei War Department 

2r, 
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or -violate the 'provisions of the Espionage- Act,, the Army representative , or 
inspector will request the, contractor to. take pfompt : remedial ; 'action. 'If ade-a 
qiiate precautionary measures are not taken;, immediately, hie wilf report promptly" 
to the chief of the' supply , service concerned and, if the situation requires, io a 
the commanding general of , the service, command in which the.item is in process;, 
of manufacture: - ■' -■ ’ ■" ' 1 ■*’ - r ! ' 1 ,, T '. < r ' ,! :F 

r c. When Army and Navy- inspectors. are on dut^ a^the % samdplant, the Army J 
inspector will coordinate all, security .measures with the | 'Na^.'.in^ge^r.in j ‘<i^der, 
to avoid conflicting: demands upon contractors.-. \L r .a.'f 'u-iu! 

-54.' ’Responsibility of Government' 5 contractors;-^®. A ' private individual, 
firm; ‘or corporation which’ enters into a contract 'to engage in' technical work 'for 5 ; 
the War -Department becomes, responsible in matters.,within ! his..or its ‘control' 
for the safeguarding of all, secret, confidential, or ; restricted, matters that may-be. 
disclosed or that may. be developed in connection therewith. A clause to' thisi 
effect will be included' ini 'such' a contract, but its 'omission 'will ' nptfrclease file 
contractor from his responsibility under the Espionage 

laws. • i I.-..- : ‘'Vo -* • : Mi i,vv„ A '„■■*) tr-.o,:-; v- ■ -rt 

Contractors are responsible' that all classified projects' allotted - to subcony 
tractors or.agents are fully protected by a simil|m agreem^^ 

„-c. Whenever .-for .any ^reason. a, |Contract,‘ agreement or subcontra'ct^ has .‘been, 
made which'.does' not include -at, security clause but . later. r isj -found .to, inyolye 
secret, confidential, or- restricted -matter,; the -supply - service; concerned: will take! 
the necessary- steps to insure.that.-the project or .work as -properly, classified and 
.that- 'the contractor, agent;! for subcontractor- is informed, of— the,. classification, 
and' of>his responsibility in. the. matter. , i.t.,;,-. - -U - ' n< v.v-t 

■•-55. Tests of -' classified- materiel.— Tests .of classified materiel ; will, : be, -.ade-, 
quatelysafeguarded by all responsible officers., ..v,". <.. i 'mi- 

. v?56. -Public displayoof, classified., materiel.— a-.i G.ommand.ing_ officers .are^rer, 
sponsible -that all -classified' parts, components, or features ,of materiel, are .propr, 
erly ‘safeguarded during- maneuvers,-; drills, parades, .-.ceremonies,-,. assemblages,, 
demonstrations, or. exhibitions open to the general public. , ;; <■#.■ 

(-1-)’ 'Photographs of , equipment., while in process of development or those 
j-;r- .? 7. revealing.processes of manufacture, are prohibited- unless authorized 
by the chief of supply, service concerned. . After an article of equips 
- r ment has been -issued- ‘toi.combatuunits; release- of .-photographs^is 
-.••'CL-; . - permissible’ unless, specifically, prohibited. by the* instructions issued-, 

' therewith. .-■*> tX-.r ‘ < 1 :..'*ui'0 

(2) - Requests - for, permission. to take photographs-;of classified mat&iel, 
'*....-; projects, -or. processes -of- manufacture 'will, he 'referred; to. the'SRar. 

Department through the proper chief of, supply-service. ; Jf authority- 
V'.' is- granted; '-it. will fbe -with- the- under standingf.that the. resulting 
.r- - -••-« photographs; will be-;suhmitted to thenar Department for , review- 
-;!.Wi . .. prior. 'to -release. - ; •» V -• *•- -> 1 • ui - f.-r.e j.-j ---. 

"i 57* Release: of- information or sale of, materiel.— a.- Domestic, sale, jdiyulging 
information in connection with negotiations for foreign; sale* /and- -foreign mianu-j 
facture of- items of -Army and. Navy materiel -and, equipment -arp. not .-permitted 
' unless'dhesWar -and.-Navy Departments are .agreed; that military .secrecy, is fi.qt 
compromised -thereby: .s 1 -'' -r -h; >/■ \ :: i. • .* :.r. : *<•?• r-: .-•«/* .*«;*> 

<K International ‘traffic- im arms. .i.-haxnns 

(l.)-The State' Department administers -international, traffic in;;armsjmd 
L:a aC'iU-.’U military.* matdriek.coming within the -scppe^of^t-hejR.egulatipns - 4 Goy- 
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erning the International Traffic in Arms, Ammunitions, and Imnle- 
mcnts of;War ;and,Other Munitions of War:, ■v-- ■' a,, 

Ian7;v(2)o.The Statej Department will not ,release.vfor : foreign - sale any item 
1 1 “ min ^- Wlth m .the . scope* of -these regulations.,until: the War and 
*-• i :r^,;:Aav-y-. .Departments, have, stated :that /there- ,-is, 'nonobjection to the 

\ J ‘ ‘- re ea § e ©“'grounds of secrecy- affecting .the-.-nat-ional defense. 

• ?.L;J : . A. 

*• '<-• . X .v -oidirnm ; < -, . Skuion .VI,,./ .. , • . «► 

• ini..).**)*, *o : ; i - * n , • . . ", ; *’ 1 . 

,T*a. - Li y. a.--- VISITORS "/ '• ' iUi 

t , . " '- ■- -••“ J Iiuj . • -f u<> . v.,;y 

; -nu- *-.i- i , . --.o -.%• Paragraph 

Authorityi'for / Jx 7 — “ ■ ?8 

sssas J 

_ 1 -j . ~,i /> tr« 4-— ; 61j 

tinn«” fn la - SSifi ^ a * t - i0 ^^ .^"ForeigtC nationals.^-T'or’ : the 'imi-pose ,of 'these -regular! 
tions,foreign Nationals includes A ; ...- Aj ',- * T, J ® . , 

!n* offic- TT 3 ;-° ffiCialS> or employees of a- foreign- govefnment'havingr 

.- * (2) -^f 11 °* t - her foreign ' iIlationals - an'd; citizens of - thei'United r *States repre- 
’government-, vfirm,- 'or -corpofation, -' • X * ", ^ 
am bovrS^x“^;^^ oi the Unhed-Stutes.uot included in 

h;59. 'Authority, foriadmission;*-®.- '©eMeral.-^Correspondence and communiea- 

lo :w( 1)' Foreign nationals; (see par.- 58a), will be admitted- to Government or 

establishments, nd 

;’2 r ' leS - en ^ g ^ d «° 11 ' elaSSlfled work '"or- projects, •• and- td'military posts, 

* a-j ° nly : 0n wr ttten 'authority, ofi the Assistant Chief 

: 7 ° £ St; 'War Department- 'General- Staff. -r.: , 

vlsits will!. be; made - through h the' appropriate 
■ '-^diplomatic representatives excepttin. the case of' foreign natLals 
. , .. ® m P l0 / ed ^ citizens of the United States or by-firms or. corporations 

- - * -a « owned or . controlled, by. citizens', -of ; the •' United -StatesP'-fof'whhm 

U .. ' applications will be- submitted by*.their employers,'* approved by the-’ 

^ eon T andm ! 0fflCer 0r management °* ■ -tHe establishmeht to be visited t 
" • - and forwarded -with’ .the -recommendation of the 'chief - of- the supply- 

- • i a service or appropriate commandirig general-bf -the ’service com'mhfid- 

' ; Z2 Stiff thC ASSiStant :° hIe£ 0f ^-iG^iAVar DepaitnSi 

^ons-submut^ through either of- the channels-de'scribed’ above 
V '^ -oi^will: include .the folioswing -information': V-. • -,M ) y 

,-hi'OT,p ro.,(.®) Name in-fiillo- r-uit^j 'xd ifi.y i r i-u . « , ! 

. a^fo'jitA,(6.) ' Official, title^or 'position.-- L iyLbu iitii 

(c) Name of plant or plants, posts,: campsproi; airfields' 1 to which-' 

■ admission -isr'desiredr ’’-.a q loi ;. *>■ -y ; i 

... !S ° ate ° f Vi f t .° r dates betweeh-rwh-ibh visits' are-dfesiled. 

- _ - ■ (e)iiPurpose-’of->visife'’Oiii; - «oHoV -lot? m t£- 

For foreign nationals employed -by. citizens-ifXhe^nited 'States 
tt ° r c ? rporatlons owned- Dr - controlleiil- b'y “citizens of the 

United States' the following additional ihformatibu%iirbe required : 
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- I.'/.iT bat ,?■'•'($) uNatiohality.A >1 ra>«rS* Cur;-.-,. .s.A uni tmio-m 
(p) Length- o'f'servicetwiGi’Spreserit; employer'.© a m-:;s 
u s ! I ( 4 ). Prior 1 to-mutborizing 'a;- .visit- to :a -War ‘ Department orl commercial 
L-.-f; ‘..manufacturing- establishment- engaged iii classified' work or projects, 

v ' ■>* >• - the Assistant! Chief of Staff;-- G-dJ, War: Department- General Staff, 

• ..i"will .secure 'the : -recommendations" of- the Navy ' Department and the 
chief of the supply service concerned. Members of the armed forces 
of Canada and Mexico may; 'however, be admitted to Army posts, 
camps, and airfields near the borders of those countries for occasional 
visits on the authority' of the" commanding general of the army, 
I'u-ii. v...K defense command, or service command having jurisdiction qver suchj 

y posts, camps, or airfields, without reference to_higher [authority,, -i-t/. 

t.:o. United States- citizens .— -Subject to the.-approval of - the-commanding- officer! 
or r the contractor,- United - States citizens, except thosd representing a foreign 
government, 'firm, or , corporation, '"may be,., admitted-.-to War-Department or com- 
mercial manufacturing establishments engaged on ..classified, work or- projects; 
under,, ther-follQ.wing conditions,:) '-.‘ sycop'io ;,o : t -- - 

(1) Casual visitors may be admitted provided- no. secret, confidential, or 
-o.'iS'i l-j!;.. restricted work oriproject' is shown’br discussed, i 

(2) Representatives of-, other United ‘.States -Government; agencies, manu- 
„= s-^.rdao: facturers,-.or their, representatives, 'lengineers,. and inventors cooperat- 

ing in War Department work and having a legitimate interest! 
.•dun&Tiroo thereinrmay.-beisli'own- .such works.. or projects • as are 'considered 
J --.» -necessary, and "desirable by-the responsible chief of supply- service., 
Authority for admission will be in writing.'. ; • n-r\ .<J 

.-SO (8) ; Accredited;.; reporters, . photographers, -and -• other; representatives of 
1: in publicity ; agencies., may j be> admitted r, -to . manufacturing establish- 
y~e ;-i r!-> ments; engaged - onjwork for the. War .Department provided classified 
b*.-:--l-matters,vprojectSjrior.eprocesses of . manufacture are not shown or 
discussed withithemro-'News'items, photograph's, and'-motion pictures 
r:c- .-n resulting,! from ,;the yisiUmust be- submitted'; to -;the Assistant Chief 
/[-'toil';" r of- Staff, G-2; -WaruDepartment. General 'Staff, ifor release prior to 
■ r - -.publication: ■,.-■} a? is-. >'r<. - r.->i ’ . ' .? " ■' 

^ 60 ., -Responsibility of commanding officer; Army representative, or inspec- 
tor.-^®. The- commanding officer; 'of, a; military , manufacturing establishment or 
thejArmy," representative, or inspector, at ia, commercial, manufacturing establish- 
ments the local representative ofu the War; Department in, -all matters regarding 
thejadmission of visitors.'., If, -in his opinion, the.-situation at the 'time makes the 
admission of a , visitor, -inadvisable, the us. -empowered to postpone -.the visit and 
request instructions from the office which authorized it. !.</- -»i- jry 

.j-ft-dThe^commanding .officer, or, Army, representative will make a report to the 
Assistant Chief of Staff, ; G-2, War Department -.General Staff,;, through the 
appropriate chief of supply service or commanding, .general; service command, 
giving the following information concerning: foreigners, ,who Cvisit, establishments 
engaged.inmlassifiedrprojects: -a, 5ro e'*.a/ lot 

(1) Name, official position, and nationality. ; a., .brt'a 
,(2)-- Authority;..for.the''Visity- . w-i ■ • , : :i i w sa'.'l 

’ (3) Matters in which the visitors showed' the. greatest, interest. 
s-.-;j'»u(4)j-.(^neral:nataiprpf’fluestloiis asked. muvb.iu "uV 

odi - R) ( 5), ^Expressed, object .of-the-visit; aye: - J 

• hTilp(-§); inspectorjsvestimate ofjthe' -real ,object;;of the. visit-lc im-n-T 

O/iU 
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W ’ J -i(7j)«’General'aestimate of ability; intelligence,«a’nd . technical. -knowledge- of 
•o;:r si il 'WD-the -visitor. 'andhis' proficiency inthe English' language: •!<- ' i 
i.-iime. (i8)vAlbriefalistJof what-was shown and explained.- vis »« id 
;“?61vf Responsibility 'of -i Government contractors'.^®. ’Contractors . or subcon- 
tractors engaged in work for the War Department must; places such: restrictions 
T on rt th'e " movements' ofapersons 'employed' or ’ entering their,-' plants -''or’ offices ' as 
iwill give' adequate security to secret,' confidential; or-:restricted!tmattefs?in their 
possession;'! In- view'of ■> the wide- difference's 'iii organization, ‘arrangement', 'and 
physical make-up of individual plants, no specific rules are practicable. .-cThere- 
ifor^Mocaffcondi’tidns'at the~plant.and the classification of -the'-project will-deter- 
!min'e-th'efsecuri r tyineasures;to be. adopted; uri:,- ■’ > ' iu-UV 
o'ljd'Thebf Olio wing general-, procedure; in' regard, to .visitor's :at -establishments -or 
‘plants engagetiritfclassified ‘projects for, the War, Department is.prescribed':.i. f .' 
•ijfZ ; (l) : ;Visif6rsiwiir be; accompanied/during their stay : at the) plant-'byi the 
•y-i -.-.-JvleO L inspector Or) Army, representative, a member -of (hisiofficep.'or -some 
responsible person who is specifically informed as to the necessary 
yv’di!'.'.'. ;• V limitations or restrictions, the scope of. the -.visit,' and the information 
i >, ■ . ; which- may be furnished. , -cb- " . .. >.'.u r ,i?cq 

•iif. '• (2). : Unless specifically authorized by : the authorities' 'mentioned in para- 
Alt-it. cl v.i , graph - -'59, visitors ' will not' be ' allowed:- in .any shop, .laboratory, 
drafting room, or section of a plant .where- secret,. -confidential, 
A-wc I* P>- I'dr-destricted, matOriel'-is located 'or. where :classifiedi-wofk .isJin 
•r.i a's 'progress!- no'r will they . be 1 permitted to • take - photographs.' ‘ 

W&ftfa) lWar. ’Department' contractors will-.submit to the ^commanding; general 
Gof' the service: command,'- chief of! supply ’service, •apr;s Commanding 
General, Materiel Commancb ^Army Air Forces, whichever is appro- 
priate, to whom their plants are assigned for continuing protection, 
at the end of each month, J and upon the completion of the work 
-7-.m wniin, dr' projectya report* of 'all visitors '-who -'have gained information 
concermng* th'e classified 'work or projects. These repprts^will 
- include the following information : - '. .) 

(a) Name, official position, and '.nationality. ■ r- - -, , V ,T 
.nofji.l-: ,.(6;); Address. .. -. rpn „ (i t 

odw ,-r.u Authority. -for visit p.i-<- nr ' - "•i-! u 

ciiblo k'iUtuv/'Xdj’iWbether authorization for .visit was, written or oral. 
gi-MSu d *(e)'jWhether authorization; for-^yisit, ,was .received prior to or 
simultaneous ^ iwith^thejyisit.-;, ' a:. 

Vn'-o K-l-.-.n i(f). Number of. authorizations ^received -for, which the corre- 
t bluavg -i-.- xr-r-i 1 sponding..visits.rawereinot [ made,; t withj j detail_ed information 
Of! :: i .- •w.-ki- "toin . each .case.; C '• -c-» n! i ui u .s?i 

imf o .';.-:a(2-),;Th'e; commanding -general; of 'the service command, , chief of supply 
So a-cru-dm - service,-., or ^Commanding .General,-, Materiel-Command, Army Air 
.uL'aM.. .Forces, .whichever .is , -appropriate, - to whom ^thei-r;, plants are as- 
vueiilim oi iisigned’for. continuing i-:pro.tection,. ; will- submit,, the,, reports, to the 
Mff sjC;.'.: /Assistant- , Chief, of - Staff, r -.G-2, War... Department.- General. Staff, 
ttrrr y-kuk.- rthrough, the appropriate chief of supply seryice, ;;r ';;.ni 

tjluvli. ! y ''n~i b- u ... Section ; VII'-' - ! Y : 'A' -'.-m 

cwaodfiy - : -f usAuu .nl -j.-.' -U' 'c -.‘i-.-t --.i ‘.'".'--v.;',: i 

AIR SPACE RESERVATIONS, RESERVED AREAS,, ANTI. RESTRICTED 
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62/:; Air space -reservations. — a. : Establishment;— Air .space- reservations over 
military installations ^orf reservations .over .which f the * flights of ^aircraft is pro- 
hibited or restricted for the purpose of -national defense or?for:otherrgoyernmental 
•purp"oses:are established by Executive order of the-President.rof the United; States, 
:or -by;.a State, (Commonwealth, ori Territory. :'t -tt •.* rrul 

;.c 6.. Territory, of 'Hawaii:— Section. 3;rAlr CommereetRegulations-of- the Territory 
of- Hawaii', prohibits private and-. Commercial’ aircraft from .flying, oyer or. crossing 
"any part of Diamond Read' and the; fortifications, of FortvKamehameha- andvEort 
Weaver.. s’c ;v:, <-■: .'■.-o.,, '* ibid •..[ t yfy 

• nco HKilippine: Commonwealth.^^ jingrby any.jaircraft other-, than'-t-hose J ,pfvthe 
United States and Philippine Governments within a rdistance^of fr-miles -from-.the 
perimeter . of ; Corregidor, i Island, r Fraile Jsland, ; Carabao ''■Island;’' ’.and .Caballo 
Island,, Manila Bay;;and. Subic Bay, -Island of Luzon,- and ..within c2 -miles' of. the 
perimeter/of Cavite Peninsula,. ManilaiBay; is ; prohibited-by, section' 80/ Air Com- 
merce- Regulations, the Government .of the Philippine. Islands; dated October 15, 
1935. : v- •'.ter - • -,'f - ■ •• . •• i ■ 

,,od. r Respohsihility:of commanding .officers— Tiw commandingt officer of a military 
reservation, post, camp, station, or installation oyer: which- an air space reserva- 
tion has been established is responsible for theisurveillanee of the designated air 
space and :for . prompt report- to The Adjutant General, through military channels, 
,of Any. Illegal flight therein. rj>'-- -c •;>:>>•-. - -i 

,:j 63. Restricted -areas;— ff; De$igmti6n.-+ J S!b & '• commanding? officer of a post, 
camp, station, ror.-installationi is responsible- fpr-:therdesignation and proper safe- 
guarding of- restrictediareas. If local conditions dictate, he will mark; all ordinary 
;ent-rancesror: approaches to. such* areas -with aisigmreading as follows: 
m P ; r-Vf; «w~v -.’ WARNING * - rr ' 1 

,0'--t-- '0T“ .it''." .’ T,’00 "O' 1 - l;*’'; ics^-v 'u 

. . . r , RESTRICTED "AREA , , ' 

MV.-- . Ml *nn;^.t-i05> S r !t IT'-.i ,r--- "s;. ’ e ■■ c .-\. i *: 

„It .is-, unlawful to , enter /within .this. — without written per- 

TO tLtv (A %i« ins v^. 

(Authority) . D-'iyvV 1- RA. ChoiO'-i ■ 

6. Procedure in case oP^viblatimv.'" f - <.••-»*> u:;': r (,»» 

(1) The commanding ofiicer of a military reservation; post, camp, station, 
. - or installation will cause anyperson not-subject' to -military law who 

- • 'entefs a restricted- area of building -to be'detained-, warned of his 

■to pi rights, 3&n"d' interrogated by proper ; authdrity;U;If ,it is a first offense 

and there is no evidence- of deliberate'-in tent, the offender may be 
m warned 'against -repetitiotftand- 5 released 'iipon> the surrender of any 
r-M-«j:,:i-r..’c; i ■'hniawfulphdtogfaph. sketchvipicfure,.. drawing, map, or graphic rep- 
resentation in his possession. Otherwise' the offender will be deliv- 
v.-V't? ‘ ' ; efed : withoutAn'necessary’ delay to dhe. nearest' United States marshal 

7-!;’ • • liwitjj -a- written statement of the facts, ’the names and addresses of 

■’n ' ' : • -the^witn esses, and such -pertinent exhibits v as- may .' be -available. 

‘ . (2)' -When r an* investigation' 'feveals ! 'thab r a'{person noti'subject to military 
i : law has- entered 1 such a "restricted ’area or. building,; custody of the 
individual 'not having beend'effected, -the commanding officer will 
promptly forward in writing to, the nearest United States district 
attorney a report of all the facts, including the names and addresses 
• dAfg-jithe Witnesses. ;* ' f "' •’ u A 

(3) A report will be made through- military channels to the commanding 
£•/“' Pii 1 , general of the service command of each case brought to. the attention 

.of. civil authority and will include a^rief of all the facts .and, copies 

of all pertinent communications. 

26 
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Section, VIII 
i ' f. 'v. 

TROOP MOVEMENTS 



-. ( : .; . ... Paragraph 

iiai 1 ii i o v (' ni (-1; t s'l _ : - ' — .. — - — - — --- — — — 

Bmbarkatioh_:.^e‘j_ir — — — ------ — — — ------ -66 

Moyi-mcut. of- ’ Vessel.-; ; - A'-t - — -1 - — ./ ; 

j,-. ... ■ ' --- ' -- ‘ " " 

64. General-;— Movement. 'of .troops or In'dividualS’/.br.any-grouplor class -of 
such movements maybe classified^as secret,, confidential- ior restricted, by, or by 
authority;,of, '.anyfofficer'.authorizedibb f-make -.or authorize secret .classifications 
■underiparagfaph 3c.;. ; :All information -relating to movements thus classified'.will be 
•treated as in the^same nategory.eas -the movements to which it relates and- -all 
moyementsiso elassified;;wilkbe:governed'by£all the provisions-of this section.;. 
oi:6. jOfficersfand-tmen -will avoid.-.talk or (discussion- of. mi-litarynmatters while in 
any. pubUejplace andiWilh .view jwith-'suspicion any .person-' asking questions; about 
military! subjects < or* discussing , such 1 topics, where 'there jis.'.even. remote - possibility, 
thatotherinformationi may reach ithe -.enemy. jji *.-> '..Ulf-^ol jr- >•- 

adCipAllt-perSonSj connecteduwitli, the; -'military iSeryiceiwh'OMreceiveunfdrmati'oniO'f 
proposed inlandr-orf oversea movements; iclassified -in accordance, with; uiabove,! of- 
organizations, detachments, or individuals are forbidden to make public the details 
of such movements. _ “- 1 

d. (l) The names of organizations, ports,.of embarkatiop,, or. ships, .to , be used 
ti/.'f S-'troopmovments; ‘or ’the date ; o'f "’departure, 1 arrival, or'embarkation 
W-*'* will not be disclosed. , v , 

■ when'it is hecessaVy to'advise relatives or other civilians of approach- 
j. ? -'flepap!liv(r§,j-P§I 9 PPS connected-, with .the-military' service -wilLnot 

'ST ... - —convey any- -information -in regard to rail routing;- probable time-and- 

ST -date of- departure from or 'arrival at' an^statiiih; names ‘of ship's, 

• '' ports of embarkation^rfffi^ pt, organizations. 

i) , e. ^Commanding’ officers of troops' or, individualsiaffected .by, the provisions of this 
section are. responsible .that- such., troopsor. individuals, are .instructed in such 
provisions', advised of ..their applicability, and warned,, of the -danger involved in 
leakage of information concerning trooi) mpyements, ;r .j 

o.versea 

^^ijjje.'of l^e.sh^p^oy^ddg^. ; Baggage 
j^iJr^fsed ,to- thei.cpmmanding.pfficempf j.tlie port 
or, where a, port of, embarkation or, debarkation ,has .been . established, to , ithe ■ port 

•|Oi» r >r. , 4 J>U r> *■ lU * ! i’ ■- i J t.t -'-A J j 

-A>. •:» <h r -. ,- ... I -O'-i' uf.:: *.r -...rJi-A fwi.'ifbC ST-t .':r.«R 

, ’ 66.„Enib,arkation.~a.., Admission^ toilers. ^ ^ fM , ^ v " ... > c . 

•*' * (i') >J ^11 persons not on offic’iai Business^ill be : excluded from the piers at; 

bastVuMn ao 8^ •» v. -U K V v «'i'U - S- "C-.w .OT 

(2) Only official photograpbers.will. be. permitted, to. take, cameras. withm 
’o seoqV/it an/-n>. •» * >u 1 • 

. ’ the limits.of the pier oroyerseas. - . v-oRii '-linWo 

■ ' (3) Arrangements will be made to have, farewells completed -before arrival 
' . ' ■’ ■’ at' the piers.' .No. members of families, relatives, or friends- of those 

•--au’ Al'-riii** air-. »<uf i ; i - r . c • • r - v lS t, -:whh ■>» ; 

1 ' : >a sailing will be allowed at the .piers, or thereabouts on, the. day. of sail 7 

, f, t ^ing.. . If a,ny s; such persons; are found. there, they, .will be. ordered, away 
.. summarily, by .the guard and regort will -be made^of .thejOfficer. ,^>r 

..o-'/'-Gi /•' v 'enlisted man with' whom.they- were seen or.,with"whom they attempted 
bstvMOtfO- sa»»HI SO -to .rj, l«I I-J'a-- «•* 

. . . to communicate.. - .- . . imma- n t - .ii - --® 
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6. Movement of troops . — At ports, of- embarkation troop movements will be 
made so far as practicable without attracting undue attention. Troops will be 
held at ease, bands will not play, colors- will be 'cased, and no noise of any kind 
yiii be permitted. ^ 

1,^67. Movement of vessels.— In harbors, vessels loaded with troops or. supplies 
iWill.be moved under .cov.er of darkness, .whenever. possible. .-If. vessels' must sbe 
moved during daylight, the commanding officer of troops will hold-liis men’ below 
deckor within deck 'superstructures to prevent attracting attention. ~ Signals by 
flags or whistles will 'be limited to 'those necessaryifor. safe-navigation. •• ■< 

•168.' Overseas. 1 -^. 'After I arrivals overseas . no .'information.' will, be given ‘eon- 
cerningjnames bn destinations of (organizations,. names (of, vessels, 1 dataieoncerning 
convoys^routes pursued;! measures taken to 'avoid 1 attack,' dates of arrival, debarka- 
tionilor departure, or numbeivoYtroops'Or^ind.of.eargbes carried: ' cl ro \:. .'. . 

6. The .‘disclosure of-flhe place of execution' or acknowledgment on a legal . instru- 
ment, by one' iinnor. with' the armed -./forces overseas' isflauthorized .providing .the 
military,necessity; of secrecy of-. strength; and: location vof troops' does-noti require 
suppression, of. such 'informations' providing also 'that; such disclosure is necessary 
to the legality of the instrument and. >the; execution of the: instrument cannot be 
deferred- without linduechardship; andtproviding'the information disclosed will-'be 
of nojsubstantial value'tO'the enemyiwhen ahd if it may. reachhim:’ 1 ' ■>'<: : f 

i.iijj, t. V,,ll n:i. r v> v>. tow? ..i 'r.'fl 1 "' •< 1 ,»it b . iti-isiM- 

( / ; Section IX f ..-. 

r‘‘ " r> . EXTRACTS 'FROM PERTINENT LAWS AND REGULATIONS 

., T c ' t«,u i'u'v Paragraph 

Military reservations, .unlawful entry—.. — ‘--.I 1 . .... , 69 

Espionage Act-- -’ii-f'JlLl.f L£ i'JlJ.u.'.L I’Jjt LI 70 

Photographing 'and'sketciiing'bf 'military or naval' reservations prohibited!-’!' 71 

Air .Corps Act-^^ r .--- 3 ^i>-l^y.?. -• 72 

Protection of diplomatic codes .= • ■- 73 
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Wire* or radio communication* — 74 

Laws and • feguiationsPgbverning'intef national' traffic' in arms-1- i Li-L '76 

Photographs, .etc^t of .military 'andlnaval' def&seslO.SK--’--i | I-- 1c -_f A.L -'76 

‘ ( '69. , Miiitaiy , ‘reseryatiohs/ uniaw'ful entry .^Whoever,, within" the 'territory 
- or jurisdiction of ''the 1 Uhi'ted“Sthtes, : inciudiug the' 'Canal 'Zone, Puerto; Rico, and 
the Philippine Islands, shall go ’upon' any military reservation', army post', fort, or 
arsenal, ‘for 'any purpose ‘prohibitecLby law ‘or 'military” regifiatito '.made in'pur- 
suance of law, or' whoever shall rbeifter' or 'be' fouiid within'any such' reservationj 
post', 'fort,- or ’arsenal;' after ' having', lieen" removed therefrom' or’ ordered 'not 'to 
reenter 'by any ’officer or person'in' 'command' or charge thereof;' shall be fined not 
more than five hundred dollars, of imprisoned not .more than six. months;’ oi 1 both. 
Sec. 45 , act March 4 , 1909 (S5 StaV'iO'97-)‘ ;\aci March 28, 1940 (o4 L ,St’af.'86';~18 
U: ST'C. 97 ; M. L:,1989fSupp : if sec: : 816)7° '' f „ ■ 

70. Espionage Act.— a. Unlawfully obtaining or ( permitting id be obtained 
information affectin'g nafiondi'*deferise.^Tha.i (a) -'whoever, 'for the purpose of 
obtaining information respecting tbe' natibnai defense with 'intent or .reason to 
b'elieve that :< tfie ,J ihfor'ma{ibn to 'be' obtained is to be used ;‘to the An jury' of the 
United^StateSi'or' to' the .’advantage" of any foreign' nation^goes upon, enters, flies 
over, otherwise obtains ‘information 'concefning' any vessel,' aircraft, work of- 
'defensei lS’avy yard, naval station, 'submarine^baserc'oaling^.statibii, fort, battery, ' 
t'orpedb'Statibn" dockyard', canalj railroad,' 'arsenal, camp, factory ,;inine, telegraph, 
telelifionb; wirefess’, ‘‘'’or ‘signal' station; .building, office, or' 'other place connected 
with the national defense, owned or constructed, or in' progress* of construction 
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blithe United -States, or. under.. the control- of the United- States, ;or of;any-of- its 
officers.; or agents, .or; withinMhe. exclusive.- jurisdiction of; the. United States- or 
any. place m. which any-yessel, aircraft; arms, .munitions;- or. other, materials -or 
instruments, for. use in time ..of war are being made,- prepared, repaired,, or, .stored 
under any contract; or.. agreement with ithe United States, ror with, any person on 
behalf ofi the. United-States,, or, otherwise on-behalf vof the United -Statesnor -any 
prohibited. p!ace .within .the meaning of section-six of. -this: title';, or; (b) whoever 
01 e purpose aforesaid, and- with .like intent or reason , to believe, “copies-takes : 
makes, or obtains, or attempts, or induces or aids 'another- to copy,- take' make or 
obtain, .any .sketch-, . photograph,, photographic negative, blue print;- -plan,- man 
model^mstrument,- appliance, document,- writing, or note jof';anythlng, connected 
with the .national defense ;!;or (c) whoever, for-the purpose aforesaid,, -..receives 
or obtains or agrees or. -attempts-or induces or, aids- another ;to. receive or .obtain 
;om any r person i: or;from' any;source whatever, .any idocument,, writing, code book 
signal book,- sketch, -photograph,- photographic, negative, blue print, plan/map’ 

model,, instrument, ---appliance, c or note, of anything, connected with- the national 
defense, knowing or having reason, to believe, at the time he receives or-obtains; 




or. agrees or 'attempts or '.induces? or aids another- to, receive or. 'obtain, it, tbat.it 
has been or will be obtained, taken, made; or disposed of. by .any person, contrary 
: he. proyisions of -this title ,or.,(d).> whoever; -.lawfully- or unlawfully, having 
possession, of;, access, tor control over,-, or- being intrusted with.any document, writ- 
ing, co e book, \ signal; book, sketch, photograph, photographic negative,; bluejprint- 
P taStrumentrappliance.-.or.note relating, to the -national defense’ 

willfully; communicates or, transmits or attempts to communicate or transmit- the 
same to any person not, entitled to receive' it; or 0 willfully retains the same and 
Jatis tOideliyer-R on demand to the. officer or- employee? ofithenUnited- States en- 
titled-to receive at, ; or., (e) .whoever, .being Intrusted, with or having lawful posses- 
sion or control ;of- any -document; writing, ; code. book;, signal-book,. sketch,'.photo-- 
graph, photographic negative,- ; blue print, plan, map, model; note, or -information' 
re ating to the , national- defense, .through gross. negligence permits. the, same' to'be 
lempved from- its proper place of custody or delivered to anyone to violation-, of his 
trust, or to be lost, -stolen, abstracted,. or destroyed, shall be punished -by. imprison-- 
ment for not more than ten years and may, in the discretion of, the. court, -.be, 
ned not- more than $10,000. Sec. 1, -Title- 1, act ’June; 15, 1017.- (40 Stat 217) • 
ctoW.UW-.m-Btot, 7 9;,50. u. S. C. 81; H. L,, :1939,- Supp.M, 

06 C. 1 6 iOi . X ; f f * t , r* ^ - *-j . 7, ,, , K .. t jt _ j y. 

.■b. Unlawfully disclosing information, affecting national defense.— ( a-)r 'Whoever - 
with, intent -or reason. to believe-that.it ds to be used ’to the’injury of the United 
States-or to' the.advantage of a ; foreign nation,, communicates,, delivers; or trans- 
mits, or attempts to, or aids or induces another to, communicate, deliver, or. 
transmit, -to any foreign- government-,; or. to any- faction or ..party or -military or 
navaLforcewithm a foreign country, whether Jrecognized- orinnrecognized by- the 
United. . ;States,i. or to any -representative, - officer, - agent, employee, subject, or 
citizen - thereof, (.either; directly or .indirectly, r any. document,: writing, code book; 
signal; bodk,' sketch, photograph, .photographic negative;- bluel print, plan, map, 
model note, instrument, appliance, or information relating to, the national defense, 
shall be punished by -.imprisonment for, not. moreothan twenty, years f Provided, 
That whoever; shall iyiplate the:proyisions'Of .subsection-. ( a of; this section in time 
of .war. shall be punished-.by_ death or: by imprisonment r for 'not :more, than thirty 
years ; and ; (b) whoever, in time, of war, withtintent that' the same shall be com- 
mumcated to. the enemy, shallvcollect, record,- 1 publish, or communicate, .or 1 attempt 
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• tot.elieltaany* information -'with irespect'to tlie movement;onumbers”'.description,! 
condition,* orn disposition of ' any -of-t the' armed forces* n'ships, .aircraftporkwar. 
materials oft thetUnitediStates; or with respect -'to* the. plans or •conduct;* or; sup- 
posed plans’or conduct of :any. naval tor; military toperatlons; of with-respect-to-any: 
works or'measures undertaken for or connected /with, 'or'intended'-for- the'ifortifi- 
cationeor defense- of any'jplace,' orfany Pther information delating* to'tlle public 
defense,' 1 which' might- be 'useful', - to * the * enemy,* -shall be ' punished ’by- death' >'or :byi 
imprisonment for not more'* than thirtyayears . ■ Sect 2,- Title- 1, act 'June '15 ■, .1917 
_ UO.Stat ■ 218--50 V? SlCVSZpM/Jj’} 1939psec.'2m.) :< »*•*-• < »> P-MeMo to ' * : 

f ; cl Conspiracy 'to -violate; preceding *sectionsi-ai£» two'- or 'more -persons conspire 
to- violate 1 the ; provisions of- -sections two of.'threeof this"title;! and' one or-rnofe r of 
such persons does'- any Tact to' 'effect ',the'J6bject 'of -the -cohsjpifacy.i 'each' 'of '-the' 
parties to such conspiracy- Jshailhbe ‘punished as- in saidisectionsf-provided '-in the 
case-tof i'the- doihg-’of - -the' a'ctlthe- -accomplishment 'of /.which' 4 s *the» object-: Of such 
conspiracy. /Except as , above-' pro vi’ded r.conspiraciesg to > commit- offenses under- 
this ■ title sshali be punished; as provided- by- sectionr.thirty ; sev'eh'‘of''the' Act' to; 
codify, ' revise, and amend* 'the-ipenahlaws -of * the United -States approved -March' 
fourth, nineteen- ; hundred ' and nine. Hfifecr 4 Title I ;iact ' June* 15, -19 17- (ffi Stati 
219 ; 50- UiS.'iC:. L:, 1939;,sec;:218'5)'.< .ho.-intd-* ul Uiv; n:; -a and 

a. Harboring Mr-xoncedUng violators of law .'-^Whoever' harbors 'of'*conceals'any. 
personowho he‘knows;oor has' -reasonable' grounds to' ; believe ! or’suspect, ,, has'-com- 
mittedpor; is about *to'-'commlt, ian.'-ofEense 'under 1 this title! shall be-'punished-'by- 
imprisonment vforf riot- more 1 than' ten ''years' andhmay,'-' -in' 1 the* discretion; * of- r the 
court; be fined not moredhan $10,000. '-Sec: '5, TitWI : yact>JiMe'l5;'1917-(tyO' : iSiatl 
219 ) ; sec. 2, dct'Mdrch'-28,5l940 : '(‘54'Stati79; 50 WBUOi>S5>y. xar. oi ts-e/f 

■** e. Designation op prohibited : places •fiyiprocidTOOiion—The'Pfesident'inl time' 
of' war or 'in case 'of 'national emergency 1 may' by proclamation rdesignatebaiiy 
place' .other than' those iset'forth in -subsection r(a) of'sectiom'one 'here'of 'in'Avhich' 
anything-'for the -use olfthe Army ; or Navy-'is being.'preparedi'or' constructed )'or; 
stored' as a-prohibited place ifor-the 1 purposes bfi* this -title': 'Provided; *Thatihe 
ShalPdetermine- that;-information v *with -respect ' thereto would'.- be iprejudiciai‘*to' 
the national defense;'-. Seci6, r 'Title:-I ,- act: Jun r e r '15p'1917 ■ ( ! 40 :, Stat\i2l9; 50 U.-SlCl 
3§';,M. H., 1939, sec. '2186): 9<t ui .-p j“, :.t ,vt r ■: anrfi *to: jou i'XOftr 
if-.' Places -subjecl'to provisions'. of MiWHtle.-^Xhe provisions'-of t-his'title shall* 
extend to all ’.Territories, '. possessions, i and' places! subject- to ’ the) -jurisdiction- of 
the United States whether or not contiguous thereto, and offenses under! this" title 
when committed upon the highiseas or elsewherewithin. the admiralty ’-and '-mari- 
time jurisdiction of 'the ' UriifedrStates and' outside’ the territorial limits -thereof 
shall be punishable, hereunder. - Sec. '8,'Title :I‘fiact 'Jun'e'15, { ‘1917( (JI0''Stat\-'B19$ 
50 UtBi'id. -.57); ’ ". v :' P> -Ami -o Ois m ,i. ■ « - in ,-ltn 

g. Jurisdiction of courts-martial . and) military -commissions:^-lNothmg. contained* 
inithis' title' shall be.deemedlo.limit . the jurisdiction .'oftthe'- general courts'martial 1 ,' 
military commissions, or- naval 'courts-martial under sections ' thirte'eri'-hundred 
and forty- two, ; 1 thirteen -^hundred • and-:.forty ; three;!' audb sixteen ihundred rand' 
twenty-four of:.the Revised ’Statutes as-amended. jSeclJfpTitle I,aci’Jime'15;*1917‘ 
(1,0 Stat: 219>p50 u.: S: C::88). Cat .fi.-'nn.i-iii . ?•.*'• 

1 h. Jurisdiction of: courts. of -Canal: Zone, and' Philippine' Islands of offe'nse's on' 
high seasr-le-The-several. courtsiof first! instanCe'-in , the "Philippine ‘Islands and the' 
district .court 'of-' the: CanabZone shall have* juris’diction-of-toffenses under--this' Act 
committed' /within their: .respective "districts, : and T concurrent -jurisdiction; 'with 
the.', district courts, of. the: United. States-of. offenses *under5 this 'Act! committed: 
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uponnthe-high- seas,, and* of . conspiracies to commit such -offenses,-, 'as ■ defined by 
section thirty-seven .of.ithe-Act- entitled. “An*. Act, -to codify, revise,; and-'amend’.thei 
penal claws;, off thepUnited- States,”-- approved March'. fourth,-: nineteen hundred, 
andrnine, and. the -provisions' of\sa,id section, .for, the,-.purpose.. of -.this -Act, - are 
hereby - extended i todthe ‘ Philippine; Islands,- and. ;to.,the l 'Ganal')Zone. In isuch! 
cases the; district-attorneys of -the Philippine Islands .-and of the ; Oanal _Zone. -shall ; 
have -the -powers-.and 1 perform the duties provided in this Act-.-for. United - States- 
attorneys. r.Sec.,2, Title) XIII, -act June-15, 1917.<(J t 0Mat.'231-;, 50. Vi: S,G. 39h, 
,'-71;, Photographing- and; sketching ;of military or-.naval , reservation's pro-- 
hibited. — That whoever, except in performance of duty, or, employmenttin con- 
nection with- thetriationalidefen'se,' shall knowingly, and willfully- -make any.sketch,’ 
photograph; photographic-negative,' blueprint; *.plan, map, model, -copyy or- ; other, 
representation; of any. -navy* yard, -..naval-' -station, or. of' any. military; post-;, -fort,, 
campjt station, -arsenal, airfield,, or other, military or .naval reservation-, or;-place> 
used for-.natiohal-defense purposes by the.-War or Navy Departments, or,of jany t 
vessel; - aircraft, installation, equipment, , or - other property- whatsoever, i-.-located- 
within any such post, fort, camp, -arsenal; airfield, -. yard, station, (reservation or; 
place, or-imthe waters'*adjacent-thereto,.’6r in any defensive sea; area -.established; 
in.-.accordance with daw or whoever, except in perfoi'mance of duty or employ;' 
ment in.'connection*with the national .defense, shall knowingly, and'wilifully rna];e; 
any.ske'tch 1 , photograph';..phot6graphic negative, blueprint, .plan, map, model, copy,' 
or-'other-representation of, any -.-vessel,: aircraft, installation, .equipment, or.-other 
property, -relating to ithe national defense being manufactured or under, construe-.* 
tion . or repair- for .or awaiting "delivery, -to the; War or Navy.- Departments >or. the. 
goyernment.of anycountry whose'defense the President 'deems .vital to the.defense, 
of thei'United 'States under anycontr'act oriagreement -with the United States-or- 
such country i oiv otherwise. on behalf of the United States-or such 1 country, located* 
at>the factory,- plant, -.yard; storehouse, or other placeiof business of -any contractor,, 
subcontractor, or. other person,; or in. the waters adjacent- to: any such -place,' shall, 
be punished as provided 'herein: <-'Sec.- 1,- act June 25, 191,2 .(sec II, Bull. 31,191/2 ).r* 
^Notwithstanding* the r provisions' of section 1; .the - Secretary of War.; or the, 
Secretary of the Navy, is authorized; under such regulations: as; he may .prescribe,, 
to permit photographs, .sketches, ; oroother representations-, to Be -made ./When, -in 
hist opinion, ; the' interests, offinational' defense will-jnot. be; adversely;, affected* 
thereby: 1 Seo.'Z, act:June-,25, 191,2 (seestll;' Bulk S1-, 191,2):- o v --; - 

.r>Any 'person found guilty of a. violation of .this .-Act shall, upon conviction,, be 
punished by a fine of not more than '$1,000 of by imprisonment for not more tban. 
one' year,' or'by both- such’-fine' and imprisonment^ -Sec.- 3, act June-25,. >191,2 
(sec:II, Butt. 31;:191f2). 'l. ■’ .•< '-li • . /.j-'-r ,. t j c . r! . 

•’ The prov'isions'iof -this. Act shall apply in, the' Philippine Islands as well as.in all 
other places within the"'terr itory * or' jurisdiction of th'e '.United* Statesun.Sec., 4 act- 
June''25, 1942 (sec.' II, 'Bull:31, 1942).- >■ >..» ■: > x t ,. 

-•'This -Act,' shall* be effective, only for the duration, of thetpresenttwar as.deter- 
mined bylproclamatioh of the President. Sec. 5, -act June 25fil942 (sect II, Bull: 
Si;:1942). o •' :-5 -• .' " ' .... C-; . il.r.-wtc: - . ... ,* 

72. Air Corps Act. — * * .* no aliens employed by- arcoh tractor for furnish- 
ing’ ormonsti- uctihg. aircraft, t'or aircraft parts, ’or. aeronautical: accessoriestfor; the 
United! States shall be permitted- to have access tottfie/planstor . specifications;, or. 
the 1 workmnder "construction or to participate in !the. contract trials, withoutithe 
written.' consent "Beforehand of >the Secretary of the -department concerned. . 'Sec. 
10-(-j), 'act July 2,(1926 (44 Siat. 787 --10 V.-S: L. 19-39, sec.-1942)._ 

31 
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^73i'J{Prdtectlon 'of/diplbm'ati'c^codesr^jTliat’ whoever, Byi.yir.tue of?Bisremploy-; 
ment-byithelUntted States| : sKall. obtain from anotBer or 'shall haveeustddyiof.'orf 
access ltd, or-shall have-had- Custody, of* or access- to, : : any official diplomatic Icodei 
or.jany/mafter prepared' ,in: any suc h"cdde, or which 'purports .to.have beempre-- 
pared in any such - code, andeshalP-willfully- without authorization . or competent- 
authority ^publish or- furnish to another .' : any . such code or matter,; of .any. matter; 
which* was’ obtained -while' in' the> "process' 'of transmission; between ' any 1 foreign' 
(governmen t and i ts dlpl Qhm&j ^j^^*to Tfltej^^^._^^^ l£airhe^neii~5o! - 
more than $10,00oTor-d^risoned notbmofelhStmr years,-. orboth: Act June JO, 
1933 mmat:>m; 22 : V. S:,c:, 135 ).J^Jm ! C-.-. • •• • o,.- . - -.b b.f 

,u74.*i<Wire or- radio . communication./^.:: UMattf/mrized publication . dr: use'.ofi 
communications.— No person receiving or-assisting in receiving, or ‘transmitting,; 
or assisting in. transmitting, ’any interstate or • foreign communications iby " wire 
of-.r'adio shall, divulge -ornpublish the; existence,, contents’,- substance, fi,purport-,.> 
effect' or meaning -thereof, except- through authorized .channels of .transmission/ 
or- reception,'- tot any person other than; the addressee,- his agent, of attorney, .'or,' 
to > a ( person- employedi.or authorized -totforward .such communication toits/des-.- 
tina'tion,- 'onto : proper /accounting or 'distributing -officers, of .the various .coni-, 
municating centers Over .which, thebcommunication may. be passed, -cor. to ..the' 
master. '.of a ship-under. .whom lie-is serving, ior in. resp'onse 1 -to.- a subpena.-i'ssued? 
by-.a .court of. -competent, jurisdiction, i.'or, on -demand: of- other .lawful authority 
and , no person not being author ized ; by. the .sender -sha ll/ intercept an y -:communi ,j , 
cation- and divulge or-ipublish . the existen ce, ’.contents, -substance, ..purport, ..effect,, 
or. meaning. of-'such-interc'epted-i^ommunicationjtpf.any.person.;rand' no, person no.tj 
Being, entitled .thereto shall receive or .assist in .receiving-any; interstate, orrforeign; 
communication Iby wir'e:.or:radio.,and use the. same .-.or any information Ithefeim 
contained’for his . own /benefit or for. the benefit of another, not 'entitled thereto,;/ 
and no person having received such intercepted communication, or. haying, become, 
acquainted with the contents, osubstance, purport,, effect,, or meaning ofvthe .same; 
or any part (thereof, knowing that such- information was so obtained, shall- divulge! 
or, publish; the existence,- contents, substance, purport, -effect, or meaning-.of -the 
same'-or-any part thereof; of iuse the same, or any, .information' therein contained' 
,for ,his own: benefit <or for’ the: benefit of . another not entitled thereto,: Provided} 
'That- this'section: shall not apply toithen-eceiving, divulging, -,publishing„or utiliz- 
ing the contents of any. radio communication broadcast,: or transmitted by, aina'-; 
jjeurs'br others for ithe'use of -the general- public,, of (relating to.ships in. distress' 
Act June:19,.1984.(48-Stat. J103i -i7 U-. S;:Oi;605)*\ .nw": : «. ;„*.ir.CT| 

; 6 . - General: ~p enalty . — Any person who willfully; andrknowingly does or. causes., 
or suffers to be done any act, matter, or thing, in this (Act prohibited .or.«de-, , 
clared: to'ibe unlawful,! or \whb:'willfully and. knowingly (omits, or, fails, to .{do 
any , act;'/', matter;! .orb. thing cih 'this-. Act- required -jto. ; be ,done;.;or willfully '/and 
knowingly causes or suffers such omission .'.or. -failure,* shall,- upon .conviction, 
thereof," be (punished for* such offense, for which-mo^ penalty (other than ..a- for- 
feiture)/ is ;provided.»herein, by,a’..fine of not more; than $10, OOO-.or-jby, (imprison-; 
ment for a term of not more than two years, or both. Act June 19, 193//;, (J/8, 
Stat: 1100; 47 V. 8..C.501): re, ; . p c . 

'"75. . Laws •• and. (regulations.! governing, international, - traffic, jin, • arms.j-^q.; 
Special provisions in' r.egar.d : to:military secrets.-h-Under- the provisions, of, Uait^Vi 
Of the Laws andi'RegulationsAdministered by the Department. of State^Goyerning, 
the International Traffic in Arms, Ammunition, and Implements . of .War ;andi©,ther; 
Munitions of ..War,. 1939, -. 'the. Secretary, of . State .will: not issue ,a license author-; 
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izing the exportation-of ;any. arms, ammunition, or implements of war 'considered 
by .the, x Secreta.ry of- Way or by the -Secretary. of the Navy as instruments or ap 1 
pliances^ancliided- among, the articles , covered by those' terms as used in. this act 
if, in , their. opinion, .theyjinvolve military, secrets of’ interest to -the -national 'dte- 
fehged^hegarticl.es; which may .-be so (considered are those falling’within one'-of 
the 1 fpUpwing:categories:(;o/-r X - > j v/ . !:;.t?r.u J-J, A’ -v ‘ ao v* 

jr.-di ai(l)' lArticles,-, the;, whole! 'or; any features of, which' have been or *are ! being 
,0 .V, .^developed, or manufactured, by :or.. for the- War -Department or'- 4 the 

Navy Department or with the participation 'of 'either '(of those De- \ 
partments ; and -• * 

hi, : (2). Articles, theiwholexor any features of which have been'used or'-are 

&T»;T-, : m. ■ -.being used by the .War -Department or ’ : the Navy- Department’-’'dr 
'id, r: o -lit WhichieitheriDepartment has (.contracted -to procure.-' -- 

- lincludeds among rartieles developed by or for the 'War- Department' or the 
Navy-Department are, those. which" have been contracted for lby( either, of- those 
^dpqrtments,ior which "have been developed, in accordance -with Army or 'Navy 
specifications and submitted to either Department for evaluation for procurement. 

c -. Prospective exporters Of armsyammunition, and implements, of war should, 
before -applying for a license to authorize the exportation of any -article’ falling 
withino;the : ;above categories.. which may possibly involve military secrets of 
interest- to -the national, defense, .communicate 'with the Secretary of State in' 
advance oftthe.prpposed shipment in order 'that he may be in a- position to ascer- 
tain ,for : the-,prospective exporter whether, or not military secrets are; 'in fact; 
involved .therein. ;,. The' articles , upon which a -determination is requested should 
be designated: clearly. and specifically, the -type and model designations being in- 
cluded. , Where.,applicable, Army or Navy drawing numbers should be given', or 
detailed plans and specifications submitted. (See 4 F. R. 4518.) • '- 

f; „76. .Photographs, etc., ; of military and naval defenses: — a. That, whenever, 
in; the interests- of national defense, the President shall- define certain vital mili-‘ 
tary and naval installations or equipment as requiring' protection against the 
general- dissemination of information relative thereto, it shall be - unlawful to 
make any ;r php,tograpb, sketch, picture,- drawing,’ map, 'or graphical representa- 
tion -of , such vital military and naval installations or equipment without first 
obtaining permission of the commanding officer of the military' or naval post/ 
camp, or station concerned, or higher authority, and promptly submitting 'the 
product obtained, to :such commanding officer or higher' authority for censorship 
p.r.such other action as he;may deem necessary. Any person' found guilty of a' 
v l 2 fsbibn- °f* this ' section shall upon conviction be punished by a fine : of’ J no't more 
than-$l,000 or . by imprisonment for not more than one year, or by' both "such fine 
and imprisonment:; Spc., 1, act January: 12, 1938: (.52 Stat. 'S;' 50 U. 8t'0:"45, 

M. L., 1939, sec. 2187a). -. •>,•..’*'••• ' 

, 9 -Any person- who .uses, or permits' or ‘procures c the use of an ■ aircraft-for the 
purpose of making a photograph, . sketch, picture, drawing, map, or graphical 
representatiom-of vital military or naval: installations or equipment, in violation 
of; the r preceding, section, shall be liable.' to the penalty therein' providedi r -”iSfee: 2," 
act January 12, 1938 ( 52 Stat. 3; 50 .U.' S/C- 45a';' M.' L.’, ’ 19/39, ' sec, 2187 aY: ' ■ vd 

- (fib.and aftemthirty..days from, the date upon, which the 'President ; defines-'any 
vital military or .nav.al . installation or '. equipment as being 'within' the 'category 
contemplated under the first section of this Act, it shall- be -'unlawful* for any' 
person to reproduce, publish, sell, ( or give away any' photograph, 1 sketch; picture, 

... . t 1 • '-5' ' V 1 * 
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drawing, -.map, .or, graphical-representation- of the .vital. military or naval' installa- 
tions .or equipment so -defined,! without .first obtaining - ' permission- of the 'com- 
manding, officer. of ; the --military or Inaval .post, : camp, or' station concerned, or 
higher, , authority, ^unless much .photograph, itsketch,' picture, , drawing, -map, dr 
graphical representation has clearly 'indicated thereon, that it has been-uensored 
by the proper military or naval authority.- Any person found guilty bf a viola- 
tion r of, this section rshall^upon . conviction be punished as' provided -in? -the first 
section .of this Act. ;Sec.:3 ! ,: act- Janudryyi2; 19S8 ‘(52 Stat. 3;-50‘U. S. O. 1,5b; 
MrL.y 1939, _sec._.2187a).,-i, t-'iu-i-nS n. , j 1 .... -. ' - 

* * . ■ * * *7 -> . • J.-:i » 

3 The, .provisions of this .’Act 'shall -extend,- to all-:. Territories; -possessions, and 
places ,-subjeqt, to., the jurisdietion-fof; the United- States, whether contiguous 
thereto, or not ..and, offenses, under .this;- Act when; committed: upon or over the 
high seas or elsewhere within the, admiralty- and maritime jurisdiction of the 
United' States, and outside - ; the .-territorial .limits 'thereof shall ; -be -punishable 
hereunder. .Sec. ’5, .act January;12, 1938. :{52-'Stat:r 1,^50 V. S; 0. 45d;'MSlA, 1939, 

see. il87ah wdr. ■». .. •- . .- '.A. *. 

p. t WHEREAS section 1 of the act of -January. 12, 1938,-52 Stat. 3,>'pfdvides:' 
“That, - whenever, j-, ; in , the interests: of ’ national; defense,: the- President shall 
define, certain -vital military and, naval, installations tor '.equipment as requiring 
protection against ; the general idissemination-of -informa’tion-'.felative thereto, if 
shall ..be,; unlawful to make. -any; photograph; ’sketch, - picture, drawing; map, or 
graphical,.representation,uf; such -vital -military and .naval installations -or equip- 
ment without .first.-ubtaining-permission. of ;the commanding. officer of the military 
or naval post, camp, q or-, station; concerned, v or higher authority , -• and promptly 
submitting the (product .obtained ;to such commanding ,offieer-or : higher authority 
for censorship or suchrother action as he may .deem necessary. . Any person found 
guilty of, a -violation of,this_section. shall: .upon' conviction.be punished by -a -fine 
of not more than-. $1, 000, or by imprisonment -for: not moreithan one year, or by 
both such-fine and .imprmonment.” .• v", - * r ■ ' V'-' f 

NOW, . THEREFORE,; byiivirtue of the authority - vested- in me by the fore-; 
going statutory- -provisions, -;andin ; effectuation of '.the purposes of the said act 
of.-January.jl2; 1938, Ij herebyndefinelthe ■ following . as -vital military and naval 
installations or ^equipment .! requiring ; protection .against the general dissemina- 
tion of information relative thereto : ..n - i 

1. All military or.-, naval installations and equipment- which - - are now classified,’ 
designated, , and marked.under the authority, or 'at' the direction of the* Secretary 
of War orvthe Secretary^of the Navy asNlsecret,” “‘confidential',”- or 1 “restricted”-’ 
and all military or naval installations and, equipment -which -may- hereafter’ be' 
so classified, designated! ;'and marked with the approval or at the direction of the 
President, and located within ; - •••: 

(а) .Any military or navahreservation,ipost, arsenal, proving .ground, range, 

minefield, camp,- fort,- yard, ^station, district; or area. h . i , it a > : - 

(б) Any, defensive sea area heretofore or.ihereafter established and - existing 
undermuthority of , section 44 of .the United States’ Criminal Code, as amended- 
by the^ act of March (4, 1917, 39 Stat.. 1194., (U. ; S: C., title. 18, sec. 96). 4 ' ' -'A An 

(o) -Any airspace; reservation; heretofore ort hereafter ; established and -'exist- 
ing .-under authority of section 4 of -the Air .Commerce Act' of 1926 (.44 Stat. 570, 
U. ,S) .C.;f title. 49, sec, .174)-;, .y . •• --. ; - :.r. • m : avc ■ - evtrc-;- 

.(d) Any .naval -harbor' closed to foreign- vessels!’- • - •< ' • ■ ’rmo 

(e) Any area required for fleet purposes. 0 1 
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(f) Any commercial establishment engaged in the development or manufactun 
of military or naval arms, munitions, equipments, designs, ships, or vessels for th! 
United States Army or Navy. | 

2. All military or naval aircraft, weapons, ammunition, vehicles, ships, vessels 
instruments, engines, manufacturing machinery, tools, devices, or any othe 
equipment whatsoever, in the possession of the Army or Navy, or in the eours 
of experimentation, development, manufacture, or delivery for the Army or Navy 
which are now classified, designated, and marked under -the authority or at th 
direction of the Secretary of War or the Secretary of the Navy as “secret; 
“confidential,” or “restricted,” and all such articles, materials, or equipmen 
which may hereafter be so classified, designated, and marked with the approva 
or at the direction of the President. 

3. All official military or naval books, pamphlets, documents, reports, maps 
charts, plans, designs, models, drawings, photographs, contracts, or specifica 
tions, which are now marked under the authority or at the direction of th 
Secretary of War or the Secretary of the Navy as “secret,” “confidential,” o 
“restricted,” and all such articles or equipment which may hereafter be s- 
marked with the approval or at the direction of the President, E. 0. No. 8382 ! 
March 22, 191,0; 5 F. R. 111,7; 50 U. S. G. 1,5; M. L., 1939, Supp. I, sec. 2187a. 

c. Chapter 1 of title 2, Canal Zone Code, approved June 19, 1934 (48 Stat. 1122 
48 U. S. C. ch. 6, note) has been amended by the act of December 12, 1941 (55 Stat 
798) . This amendment confers upon the Governor of the Panama Canal th 1 
following powers: I 

“* * * the Governor is hereby authorized to make, and from time to tim ; 

alter and amend, regulations prohibiting or restricting : 

“(a) The making of any photograph, sketch, drawing, map, or graphical reprt 
sentation of, within, or upon any such part or feature of the Panama Canal, o 
any such area, object, installation, or structure within the Canal Zone ; and . 

“.(b) The possession of any camera within any area or areas in the Canal Zon 
which the Governor may designate : Provided, however, That no regulation mad 
pursuant to authority contained in this section shall apply to activities of the kin< 
covered by this section which are conducted or performed by persons in th 
service or employ of the United States in the course of their official duties. * * *’ 
and makes punishable by fine, imprisonment, or both, violation of regulation 
established thereunder. Pursuant to the foregoing law, the Governor of th 
Panama Canal has issued regulations prohibiting the photographing of certaii 
areas, objects or structures, establishing areas within which photographing i 
prohibited, and establishing certain areas within which the possession of camera 
is prohibited. See Part 28, Chapter I, Canal Zone Regulations ; 7 F. R. 2135. 

[A. G. 312.11 (8-15-42).] 

By order of the Secretary of War : 

G. C. MARSHALL, 

Chief of Staff. 

Official ; 

J. A. ULIO, 

Major General, 

The Adjutant Genet'al. 

Distribution : 

A;E. 
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Paragraphs Page 



Section I. Espionage., _■= . . . .. .: . — 1-9 1 

II. Photographing, sketching, mapping, etc., defensive < . 

installations :. 10-20 4 

III. Radio and wire communication ... .' 21^25 8 

IV. Offenses against postal service ... 26-28 12 

V. Trading with the Enemy Act of 1917. . 29 13 

VI. First War Powers Act 1941. 30‘ 14 

VII. Coordination of Federal reporting services 31 14 

VIII. Offenses against operations of Government. 32-43 15 

IX. Foreign agents and propaganda , ._ 44 18 

'iX,;v Offenses against existence of Government 45-47 18 

•. -XI. Willful destruction, etc., of war or national-defense 

material .... : 48-49 20 

XII. Interference with homing pigeons owned by United 

States..... 50-52 20 

' XIII. ..War offenses. ..Yl 53-54 21 

XIV.' Military areas, etc.... ... 55-56 21. 

- ' XV. Miscellaneous acts 57-58 23 

XVI. Laws and regulations governing international traffic 

inarms 59 23 



Section I 
ESPIONAGE 

^ Para- 

graph Page 



Unlawfully obtaining or permitting to be obtained information affecting national defense 1 1 

Unlawfully disclosing information affecting national defense .' 2 2 i 

Seditious or disloyal acts or words in time of war :.. ; 3 3 

Conspiracy to violate preceding sections. 4 3 

Harboring or concealing violators of law •. 5 3 

Designation of prohibited places by proclamation 6 3 

Places subject to provisions of chapter 7 3 

Jurisdiction of courts-martial and military commissions. 8 4 

Jurisdiction of courts of Canal Zone and Philippine Islands of offenses on high seas 9 4 



1. Unlawfully obtaining or permitting to be obtained information affect- 
ing national defense. — That (a) Whoever, for the purpose of obtaining in- 
formation respecting the national defense with intent or reason to believe that 
the information to be obtained is to be used to the injury of the United States, or 
to the advantage of any foreigu nation, goes upon, enters, flies over, or otherwise 
obtains information concerning any vessel, aircraft, work of defense, navy yard, 
naval station, submarine base, coaling station, fort, battery, torpedo station, 
dockyard, canal, railroad, arsenal, camp, factory, mine, telegraph, telephone, 
wireless, or signal station, building, office, or other place connected with the 
549941° — 43— AGO 98 1 





REF ID : A4 12 72 07 

AR 380-10 

1-2 SAFEGUARD MILITARY INFORMATION 

national defense, owned or constructed, or in progress of eonstruction^by the 
United States or under the control of the United States, or of any of its officers 
or agents, or within the exclusive jurisdiction of the United States, or any place in 
which' any vessel, aircraft, arms, munitions, or other materials or instruments for 
use in time of war are being made, prepa red^_ repaired, or stored, under any con- 
tract or agreement with the United States, or with any person on behalf of the 
United States, or otherwise on behalf of the United States, or any prohibited 
place within the meaning of section 6 of this title ; or (b) whoever for the purpose 
aforesaid, and with like intent or reason to believe, copies, takes, makes, or obtains, 
or attempts, or induces or aids another to copy, take, make, or obtain, any. sketch, - 
photograph', photographic negative, blueprint, plan, map, model, instrument, ap- 
pliance, document, writing, or note of anything connected with the national 
defense; or.(c) whoever, for the purpose aforesaid, receives or obtains or agrees 
or attempts or induces or aids another to receive or ohtain from any person, or 
from any source whatever, any document, writing, code book, signal book, sketch, 
photograph, photographic negative, blueprint, plan, map, model, instrument, 
appliance, or note, of anything connected with the national defense, knowing or . 
having reason to believe, at the time he receives or obtains, or agrees or attempts 
or induces or aids another to receive or obtain it, tha't it has been or will be 
obtained, taken, made or disposed of by any person contrary to the provisions of 
this title; or (d) whoever, lawfully or unlawfully having possession of, access to, . 
control over, or being intrusted with any document, writing, code book, signal , 
book, sketch, photograph, photographic negative, blueprint, plan, map, model, 
instrument, appliance, or note relating to the national defense, willfully communi- 
cates or transmits or attempts to communicate or transmit the same to any 
person not entitled to receive it, or willfully retains the same and fails to 
deliver it on demand to the officer or employee of the United States entitled to 
receive it; or (e) whoever, being intrusted with or having lawful possession or 
control of any document, writing, code book, signal book, sketch, photograph, 
photographic negative, blueprint, plan, map, model, note, or information, relat- 
ing to the national defense, through gross negligence permits the same to be re- 
moved from its proper place of custody or delivered to anyone in violation of his 
trust, or to be lost, stolen, abstracted, or destroyed, shall be punished by i im- 
prisonment for not more than ten years and may, in the discretion of the court, 

- „ be fined not more than $10,000. Sec. 1, Title I, act 15 June 1917 (40 Stat. 217) , as 
amended by sec. 1, act 28 March 1940 (54 Stat. 79; 50 V. 8. C. 31). 

2. Unlawfully disclosing information affecting national defense. — (a) Who- 
ever, with intent or reason to believe that it is to be used to the injury of the 
United States or to the advantage of a foreign nation, communicates, delivers, 
or transmits, or attempts to, or aids or induces another to, communicate, de- 
liver, or transmit, to any foreign government, or to any faction or party or 
military or naval force within a foreign country, whether recognized or unrecog- 
nized by the United States, or to any representative, officer, agent, employee, 
subject, or citizen thereof, either directly or indirectly, any document, writing, 
code book, signal book, sketch, photograph, photographic negative, blue print, 
plan, map, model, note, instrument, appliance, or information relating to the ! 

national defense, shall be punished by imprisonment for not more than twenty 
years : Provided, That whoever shall violate the provisions of subsection (a) 
of this section in time of war shall be punished by death or by imprisonment 
for not more than thirty years; and (b) whoever, in time of war, with intent 
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that the same shall be communicated to the enemy, shall collect, record, publish, 
or communicate, or attempt to elicit 'any information with respect to the move- 
ment, numbers, description, condition, or disposition of any of the armed forces, 
ships, aircraft, or war materials of the United States, or with respect to the 
plans of conduct, or supposed plans or conduct of any naval or military opera- 
. tions, or with respect to any works or measures undertaken for or connected 
with, or intended for the fortification or defense of any place, or any other 
information relating to the public defense, which might be useful Jo the enemy, 
shall be punished by death or by imprisonment for not more than thirty years. 
Sec. 2, act 15 June 1917 (40 Stat. 218; 50 U. S. C. 32). ,, 

3. Seditious or disloyal acts or words in time of war.— Whoever, when the 

United States is at war, shall willfully make or convey false reports or false 
statements with intent to interfere with the operation or success of the mili- 
tary or naval forces of the United States or to promote the -success of its 
enemies and whoever, when the United States is at war, shall willfully cause or 
attempt to cause insubordination, disloyalty, mutiny, or refusal of duty, in the 
military or naval forces of the United States, or shall willfully obstruct the- 
recruiting or enlistment service of the United States, to the injury of the service 
or of the United States, shall be punished by a fine of not more than $10,000 
or imprisonment for not more than twenty years, or both. Sec. 3, act 15 June 
1917 (40 Stat. 219), revived and restored by act 3 March 1921 (41 Stat. 1359; 
50, V. S. C. 33). ■ 

4. Conspiracy to violate preceding sections. — If two or more persons con- 
spire to violate the provisions of sections 2 or 3 of this title, and one or more 
of such persons does any act to effect the object of the conspiracy, each of the 
parties to such conspiracy shall be punished as in said sections provided in 
the case of the doing of the act the accomplishment of which is the object 
of such conspiracy. Except as above provided conspiracies to commit offenses 
under this title shall be punished as provided by section 37 of the Act to 

v codify, revise, and amend the penal laws of the United States approved 4 March 
1909. Sec. 4, Title I, act 15 June 1917 (40 Stat. 219; 50 V. S. C. 34). 

5. Harboring or concealing violators of law. — Whoever harbors or conceals 
any person who he knows, or has reasonable grounds to believe or suspect, has 
committed, or is about to commit, an offense under this title ’sball be punished 
by. imprisonment for not more than ten years and may, hr the discretion of the 
court, be fined not more than $10,000. Sec. 5, Title I, act / 'l5 June 1917 (40 Stat. 
219), as amended by sec. 2, act 28 March 1940 (54 Stat. 79; 50 V. S. C. 35). 

0. Designation of prohibited places by proclamation.— The President in time 
of war or in case of national emergency may by proclamation designate any 
place other than those set forth in subsection (a) of section 1 hereof in which 
anything .for the use of the Army or Navy is being prepared or constructed or 
stored as a prohibited place for the purposes of this title: Provided, That he shall 
determine that information with respect thereto would be prejudicial to the na- 
tional defense. Sec. 6, Title I, act 15 June 1917 (40 Stat. 219; 50 V. S. C. 36). 

7. Places subject to provisions of chapter;— The provisions of this title shall 
' extend to all Territories, possessions, and places subject to the jurisdiction of 
the United States whether or not contiguous thereto, and offenses under this title 
when committed upon the high seas or elsewhere within the admiralty and mari- 
time jurisdiction of the United States and outside the territorial limits thereof 
shall be punishable hereunder. Sec. 8, Title I, act 15 June 1917 (40 Stat. 219; 
50 U. S. C. 37). 

3 

, AGO 98 




REF ID : A4127207 

A R 380-10 

8-10 SAFEGUARD MILITARY INFORMATION 



8. Jurisdiction of courts-martial and military commissions. — Nothing con- 

tained in this title shall be deemed to limit the jurisdiction of the general courts- 
martial, military commissions, or naval courts-martial under sections 1342, 1343, 
and 1624 of the Revised Statutes as amended. Sec. 7, Title I, act 15 June 1917 
(1,0 Stat. 219; SO V. S. C. 38). „ 

9. Jurisdiction of courts of Canal Zone and Philippine Islands of offenses 
on high seas. — The several courts of first instance in the Philippine Islands and 
the district court of the Canal Zone shall have jurisdiction of offenses under this 
Act committed within their respective districts, and concurrent jurisdiction with 
the district courts of the United States of offenses under this Act committed 
upon the high seas, and of conspiracies to commit such offenses, as defined by 
section 37 of the Act entitled “An Act to codify, revise, and amend the penal 
laws of the United States,” approved 3 March 1909, and the provisions of said 
section, for the purpose of this Act, are hereby, extended to the Philippine Islands, 
and to the Canal Zone. In .such cases the district attorneys of the Philippine 
Islands and of the Canal Zone shall have the. powers and perform the duties 
provided in this Act for United States attorneys. Sec. 2, Title XIII, act 15 June 
1917 40 Stat. 231; 50 U. S. C. 39). 

Section II 



PHOTOGRAPHING, SKETCHING, MAPPING, ETC., DEFENSIVE 
INSTALLATIONS 



Para-, 

• t graph Page 

Photographing, etc., defensive installations regulated; penalties. •.. 10 4 

Photographing, etc., from aircraft .; . 1 11 8 

Reproducing, publishing, selling, etc., uncensored copies .-. 12 6 

“Aircraft,” “posts,” "camp,” and “station,” defined: — — 13 6 

Geographical application of law 14 8 

Photographing, sketching, mapping, etc., military or naval reservations, properties, equipment, 

etc., as unlawful..; 15 6 

Permission to photograph, sketch, map, etc . — 16 7 

Penalties for violations...; J.. 1 17 7 

Application to Philippine Islands.. 18 7 

Effective date of sections 781-785.1.. . 19 7 

Regulations under Public Law 627. ; ...-. 20 7 



10. Photographing, etc., defensive installations regulated; penalties.— 
That, whenever, in the interests of national defense, the President shall define 
certain vital military and naval installations or equipment as requiring protec- 
tion against the general dissemination of information relative thereto, it shall 
be unlawful to make any photograph, sketch, picture, drawing, map, or graphical 
representation of such vital military and naval installations or equipment with- 
out first obtaining permission of the commanding officer of the military or naval 
post, camp, or station concerned, or higher authority, and promptly submitting 
“ the product obtained to such commanding officer or higher authority for censor- 
ship or such other action as he may deem necessary. Any person found guilty' 
of a violation of this section shall upon conviction be punished by a fine of not 
more than $1,000 or; by imprisonment for not more than one year, or by both 
such fine and imprisonment. Sec. 1, act. 12 January 1938 (52 Stat. 3; 50 
V. S.C. 45). 
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а. Defining certain vital military and naval installation)! and equipment . — 
Executive Order 8381, 22 March 1940 (5 F. R. 1147), D. I. Whereas section 1 of 
the act 12 January 1938 (52 Stat. 3 ; 50 U. S. C. 45) , provides : 

NOW, THEREFORE, by virtue of the authority vested in me by the foregoing 
statutory provisions, and in effectuation of the purposes of the said act of 12 
January 1938, I hereby define the following as vital military and naval installa- 
tions of equipment requiring protection against the general dissemination of in- 
formation relative thereto : . ^ 

1. All military or naval installations and equipment which are now classified, 
designated, and marked under the authority or at the direction of the Secretary 
of War or the Secretary of the Navy as “secret”, “confidential”, or “restricted”, 
and all military or naval installations and equipment which may hereafter be so 
classified, designated, and marked with the approval or at the direction of the 
President, and located within : 

(a) Any military or naval reservation, post, arsenal, proving ground, range, 
mine field, camp, fort, yard, station, district, or area. 

(b) Any defensive sea area heretofore or hereafter established and existing 
under authority of section 44 of the United States Criminal Code, as amended 
by the act of 4 March 1917 (39 Stat. 1194 ; 18 U. SJ C. 96) . 

(c) Any airspace reservation heretofore or hereafter established and existing 
under authority of section 4 of ' the Air Commerce Act of 1926 (44 Stat. 570; 
49 U. S. C. 174). 

(d) Any naval harbor closed to foreign vessels. 

(e) Any area required for fleet purposes. 

(f) Any commercial establishment engaged in the development or manufacture 
of military or naval arms, munitions, equipment, designs, ships, or vessels for 
the United States Army or Navy. 

2. All military or naval aircraft, weapons, ammunition, vehicles, ships, vessels, 
instruments, engines, manufacturing machinery, tools, devices, or any other 
equipment whatsoever, in the possession of the Army or Navy, or in the course 
of experimentation, development, manufacture, or delivery for the Army or 
Navy, which are now classified, designated, and marked under the authority or 
at the direction of the Secretary of War or the Secretary of the Navy as 
“secret”, “confidential”, or “restricted”, and all such articles, materials, or 
equipment which may hereafter be so classified, designated, and marked with the 
approval or at the direction of the President. 

3. All official military or naval books, pamphlets, documents, reports, maps, 
charts, plans, designs, models, drawings, photographs, contracts, or specifica- 
tions, which are now marked under the authority or at the direction of the 
Secretary of War or the Secretary of the Navy as “secret”, "confidential”, or 

. “restricted”, and all such articles or equipment which may hereafter be so 
marked with the approval or at the direction of the President' 

б. Chapter 1 of title 2, Canal Zone Code, approved 19 June 1934 (48 Stat. 1122; 
48 U. S. C. Ch. 6, Note) has been amended by the act of- 1 December 1911 (55 
Stat. 798). This amendment confers upon the Governor of the Panama Canal 
the following powers: 

* * * the Governor is hereby authorized to make, and from time to time 
alter and amend, regulations prohibiting or restricting : 

(a) The making of any photograph, sketch, drawing, map, or graphical repre- 
sentation of, within, or upon any such part or feature of the Panama Canal, 
or any such area, object, installation, or structure within the Canal Zone; and 

(b) The possession of any camera within any area or areas in the Canal Zone 
which the Governor may designate : Provided, however, That no regulation made 
pursuant to authority contained in this section shall apply to activities of the 
kind covered by this section which are conducted or performed by persons in 
the service or employ of the United States in the course of their official 
duties. * * * and makes punishable by fine, imprisonment, or both, violation 
of regulations established thereunder. Pursuant to the foregoing law, the 
Governor of the Panama Canal has issued regulations prohibiting the photo- 
graphing of certain areas, objects or structures, establishing areas within which 

5 : 
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photographing Is prohibited, and establishing certain areas within which the 
possession of cameras is prohibited. See Part 28, Chapter 1, Canal Zone Reavia- 
tions (7 F. R. 2135). 

11. Photographing etc., from aircraft. — Any person who uses or permits. or 
procures the use of an aircraft for the purpose of making a photograph, sketch, 
picture, drawing, map, or graphical representation of vital military or naval 
installations or equipment, in violation of section 1 of this Act, shall be liable 
to the penalty therein provided. Sec. 2, act 12 January 1938 ( 52 Stat. 3; 50 
V. S. C. 45a). 

12. Reproducing, publishing, selling, etc., uncensored copies.— On and after 
thirty days from the date upon which the President defines any vital military or 
naval Installation pr equipment as being within the category contemplated under 
the first section of this Act, it shall be unlawful for any person to reproduce, 
publish, sell, or give away any photograph, sketch, picture, drawing, map, or 
graphical representation of the vital military or naval installations or equip- 
ment so defined, without first obtaining permission of the commanding officer 
of the military or naval post, camp, or station concerned, or higher authority, 
unless such photograph, sketch, picture, drawing, map, or graphical representa- 
tion has clearly indicated thereon that it has been censored by the proper 
military or naval authority. Any person found guilty of a violation of this 
section shall upon conviction be punished as provided in the first section of this 
Act. Sec. 3, act 12 January 1938 (52 Stat. 3; 50 V. S. C. ,£56). 

13. “Aircraft,” “post,” “camp,” and “station” defined.— The term “aircraft” 
as used In this Act means any contrivance known or hereafter Invented, used, or 
designed for navigation or flight in the air. The expression^ “post, camp,’ or 
station” as used In this Act shall be Interpreted to include naval vessels, military 
and naval aircraft, and any separate military or naval command. Sec. 4, act 12 
January 1938 (52 Stat. 4; 50 V. S. C. 45c). 

14. Geographical application of law.— The provisions of this Act, shall ex- 
tend to all Territories, possessions, and places subject to the Jurisdiction of the 
United States, whether contiguous thereto, or not and offenses under this Act 
when committed upon or over the high seas or elsewhere within the admiralty 
and maritime Jurisdiction of the United States and outside the territorial limits 
thereof shall be punishable hereunder. Sec. 5, act 12 January 1938 (52 Stat. J; 

50 U. S. O. 45d). 

15; Photographing, sketching, mapping, etc., military or naval reserva- 
tions, properties, equipment, etc., as unlawful. — Whoever, except in perform- 
ance of duty or employment in connection with the national defense, shall 
knowingly and willfully make any sketch, photograph, photographic negative, 
blueprint, plan, map, model, copy, or other representation of any navy yard, ' 
naval station, or of any military post, fort, camp, station, arsenal, airfield, or 
other military or naval reservation, or place used for national-defense purposes 
by the War or Navy Departments, or of any vessel, aircraft, installation, equip- 
ment, or other property whatsoever, located within any such post, fort, camp, 
arsenal, airfield, yard, station, reservation or place, or in the waters adjacent 
thereto, or in any defensive sea area established in accordance with law; or 
whoever, except in performance of duty or employment in connection with lie 
national defense, Shall knowingly and willfully make any sketch, photograph, 
photographic negative, ) blueprint, plan, map, model, copy, or other representa- 
tion of any vessel, aircraft, installation, equipment, or other property relating 
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to the national defense being manufactured or under construction or repair 
for or awaiting delivery to the War or Navy Departments or the government of 
any country whose defense the President deems vital to the defense of the 
United States under any contract or agreement with the United States or such 
country or otherwise on behalf of, the United States or such country, located 
at the factory, plant, yard, storehouse, or other place of business of any con- 
tractor, subcontractor, or other person, or in the waters adjacent to any such 
place, shall be punished as provided in this Act. Sec. 1, act 25 June 1943 (56 
Stat. 390; 50 V. S.C.App. Sup. 781). 

16. Permission to photograph, sketch, map, etc. — Notwithstanding the pro- 

visions of section 1 of this Act, the Secretary of War or the Secretary of the Navy 
is authorized, under such regulations as he may prescribe, to permit photo- 
graphs, sketches, or other, representations to be made when, in his opinion, the 
interests of national defense will not be adversely affected thereby. Ses. 2, act 25 
June 1942 (56 Stat. 891 ; 50 V. S. C. App. Sup. 782) . . , 

17. Penalties for violations. — Any person found guilty of a violation of this 
Act shall, upon conviction, be punished by a fine of not more than $1,000 or by 
imprisonment for not more than one year, of by both such fine and imprisonment. 
Sec. 3, act 25 June 1942 (56 Stat. 391; 50 U. S.C. App. Sup. 7 83). 

18. Application to Philippine Islands. — The provisions of this Act shall apply 
In the Philippine Islands as well as in all other places within the territory or 
Jurisdiction of the United States.. Sec. 4, act 25 June 1942 (56 Stat . 391; 50 
U. S.C. App. Sup. 784). 

19. Effective date of sections 781-785.— This Act shall be effective only for 
the duration of the present war as determined by proclamation of the President. 
Sec. 5, act 25 June 1942 (56 Stat. 391; 50 U. S. C. App. Sup. 785). 

20 . Regulations under Public Law 627. — The following regulations, promul- 
gated by the Secretary of War and the Secretary of the Navy pursuant to Sec- 
tion 2 of Public Law 627, which appeared in 7 Federal Register 7307, are pub- 
lished for the information and guidance of all concerned : 

■0 

MAKING OF PHOTOGRAPHS, SKETCHES, ETC., OF MILITARY OR NAVAL 

SUBJECTS 

Pursuant to the authority conferred upon the Secretary of War and the Secre- 
tary of the Navy by the Act of Congress approved 25 June 1942 (Public Law Number 
627 — 77th Congress), “to prevent the making of photographs and sketches of 
military or naval reservations, naval vessels, and other naval and military prop- 
erties, and for other purposes,” the following regulations are hereby pre- 
scribed : 

, (a) Sketches, photographs, photographic negatives, blueprints, plans, maps, 

- - models, copies or other representations, may be made of any area, place, property, 
or thing, described in the Act of Congress approved 25 June 1942, (Public Law 
Number 627 — 77th Congress), only upon the expressed permission of the Secre- 
tary or his authorized representative having Jurisdiction of the subject matter. 
Such permission will be granted only if the interests of national defense will 
not be adversely affected thereby. 

(b) The authorized representatives who may grant the necessary permission 
are: 

War Department. Any Commanding General of a Defense Command, Theater 
of Operations, Department or Service Command, Director of War Department 
Bureau of Public Relations, or any Commander of a post, camp, or station. 

Navy Department'. Fleet Commanders or Commanders of any major subdivision 
thereof, Commanders of Sea Frontiers, District Commandants, the Director of 
the Office of Public Relations, Commanding Officers of Ships, Aircraft Squadrons, 
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or Stations, or, an officer of the U. S. Marine Corps having a command equivalent 
to any of the foregoing. 

Section III 

RADIO AND WIRE COMMUNICATION 



Para- 
graph Page 

Unauthorized publication or use of communications 21 8 

General penalty — 22 8 

Violation of rules, regulations, etc — 23 8 

Powers and duties of commission 24 3 

War powers of President --- : 25 10 



21. Unauthorized publication or use of communications. — No person receiv- 
ing or assisting in receiving, or transmitting, or assisting in transmitting, any 
' interstate or foreign communication by wire or radio shall divulge or publish 
the existence, contents, substance, purport, effect, or meaning thereof, except 
through authorized channels of transmission or reception, to any person other 
than the addressee, his agent, or attorney, or to a person employed or authorized 
to forward such communication to , its destination, or to proper accounting or 
distributing officers of the various communicating centers over which the com- 
munication may be passed, or to the master of a ship under whom he is serving, 
or in response to a subpena issued by a court of competent Jurisdiction, or on 
demand of other lawful authority; and no person not being authorized by the 
sender shall intercept any communication and divulge or publish the existence, 
contents, substance, purport, effect, or meaning of such intercepted communication 
to any person ; and no person not being entitled thereto shall receive or assist 
in receiving any interstate or foreign communication by wire or radio and use 
the same or any information therein contained for his own benefit or for the 
benefit of another not entitled thereto ; and no person having received such inter- 
cepted communication or having become acquainted with the contents, sub- 
stance, purport, effect, or meaning of the same or any part thereof, knowing 
that such information was so obtained, shall divulge or publish the existence, 
contents, substance, purport, effect, or meaning of the same or any part thereof, 
or use the same 'or any information therein contained for his own benefit or 
for the benefit of another not entitled thereto : Provided, That this section shall 
not apply to the receiving, divulging, publishing, or utilizing the contents of any 
radio communication broadcast, or transmitted by amateurs or others for the 
use of the general public, or reluting to ships in distress. Bee.- 605, act 19 June 
1934 (48 Stat. 1103; 47 U. 8. C. 605). 

22. General penalty. — Any person who willfully and knowingly does or 
causes or suffers to be done any act, matter, or thing, in this Act prohibited or 
declared to be unlawful, or who willfully and knowingly omits or fails to do 
any act, matter, or thing in this Act required to be done, or willfully and knowingly 
causes or suffers such omission or failure, shall, upon conviction thereof, be 
punished for such offense, for which no penalty (other than a forfeiture) is 
provided herein, by a fine of not more than $10,000 or by Imprisonment for a 
term of not more than two years, or both. Sec. 501, act 19 June 1934 (48 Stat. 

, 1100; 47 V. 8. C. 501). 

23. Violation of rules, regulations, etc.— Any person who willfully and 
knowingly yiolates any rule, regulation, restriction, or condition made or Imposed 
by the Commission under authority of this Act, or any rule, regulation, restriction, 
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or condition made or imposed by any international radio or wire communications 
treaty or convention, or regulations annexed thereto, to which the United States 
is or may hereafter become a party, shall, in addition to any other penalties pro- 
vided by law, be punished, upon conviction thereof, by a fine of not more than $600 
for each and every day during which such offense occurs. Sec. 502, act 19 June 
1934 (48 Stat. 1100; 47 U. S. G. 502). 

24. Powers and duties of commission. — Except as otherwise provided in this 
Act, the (Federal Communications) Commission from time to time, as public 
convenience, interest, or necessity requires, shall — * * . * 

(m) (1) Have authority to suspend the license of any operator (radio) upon 
proof sufficient to satisfy the Commission that the licensee — * * * 

(C) has willfully damaged or permitted radio apparatus or installations to be 
damaged ; or 

(D) has transmitted superfluous radio communications or signals * * 
or has knowingly transmitted — 

(1) false or deceptive signals or communications, or 

(2) ;a call signal or letter which has not been assigned by proper authority to 
the station he is operating ; or 

(E) has willfully or maliciously interfered with any other radio communica- 
tions or signals ; * * *. Sec. 303, act 19 June 1934 (48 Stat. 1082), as amended 
by sec. 5 and 6 (a and b) act 20 May 1937 (30 Stat. 190, 191; 47 V. 8. C. 303). 

Note. — The RuleB and Regulations of the Federal Communications Commission also pro- 
hibit the acts mentioned in the above section. 

a. On 14 June 1940, the Federal Communications Commission issued a formal 
notice to all classes of commercial radio operators reading as follows : 

On 10 June 1940, the Commission issued a warning specifically addressed to 
ship radio operators and ship station licensees against the transmission of super- 
fluous, unnecessary or unidentified communications. The purpose, of this notice 
is to emphasize the importance of strict compliance with the previous notice and 
at the same time to call attention specifically that the provisions of statute and 
treaty prohibiting the transmission of superfluous, unnecessary or unidentified 
communications apply to all commercial operators as well as those communicating 
from ship stations. 

The General Radio Regulations (Cairo Revision, 1938) annexed to the Inter- 
national Telecommunications Convention (Madrid, 1932,) to which this Govern- 
ment is a party, and the Communications Act of 1934, specifically prohibit the 
transmission of superfluous, unnecessary or unidentified communications. The 
Commission intends to uphold vigorously these provisions of law and treaty and 
will hold all commercial radio operators and station licensees strictly accountable 
for any violation. , . • • 

b. On 21 August, ,1941, the Defense Communications Board issued a formal notice 
to all persons engaged in the wire or radiocommunications industry, including 
manufacturing, reading as follows : 

WHEREAS on account of the importance to national defense, of the plants and 
facilities of the communications industry it appears desirable to restrict free 
access thereto; . ' . 

BE IT THEREFORE RESOLVED that persons engaged in the wire or radio- 
communications industry, including manufactoring, be requested to take all meas- 
ures necessary to ensure that access to premises containing communications equip- 
ment or facilities tother than the premises necessarily open to the general public) 
be restricted to employees, federal, state or local government officers acting in 
their official capacity, and other persons considered necessary by the management 
in the conduct of its business. 
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BE IT FURTHER RESOLVED that all persons engaged in the wire or radio- 
communications industry, including manufacturing, be requested to exclude rep- 
■- resentatlves of any foreign government, persons, associations or corporations, 
from access to the premises containing communications equipment or facilities 
(other than premises necessarily open to the general public) except only upon 
express permission granted at the direction of the Defense Communications 
Board. 

c. On 25 March 1942, the Defense Communication Board issued Order Number 
3, authorizing the Secretary, of War and the Secretary of the Navy to take ap- 
propriate measures to safeguard the security of military and naval- messages 
handled by means of radio communication and wire communication, as defined 
in the Communications Act of 1934, under the jurisdiction of the United States, 
reading as follows ; ' \ 

WHEREAS, the Defense Communications Board has, by E.O. 8964, 10 December 
1941, and E.O. 9089, 6 March 1942, been authorized, if the national security and 
defense and the successful conduct of the war so demand, to prescribe classes 
and types of radio stations and stations for wire communications and facilities 
or portions thereof which shall be subject to the use, control, supervision, inspec- 
tion, or closure in accordance with such prescription, by the Department of War, 
Department of Navy, or other agency of the United States Government, desig- 
nated by the Board ; 

AND WHEREAS, it is necessary in the Interest of the national security and 
defense, and for the successful prosecution of the war that the Government 
of the United States safeguard the security of all military and naval messages 
handled by means of radio communication and wire communication, as defined 
in the Communications Act of 1934, under the jurisdiction of the United States; 

AND WHEREAS, The Defense Communications Board has determined that the 
national security and defense and the successful conduct of the war so demand ; 

NOW, THEREFORE, By virtue of authority vested in the Board under E.O. 
8964, 10 December 1941, and E.O. 9089, 6 March 1942, the Board hereby authorizes, 
the Secretary of War and the Secretary of the Navy, acting jointly or severally, 
to take such steps, institute such measures, and issue such regulations and orders 
as shall be necessary to safeguard all military and naval messages handled by 
means of radio communication and wire communication under the Jurisdiction of 
the United States in order to ensure that all such communications be trans- 
mitted rapidly, securely, and inviolate and further to ensure that no communi- 
cation of spurious origin, purporting to be a military or naval communication, 
be transmitted by means of radio or wire communication. 

2b. War powers of President. — (a) During the continuance of a war in 
which the United States is engaged, the President Is authorized, if he finds it nec- 
essary for the national defense and security, to direct that such communications 
as in his judgment may be essential to the national defense and security shall 
have preference or priority with any carrier subject to this Act. He may give 
these directions at and for such times as he may determine, and may modify, 
change, suspend, or annul them and for any such purpose he is hereby authorized 
to issue orders directly, or through such person or persons as he designates for 
the purpose, or through the Commission. Any carrier complying with any such 
order or direction for preference or priority herein authorized shall be exempt 
from any and all provisions in existing law imposing civil or criminal penalties, 
obligations, or liabilities upon carriers by reason of giving preference or priority 
in compliance with such order or direction. 

(b) It shall be unlawful for any person during any war in which the United 
States is engaged to knowingly or willfully, by physical force or intimidation by 
threats of physical force, obstruct or retard or aid in obstructing or retarding in- 
terstate or foreign communication by radio or wire..' The President is hereby au- 
thorized, whenever in his judgment the public interest requires, to employ the 
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armed forces of the United States to prevent any such obstruction or retardation 
of communications : Provided, That nothing in this section shall be construed 
to repeal, modify, or affect either section 6 or section 20 of an Act entitled 
“An Act to supplement existing laws against unlawful restraints and monop- 
olies, and for other purposes,” approved 15 October 1914. 

(c) Upon proclamation by the President that there exists war or a threat 
of war or a state of public peril or disaster or other national emergency, or in 
order to preserve the neutrality of the United States, the President may suspend 
or amend, for such time as he may see fit, the rules and regulations applicable 
to any or all stations within the jurisdiction of the United States as prescribed 
by the Commission, and may cause the closing of any station for radio com-j 
munication and the removal therefrom of its apparatus and equipment, or he 
may authorize the use or control of any such station and/or its apparatus and 
equipment by any department of the Government under such regulations as he 
may prescribe, upon just compensation to the owners. 

(d) Upon proclamation by the President that there exists a state or threat 
of war involving the United States, the President, if he deems it necessary in 
the Interest of the national security and defense, may, during a period ending 
not later than six months after the termination of such state or threat of war 
and not later than such earlier date as the Congress by concurrent resolution 
may designate, (1) suspend or amend the rules and regulations applicable to 
any or all facilities or stations for wire communication within the jurisdiction 
of the United States as prescribed by the Commission, (2) cause the closing 
of any facility or station for wire communication and the removal therefrom 
of its apparatus and equipment, or (3) authorize the use or control of any 
such facility or station and its apparatus and equipment by any department 
of the Government under such regulations as he may prescribe, upon just 
compensation to the owners. 

(e) The President shall ascertain the just compensation for such use or con- 

trol and certify the amount ascertained to Congress for appropriation and pay- 
ment to the person entitled thereto. If the amount so certified is unsatisfactory 
to the person entitled thereto, such person shall be paid only 75 per centum ot 
the amount and shall be entitled to sue the United States to recover such further 
sum as added to such payment of 75 per centum will make such amount as will 
be just compensation for the use and control. Such suit shall be brought in 
the manner provided by paragraph 20 of section 24, or by /Section 145, of the 
Judicial Code, as amended. . / 

(f) Nothing in subsection (c) or (d) shall be construed to amend, repeal, im- 
pair, or affect existing 1 laws or powers of the States In relation to taxation or 
the lawful police regulations of the several States, except wherein such laws, 
powers, or regulations may affect the transmission of Government communica- 
tions, or the issue of stocks and bonds by any communication system or systems. ' 

(g) Nothing in subsection (c) or (d) shall be construed to authorize the 
President to make any amendment to the rules and regulations of the Commission 
which the Commission would not be authorized by law to make; and nothing 
in subsection (d) shall be construed to authorize the President to take any action 
the force and effect of which shall continue beyond the date after which taking 
of such action would not have been authorized. Sec. 606, act 19 June 193 4 (48 
Stat. 1104), as amended by sec. 1 and 2, act 26 January 194 2 (56 Stat. 18; 41 
V. S. O. 606). 
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Section IV 

OFFENSES AGAINST POSTAL SERVICE 

Para- 
graph Page 

Stealing, secreting, or embezzling mall matter, or attempting to do so - 26 12 

Certain letters or writings nonmailable; opening letters , 27 12 

Using or attempting to use mails for transmission of matter declared nonmailable by title; jur- 
isdiction of offense 1 1 : 28 12 

26. Stealing;, secreting, or embezzling mail matter, or attempting to do 
so.— Whoever shall steal, take, or abstract, or by fraud or deception obtain, or 
attempt so to obtain, from or out of any mall, post office, or station thereof, or 
other authorized depository for mail matter, or from a letter or mail carrier, any 
letter, postal card, package, bag, or mail, or shall abstract or remove from any 
such letter, package, bag, or mail, any article or thing contained therein, or shall 
secrete, embezzle, or destroy any such letter, postal card, package, bag, or mall, 
or any article or thing contained therein ; or whoever shall steal, take, or abstract, 
or by fraud or deception obtain any letter, postal card, package, bag, or mall, 
which has been left for collection upon or adjacent to a collection box or other 
authorized depository of mall matter ; or whoever shall buy, receive, or conceal, 
or aid in buying, receiving, or concealing, or shall unlawfully have In his posses- 
sion, any letter, postal card, package, bag, or mail, or any article or thing 
contained therein, which has been so stolen, taken, embezzled, or abstracted, as 
herein described, knowing the same to have been stolen, taken, embezzled, or 

. abstracted ; or whoever shall take any letter, postal card, or package out of any 
post office or station thereof, or out of. any authorized depository for mall matter 
or from any letter or mail carrier, or which has been in any post office or station 
thereof, or other authorized depository, or in the custody of any letter or mail 
carrier, before it has been delivered to the person to whom it was directed, with 
a design to obstruct the correspondence, or to pry into the business or secrets 
of another, or shall open, secrete, embezzle, or destroy the same, shall be fined 
not*more than $2,000 of Imprisoned not more than five years, or both. Sec. 194, 
act 4 March 1909 (35 8 tat. 1125), as amended by act 25 February 1925 ( 43 8 tat. 
977), as amended by act 2t> August 1935 (49 Stat. 867), as amended by act 7 
August 1939 (53 Stat. 1256; 18 V. 8. C. 317) . 

27. Certain letters or writings nonmailable; opening letters. — Every letter, 
writing, circular, postal card, picture, print, engraving, photograph, newspaper, 
pamphlet, book, or other publication, matter, or thing, of any kind, in violation 
of any of the provisions of this Act is hereby declared to be nonmailable matter 
and shall not be conveyed in the mails or delivered from any post office or by 
any letter carrier : Provided, That nothing in this Act shall be so construed as 
to authorize any person other than an employee of the Dead Letter Office, duly 
authorized thereto, or other person upon a search warrant authorized by law, 
to open any letter not addressed to himself. Sec. 1, act 15 June 1917 (40 Stat. 
230; 18 V.S. 0.343). 

28. Using or attempting to use mails for transmission of matter declared 
nonmailable by title; jurisdiction of offense. — Whoever shall use or attempt to 
use the mails or Postal Service of the United States for the transmission of any 
matter declared by Title XII of this Act to be nonmailable, shall be punished 
by imprisonment for not more than ten years and may, in the discretion of the 
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court, be fined not more than $5,000. Any person violating any provision of 
this title may be tried and punished either in the district in which the unlawful 
matter or publication was mailed, or to which it was carried by mail for delivery 
according to the direction thereon, or in which it was caused to be delivered 
by mail to the person to whom it was addressed. Sec. 3, act 15 June 1917 (40 
Stat. 230) as amended by sec. 9, act 28 March 1940 ( 54 Stat. 80; 18 U. 8. C. 345). 

Section V 

TRADING WITH THE ENEMY ACT OF 1817 

Para- 
graph Page 

Acta prohibited- i .i. 29 13 

29. Acts prohibited. — it shall be unlawful — 

(a) For'any person in the United States, except with the license of the Presi- 
dent, granted to such person, or to the enemy, or ally of enemy, as provided in 
this Act, to trade, or attempt to trade, either directly dr indirectly, with, to, or 

; from, or for, or on account of, or on behalf of, or for the benefit of, any other 
person, with knowledge or reasonable cause to believe that such other person 
is an enemy or ally of enemy, or is conducting or taking part in such trade, 
directly or indirectly, for, or on account of, or on behalf of, or for the benefit of, 
an enemy or ally of enemy. 

(b) For any person, except with the license of the President, to transport 

or attempt to transport into or from the United States, or for any owner, master, 
or other person in charge of a vessel of American registry to transport or at- 
tempt to transport from any place to any other place, any subject or citizen of 
an enemy or ally of enemy nation, with knowledge or reasonable cause to believe 
that the person transported or attempted to be transported is such subject or ■ 
citizen. 1 

(c) For any person (other than a person in the service of the United 
States Government or of the Government of any nation, except that of an enemy 
or ally of enemy nation, and other than such persons or classes of persons as may 
be exempted hereunder by the President or by such person as he may direct), to 
send, or take out of, or bring into, or attempt to send, or take out of, or bring into 
the United States, any letter or other writing or tangible form -of communication, 
except in the regular course of the mail ; and it shall be unlawful for any person 
to send, take, or transmit, or attempt to send, take, or transmit out of the United 
States, any letter or other writing, book, map, plan, or other paper, picture, or 
any telegram, cablegram, or wireless message, or other form of communication 
intended for or to be delivered, directly or indirectly, to an enemy or ally of 
enemy : Provided, however, That' any person may send, take, or transmit out of 
the United States anything herein forbidden if he shall first submit the same to the 
President, or to such officer as the President may direct, and shall obtain the 
license or consent of the President, under such rules and regulations, and with , 
such exemptions, as shall, be prescribed by the President. 

(d) Whenever, during the present war, the President shall deem that the pub- 
lic safety demands it, he may cause to be censored under such rules and regula- 
tions as he may from time to time establish, communications by mail, cable, radio, 
or other means of transmission passing between the United States and any foreign 
country he may from time to time specify, or which may be carried by any vessel 
or other means of transportation touching at any port, place, or territory of the 
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United States and bc u nd to ol Ivom auy foreign country. Any person who will- 
fully evades or attempts to evade the submission of any such communication to 
such censorship or willfully uses or attempts to use any code or other device for 
the purpose of concealing from such censorship the intended meaning of such 
communication shall be punished as provided in section sixteen of this Act Sec 
3, act 6 October 1917 (40 St at. 412; 50 V. 8. C. App. 3). \ 

Section VI 

FIRST WAR POWERS ACT 1941 

• Para- 

Censorahip of communications ; penalties and forfeitures— _ _ gr ^ b Pa *® 

30. Censorship of communications; penalties and forfeitures.— Whenever 
during the present war, the President shall deem that the public safety demands 
it, he may cause to be censored under such rules and regulations as he may 
from time to time establish, communications by mail, cable, radio, or other 
means of transmission passing between the United States and any foreign 
country he may from time to time specify, or which may be carried by any 
vessel or other means of transportation touching at any port, place, or Terri- 
tory of the United States and bound to or from apy foreign country. Any 
person who willfully evades or attempts to evade the submission of any such 
communication to such censorship or willfully uses or attempts to use any 
code or other device for the purpose of concealing from such censorship the 
intended meaning of such communication shall, upon conviction, be fined not 
more than $10,000, or, if a natural person, imprisoned for not more than ten 
years, or both ; and the officer, director, or agent of any corporation who 
knowingly participates in such violation shall be punished by a like fine im- 
prisonment, or both, and any property, funds, securities, papers, or other 
articles or documents, or any vessel, together with her tackle, apparel, furni- 
ture, and equipment, concerned in such violation shall be forfeited to the United 
States. Sec. 303, act 18 December 191,1 (55 Btat. 81,0; 50 U. S. C. App. Sup. 618). 

Section VII 

COORDINATION OF FEDERAL REPORTING SERVICES 

Para- 

n a l ^<'l l L' ,IS0,08Ure 0f ' nf0rmatl0n: Penaltles; release ot information to other graPh 

31 Unlawful disclosure of information; penalties; release of information 
o other agencies.— (a) In the event that any information obtained In confi- 
dence by a Federal agency is released by that agency to another Federal agency ' 
all the provisions of law (including penalties) which relate to the unlawful 
disclosure of any such information shall apply to the officers and employees of 
t le agency to which such information Is released to the same extent and in 
the same manner as such provisions apply to the officers and employees of the 
agency .which originally obtained such information; and the officers and em- 
ployees of the agency to which the information is released shall in addition be 
subjected to the same provisions of law (including penalties) relating to the 
unlawful disclosure of such information as if the information had been collected 
directly by such agency. 
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(b) Information obtained by a Federal agency from any person or persons, 
may, pursuant to this Act, be released to any other Federal agency only if (1) 
the information shall be released in the form of statistical totals or summaries; 
or (2) the information as supplied by persons to a Federal agency shall not, at 
the time of collection, have been declared ,by that agency or by any superior 
authority to be confidential; or (3) the persons supplying the information shall 
consent to the release of it to a second agency by the agency to which the in- 
formation was originally supplied; or (4) the Federal agency to which another 
Federal agency shall release the information has authority to collect the informa- 
tion itself and such authority Is supported by legal provision for criminal 
penalties against persons failing to supply such information. Sec. 4, act 2{ 
December 1942 (56 Slat. 1079; 5 V. S. C. Sup. 139b.) 

Section VIII 

OFFENSES AGAINST OPERATIONS OF GOVERNMENT 

i 

Para- 
graph Page 



Falsely pretending to be United States officer. . _ _ '. 32 15 

Purloining, stealing, or injuring property of United States or property manufactured -under 

contract for War or Navy Departments.. 33 15 

Embezzling arms and stores 34 16 

Injuries to fortifications or harbor defenses; jurisdiction of offenses committed within Canal 

Zone or defensive sea areas 35 16 

Unlawfully entering military reservation, fort, or arsenal . 36 16 

Unlawfully entering, remaining, leaving, or committing acts in military areas or zones 37 17 

Possession or control of property or papers in aid of foreign government designed or intended 
for violating penal statutes treaty rights, or obligations of United States; or rights under law 

ofnatlons... _ 38 17 

Robbery of personal property of United States . 39 17 

Embezzling public moneys or other-property... 4U 17 

Receiving stolen public property 41 17 

Injuries to telegraph lines 42 ; 18 



l 



32. Falsely pretending to be United States officer. — Whoever, with intent 
to defraud either the United States or any person, shall falsely assume or pre- 
tend to be an officer or employee acting under the authority of the United States, 
or any department, or any officer of the Government thereof, or under the 
authority of any corporation owned or controlled by the United States, and 
shall take upon himself to act as such, or shall in such pretended character 
demand or obtain from any person or from the' United States, or any deirnrt- 
ment, or any officer of the Government thereof, or any corporation owned or con- 
trolled by the United States, any money, paper, document, or other valuable 
thing, shall be fined not more than $1,000 or imprisoned not more than three 
years, or both. Sec. 3 (2, act 4 March 1909 (35 Btat. 1095) as amended by act 
28 February 1938 (52 St at. 82; 18 U. S. C. 76). 

33. Purloining, stealing, or injuring property of United States or property 
manufactured under contract for War or Navy Departments. — (C) Whoever 
shall take and carry away or take for his use, or for the use of another, Vith 
intent to steal or purloin, or shall willfully injure or commit any depredation 
against, any property of the United States, or any branch or department thereof, 
or any corporation in which the United States' of America is a stockholder, 
or any property which has been or is being made, manufactured, or constructed 

15 
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under contract for the War or Navy Departments of the United States, shall 
be punished as follows : If the value of such property exceeds the sum of $50, by a 
fine of nob more than $10,000 or imprisonment for not more than ten years, 
or both ; if. the value of such property does not exceed the sum of $50, by a 
fine of not more than $1,000 or by imprisonment in a jail for not more .than one 
year, or both. Value, as used in this section, shall mean market value or cost 
price, either wholesale or retail, whichever shall be the greater. Sec. 35, act 4 
March 1909 (35 Stat. 1095) as amended by act 23 October 1918 (40 Stat. 1015) as 
amended by act 18 June 1934 (4$ Stat. 996) as amended by act 4 April 1938 (52 
Stat. 198; 18 V. S.C. 82). 

34. Embezzling arms and stores. — Whoever shall steal, embezzle, or know- 
ingly apply to his own use, or unlawfully sell, convey, or dispose of, any ordnance, 
arms, ammunition, clothing, subsistence, stores, money, or other property of the 
United States, furnished or to be used for the military or naval service, shall be 
punished as prescribed in section 35 of this Act. Sec. 36, act 4 March 1909 (35 Stat. 
1096; 18 U. S. C. 87). 

35. Injuries to fortifications or harbor defenses: jurisdiction of offenses 

committed within Canal Zone or defensive sea areas. — Whoever shall willfully 
trespass upon, injure, or destroy any of the works or property or material of any 
submarine mine or torpedo or fortification or harbor-defense system owned or 
constructed or in process of construction by the United States, of shall willfully 
interfere with the operation or use of any such submarine mine, torpedo, fortifi- 
cation, or harbor-defense system, or shall knowingly, willfully, or wantonly 
violate any duly authorized and promulgated order or regulation of the President 
governing persons or vessels within the limits of defensive sea areas, which de- 
fensive sea areas are hereby authorized to be established by order of the President 
from time to time as may be necessary in his discretion for purposes of national 
defense, shall be punished on conviction thereof in a -district or circuit court of 
appeals of the United States for the district or circuit in which the offense ,is 
committed, or into which the offender is first brought, by a fine of not more than 
$5>,000, or by imprisonment for a term not exceeding five years, or by both, in 
the discretion of the court. Provided, offenses hereunder committed within the 
Canal Zone or jyithin any defensive sea areas which the President is authorized 
to establish by. this section, shall be cognizable in the District Court of the Canal 
Zone, and jurisdiction is hereby conferred upon said court to hear and determine 
all such cases arising under this section and .to impose the penalties herein, pro- 
vided for the violation of any of its provisions. Sec. 1, act 7 July 1898 (30 Stat. 
777), as amended by sec. 44 *. act. 4 March 1909 (35 Stat. 1091), as amended by 
act 4 March 1911 (39 Stat. 1194), as amended by sec. 19, act 22 May 1911 (4/0 
Stat. 89; 18 V. S. C. 96). , 

36. Unlawfully entering military reservation, fort, or arsenal.— Whoever, 
within the territory or jurisdiction of the United States, including the Canal 
Zone, Puerto Rico, and the Philippine Islands, shall go upon any military reser- 
vation, Army post, fort, or arsenal, for any purpose prohibited by law or mili- 
tary regulation made in pursuance of law, or whoever shall reenter or be found 
within any such reservation, post, fort, or arsenal, after having been removed 
therefrom or ordered not to reenter by any officer or person in command or 
charge thereof, shalj be fined not more than $500, or imprisoned not more than 
six months, or both. Sec. 45, act 4 March 1909 (35 Stat. 1091), as amended by 
act 28 March 1940:(54 Stat. 80; 18 U. S.C. 91), 
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37. Unlawfully entering, remaining, leaving, or committing acts in mili- 
tary areas or zones. — Whoever shall enter, remain in, leave, dr commit any act 
in any military area or military zone prescribed, under the authority of an 
Executive' order of the President, by the Secretary of War, or by any military 
commander designated by the Secretary of War, contrary to the restrictions 
applicable to any such area or zone or contrary to the order of the Secretary of 
War or any such military commander, shall, if it appears that he knew or should 
have known of the existence and extent of the restrictions or order and that his 
act was in violation thereof, be guilty of a misdemeanor and upon conviction 
shall be liable to a fine of not to exceed $5,000 or to imprisonment for not more 
than one year, or both, for each offense. Act 21 March 1942 (56 Stat. 113; 18 
V. S. C. Sup. 91a). 

38. Possession or control of property or papers in aid of foreign govern- 
ment designed or intended for violating penal statutes, treaty rights, or 
obligations of United States; or rights under law of nations. — Whoever, in aid 
of any foreign Government, shall knowingly and willfully have possession of or 
control over any property or papers designed or intended for use or which is 
used as the means of violating any penal statute, or any of the rights or obli- 
gations of the United States under any treaty or the law of nations, shall be 
punished by imprisonment for not more than ten years and may, in the dis- 
cretion of the court, be fined not more than $1,000. The words “foreign govern- 
ment”, as used in this Act and in sections 156, 157, 161, 170, 171, 172, 173, and 
220 of the Act of 4 March 1909, entitled “An Act to codify, revise, and amend the 
penal laws of the United States,” shall be deemed to include any Government, 
faction, or body of insurgents within a country with which the United States 
is at peace, which Government, faction, or body of insurgents may or may not 
have been recognized by the United States as a Government. Sec. 4 , act 15 June 
1911 (40 Stat. 226); sec. 22, act 15 Jane 1911 (40 tSat. 230), as amended by 
sec. 8, act 28 March 1940 (54 Stat. 80; 18 V. S. C. 98). 

30. Bobbery of personal - property of Uniter States. — Whoever shall rob 
another of any kind or description of personal property belonging to the United 
States, or shall feloniously take and carry away the same, shall be fined not 
more than $5,000, or imprisoned not more than ten years, or both. Sec. 46 , act 4 
March 1909 (35 Stat. 1091; 18 V. S. C. 99.) 

40. Embezzling public moneys or other property.: — Whoever shall embezzle, 
steal, or purloin any money, property, record, voucher, or valuable thing what- 
ever, of the moneys, goods, chattels, records, or property of the United States, 
shall be fined not more than $5,000, or imprisoned not more than five years, or 
both. Sec. 1, act 3 March 1815 (18 Stat. 419), as amended by sec. 47, act 4 
March 1909 (85 Stat. 1091; 18 V. S. C. 100). 

41. Receiving stolen public property. — Whoever shall receive, conceal, or 
aid in concealing, or shall have or retain in his possession with intent to convert 
to his own use or gain, any money, property, record, voucher, or valuable thing 
whatever, of the moneys, goods, chattels, records, or property of the United 
States, which has theretofore been embezzled, stolen, or purloined by any other 
person, knowing the same to have been so embezzled, stolen, or purloined, shall 
be fined not more than $5,000, or imprisoned not more than five years, or both;, 
and such person may be tried either before or after the conviction of the 
principal offender. Sec. 2, act 3 March 1815 (18 Stat. 419), as amended by sec. 
48, act 4 March 1909 (35 Stat. 1098; 18 V. 8 . C. 101). 
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. 42. Injuries to telegraph lines. — Whoever shall willfully or maliciously in 
jure or destroy any of the works, property, or material of any telegraph, tele- 
phone, or cable line, or system, operated or controlled by the United States, 
whether constructed or in process of construction, or shall willfully or mali- 
ciously interfere in any way with the working or use of any such line, or 
system, or shall willfully or maliciously obstruct, hinder, or delay the trans- 
mission of any communication over any such line, 'or system, shall be fined not 
more than $1,000, or imprisoned not more than three years, or both. Act 23 
June 1874 (18 Stat. 250),' as amended by see. 60, act 4 March 1909 (35 Bta)t. 
1099;' 18 V. 8. C. 116). - 

43. Falsely making or forging naval, military, or official pass. — Whoever 
shall falsely make, forge,, counterfeit, alter, or tamper with any naval, military, 
or with wrongful or fraudulent intent, shall use or have in his possession any 
such pass or permit, or shall personate or falsely represent himself to be or not 
to be a person to whom such pass or permit has been duly issued, or shall will- 
fully allow any other person to have or use any such pass or permit, issued for 
his use alone, shall be fined not more than $2,000 or imprisoned .not more than 
five years, or both. Sec. 3, act of 15 June 1917 (40 Stat. 228; 18 V. S. C. 132.) 

Section IX 

FOREIGN AGENTS AND PROPAGANDA 

Para- 

■ graph Page 

Acting as foreign governmental agent without notice to Secretary of State 44 18 

44. Acting as foreign governmental agent without notice to Secretary of 
State. — Whoever, other than a diplomatic or consular officer or attache, shall act 
in the United States as an agent of a foreign government without prior notification 
to the Secretary of State shall be punished by imprisonment for not more than 
ten years and may, in the discretion of the court, be fined not more than $5,000. 
Sec. 3, act 15 June 1917 (40 Stat. 226), as amended try sec. 6, act 28 March 1940 
(54 Stat. 80; 22 U.S.C. 601). 

Section X 

OFFENSES AGAINST EXISTENCE OF GOVERNMENT 

Para- 
graph Page 



Criminal correspondence with foreign governments ; redress of private Injuries 

excepted , — 46 18 

Organizations carrying on subversive political and civilian military activities ; 

definitions r 46 19 

Same ; penalties 1 47 19 



45. Criminal correspondence with foreign governments; redress at private 
injuries excepted.— Every citizen of the United States, whether actually resident 
or abiding within the same, or in any place subject to the jurisdiction thereof, or 
in any foreign country, who, without the permission or authority of the Govern, 
ment, directly or indirectly, commences or carries on any verbal or written cor- 
respondence or intercourse with any foreign government or any officer or agent 
thereof, with an intent to Influence the measures or conduct of any foreign gov- 
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ernment or of any officer or agent thereof, in relation to any disputes or con- 
troversies with the United States, or to defeat the measures of the. Government 
of the United States; and every person, being a citizen of or resident within the 
United States or in any place subject to the jurisdiction thereof, and not duly 
authorized, who counsels, advises, or assists in any such correspondence with such 
intent, shall be fined not more than $5,000 and imprisoned not more than three 
years; but nothing in this section shall be construed to abridge the right of a 
citizen to apply, himself or his agent, to any foreign government or the agents 
thereof for redress of any injury which he may have sustained from such govern- 
ment or any of its agents or subjects. Sec. 5, act 4 March 1909 (35 Stat. 1088), 
as amended by act 22 April 1932 (47 Stat. 132; 18 U.S.C. 5).. , „ 

46. Organizations carrying on subversive political and civilian military 
activities; definitions.— For the purposes of this Act — 

(a) The term “Attorney General” means the Attorney General of the United 

States; . 

(b) The term “organization” means any group, club, league, society, com- 
mittee, association, political party, or combination of individuals, whether in- , 
corporated or otherwise, but such term shall not include any corporation, 
association, .community chest, fund or foundation, organized and operated 
exclusively for religious, charitable, scientific, literary, or educational purposes ; 

(c) The term “political activity” means any activity the purpose or aim of 
which, or one Of the purposes or alms of which, is the control by force or over- 
throw of the Government of the United States or a political subdivision thereof, 
or any State or political subdivision thereof; 

(d) An organization shall be , deemed to be engaged in “civilian military 
activity” if (1) it gives Instruction to, or prescribes instruction for, Its members 
in the use of firearms or other- weapons or any substitute therefor, or military 
or naval science, or (2) it receives from any other organization or from any 
individual Instruction in military or naval science, or (3) it engages in any 
military or naval maneuvers or activities, or (4) it engages, either with or 
without arms, in drills or parades of a military or naval character, or (5) it 
engages in any other form of organized activity which in the opinion of the 

Attorney General constitutes preparation for military action ; arid 

(e) An organization shall be deemed ' “subject to foreign^' control” if (1) it 
solicits or accepts financial contributions, loans, or support of any kind, directly 
or indirectly, from, or is affiliated directly or indirectly with, a foreign govern- 
ment or a political subdivision thereof, or an agent, agency, or instrumentality 
of a foreign government or political subdivision thereof, or a political party in 
a foreign country, or an international political organization, or (2) its policies, 
or any of them, are determined by or at the suggestion of, or In collaboration 
with, a foreign government or political subdivision thereof, or agent, agency, 
or instrumentality of a foreign government or a political subdivision thereof, 
or a political party In a foreign country, or an international political organiza- 
tion. Sec. 1, act 17 October 1940 (54 Stat. 1201; 18 V. S. C. 14). 

47. Same; penalties.— Any violation of any of the provisions of this Act shall 

be punishable by a fine of not more than $10,000 or by imprisonment for not more 
than five years, or both. * * *. Sec* 4, act 17 October 1940 (54 Stat. 1204; 18 
U.S.C. 17). , 
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Section XI 



WILLFUL DESTRUCTION, ETC., OF WAR OR NATIONAL-DEFENSE 

MATERIAL 

Para- 
graph Page 

Destroying or injuring national-defense materials, etc — : 48 20 

Making or causing national-defense material to be made in defective manner 49 20 

48. Destroying or injuring national-defense materials, etc. — Whoever, with 
Intent to injure, interfere with, or obstruct the national defense of the United 
States, shall willfully injure or destrSy, or shall attempt to so injure or destroy, 
any national-defense material, national-defense premises, or national-defense 
utilities, as herein defined, shall, upon conviction thereof, be fined not more than 
$10,000 or Imprisoned not more than ten years, or both. Act 20 April 19X8 (40 
Stat. 533 ) as added by sec. 5, act SO November 1940 (54 8tat. 1221; 50 V. 8. C. 
105). 

48. Making or causing national-defense material to be made in defective 
manner. — Whoever, with intent to injure, interfere with, or obstruct the national 
defense of the United States, shall willfully make or cause to be made in a de- 
fective manner, or attempt to make or cause to be made 4 in a defective manner, 
any national-defense material, as herein defined, or any tool, implement, machine, 
utensil, or receptacle used or employed in making, producing, manufacturing, or 
repairing any such national-defense material, as herein defined, shall, upon 
conviction thereof, be fined not more than $10,000 or imprisoned not more than 
ten years, or both. Act 20 April 1918 (40 Stat. 533) as added by sec. 6, act 30 
November 1940 ( 54 Stat. 1221; 50 V. 8. C. 106). 

Section XII 

INTERFERENCE WITH HOMING PIGEONS OWNED BY UNITED STATES 

Para-' 

», graph Page 

Prohibited acts, — , --- a. 50 20 

Possession of pigeons as evidence of violation of law 61 20 

Punishment ! — 52 20 

50 . Prohibited acts. — It is hereby declared to be unlawful to knowingly en- 
trap, capture, shoot, kill, possess, or in any way detain an Antwerp, or homing 
pigeon, commonly called carrier pigeon, which is owned by the United States 
or bears a band owned and issued by the United States having thereon the 
letters “U. S. A.” or “U. S. N.” and a serial number. Sec. 1, act 19 April 1918 
(40 Stat. 533 ; 50 V. 8. C. 111). 

51 . Possession of pigeons as evidence of violation of law.— The possession 

or detention , of any pigeon described in section 1 of this Act by any person or 
persons in any loft, house, cage, building, or structure In the ownership or 
under the control of such person or persons without giving immediate notice by 
registered mail to the nearest military or naval authorities, shall be prima facie 
evidence of a violation of this Act. Bee. 2, act 19 April 1918 (40 Stat. 533; 50 
V. 8. C. 112). " • 

58 . Punishment. — Any. person violating the provisions of this Act shall, upon 
conviction, be punished by a fine of not more than, $100, or by Imprisonment 
for not more than six months, or by both such fine and imprisonment. Sec. 3, 
act 19 April 1918 (40 Stat. 533; 50 V. 8. C. 113). „ 
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WAR OFFENSES 



Relieving, corresponding with, or aiding the enemy— 
Spies i — , ; 



Para- 

j> graph Page 

— ,53 21 
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, 53. Relieving, corresponding with, or aiding the enemy. -^-Whosoever re- 
lieves or attempts to relieve the enemy with arms, ammunition, supplies, money, 
or other things, or knowingly harbors or protects or holds correspondence with 
or gives intelligence to the enemy, either directly or indirectly, shall suffer, death 
or such other punishment as a court-martial, or military commission may direct. 
Act 4 June 1920, AW 81 (41 Stat. 804; 10 U. S.C.. 1553). 

54. Spies. — Any person who in time of war shall be found lurking or acting 
as a spy in or about any of the fortifications, posts, quarters, or encampments of 
any of the armies of the United States, or elsewhere, shall be fried by a general 
court-martial or by a military commission, and shall, on conviction thereof, suffer 
death. Act 4 June '1920,AW82]U1 Stat. 804; 10 V. 8. C. 1554).? 

Section XIV $ ' • ' 



MILITARY AREAS, ETC. 



Para- 
graph Page 



Executive Order (No. 9066) Secretary of War Authorised to prescribe military 

areas — ; ; i 1 55 21 

Executive Order (No. 8972) protection of certain national-defense material, 

premises, and utilities from injury or destruction---— „ i 56 22 

55. Executive order— Secretary of War authorized to prescribe military 
areas. — The following Executive Order (No. 9066) is published for the informa- 
tion and guidance of all concerned : ; .. ■" 

, , v 

AUTHORIZING THE SECRETARY OF WAR TO PRESCRIBE MILITARY 

C. > ,■ areas, r ■" 

WHEREAS the successful . prosecution of the War requires every possible 
protection against espionage and against sabotage to national-defense material, 
national defense premises, and national-defense utilities as -defined in sec. 4 
act 20 April 1918, (40 Stat. 533), as amended by act 30 November 1940, (54 Stat. 
1220), and act 21 August 1941, (55 Stat. 655 ;> 50 U. S. C. 104) : 

NOW, THEREFORE, by virtue of the authority vested in me as President of 
the United States, and Commander in Chief of the Army and Navy, I hereby 
authorize and direct the Secretary of War, and the Military Commanders whom 
lie may from time to time designate, whenever he or any designated Commander 
deems such action necessary or desirable, to prescribe military, areas In such 
places and of -such extent as he or the appropriate Military Commander may 
determine, from which any or all persons may be excluded, and with respect 
to which, the right of any person to enter, remain in, or leave shall be subject 
to whatever restrictions the Secretary of War or the appropriate Military' Com- 
mander may impose in his discretion. The Secretary of War is hereby author- 
ized to provide for . residents of any such area who are excluded therefrom, 
such transportation, food, shelter, and other accommodations as may be neces- 
sary, in the judgment of the Secretary of Wars or the said Military Commander, 1 
and until other arrangements are made, to accomplish the purpose of this order. 
The designation, of military areas in any region or locality- shall supersede 
designations of prohibited and restricted areas by the Attorney General, under 
the Proclamations of 7 and 8 December 1941, and shall supersede the responsi- 
bility and authority of the Attorney General under the said Proclamations in 
respect of such prohibited and restricted areas. * 
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I hereby further authorize and direct -the Secretary of War and 1 the said Mili- 
tary Commanders to take such other steps as tie or the appropriate Military 
Commander may deem advisable to enforce compliance with the restrictions 
applicable to each Military area hereinabove authorized to be designated, in 
eluding the use of .Federal troops and other Federal Agencies,' with authority 
to accept assistance of state and local agencies. ' 

I hereby further authorize and direct all Executive Departments, independent 
establishments and other Federal Agencies, to assist the Secretary of War or 
the said Military Commanders in carrying out this Executive Order, including 
the furnishing of medical aid, hospitalization, food, clothing, transportation, use 
of land, shelter, and other supplies, equipment, utilities, facilities, and services. 

This order shall not he construed as modifying or limiting in any way the 
authority heretofore granted under E. O. 81172, 12 December 1041, nor shall it 
he construed as limiting or modifying tile duty and responsibility of the Federal 
Bureau of Investigation, with respeeqt to the investigation of alleged acts of 
sabotage or the duty and responsibility of the Attorney General and the Depart- 
ment of Justice under the Proclamations of 7 and 8 December 1941, prescribing 
regulations for the conduct and control of alien enemies, except as such duty 
and responsibility is superseded by the designation of military areas hereunder. 
7 F. R. V,07. ' 

56^ Executive Order (No. 8972) authorizing the Secretary of War and the 
Secretary of the Navy to establish and maintain military guard and patrols, 
and to take ’other appropriate measures, to protect certain national-defense 
material, premises, and utilities from injury or destruction. 

WHEREAS the United States is, now at war ; and 

WHEREAS there exists a serious and immediate potential danger of sabotage 
to national-defense material, national-defense premises, and national-defense 
utilities which may menace our maximum productive effort ; and 

WHEREAS the Congress of the United States has in recent enactments 
recognized this danger by enjoining efforts to injure, interfere with, or obstruct 
the national defense, and providing severe penalties therefor ; and 

WHEREAS it is considered necessary in the interests of national defense 
that in particular situations where hazardous, dangerous, or other unfavorable 
conditions may from time to time exist, special precautionary measures be taken 
by establishing and maintaining military guards and patrols or other appropri- 
ate means to protect from injury or destruction national-defense material, na- 
tional-defense premises, and national-defense utilities ; , 

NOW, THEREFORE, by virtue of the authority vested in me as President of 
the United States, and Commander-in-Chief of the Army and Navy of the United 
States, I hereby authorize and direct the Secretary of War, whenever he deems 
such action to be necessary or desirable, and the Secretary of the Navy, whenever 
he deems such action to be necessary or desirable, to establish and maintain 
military guards- and patrols, and to take other appropriate measures, to protect 
from injury or destruction national-defense material, national-defense premises, 
and national-defense utilities, as defined in act of 20 April 1918 (40 Stat. 533), 
as-amended by act of 30 November 1940 (54 Stat. 1220), and act of 21 August 
1941 (55 Stat. 055). 

This order shall not be construed as limiting or modifying the duty and 
responsibility of the Federal Bureau of Investigation, Department of Justice, 
with respect to the Investigation of alleged acts of sabotage. (6 F. R. 6420.) 
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Section XV 

' >• " MISCELLANEOUS ACTS , 
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Eligibility for award of contract restricted to citizens ; employment bf aliens — 57 23 

Protection of diplomatic codes 58 23 

57. Eligibility for award of contract restricted to citizens; employment of 
aliens. — Only citizens of the United States, and corporations of which not less 
than three-fourths of the capital stock is owned by citizens of the United States, 
and of which the members of the boards of directors are citizens of the United 
States, and. haying manufacturing plants located within the continental limits 
of the United States shall be eligible to be awarded any contract under this 
section to furnish or construct aircraft, aircraft parts or aeronautical acces- 
sories for the United States (government, except that a domestic corporation 
whose stock shall be listed on a stock exchange shall not be barred by the 
provisions of this section unless and until foreign ownership or control of a 
majority of its stock shall be known to the Secretary of War or the Secretary 
of the' Navy, as the case may be, and no aliens employed by a contractor for 
furnishing or constructing aircraft, or aircraft parts, or aeronautical acces- 
sories for the United States shall be permitted to have access to the plans or 
specifications or the work under construction or to participate in the contract 
trials without the written consent beforehand of the Secretary of the department 
concerned. Sec. 10 (j), act 2 July 1926 (44 Stat. 787; 10 U. S. C. 310 (;) ). 

58. Protection of diplomatic codes. — Whoever, by virtue of his employment 

by the United States, shall obtain from another or shall have custody of or 
access to, or shall have had custody of or access to, any official diplomatic code or 
any matter prepared in any such code, or which purports to have been prepared 
in any such code, and shall willfully, without authorization or competent authority, 
publish or furnish to another any such code or matter, or any matter which 
was obtained while in the process of transmission bptween any foreign govern- 
ment and its diplomatic mission in the United States, shall be fined not more than 
$10,000 or imprisoned not more than ten years, or both. Act 10 June 1933 (48 
Stat. 122; 22 U. S. C. 135). - . y 

Section XVI r 

LAWS AND REGULATIONS GOVERNING INTERNATIONAL TRAFFIC IN 

ARMS 

Para- 
graph Page 

Special provisions in regard to military secrets 1 59 .23 

59. Special provisions in regard to military secrets. — a. Under provisions 
of Part V of the Laws and Regulations Administered by the Department of State 
Governing the International Traffic in Arms, Ammunition, and Implements of 
War and Other Munitions of War, 1939, the Secretary, of State will not issue a 
license authorizing the exportation of any arms, ammunition, or implements of 
war considered by the Secretary of War or by the Secretary of the Navy as 
instruments or appliances included among the articles covered by those terms 
as used in this act if, in their opinion, they involve military secrets of interest 
to the national defense. The articles which may be so considered are those 
falling within one of the following categories. 
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SAFEGUARD MILITARY INFORMATION 



(1) Articles, the whole or any features of which have been or are being 
developed or manufactured by or for the War Department, or the 
Navy Department or with the participation of either of the De- 
partments ; and 




(2) Articles, the whole or any features of which have been used or are 
being used by the War Department or the Navy Department or which 
either Department has contracted to procure. 

6. Included among articles developed by or for the War Department or the 
Navy Department are those which have been contracted for by either of those 
Departments, or which have been developed in accordance with Army or Navy 
specifications and submitted to either Department for evaluation for procurement. 

c. Prospective exporters of arms, ammunition, and implements of war should, 
before applying for a license to authorize the exportation of any article falling 
within the above categories which may possibly involve military secrets of in- 
terest to the national defense, communicate with the Secretary of State in advance 
of the proposed shipment in order that he may be in a position to ascertain for 
the prospective exporter whether or not military secrets are, in fact, involved 
therein. The articles upon which a determination is requested should be desig- 
nated clearly and specifically, the type and model designations being included. 
Where applicable, Army or Navy drawing numbers should be given,' or detailed 
plans and specifications submitted. See 4 F. R. 4518. 

[A. G. 380.01 (23 Jul 43).] 

By Order of the Secretary of Wah. 

' * G. C. MARSHALL, 

; Chief of Staff. 

Official: . 

. J. A. ULIO, 

Ma jor General, 

The Adjutant General. . ' 

Distribution : 

A ; e. 
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Circular) 
No. 343 



WAR DEPARTMENT, 
Washington 25, D. C., 21 August 1944. 





Section 

ARM'S POSTAL UNIT — Rescission o£ letters pertaining to equipment ' I 

FUNDS— AR 3S-7S0 amended ' 1 - , — v II. 

MILITARY INFORMATION— Policy governing requests from Federal, State, and- 

other agencies, ... : ; III 

PROPERTY ACCOUNTING— Elimination of W. D„ A. G.'O. Form No. 735 — Circular 

No. 39, War Department, 1944, amended Y 1 IV 

RESCISSION — Letters pertaining to soldiers of Japanese ancestry ... V 

1. . ARMY POSTAL. UNIT . — War Department letter : (AG 475 (10 Aug 42) 

AP-PS-M), 10 August 1942, and Services of-Supply letter (AG 475 (10 Aug 42) 
AP-PS-M), 10 August 1942, both on the subject, “Equipping Army postal units,” 
are rescinded. ' - \ ■ v 

[A. G. 475 (18 Aug 44).] 

11. . FUNDS. — Pending, the printing of changes in AR 35-780, paragraph 2d 
(5y 2 ), pertaining to the use of W. D., F. D. Form No. 10 for deposits received 
from interned enemy aliens and- prisoners of war, is rescinded. 

[A. G. 131 (17 Aug 44).] ' • . ; , 

111.. MILITARY INFORMATION. — 1. Reference is made 'to paragraphs 11 
and 19, AR 380-5, 15 March 1944, and to paragraph 5e, AR 410-5, 5 April 1944. 

. 2. This circular is 'issued under the authority- of above-cited subparagraph of 
AR 410-5 and will govern the handling of requests from private individuals, 
firms, or corporations and- from Federal or State departments or agencies for 
classified information. . . , ' 

3. This circular has no application to, — 

~a. Transmission of classified information to military or naval agencies of the „ 
United States Government. • 

b. Matters^ referred to in subparagraphs 6 and c of paragraph 19, AR 3S0-5. 
(See Memorandum No. W3S0-44, to Commanding Generals, Army Ground 
Forces, Army Air Forces, Army Service Forces, 25 February 1944, as amended 
by memorandum of 24 July 1944, subject, Exchange of Technical' Information . 

.with Foreign Nationals.) Except where the Assistant Chief of Staff, G-2, War 
Department General Staff, specifically directs otherwise, exchange of classified 
and unclassified military information with foreign nationals is a responsibility 
of the Chief, Military Intelligence Service, under policy prescribed by the 
Assistant Chief of Staff, G— 2, War Department General Staff.. 

c. Existing arrangements and practices concerning transmission' of 'informa- 
tion among intelligence agencies. • 

d. Requests by the Congress of the United States, its Committees or Members. -. 
(These should be referred to Legislative and Liaison'Division, War Department 
General Staff.) . 

e. Requests for information for use inwonnection with pending or prospective 
litigation. (See paragraph 5, AR 410-5, 8 February 1943.) 

' f. Requests for information for publication in news or publicity media. (See 
Cir. Ill, WD, 1944.) 1 . 

S’., Requests for classified aerial photographs of areas within the continental 
United States. (See Memorandum No. W380— 44, 14 -January 1944, as amended 
by memorandum of 22 February 1944, subject. Aerial Photographs.) 

4. Private individuals, firms, corporations, and Federal and State departments 

and agencies may receive classified information from the War Department and 
from War Department contractors subject to the availability of the information 
AGO 403B 598702°— 44 
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and provided War Department facilities will not be overtaxed and national 
security or the welfare of the Military Establishment will not bn adversely 
affected. ' ■ ' ;• 

5. Tlie following are designated as the responsible officers for the release of 
classified information under the provision of' this circular: The Commanding - 
Generals, Army Ground Forces, Army Air Forces, Army Service Forces, and • 
defense commands, for information of primary interest to each ; and the Chief, - 
Military Intelligence Service, War Department, for information of. primary 
interest to the War Department General and Special Staffs and oversea com- 
mands. Information normally will be considered of primary interest to that 
command in which, or by the efforts of which, it originated; for example, in- 
formation concerning an article of .materiel is of primary interest to the com- 
mand responsible for its development, production, or procurement. Each of the 
above is authorized to transmit classified information, in his discretion, to private 
individuals, firms, or corporations or to Federal or State agencies, provided — 

a. Possession of the information by the requester is necessary for its, or his, 
performance of a governmental function. (Production of war materiel is con- 
sidered, for this purpose, to be governmental function.) 

It. Release of the information to the requester will not restrict, hamper, 
jeopardize, or embarrass any military activity, or otherwise embarrass the War 
Department. 

c. The information was originated within the Military 'Establishment or by. 
a War Department contractor. r (.See paragraph 7 of this circular.) 

d. Adequate assurances are received from the requester (other than an agency 

of the Federal Government) that the material will be available only to key 
personnel and will be safeguarded in a manner similar to that provided in. Alt 
380-5. s ' — 

« e. Release of the information to the requester will not prejudice the interest 
of the source of such'. information. In no case will technical, industrial, or trade 
information not wholly Government-owned, or concerning which release author- 
ity has not already been' obtained, be released without consent of the owner. 

f. Release of the information to the requester will not violate any commitment 

made in obtaining it. - 

g. No restriction .on the release of the information has been imposed by the 
commanding general of any geographical area in which the subject of the 
information lies. 

6. Care will be exercised to comply with all provisions of AR 380-5 relating 
to the "transmission and' dissemination of classified information and the marking 
of classified documents. (See paragraphs 20, 25, 27, and 28, AR 380-5.) 

7. If the information requested was originated by an agency outside the juris- 
diction of the War Department, except a War Department contractor, the request 
will be referred to the originating agency for action, or its permission obtained . 
before release of the information to the requester. 

8. If the information in any way concerns Naval installations, activities, 
equipment, or- other interests, consent of the appropriate Bureau of the Navy 
Department will be obtained before its release. 

9. Whenever it is determined, under the principles stated in this circular, that 
information derived from intelligence investigations should be released, such 
information will be transmitted only in such form as not. to disclose sources or 
methods by which it was obtained. 
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10. Care will be exercised to avoid release of any information indicating ani- 

■ $ - 

mosity or prejudices, .adverse criticism of individuals, firms, or agencies, or 
personal appraisal of the competence or incompetence of any individual. 

11. Section VI, Circular No. 34, War Department, 1943, and section I, Circular 
No. 129, War Department, 1943, pertaining to the foregoing subject, are rescinded. , 




[A. G. 312.1(17 Aug 44).] 



IV. .PROPERTY ACCOUNTING. — 1. Paragraph 11, Circular No. 39, War 
Department, 1944, is rescinded- and the following substituted therefor : 

11. General. — The instructions contained herein regarding the preparation 
and processing of requisitions, and distribution of supplies and equipment are 
intended to follow as closely, as possible the procedure required in field opera- 
tions and should be so interprete'd. Requisitions submitted to station supply- 
officers will be prepared on W. D., A. G. O: Form No. 446, 6 August 1943, prepared 
and processed as indicated in figures 2 and 3, paragraph 17. Reports of survey 
and statements of charges will not be used as documents for the reissue of listed 
articles. Such articles will be issued on the presentation of a properly executed 
property issue slip. Separate units and organizations will not present requisi- 
tions to station supply officers unless. the listed articles will be accepted when 
ready for issue.' The preparation of the individual clothing slips W. D., A. G. O. 
Forms Nos. 35 and 735 to support requisitions for clothing will not be required. 

2. Paragraph In, section IV, Circular No. 240, War Department, 1943, is 
rescinded. 

' [A. G. 315 (12 Aug 44).] • 



V.. RESCISSION. — The following War Department letters are rescinded: 

1. AG 220.71 (16 Apr 43) PE-A-OPD, 19 April 1943, subject, “Circulation of 
soldiers of Japanese ancestry in Western Defense Command.” 

2. AG-220.71 (16 Apr 43) PE-A-OPD, 20 April 1943, subject, “Revision of War 

Department instructions governing granting furloughs to soldiers of Japanese 
ancestry.” ' . . 

3. AG 220.71 (16 Apr 43) . PE-A-OPD, 29 April 1943, subject, “Pass or fur- 
lough for inductees of Japanese ancestry.” 

[A. G. 220.71 (5 Aug 44).] 



By order of the Secretary of War : 



Official: 

J. A. TJLIO, 

Major General, ' • /. . 

The Adjutant General. 



G. C.- MARSHALL, 

Chief of Staff. 
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1. The purpose of - this circular is to clarify certain provisions of paragraph 15, 
AR 380-5 and particularly to define appropriate authority for regrading of classi- 
fied information. 

2. The instructions contained in paragraph 15, AR 3S0-5 to keep classified 
matter constantly under review and to downgrade it as soon as conditions permit 
will be implemented immediately by all agencies and echelons. ' 

3. Documents which affect only one element will be regraded by that element 

and ordinarily at the echelon where they originated or are presently held, which- 
ever is the higher, Higher authority ordinarily need not and should not be 
consulted. , . 

4. When the interests of two or more elements are involved in the regrading 
of a document, the element desiring to regrade will consult the others and each 
will attempt to reach an agreement. 

5. When the interests of two or more elements are involved in the regrading 

of a document and no agreement can be reached, the matter will be referred for 
decision, through channels, to the lowest superior common to the both. A full 
statement of the views of the differing elements will accompany the request for 
decision. ■. — 

6. The Assistant Chief of Staff, G-2, War Department General Staff, is the 
authorized agency to decide differences described in paragraph 5, provided there 
is no common superior to the differing elements lower than the Chief of Staff. 

7. An agency of the War Department receiving a document from the Navy 
Department, which is not of a joint or combined nature and which appears to be 
over or under classified, is authorized to present the matter directly to the proper 
authority within the Navy Department and request regrading. 

8. Joint Security ‘Control has been authorized by' the' Joint Chiefs of Staff to 
decide all differences between Army and Navy agencies in matters of regrading. 

9. In cases of Combined United States-British documents, proper agencies of 
the War Department will he authorized, on request, by Joint Security Control to 
consult directly with their opposite agencies of the British Joint Staff Mission in 
matters affecting only the two agencies. In the event no agreement is . reached, 
the matter will he referred to Joint Security Control. 

10. In cases of under classification which endanger security, emergency steps 

may be taken to effect, temporary upgrading before resorting to the procedures, 
contained in this circular. . ' 

[A. G. 380.01 (19 Jim 44). 1 

By order of the Secretary of War : » - 

G. C. MARSHALL, 

Chief of Staff. 

Official : ' . ; 

J. A. ULIO, _■ < 

Major General, 

The Adjutant ' General. / 
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WAR DEPARTMENT,' 

; Washington. 25, D. G., 29 February 1944. 

SECURITY CLASSIFICATIONS 




\ 



1. The Combined Chiefs of Staff have approved an agreement made be- 
tween the American and British services on the definition,' classification, , 
and handllngbf matters to be safeguarded. Procedures, names, definitions, 
and handling hereinafter set forth are to be put in effect by all War Depart- 
ment offices and- United States Army headquarters on zero zero zero one Z, 

15 March 1944. 

, 2. • Instructions to- the same effect are being issued for the same effective 
date to the United States Navy and to the British Armed Forces. 

3. It is contemplated that a complete revision of AR 380-5 embodying the 

details of the new agreement will be printed and distributed to the War 
Department on or about 1 April 1944. ' - 

4. From 15 March' 1944 to date of receipt of the revision of AR. 380-5, the 
policy hereinafter outlined will be followed by all concerned. No change In 
tile-classification of existing documents is necessitated by this. agreement. ' 

5. Combined Security Classifications Agreement. 

NEED FOR CLASSIFICATION 

1. To safeguard official matter, it must be. examined and graded into 
categories so' that it ’may be recognized and accorded proper handling. To 
grade matter accurately and uniformly, the following general policy and 
definitions have been agreed upon by the Combined Chiefs of . Staff to be- 
come effective 15 March l944. ■ The-detalled instructions based thereon will 
be Issued by the several, services concerned not later than 1 April 1944. * 

DEFINITIONS ...... ....... . .. . 

- 2. For 'the purpose of this agreement, the following definitions, apply : ; : 

a. . Documents : Any form of recorded information. ■ - 

b. Matdriel Any article, substance, or apparatus. . • 

c. Handling: Care in transmission and custody. • 

d. Distribution : Extent of actual or authorized issue of speciflc matter. 

e. Cryptographic system : Code and/or cipher and instructions therefor. 

/. Registered matter (document): Any classified document or deviceregis- 
. tered usually by number and periodically accounted for. \ ' 

g. Order' of Battle :' Important dispositions of our forces, with the identl- 

- ties of the units and- formations composing those forces in or adjacent 
to . operational theaters. ‘ ' . 

h. Munitions of war : Auy item used for war., . . ' 

CATEGORIES . _ . ' 

3. Official matter requiring classification shall be examined and graded 
under one of the following categories „ 

TOP SECRET (signal abbreviation, TOPSEC) > . ' 

SECRET ; ' ." .. I 

CONFIDENTIAL .... V . ' 

RESTRICTED .. . ■. / / . . , \ .’ V ' . 

,4. The United States regards TOP SECRET as' a subdivision of. SECRET, - «-■ ? 

On ) the Other hand, the British regard TOP SECRET .as a distinct category. T '^*rv k r 
Although this difference of view is recognized it is immaterial to this agree- 



ment under, which complete working uniformity is obtained by the adoption 
of agreed definitions, examples and rules of treatment, for the handling of 
all classified matter. ' . — 

‘ 5. Providing the following definitions and rules for handling are mutually 3 3 y. ■ 
accepted- and rigorously, implemented, the difficulties can be overcome. "• 

• ■ 570801°— 44— AGO 234 . - ' C < 
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TOP SECRET '■ ; ; ' 

6. Certain secret* 'documents, information, and matdriel, the security' aspect 
of which is paramount, and whose unauthorized disclosure would. .cause 
exceptionally grave damage to the iiation shall' be classified TOP SECRET. 

7;. The following are some -examples of ’matter which normally will be 
graded TOP SECRET:. ' ' - . 

а. Plans or particulars of future major or;special operations. 

б. Particulars of important dispositions or Impending moves of our forces 

or convoys in connection with a above. - 

c. Very important political documents dealing, with sueh matters as nego- 
tiations for alliances and the like. - ' ’ " C' ' ■ ' " 

■ d. Information of the methods used, or success obtained by our' Intelligence 

Services and Counter-Intelligence Services or jwhich would imperil secret 
agents: '•• • ■ • • 

- e.‘ Critical information of new and important munitions of war, including 
. approved scientific and technical developments. ' ... 

f. Important particulars of cryptography and cryptanalysis. . 

SECRET-'' . ' ’ '' 

5. Documents, information, or materiel, the unauthorized disclosure of 
which would endanger national security, cause serious injury' to the interests 
or. prestige of the nation, or any governmental activity Thereof, or would be' 
of great advantage to a foreign nation shall be classified SECRET. 

■ 9. The, following are some, examples of matter which normally will be 

graded SECRET : . ’ . . . - 

а. Particulars of operations in progress. 

6. Plans or particulars of operations not included under TOP SECRET; 

0. Instructions regarding the employment of important new munitions of 

war. - . - ' ■ ■ 

d. ' Order of Battle Information and locations and moves, affecting the 

Order of Battle. . . - ' 

e. Knowledge of enemy materiel and procedure, the value of which de- 
pends upon the enemy not knowing that we possess it. .$ 

f. Vital military information on important, defenses. ; . 

. g. Certain reports of operations' containing ’information of' vital interest 
to the enemy. ' 

h. Adverse reports on general morale affecting major operations; - 

1. Important improvements to existing munitions of war until accepted 

for .service use. . ... 

j. Photographs of vulnerable points or vital, installations . under our 

control. . .. . > . .. ' .• ’ • . . , 

k. Certain- development projects. . - 

Z.. Important cryptographic devices unless assigned to a lower category. 
CONFIDENTIAL , ' . 

10. Documents, information, or matdriel, the unauthorized disclosure' of 
Which, while not endangering the- national security, would be prejudicial 
to the interests or prestige of the nation, any governmental activity^: an 
individual, or would,cause administrative embarrassment, or difficulty, or 
be of advantage . to a" foreign nation shall be classified CONFIDENTIAL. 

• Tl. The following are' some examples of matter which' normally' will be 
graded CONFIDENTIAL: ' ' - •' ' 

d. Matters, investigations, and documents of a personal and disciplinary 
nature, the knowledge of which it is desirable to safeguard for administra- 
tive reasons'. '■ - • ' 1 ■ ■ ' / t 

б. Routine operational and battle reports which do not contain inforina- 

. tion’ of vital interest to the enemy.’- 1 >• , 

o. Routine intelligence reports' •' ' ' ' " ' ' •* ‘ - 

... . ' - ’ AGO, -234 
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d. General military radio .frequency allocations. • :■ -, ;■ ' 

,e. Military;- -call signs, unless so collected together; that they reveal the 
Order, of Hattie. 4 ,,-. . ... . .; . ... ^ • • ... , ... - 

Meteorological information, of designated areas. • .- ' . ■ 

, g.. Unit movements,, of .nonoperational-, significance in areas within, or ad- \ 

jacent to operational theaters. . .. . 

h. Certain .technical documents and manuals used for training, : mainte- 

nancemnd inspection of important new munitions of war.. _ 

i. General tactical lessons learned as a. result, of operations. ... .. ■ ... 

}.' Aerial. photograph's of territories under our control in. or adjacent to 
operational theaters. . ...... , . . ., 

RESTRICTED ; . : r :.-•/•• - . . - ...••• 

12. Documents, information, or materiel (other than TOP SECRET, SE- 
CRET, or CONFIDENTIAL ) which should not he published or communicated 
to anyone 1 except- for official purposes shall be classified: RESTRICTED. 

13. The, following are some examples of matter which normally will 
be graded RESTRICTED : . . 

a. Information of moves of nonopera tional significance in areas remote 
from theaters of war. 

V b. Training and technical documents for official use only or not intended 
for release to the public.;. • 

c. Certain routine , documents relating to supply and procurement. - 

d. Aerial photographs of territories under our control remote from opera- V 

tional theaters. . .... ’>'■ ■ m;. . ' 

'■e. Photographs-of enemy, enemy, occupied or dominated, areas except those 
which- reveal secret sources. 

.. /. .Strength returns, of units remote. from operational theaters, 

GENERAL PRINCIPLES 1 ' . : V 

GRADING 

14. The designation of persons responsible for grading' and regrading will 

•be a- function- of the appropriate authorities. ■■ ■ • 

• IS. Each document should be giaded-aceording to ‘its own'content and not 
necessarily according to its relationship to another document. This also 
applies to extracts from graded documents. • .' ".' 

16. The grading of a . file or group of physically connected, documents shall 
be that of the highest graded document therein. ' > 



REGRADING ~ ' " ' - • • • ' 

17. IT IS THE , OBLIGATION OF ALL AUTHORITIES TO 'KEEP 
CLASSIFIED' MATTER CONSTANTLY UNDER REVIEW, ‘AND TO 
DOWNGRADE IT AS SOON AS CONDITIONS PERMIT. 

TRANSMISSION BY’ ELECTRICAL MEANS : . : '.'-A... 

18. Messages which have been transmitted or are to be transmitted in a 

high-grade cryptographic system of one nation will not be relayed' or trans- . 
mitted by the other nation between point of origin and destination- by elec- . 
tribal means iii clear language or unapproved “scrambler” system, or low- 
grqde cryptographic system.- ; - • . . * 

' : HANDLING (TREATMENT) ' ' , A h 

.. 19. . No. person is .-entitled, solely by virtue of his rank or .position tcy^nowl-, 
edge or possession , of classified matter. Such matter: is entrusted only to 
those individuals whose .'official duties require such, knowledge or .possession. N 1 
SECRET, . . 

20. SECRET matter will be handled in- accordance with the following . 
rules: ' <, • • , : ... „-.... 

- a. The highest grade' cryptographic systems available . will be used for 
the transmission of SECRET messages. 

' AGO 234' ■- - . - . 
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6. SECRET documents will be transmitted only by officially designated 
courier in double sealed envelopes, the inner one being marked SECRET, 
and' will be opened only by the addressee or his authorized representative. 
Where officially designated courier service is not available, SECRET docu- 
ments may be- transmitted by registered mail serv!ce.,or mail service superior 
to registered mail service, if the service is completely within national control. 

o. - Transmission and custody of these documents and matdriel will nor- 
mally- be covered by a receipt system and registered: documents' or -materiel 
periodically accounted for. It is "mandatory that registered documents be 
covered by a receipt system. 1 ■ 

, d. SECRET messages will not be transmitted by electrical means in the 
clear, except over approved circuits and providing the rule in paragraph 18 
is. not violated.’’ «. ' ' 

* .Notes : (1) An approved circuit Is: ■ * " ' ■ 

• !A circuit approved by. -the theater commander. . The British 
Services "Defence Teleprinter Network” In the United Kingdom. 

(2) This' item will not appear in U. S. Regulations Jon cryptographic 
security. It will be released immediately to" responsible com- 
manders in special letters of instructions. .... ■- ■ >, 

■e. It is the responsibility of the commissioned officer. or equivalent civilian 
holding custody of SECRET documents to insure that all security precau- 
tions are taken to guard such documents at all times. ' . ... 

TOP SECRET - '• ' 

21. TOP SECRET matter- will be handled in accordance with the above 
rules, with additional safeguards as follows : . ■ - 

- a. Under no ' circumstances will such matter be transmitted by registered 
mail. .'■-•! . - • ' - > ' • .. •. 

6. . Under no circumstances will messages so graded be transmitted: by elec- 
trical means in the clear. 1 . 

c. It is mandatory that transmission and custody of such matter -be cov- 
ered by a receipt system. ■ . . ' ; 

d. TOP SECRET- documents will be handled only by persons specifically 

designated and may not be disclosed to. any person solely by virtue of his 
rank or office.- ■ - ■ , v • 






CONFIDENTIAL ... - . ... - , - ’ \ 

..22. CONFIDENTIAL matter will be handled In accordance .with the. ’fol- 
lowing rules: ' ^ .-• ... • • . ; .• -• ■ 

а. .. CONFIDENTIAL documents, except registered, will be transmitted by 

approved official .means. Registered CONFIDENTIAL documents will be 
handled In the same manner as registered .SECRET documents. < 

б. It is the .responsibility of the commissioned officer or equivalent official 

holding .custody of CONFIDENTIAL documents to insure that appropriate 
security precautions are, taken at all times. ‘ . . 

RESTRICTED . ' • f " . . ; I . . - 

23. RESTRICTED matter will be handled in accordance with the following 
rules:- - , " ' . 

а. RESTRICTED documents will be transmitted by such approved chan- 
nels as will provide a reasonable degree of security. 

б. Registered RESTRICTED, documents will be transmitted to and. from 
foreign countries in the same manner as registered SECRET documents. 

■ ' " [A. G: 380.01 (29 Feb 44).] ■ ' 

By ordeb of the Secretary of War : .. - ' 

G. C. MARSHALL, 

Official : ■' '. Chief of Staff. 

J. A. CLtO, .... . ...; . ’E ’ 

' Major General, . " ' ■ i .... 

’ " ■ The Adjutant General, ' . ' ' . i • . ' Ago* 234 
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